Cifrix.

XenMobile Server %Fihkas

Citrix Product Documentation | docs.citrix.com Januar y 25,2022



XenMobile Server H#iixras

Contents

RENEIMERF R R 1T ER 3
XenMobile Server 10.14 RzhiEER 3 FRASHI KR 1TIHAA 4
XenMobile Server 10.13 RzhiEHER 6 MRASHI&Z1TIHAA 4
XenMobile Server 10.12 RzhiEHER 11 BI&1TIHRA 4
XenMobile Server 10.12 ZzhEERF 10 HIKR1TIRRR 4
XenMobile Server 10.14 RzhE#MERF 2 iR L 1T5HA 5
XenMobile Server 10.13 RzpiEHER 5 MRASHI &R 1TIHRA 5
XenMobile Server 10.14 RzhiEER 1 FRASHI & 1T AR 6
XenMobile Server 10.12 RENEHMERF 9 BLTTIREA 7
XenMobile Server 10.13 RzHiEHIERF 4 FRASHIK1TIRRA 7
XenMobile Server 10.12 RzhE#MERF 8 B & 1THiEA 8
XenMobile Server 10.13 RzpiEHER 3 RASHI&ITIHAA 8
XenMobile Server 10.14 FFEINAE 9
XenMobile Server 10.13 FIFIEIHAE 14
XenMobile Server 10.12 FEI#HEIHAE 23
XenMobile Server 10.11 FI#HEINAE 29
E=HEHA 38
#H 38
BigE R 45
[Eyi[EEA 47
RRLEH 47
RABERMFRM 50
XenMobile %514 53
© 1999-2021 Citrix Systems, Inc. All rights reserved. 2



XenMobile Server H#iixras

IS ERIERR 54
HOER 56
Bl R RE 62
TFRI 65
FIPS 140-2 &% 71
BEXE 71
REMECE 73
#£ XenMobile #EE FIPS 86
EEERE 89
KA T 99
BRERIERS:S 100
Ao Z SQL Server 103
AR5 e3/E 105
BLITHEOER 118
XenMobile 1=%I& TER NI 135
B SR IIUE 138
Citrix Gateway 71 XenMobile 151
HRF MR 2SS HINIE 160
P IERSEBINE S 3 I0IE 167
PKI :1F 188
EERHER 213
APNSs iEH 219
SAML #5%R5 Citrix Files 227
% Azure Active Directory B1F IdP 237
© 1999-2021 Citrix Systems, Inc. All rights reserved. 3



XenMobile Server H#iixras

IREEE 249
FHE 268
BFKF. Aeim 272
AMBCE N 286
£ RBACELE AT 290
by | 306
®& 315
ActiveSync Gateway 322
MigEEE:T 2 Android Enterprise 324
Android Enterprise 330
% Android Enterprise FEiEFE 372
iZFAT Google Workspace (L{gi#F} G Suite) EF#IAkk Android Enterprise 398
ioS 435
macOS 450
Apple ig&r9# &5 456
ERiREY 463
&@id Apple BEITRIFEIGE 472
S E 481
Firebase Cloud Messaging 502
5 Apple HEINREREM 506
5% Apple N EERF 541
RIL& 5 a4l 566
Samsung Knox 572
Samsung Knox it £+ 575
© 1999-2021 Citrix Systems, Inc. All rights reserved. 4



XenMobile Server H#iixras

REIRE 579
HEZRE 590
XenMobile Bz A IARS 594
RE RS 599
REHE (RES) 613
AirPlay &g & 50 614
AirPrint i&& 588 616
Android Enterprise L& B B 5 617
Android Enterprise IV BiZFXR 626
APN & & 50 628
R 25 IR SRR 630
R RIEIR &R 631
N ARREFEEIRERE 631
N BEF A RIRE R 633
[z P27 B RE IR S B BR 633
[z P2 7 P48 R IR 25 R R 636
R 2 BRI & 2R 636
R FRT2 7 IRHI% & 2R 637
R R @i 18 & R 638
[ 2P ENEIR E BRBK 641
Sz P72 7 EN 2 PR 1 12 5 3R 642
Bt E N AR IR & R 642
BitLocker i&#& 5585 643
PUPETIeg 647
© 1999-2021 Citrix Systems, Inc. All rights reserved. 5



XenMobile Server H#iixras

HF7 (CalDav) i&& 588 647
FHLIL & R 649
EEEIERIL R 649
BT RIS & SRR 650
X% A (CardDAV) i &%KES 651
IR ERA TN EH 653
B BEFERIE Samsung B2HHE &R 657
ERIREHEEK 657
BEX XML & &5 663
Defender i &5 664
TR S (A0 SC 1 SR % 25 3R 665
TR AR R IR (B 1% 5 BR R 666
REBTIRTIERIR & 5 666
BEBIRLE R 667
HEICEIRE R 668
el AR & SR 670
Exchange i& & 5508 671
MR R 676
FileVault i& & 5585 678
FIRIREREE 680
TRBHERERRE 681
S\ i0S fl macOS FRE X Hig &5 683
BEEERIGEREE 684
RAIRERE 687
© 1999-2021 Citrix Systems, Inc. All rights reserved. 6



XenMobile Server H#iixras

Launcher B &% & 50 689
LDAP i&#& 588 690
U EIREHRE 692
R IR RS 697
RER &R 699
MDM £17i% & 58 701
ALRE BIGEREE 701
BT 702
PMARRIGERER 711
EEX MR L SRR 712
FECECE IR E R 713
TR FRACAC & X iR & 2R 714
RIEBIGE R 714
RIS R 716
AT FFIR & R 716
PRYI% & BREK 717
RS R 752
Samsung MDM FrIIEZ $H1& & 5K 753
Samsung SAFE [ k3518 & 588 755
SCEP & &% 756
Siri FF 5 5Es 759
SSO i i% & ERE 760
TR INER % & SRR 761
[ 5 1% & SR B 762
© 1999-2021 Citrix Systems, Inc. All rights reserved. 7



XenMobile Server H#iixras

BT A& R 762
FRMF MG ERIR 763
VPN & &5 764
BRI B RS 800
Web W& 52818 & 50 802
Web 573818 & 508 803
Wi-Fi 1&& 588 804
Windows CE i $i&#& 55 8& 816
Windows = 2RI & RS 817
XenMobile %1% & 5ES 821
XenMobile E#&& 588 825
RN RiER 825
WAEEEESE SES 2 et 859
FH4 MDX VR FRTER 859
Citrix Launcher 861
Apple #t=M=E 863
i&@d Citrix Secure Hub 1y Virtual Apps and Desktops 866
#% Citrix Content Collaboration 5 XenMobile £ &1/ 867
iEATF HDX 2R EFH SmartAccess 881
AR 898
HEXRR 902
b/ 915
BEhUIRIE 946
E I E S 953
© 1999-2021 Citrix Systems, Inc. All rights reserved. 8



XenMobile Server H#iixras

BB ahaE 956
EEOT 957
P ARREITR 959
A& 961
B onARS R IR 968
wE 969
SNMP 511 973
Sz 0] 981
X EREALRIE 2 1 989
SysLog 995
£ XenMobile #&EHEXH 996
XenMobile Analyzer T2 998
REST API 1013
i&AF Exchange ActiveSync 9 Endpoint Management %28 1014
iZAT Exchange ActiveSync #9 Citrix Gateway %38 1059
SR 1070
Zsith XenMobile 5 Active Directory 1325 1070
XenMobile #E 1073
EIEER 1075
REENK 1080
REMMAF AR 1081
M FEER 1095
RAP#X 1100
BB R 1106
© 1999-2021 Citrix Systems, Inc. All rights reserved. 9



XenMobile Server %#ikR4s

XenMobile %5 1112
ZIRER 1119
5 Citrix Gateway #0l Citrix ADC £5% 1120
MDX A2 SSO MHEEEEIMN 1129
=gl 1134
ERAHEEZENSE KRR 1143
AR5 eRE M 1154
&M B SRR 1157
FA P ERETR 1165
JB% XenMobile 121 1168
[z FAfE R FRBC I B H FAC 1174
ETFirHItRaIR(E 1177
ETF AEminiaiEsfl XenMobile 4% 1178
RN 1180
RAEME 1187
Citrix Z#u3#2 1190
£ XenMobile F &% 4085 1191
BRI EITITIRRIERRS 3 1192
71 EWS ELEEFIEBHMSHIIELLIEY Secure Mail #i%5E45 1203
3% XenMobile #%z5hi&%& %2 (MDM) 5 Cisco Identity Services Engine (ISE) £/ 1206
© 1999-2021 Citrix Systems, Inc. All rights reserved. 10



XenMobile Server #iixR4s

REPIEFMEFBIATTILRR

January 5, 2022

EBHNBEERME XenMobile Server REMEMEFHRTHH, 2 TENBEEIESEEEENREN S

. RELE LI FrRERE,

EMBIRMEMEF BB E—RAENZFIBREENMEFFRIFIE B E.

IR A IS MBI R 1T pgi=]
10.14 5REpEAMER 3 Dec 22, 2021
10.14 SREHEIMER 2 Dec 15, 2021
10.14 RapferMgRs 1 Nov 19,2021
PR A SRS R AT 55 P3=t
10.13 SREHENMER 6 Dec 21, 2021
10.13 SREHENERE 5 Dec 15, 2021
10.13 5REpIEAMER 4 Aug 11,2021
10.13 5REpiEMER 3 May 13, 2021
10.13 SREHEIME 2 Feb 25,2021
10.13 5RpiEAMER 1 Jan 8,2021
10.12 RapieaMER 11 Dec 21, 2021
10.12 REHEIMER 10 Dec 16, 2021
10.12 REHEHMERE 9 Oct 8,2021
10.12 REhiEMERE 8 Jun2,2021
10.12 REpEIER 7 Mar 29, 2021
10.12 5REHEIMER 6 Jan 26,2021
10.11 5REpEIER 7 Nov 18,2020
10.10 SREHENMER 6 Jul 22,2020
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XenMobile Server 10.14 R&HE#MERF 3 RASHI & 1T BA

January 5, 2022
XERITIREBNAT XenMobile Server 10.14 Rzh&xMER 3 BIE5RINEE LR EEE MR E IR,
tEhR A EIERIEIE S

BX L aiER XenMobile Server 10.14.0 BRzhEMEFHIE R, BSERDEMEFHI LTI,

XenMobile Server 10.13 R&HE#MERF 6 hRASHI & 1T BA

January 5, 2022
XLERITIREANAT XenMobile Server 10.13 Reh&xMER 6 HIIERINEE LR EE SRR E XA,
IR A BIFERFEIE S,

BxLUFimEmmA XenMobile Server 10.13.0 BRMEWMEFHER, BSRADEMEFHLTTIRE,

XenMobile Server 10.12 R&H{E#MERE 11 B9k {TiHER

January 5, 2022
XL 1TiRBEN4A T XenMobile Server 10.12 REHEXMER 11 BIIEIRINEE IR BIEE RN B AR R,
IEhR A BIETRFEIE S,

B XL aiER XenMobile Server 10.12.0 BREEMEFHIE S, BSERDEMEFHI LTI,

XenMobile Server 10.12 R&1{E#MERE 10 B9k {TiHER

January 5, 2022
XERITHBANAT XenMobile Server 10.12 RzhigxM2RF 10 B9IEIRINAE KR EEE MR E i),
IR A EERIEIE S,

B XL ai@ER™ XenMobile Server 10.12.0 B9REhEMEFHIE S, BSRREMEFII LTI,
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XenMobile Server 10.14 R&HE#MERF 2 RZASHI & 1T BA

January 5, 2022
XERITIREBNAT XenMobile Server 10.14 Rah&xMER 2 BIE5RINEE LR BB SRR E IR,

BXLUFiEmA XenMobile Server 10.14.0 BRMEWMEFIER, BESRADEMEFHLTTIRE,

BEERRHR

7£ XenMobile Server k£, EaMBASIEERRS (T 2 M CPU FEHEIEES, [CXM-102568]

XenMobile Server 10.13 R&H{E#MERF 5 hRZASHI & 1T15BA

January 5, 2022

L RITIHIANA T XenMobile Server 10.13 ANEMER 5 HIIESRINEE UK EE S BYIEHM B Hia) o

FigThae

o %1F Windows 11 538%&. W1, EoLUER XenMobile Server k&2 Windows 11 i&&. BXF4AE
B, BRARERSLZIEYR, [CXM-99998]

o B2E macOS WIEFENHMEMN TR, £ Wi-Fi &R, BA MmacOS REMERKRNIRE, WEEFER
FIANREHNAR. REFAVUEARAREHITERTEOTRANEENBAEITEMHRIE. NREBZ ML,
BERARFRFRBA-THFLLREMBERZNLLER. REEFRSKRBINSL. BEXFAEE, BHEH
Wi-Fi i& &5 H macOS & &, [CXM-100533]

+ XenMobile Server T A KA FRIIERP 2l Google, EERZ Google EFA* Android Enterprise i&%&
EREEFRHENS R, BXEMER, BSR4 [CXM-101309]

AL ETEA XenMobile Server 10.13.0 MRINEMEFNE R, BBRATEMERN LTI,

Sk

o JEAFI0S 15 3 macOS 12 i&#&f5, MDM BEXHRKETRA “KRIWIE", [CXM-99380]

« PEANAREFEHEMEER, T8 EREMN Apple #t2M TN ARG B ohEH B SMhRA, [CXM-99723]

« 7£ XenMobile Server iZHl &, HEENTENMNEARFIIRBLUEMIBTEAHREN, ZNAEFR
EEE > MARFHRYIH, [CXM-99850]

+ 7EXL Android Enterprise 8% £, RSEMDEHRIEINARFAERERA, [CXM-101554]

+ 7£ XenMobile Server t, BaNRAIBENERSSET = LK CPU £AXIEES. [CXM-102450]
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o 7£1X MDM #XTFEMA i0S && £, &A@ Secure Hub TR SEE87R10 App Store IR ATERF.
TREBBIUTHIZES: BHNEREEH, BERERUALLE, [CXM-102604]

+ 1£ XenMobile Server kg7 10.13 #, A ERNFHEXIRIEESIIEEME B FHEX EEH28, [CXM-102655]
+ £ XenMobile Server 10.13 RP1 X EShiza~5, SNMP Y11 XenMobile 5 £ 8] 3% % 4 B A &2 7E Ao
[CXM-102788]

XenMobile Server 10.14 R&hE#MERF 1 RZASHI & 1T BA

January 5, 2022

XLERITIREBNAT XenMobile Server 10.14 Rzh&xMER 1 BIE3RINEE LR BB E MR ERIR L,

igThae

o %1 Windows 11 8i8&, M, EMETLERA XenMobile &2 Windows 11 i8&. BXi#AEER,
BEBRRERSELFYFR, [CXM-99999]

+ F2E macOS FEFRAAME R LR, 7E Wi-Fi ig&HKIEH, BH macOS §&MEEENIRE, IERA
FIIAREHN AR, EEAUERARAERIEZREOFBANEENAP#ITEHRIE. NREEZIME,
BEMERFEPBA—IMHFLUSEMEBEENR LR, EERFRSKRENME, EXEHAER, FBHE
Wi-Fi &% 5B macOS 188, [CXM-100879]

+ XenMobile Server T A2 KA FRIIERP 2l Google, RERZ Google EFA* Android Enterprise i&%&
EREEFRTHENS R, BXEMER, BSR4 [CXM-101209]

[SF3[E=

M macOS 11 HERRAFALKE macOS 12 WEEMiRE, HEE macOS12 HimEMNLE, ARIERELN
AGRIFIRE > BIAXH TN “HRIIE". BXEREBMMATE, BEBRAILZE, [CXM-101843]

BEERIREA
o JEAFIOS 15 3% macOS 12 i&#&/5, MDM BEXHRKERARKIE, [CXM-99379]

« 7£ XenMobile Server izHl&H, YEBERTENMNLARFNRENESRIETLEHREN, ZEABFRS
EECE > MARFHTIH, [CXM-99851]

o EF5%7E Android Enterprise & B3R Citrix Launcher, 8RB THIZEE: BBARER. [CXM-
100975]

« 7£ XenMobile Server kg7 10.14 &, EF514REE “S N i0S 1 macOS BB Hi&. [CXM-102393]

© 1999-2021 Citrix Systems, Inc. All rights reserved. 14
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XenMobile Server 10.12 R&HE#MEE 9 L 1TiHEA

January 5, 2022

XERITHIANET XenMobile Server 10.12 RzNExMER 9 BYIE5RINEE UK B8 MR E A,

FEINAE

¥ Android 12 XenMobile Server Bi7#E%#57 Android Enterprise &% %% Android 12, Ax*Z 24k
FAABHIEE, ESREE® Android B Google 3tt%, [CXM-97765]

%1% Windows 11 8i8%&., T, EaILIER XenMobile Server k& Windows 11 i§&. BXEMER, BS
R ER 2155 FR, [CXM-99995]

BEnNInR
2ENBEFEHERLER, EiRELREN Apple HEMINBREFEBHEREIRHRA. [CXM-95985]
7£ XenMobile Server 10.12 /1, iRl & 405 B H 5, HigEBMMETE 7 Y, FH IR, [CXM-97953]

£ XenMobile Server izHl&H, HEENTEINAEFNREUIEETHRBETEHREN, ZEARFARHE
BE > MARFHRTIH. [CXM-99708]

XenMobile Server 10.13 SZRGHEXMERE 4 hRASHI & 1T PR

January 5, 2022

XL RITIHIANAT XenMobile Server 10.13 AEMEMER 4 HIIE5RTNEE UK B S MR B HiE) M,

FigThae

%#% Android 12 XenMobile Server MEX$3 Android Enterprise i8&E# 2 Android 12, BX*R&HMEFA
FRMEE, ESH Android ik,

BxLUFimEmA XenMobile Server 10.13.0 BRMEWMEFIER, BSRADEMEFHLTTIRE,

BEERIRHR

o 1#R2)ERTF APNs fWEF HTTP/2 89 API Y, ARS322E1% ios.mdm.apns.connectionPoolSize
B FREERS. [CXM-95479]
« 7£ XenMobile Server 10.12 /1, TEEMFELENBIEF LA VPP B, [CXM-96854]
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« FImRH Web ZAEFTEBMRERER MDM i&& £, [CXM-97477]

+ 7£ XenMobile Server 10.13 &, £ CLI TEEENERSEMN, TREGEMAELIXE i0S i&& 51T/ Secure
Hub, [CXM-97807]

+ 7£ XenMobile Server 10.13 &, iFag& ¥4 = S HE, HIgEBEMEMNETE 7 hBd, FHM I HEIR,
[CXM-97951]

XenMobile Server 10.12 R&hEMEF 8 B L 1TiHPA

January 5, 2022

XERITHIANET XenMobile Server 10.12 R=NExMERF 8 BYIE5RINEE UK B8 8 MY E A,

igThae

Secure Hub APNs iE 4217, iR T XenMobile Server 10.12 # Secure Hub Apple #iX@%518R 53 (APN)
IEPET 2021 £6 A 17 BEIHH. tLEHIE4T Secure Hub APNs SE, ZIEHETF 2022 £5 A 7 HEIH,
[CXM-94513]

BfEERRHR

o FMiEtT macOS 10.14+ Mg &G, REBUH TS EEFRE XenMobile Server #4585, 8&EEHBGH
&, REBMEBRMEAE R, [CXM-94221]

« 72 XenMobile Server 10.12 +, ShareFile a8t T £ 1%, [CXM-95419]

XenMobile Server 10.13 R=NEMERF 3 RASHIRTTHEA

January 5, 2022

XLERITHEANA T XenMobile Server 10.13 AENExMER 3 HYIE5RTNAE UK B8 MR E A=),

HAE

Secure Hub APNs iE 4237, &R T XenMobile Server 10.13 & Secure Hub Apple #i% @A AR (APN)
IEBETF 2021 £ 6 A 17 BH2IH, EHFELIT Secure Hub APNs iEH, ZIEBEF 2022 £ 5 A 7 HEIHA,
[CXM-94070]

APNs EX#E AR, XenMobile Server BIELFERRO 2197 fERKA 443 WERKO. EERAKO 2197
k31X APNs BRI IEWRE api.push.apple.com RR. ZigOERET HTTP/2 #9 APNSs 121525 API,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 16
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RZEEM apns.http2.alternate.port.enabled MWEIAERN false, EFERAERRO, EEHRSES
B, AEENBMRSEE. [CXM-93911]

BEEREER

EMIETT mac0S 10.14+ Mg EfE, BEBMHAE21EZE XenMobile Server #4568/, REEHBEIE, &8
BHEERTEAE R, [CXM-94150]

WNRE “IRE)” REEFRNAR—NARFERTBRRANAREFNZEANARERFILE, ZNAEFREZREIFL
BXHH, [CXM-94097]

1% SNMP f7inEl XenMobile Server ##IA8, AFR2 2R SNMP BMAIRBATIRT, 25 SNMP /122 R
IEEHIRS. [CXM-93199]

7£ XenMobile Server £, NetScaler Gateway EERERERER, [CXM-93134]

£ XenMobile Server #Z#l&7, FERIEMBRIERIEAE. [CXM-93133]

XenMobile Server 10.14 FayETI%INEE

January 5, 2022

4457 15 Citrix ADC FEFAME MR

Citrix da#iE% 8 Citrix ADC 12.0 Build 56.20 &£ A T —LE TR HERNINEE. Citrix ADC FRBHIEMN
XenMobile Server 5 Citrix Gateway HIER&E# M, XenMobile Server 447152 KRS, TERITEMIE
Eo

XenMobile Migration Service

IR A M E A XenMobile Server, 115 % XenMobile Migration Service A LUIiLEF 46 Endpoint
Management, M XenMobile Server %l Citrix Endpoint Management REEEF#EMHE S,

EFETH%, B LM Citrix HEARR Citrix AFUHEKR. 1555 XenMobile Migration Service,

F AR

BXIEREZS B Citrix XenMobile ThEERITRSEH, ESIRFHo

© 1999-2021 Citrix Systems, Inc. All rights reserved. 17
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Eim AR 10S 14.5 ZRIMES TE
EREMIERFARE 10S 14.5 Z#i, Citrix BIRITAFRIEUE R AT B SR1E R

« 3% Citrix Secure Mail #1 Secure Web #%&ZI 21.2. X HES A, BHEIHAHK MDX 5N BER,
o MRMEERANE MDX Toolkit, i5EA MDX Toolkit 21.3.X KESARAIEREE=7 i0S KAER. 1515
ia] MDX Toolkit & 51 E KB R FT AR 2N

FHEAsH Citrix ADC 2 BB T

Bzt Citrix ADC ARFIEMEASSHEIN L[ ERFEIR. ENRBPBIEWRTERETRRERE Citrix
Files 5% ShareFile 1% URL 2 S EIHEIR. ARTEER.

BRI, BHRITUUTERIE: MNREERM Citrix Gateway £# ADC CLI BT TH<, BETZzHSUBHEE
& SSO:

‘set vpn parameter SSO ON®
"bind vpn vs <vsName> -portalTheme X1°

BXFAER, BEH:

o Citrix ADC h4s (ThEefiE%) 13.0 Build 67.39/67.43
o XMy SSO Fie&

WITRILRARA ARG, ARRIMUTENRSEPER “AARIHER” Emisd SSO [ Citrix Files 5 ShareFile 13 URL
BHITHHIIE, [CXM-88400]

Ft4:%3| XenMobile 10.14 (i) ZaiAES T
RUERFERLET L. BXER, BBARKZRAZESEN XenMobile &%,
1. MBEBEITEARHN XenMobile Server BIEMHE RAM £F 8 GB, HTZIVER RAM 1= 8 GB.

2. FERBEY Citrix RS S EHE 11.16 HEShrd, AEBEEHISHRAER XenMobile Server
10.14,

SARZAH XenMobile 2 Citrix FrIIEARSE2E 11.16 (REIRZAS) o
AR

XenMobile 10.14 ##y Customer Success Services BE (U AESZARIRSHHE) 72021 &
9 B 15 H, Citrix #FaiELH Customer Success Services BERFRE T Itk HER,

B AT ANERS BHPNFRHEENEERZB . MNRERSHIRAH XenMobile E#ERIHKIBFAIE
RS ERFE, ERNERRK, HEETEAEEFIERS .

BT RNE LR AR, BEM Citrix P THEFNFRNEXHEHEZXGE LHIFTRS R, 5S8R
Customer Success Services,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 18


https://docs.citrix.com/zh-cn/xenmobile/server/apps/upgrading.html
https://www.citrix.com/downloads/citrix-endpoint-management/product-software/mdx-toolkit.html
https://www.citrix.com/downloads/citrix-adc/earlier-versions/release-13-0-build-67-39.html
https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/enable-sso-for-auth-pol.html#impacted-sso-configurations
https://docs.citrix.com/zh-cn/xenmobile/server/system-requirements.html
https://docs.citrix.com/zh-cn/xenmobile/server/system-requirements/compatibility.html
https://docs.citrix.com/zh-cn/licensing/current-release/subscription-advantage.html

XenMobile Server %#ikR4s

3. WFEHERE: AIETIOS 11 RERRAMNIZEIE IOS KEEMUARFAEBUTER, MRA Citrix
Gateway FRE 7T SSL #AtE, NHMTEFRE XenMobile Server 551 £ 77 %0 80,

4. B =¥ XenMobile Efrzal, EER VM FRRTHEERIBRRARIRIR, HEoh, BIEEHENRREELIERE,
MREFEARIETBEINZ, BRRATFERRNED.

FHk
fEAshiRAH, XenMobile 325 VMware ESXi 7.0, ESHERERFAR ESXi 7.0 Z5iF4EF 10.14,

AT LLM XenMobile 10.13.x 8¢ 10.12.x HiEF 4 2 XenMobile 10.14, BEHRITHEK, BT H A B R H Z#H
X 33 https://www.citrix.com/downloads., £#1%l Citrix Endpoint Management (XenMobile) >
XenMobile Server > =73k % > XenMobile Server 10, EEMENTEERIZFH XenMobile Server 35
M, BRETEHNM

ELHAL, EEA XenMobile EHI AT EAAEENE, BESMAER “AHEE" MEHITHR.

AR Z ETEERITHVRIE

MR R RIEZENINEEELLETT, HEEMAEHRESHNEERE, 57 XenMobile Server BEHRRERSE
EENTARRNEIR: “Unable to connect to the VPP Server: Host name ‘192.0.2.0° does not match the
certificate subject provided by the peer” (Fi%i%#3I VPP ARS328: M2 192.0.2.0 534 SR MHAIEHER
BRTE),

o IEBRIFEHIRRKE LM AZA XenMobile Server EHENBEIE,

o BUAMBERT, ENREIEXIFR Microsoft PKI BREZ 82 USMNSE EEZEE A,

o MMRFMBIIEPUT T BHNIE, BHRRSB[EY disable.hostname.verification XA true,

LEEMMBAER false,

FAFFEN

« i0S 15: XenMobile Server # Citrix #514E~= HNAEFS i0S 15 #78, EEMIAZIHEME IOS 1518
BEo

+ Android 12: XenMobile Server %% Android 12, 5%/ Google & & & AP A mmia T Android
10+ Mg EMER, BSRMEEEETEE Android Enterprise, SiE2EIt Citrix H%,

B
« FA12FRE Android Enterprise EMEIEINTH-MEE, UES Google i#EEM—EHH B HEE.

- ATEBRFHE: MRREE, APBLTEEHRE LRUFHETHE,
- RFHBNARERF: RFAFMEER Google Play Store REEN AZRF.
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tEsh, HITE AR TEALGEM “IRE)” WIEBE T “RIERAEN HKIEH,

BXXLEENNFMAER, BERARGIEE KRNI RS EMLEERK,

o NHRRENZE, FHITEX Android Enterprise BRRFIGE#HTEMHAL, B, SHEEZFHITTHAHE
M. BXEMARNFMES, BSE Android Enterprise 125,

 W7ERLU7E Android Enterprise & & EBEHRAENBERF. BEXFMAEE, BSREDEMTENHRER
]«2 E%Hﬂgo

o BILABCEREMEA ‘XM R ERIHIT LB LBNTIR, TiE EHUTXHLE, AMEERERNEILR
FHIRP 200

.cab
.appx
.ipa
.apk
.xap
.mdx
.exe

BEXEAER, BEARSERENE

REEM

« MIEF LK I0S #1 Android & & eIEARRKEMECE X . XenMobile Server X #FZEME R REAE
MEEX . BXFMER, BSWIMEEXFo

o BEREERN Android 11+ &R ECIIRE IS N T RERE XHER M. FEl#—FiFigs L
ANEEXMHMITEREX G2, X—EIgR T ARNEEREXHMITENE, HEILAFPN N AREXH
Ehkafh. BXFMES, ESI Android Enterprise MRS 238 14

o i)ln-rr’

A LIEEAFEIRE 10S 3 macOS ENERNINEZIEBERR.

- i0S

* BRMER: BIERAREIEREEERETEFTM. EATF I0S 14.0 RESMRA.
* BRMER. BERAREIREEMREEREIEFTM. EATF I0S 14.0 REGEMRA.

- macOS

* FEBHINGE: FHLLAF BERAEH, EREEETIUAMENE A, EAF macOS 11 XERERZ.
EMHHEIRGI: PELEAFIEE Touch ID &S ID. iEAF macOS 10.12.4 REERES,

FE¥: FEIERAFIEEMNEEL RSB UDSAZEERENATESE, EHATF macOS 10.13.6 XEFAR
P

Apple Pay: [HIEFFI&E Apple Pay, MERERIIZE, AP XAIEE Touch ID #1 Apple ID,
HfRiEr: Apple ID MAEYFEIRSNIZE, EBT mac0S 10.12.4 RESIRZA.

FREAE: AR EARREE, EATF MmacOS 10.15 REEREA.

*

*

*

*
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BEXEEIRERMNEMER, BEBET Apple HEITRIHELE

BTREMBEXH

BEEHRR BN A TR TTREPRM T M2 NETEMBSXHNINET, EALEDR, AIUEEENBSAEH
FIRFHRSHEHIFUER, BXBLITRAEIANFAREE, BERG ST EED,

HRAEXH

EEREARASZRE > AEPHASH, HETUEEEFNBRAEFSRENERNAS. BXFARES, BS
F7E XenMobile &EFBEX M.

Irs5EzE Mt

o ALUENAE afw.allow. legacy.apps REBEMEHE ST B Android L AREF XT3
Android Enterprise NBEF. BX¥AER, BESRARSEEE.

+ XenMobile Server MEXZFHEMIHA 2197 fERIHO 443 MEAHO, ERERIHO 2197 KiXFEWCR
B api.push.apple.com# APN i@, ZisOERAETF HTTP/2 89 APNs 121E712F APl lRESREM
apns.http2.alternate.port.enabled WEIAEAN false., BEFEAIRO 2197, FEMRS2ERE
%, AEEHMRIRS S

o ZEKIEARIEAAFEREERL, EEM4 enable.password.strength.validation &R true
BY, ToiECIEEEASSEBMA AR,

VPN EAIRS5 285K G52 TN RE

MR VPN REB[BBZMAEIE _XM_XenMobileGetway, M XenMobile Server #iE##5|&RHprE— eI A VPN
ERARSS 28,

%% Citrix Launcher

XenMobile Server 7 Android Enterprise i&&_EX#F Citrix Launcher, Xi¥4{z 8, {8 Launcher BBE
-LXEElﬁﬁ]go

%+ XenMobile Server B & iR

XenMobile Server 5E#/aH Citrix SIEEEHER
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XenMobile Server 10.13 FayETIEINEE

January 5, 2022

XenMobile Server 10.13 (PDF F%)

#4345 Citrix ADC HE FRMNE KIS

Citrix ;z#E% 8 Citrix ADC 12.0 Build 56.20 7 A 7 —LEFLHKIEHNINEE. Citrix ADC FRBHMWHEH
XenMobile Server 5 Citrix Gateway FI&EREZHE M. XenMobile Server #4142 HKEE, TRANITEME
Fo

XenMobile Migration Service

R TEAMERH XenMobile Server, A1 % 2% XenMobile Migration Service I LUiL & F ¥R Endpoint
Management, M XenMobile Server i¥#%l Citrix Endpoint Management REESF#EMHE S,

EFAER, ES5YMK Citrix SHEARR Citrix &1FKFEER, 7E5H XenMobile Migration Service,

FHRER

AREEZESHAM Citrix XenMobile ThREMFRSEEN, BESHFH.

EFiR SR 10S 14.5 iR ERTIE
Citrix BT RERBRFALET i0S 14.5 251, BITUTRIEUERREBREFFHRBER:

« J% Citrix Secure Mail #1 Secure Web #4£&=F| 21.2.X HFESHRAS, iHESIEAFAHK MDX sl HiEFE,.
o WMRMEERENE MDX Toolkit, &EA MDX Toolkit 21.3.X KESARATIEMRBEE=7 i0S KBER. 1515
ia] MDX Toolkit =& 51 m UFKEN R FT AR 28,

FHeEAsH Citrix ADC 2 BB T

Bzt Citrix ADC ARFIEMEALSHEN LS ERFEIR. ENRBPBIEWRTERETRRE R Citrix
Files 3¢ ShareFile 1§ URL 2 SHHIMEIR. AP EEER.

ERRLLA, ERITUTERIE: NREERM Citrix Gateway £B ADC CLIETUA T &<, EETZaSUBAE
&/ SSO:

‘set vpn parameter SSO ON®
"bind vpn vs <vsName> -portalTheme X1°

BXFAER, BEH:
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o Citrix ADC fi#s (ThEEFNER) 13.0 Build 67.39/67.43
« MRy SSO &

MITRERA AR, BPAIMENSRPERAATRITEFETEE SSO @ Citrix Files 5 ShareFile 13 URL #
TEHIEIE, [CXM-88400]

4% XenMobile 10.13 (zsih) ZaipESITE
REZZBREAETTR,. BXEE, BERASAERNFEREMN XenMobile &4,
1. WREITEAHLR XenMobile Server HIEHFA RAM {£F 8 GB, FEATEINEIE RAM #Einz=D 8 GB,

2. BEBEN Citrix FaIRSBEHE 11.16 KESHRE, AEBEFHIKHIRAEL XenMobile Server
10.13,

BHiRAH XenMobile 2 Citrix 4 AIiEARSE 28 11.16 (RABKRZAS) o
AR
XenMobile 10.13 19 Customer Success Services BEl (U AN EZAHRKIRSZBHE) #2020 &£
9 B 29 H, Citrix #FaiELH Customer Success Services BEAATRE T Itk B EA,

B AFEVFRNEAR S B FIFRIEE U E B Z B #. MRERRIMARA XenMobile ZE#EEI5IABIYFEIIE
RS8R, EERBRRNK, HEETEEREITIIERS .

BT RHE LB, BM Citrix TP TEHSEFHNIFTIEXXHEHEZX G EHIFTRSSE. 557
Customer Success Services,

3. WFHENE: METI0S 11 REBMRAKIEEEE IOS KRMNLZARFEBTUTER, MRA Citrix
Gateway FBET SSL #AtE, NHMTEFTE XenMobile Server 553 E#TFi%0 80,

4. B =¥ XenMobile Bz al, EER VM FHIIEEIBRRARIRER, o, BIEEHENRREELIERE,
MREEARIEFBEIRE, BRRATFEERNED

FR
E4hkAs, XenMobile x# VMware ESXi 7.0, &S EREEsFA4% ESXi 7.0 Zza1AH4%3) 10.13,

AT LM XenMobile 10.12.x 8¢ 10.11.x HiEFH K ZE XenMobile 10.13, BHRITHEK, BT H A B R Z#H
S #3 https://www.citrix.com/downloads. S#1%l Citrix Endpoint Management (XenMobile) >
XenMobile Server > = 7% 4 > XenMobile Server 10, &M EIMNEEIZFH XenMobile Server i
ML, PHETEXHE,

ZFHFAR, EER XenMobile =65 R A EERE, ESREH “AHERE” TEHTHR.
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FRZEFRERITHIRE

MRS REHEZENINEFLEIET, AEEHAERECHNZEEZERE, 7% XenMobile Server BEFREZ S
EFHEMNTHATAEEIZ: “Unable to connect to the VPP Server: Host name €192.0.2.0’ does not match the
certificate subject provided by the peer” (Ei4iEZSI VPP fRS8s: 4R 192.0.2.0 S3ENIREMIERER
EARILED)

o FRWIFEIRERE X F122H XenMobile Server ERFEHRINIE,
o BRNEBERT, EVRBWIEXTFE Microsoft PKI BRS3 28 LUSMNIIE HiEEE A,

o MBEMIBWILHE T EMEE, BFEIRSB{/EM disable.hostname.verification BXA true,
LtEMHEIAER false,

FAXFTEN

+ i0S 14: XenMobile Server # Citrix B~ HNAERS i0S 14 #7, EBAIAZEEME iI0S 14 11
BE, 51EMA MDX Toolkit 20.8.5 SiEShrase & B MAM SDK & XN BIZRF,

+ Android 11: XenMobile Server % Android 11, 5%/ Google & & & AP| MMz T Android
10+ HIgEMER, BBRAMEEEE TR Android Enterprise, BiE2iFELt Citrix %,

FERENMERREZ MEENNAEFREIERER
WME, EeLUEEA XenMobile it S BB AT LMIMEE. FMEEXHNACT BASFRLIENINAEFEE
BLEEE,
SEMEREXHEE A XenMobile #5482 BHAMISEIERZE. BFaE:

o BEEHSEEIE (X MDM)

« MDM+ B BiEFEIE (MAM)

* X MAM

o NEIRBENEM

« BYOD #fit (GE#FIEH MDM EMEYTHEE)

« ¥ Android & &EE 53T 3] Android Enterprise i3t (R2#t%. IEEREEXHE. THIEHE)
AMEEXHERMEFANRSEEN xms.server.mode, WERFEEMENINE AN ETMAIES,

MBEREEIMERIGSE, WALLUBEDERSES2EM enable.multimode. xms &N false REZEALLIHEE, 15
BIARSEEE

TRETTMRBRSBEERA I EMEE XA IIERN BT B RE:

mERSHREY HEEE
ENT #= (i0S) Apple i&&7£ Citrix MAM shE5EAR
ENT #&={ (Android) £/ Citrix MAM HESISEEIER
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MERSEEML MEERRN

ENT #={ (Android Enterprise) A Citrix MAM fWE£$tE (LUaT#F7 COPE) &%
ERTRREE S

MAM &= (iOS #1 Android) Citrix MAM

MDM &zt (i0S) Apple @&+

MDM #£=, (Android) ERIREEER

MDM #= (Android Enterprise) e EIRE N T EREXH

BURA(TAERY, FILCREMECE X HMINENZAE. WRAMIMEMEENH, XenMobile BHine/EMEE Mo
AMECEX HRM T IREEERINEE:

+ M Android i EZIE5 (DA) HXER N H#T7% 3 Android Enterprise, 33F Android Enterprise i&
%, REOBEEEMEEER, flN: =228, =eRERE LNIEREXHHERH. ES1@ Android

Enterprise.
Enrollment Profile Enrollment Configuration
Specify device management settings for this enroliment profile,
1 Enrollment Info Device management @
Management Android Enterprise @
2 Platforms Legacy device administration (not recommended) &
Do not manage devices (@)
;
Device owner mode Company-owned device @
105 Fully managed with work profile @

Dedicated device @

None (@
BYOD work profile m @

Application management @

Citrix MAM

User consent

Allow users to decline device m @

management

HFUEFALE, YaiiRsS2REXFIEE > Android Enterprise 89 XenMobile Bt BMETEIFEMEEBEXHIZE,
TR
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B[ EIEIFE REMEEENIGE Citrix MAM & &
MDM. #£%& Google Android Enterprise TeHERESENIFER X
Play (Android BEXH

Enterprise)

MDM; G Suite (4 £4; DA TiER ES
DA)

MAM REBGH NiEH 7+
MDM+MAM, & Android Enterprise* SeRESELNTFR
Google Play (Android BEXH

Enterprise)

MDM+MAM; G Suite f£4; DA &R Pan
(%4 DA)

IIRFEIM, RFAFELREEERRBENK,

FHRfE, ERYRUEMECE XS R LIRS, BERERTEEMES DA TENCIZEMEMECE K
SOIRAERIHT ARG

o ERMMEERI0S, WTF i0S 8%, WEEEREEIMIREREIIFTERE ZEHTIER,

Enrollment Profile Enrollment Configuration
Specify device management settings for this enrollment profile
1 Enroliment Info Device management @
Management Device enrollment (3
2 Platforms Do not manage devices (@
Android Application management &

Citrix MAM i Y @

User consent

Allow users to decline device " on @
management
NFUFALR, EZaEEEMNIFEMEEHIRE, TR
RS 2EC BIFFIE Citrix MAM i &
MDM && M x
MAM FEEIGE H
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BRS5ERRT EERIFE Citrix MAM & &

MDM+MAM wEEM 7+

MRFEIM, RITFAFELREEERENX,
18R A ECE X 7772 LA TR
o IESRAYEMECE X IhRERER T—R MK PIN SUNE S IiEEAEIR,

BB E X,

SFRMIET HTTP/2 19 APNs 121£#2% API

Apple 33 Apple #IXEH AR S |HAR Z# HI XI5 F 2021 £ 3 B 31 B4R, Apple B & AER
EHTF HTTP/2 89 APNs 121725 APl, XenMobile Server MEXHETF HTTP/2 B9 APl, BEXELER, ESE
https://developer.apple.com/ FEFREIEH “Apple #HXBHRIRSEH". HXES APN HIEZNER, ES
FEENE,

RIAMERT, UThRZAH XenMobile Server BEMNETF HTTP/2 #9 AP| f9%45:

« XenMobile Server 10.13
« XenMobile Server 10.12 Z&EER 5 RES R

WMREA L Thas8I XenMobile Server, NXFRMARS2SEE apple.apns.http2 LB A%

« XenMobile Server 10.12 B NER 2-4 R ESIRZS
« XenMobile Server 10.11 Z&EER 5 RES R

11~ EX#F XenMobile Server 10.11, EBNEFARIIRHARE,

£ % i0S 1&& LERETIZEIEHH IPSec VPN

TR IBEET RSB IPSec VPN 9 i0S & FECE VPN & RIEM TR &R, BipiTZE 2808,
&£/ Always on IKEv2 (382255 / IKEV2) EiEREE i0OS VPN & &%,
EEFEETIREMRNEEIERIEREESHIIES %,

EFECRISEIRAREE,

M REST APl #t& S NERIZEIES.

> wnh

BXECE VPN RERBVEAER, 155H VPN &%, BXMESNIEBNESR, 5SHER RESTAPI#E L
HIEPo
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Apple H#tEMER AERFH BEEH

AINMEWEKF (&E >i0S18E) B, BMERILUAME I0S LARBABHER. 558 Apple #t &1 X PR
RiEFESEmSE.

ZHEF P K YRR E K
£ XenMobile £ & RN RIEA A F KA B, ESHERENELER,
BXFAER, BERFIAHEF K,

o ZWEX: 7 XenMobile Server =& RRMRREA A A KA, FEBEHNEBER, BESRHMN
AP,

o IMARPKFAYE: MRAFARIESTRERZHANRARE, NWAMAAKAEBE 30 2%, RARKIES
FIE#E—SNEHNRIEER, BFIHTHRIL. E7% XenMobile Server =4 &R EBikF, BEIEE >
BR, EERAFKF, ARBEENUESHABR. BSRENAMEFPIKA.

R

73 Android Enterprise i&&#HIN T HAIE S RIEFIL R RIKILE,

2% Android Enterprise i§& FRIEEEZER

AL LUESE Android Enterprise IREMHEREZEIRZRBAER T NN, ES5 XenMobile 1% & 5,

EATFIEREXHERRTLIEERN T Android Enterprise ¢ &M ELIEHEEINEE
BRTERERAERREIEBMANMIN, EIEERIUEEUTIhEE:

s EERERENAREFERER. Android Enterprise ) “EiE” & RIEMEBSERIEBHNNBEFIE
B, JLUEERERTELRERPERNERERMEMANEAIEBNNARERF. NARFEETRERERTE
FIHEBRAENIR. BNAENAEFERILES, FTREAREFIIRET, BERREELERE,

o MEEEBREPLRTMFRFERREHFAEIERS CAIEFR, BBREE LSRR,

o PR EREREEREEHEFHNEZE. Android Enterprise 9 “PREI” & RENECIA TR EER
FEERE, RINERT, KRB’ BSRARGEERE,

7£ Android Enterprise T & & ERMERIERIZ

BERSSHRETNNIHIPER8ES Android Enterprise T &R BiR S HRIE—EFER. XS AT AEFE
VPN E#1TEMIIE, MAFRAFIRIE. ErRILSIREIRE, MIEN AR BEFEREEZ. Bi37E Android
Enterprise HEREIRERIBAIEIRF B FEPBARNZRUERNE, REEERLEREFHIERIIZIREPEAN
HREBHERSIR. E21E Android Enterprise fE &R & KM EEILE R,
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=4 Android Enterprise i&%& £ “Use one lock” (EE—1gi) &8

BBTRILERETNRBERA—BTEIRE, BrALIEHIEEETRENSEMTERE X HRHPIHANIEITE,
FLIREZ AT, APERILE LR Use one lock (EA—18) &BERTHILITH. BRF—BTIHEERAN, A
PRI & ERS TEREEXHERENEITE. NRBAK—BITRIEEANX, APEEENEEERSIFLE
X HERERIEITE. BINMEHRX. Enable unified lock (EA%—) & &EEMATi54T Android 9.0 SKEShRAHY
Android Enterprise i&%&. B8 REITHEILE KR,

£ Android Enterprise i§& F ERA SN ARZFARES R

Android Enterprise #0@{Tiig & REE—TIRE, AEBTRAEMNETNARFNRES . BRZLER
FEIRERTHABAMNENAREFMRESNRET R, Citrix BiESIZ—TamIEE, UWETBITHRAREMIR
REFEAFREN. BEAETEIRERE,

27 Android Enterprise T{FECE X8 E w2 EI&E LITENMINAE

£ “IR%) I EHRIEP, FAFTENRBE AW EIEERF RE R MITENEIRI M Android Enterprise i&&i5IRRERFT
ENtl. &2 Android Enterprise &8,

@i 7E Kiosk REERRINNARFREOEN, AFNBREFELTRIEE LET

WE, ERILMANERFE Android Enterprise £ & EIETHRHEEEF, ESH Android Enterprise €5,

E12m A Android Enterprise TFRRE XML EIRSHNEEDIThEE
Android #EMEEEEM TIERLBIERE. £ “BEUEE" IREHRSIEH:

o TREEEXfigE EHREMNEER, AILERF B ERE NN TEROREN 2 s AT AT, FW,
RAINMERT, BRALUERESRIAENERE LEERRFIEEN. T UERRENEERERERET
Android 9.0 &EERAHIEEHIFTE £V S D RIE.

c ERERERENTRRE LHTREYNEE, ATLUSEIRIE, FINEERENREERGL, AT HERE
PREVFR. NE, TLUERERAFMEREDINEE,

BERENERIREERE,

7£ XenMobile =4 &t & %iE AT Android Enterprise B W AEF

#10 Android Enterprise T AN AR, TBHREM Google Play A& &tF, XenMobile =HI&ITHITE
Google Play R A& E Ul, HI& EHMER APK X, BXFAES, BSRFNEWNHEER,
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72 XenMobile iz4I8F £ %&H T Android Enterprise 89 Web N B2

BxXHBILIAREE Google Play 5 Google FFAEITF BN 4 #EMF XenMobile #9 Android Enterprise Web
RAERF, BHERE > NARERF > Web i EHE, BITH—MEE Google Play ZA&ERF RE, H#ELEH
MREXH. RAEFHEMANLGIEEREE 10 2. BXIFMMES, BSREHFMN Web 5z,

£ XenMobile Server REST API JZiEF#tE FFHZ i0S i8&

MB—x EH—NMEBHAIME, EEH XenMobile Server REST APl ZiEBit 2 F#5) i0S 8%,
£/ Always on IKEv2 (JA£2/2H IKEV2) ZEZEHEIFRE iOS VPN & &5,
ERETISEMRMNISEIEBERNIRE B MNIIES %o

R EFERIIREIRARE,

{EF REST API #t£S NS RIEH,

> wnN e

BXECE VPN RERENER, BHE0 VPN &5, BXUEBSNIEBNER, BEMAEA REST APUFIESHE
F#HEi0S &&,

RIFT N 23R

RIFT IR EAATE A INE) XenMobile CLI WELIZEHR, AIUEAETI—RRBIFH— T K NEER, SRR
Gkl

ESXi 7.0 3%

fEAshRAH, XenMobile 325 VMware ESXi 7.0, BESHERERFAR ESXi 7.0 Z5iF4EF 10.13,

Wik B
IMIERTLAER U T ARS SRR

+ Allow hostnames for iOS App Store links (21 iOS App Store SEZEXRBIENR) : BERAQL
AP| fiiEfEsl &R INEATF i0S MAHNAEIEN AR, BRIBEFEREATFNENETIX.

+ Local user account lockout limit (<t BERS) : REAMAFEEKFPHHEZFNERE
R

+ Local user account lockout time (Z#iF P ikABiIERE]) ¢ AEBEEEREIRIE ZREMEHEZHE
BB IEK

« Maximum size of file upload restriction enabled (BB 7 X4 LHHNBAK/NEHNEAKN : B
FAPRHI L E RSB R A KN,

+ Maximum size of file upload allowed (/i8I EHBBRAKN) | RE EHIXHERRAIERN,

BEXXEREUNEZFMER, FERRSEREL.
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BB R EIE

BEHRREPRH T — MR NHEERBRNHSSITREET. WERAFEEELOREME S5
®o BERIIRG, BALEFBIHLSTRFAEXEXF, BXGLITRAAIANFAES, BEHGSTREL
Tilo

XenMobile Server 10.12 Fay#Ti%IHEE

January 5, 2022

XenMobile Server 10.12 (PDF T%)

XenMobile Migration Service

R TEAMER XenMobile Server, EA1# % 2% XenMobile Migration Service I LUiLEF 3R Endpoint
Management, M XenMobile Server iF#%| Citrix Endpoint Management REEEHEMIEE-

BEFRER, B5YMH Citrix HE AR Citrix &1EK#HEK R, BXEFEHES, EEE XenMobile Migration
Service,

FHRAEH

BXIEREZS EXM Citrix XenMobile ThEERITRAEH, ESIRFH.

FENE MM ESOEEEH Android &%
XA ERNFRASFIEN Android #1 Android Enterprise 1&%&:

« Android 10 B9ig &= (DA) E/:
- July 31,2020: Citrix I8k Android i&&E M.
- November 1,2020: Google FHIBMIEEEE APl, 7EIBMISEERRA TIE1TH Android 10 i&
BERABIET,
o MDX tnz::
- August 1,2020: Citrix Frsas@sl Citrix #ahE=HME=7 MDX RAEF M MDX INEIHETEE
mE.
- 20209 81 H: MDX mMEAEEHERERRSE,

iEMAT7EIAMR DA FiEMmENIRE

o MRFER MDX INE, WEFTHITEMIZIE
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« WREEHA MDX N2, iE7E 2020 &£ 7 B 31 HZ#1% Android i& & X #% %) Android Enterprise, &17
Android 10 #ig#& &M Android Enterprise At E# M. LLERBIFLFX MAM ER 89 Android
%%, BEBRAMEEEETHE Android Enterprise,

ERAFHZE 7 A 31 B2 Android Enterprise #5918 E

« WNRMEA Android Enterprise T8 %% 7 AR, WE@iE Android Enterprise & EBiNZ, LEEMAME

1Eo
« WNREAIEM Android F& %% TR AER, 157 2020 £ 7 B 31 BZ#ifERA Android Enterprise &k
wmR AR,

Ft4:%) XenMobile 10.12 (i) ZHigESTIIE
RUERFERLET L. EXER, BBRARKZRAESEMN XenMobile &1,

1. B5BEEm Citrix FaERS[/EHD 11.16 AEShZE, ARBEHIRHIRDH XenMobile Server
10.12,

Sk AH XenMobile £ Citrix ¥ aIEIRS SR 11.16 (BRARAS) o
AR
MREFEALESHIFRLEH TS, 5B XenMobile 10.12 #1#9 Customer Success Services

HES (UBIMAEEZAHLIRS HEE) 72020 &£ 1 B 20 H. Citrix #FrIE £ A Customer Success
Services HEAZAE T ILL HHA,

B LFEVFRNERR S B RIIFRIEE U E B Z B #H. MRERRIMMRA XenMobile ZE#EEI5IABIYFEIE
RS8R, EERERRN, HEETEREITIIERS .

BAITIFRNE LA, BM Citrix NP FTHERNFNEXHH B Z X LHIF RS S, BXFAESR,
i&#0% Customer Success Services,

2. WFHENE: @EB7I0S 11 REBMRAKIEEEE IOS KBRNLZAREFEBTUTER, mMRA Citrix
Gateway FRE T SSL #AtE, NHMTEFFE XenMobile Server 553 £ T %0 80,

3. WRETEALR XenMobile Server BIEHIA RAM £F 4 GB , i&1% RAM #212IZE/D 4 GB, i&iEig, Xt
FEFIFE, BiMRE RAM 2 8 GB,

4. B =¥ XenMobile Bz 5, EER VM RRIIRELIBRRARIRER, ttoh, BEEHENARREBLHIERE,
MREFEARIEPBEIENA, BRRATFEERNEND.

FHR

AT LAM XenMobile 10.11.x 8¢ 10.10.x HiZH % F XenMobile 10.12, EHITH %K, BETH A BNRH
XF: #3E https://www.citrix.com/downloads. S#Zl Citrix Endpoint Management (XenMobile) >
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XenMobile Server > =3 %4+ > XenMobile Server 10, 7T/EMEMWEIRIEZFH XenMobile Server ¥
b, BEHETHXH.

ZLHAL, EEA XenMobile FHIAHMAHRERENE, EXFEMAES, BESRAER “AHEE" TTEHITHR.

FRZ ERERITRIIRIE
F+42% XenMobile 10.12 (7)) ZERERITHIRIE

MBS REHEENINESELIET, HEZHAERE SHNEZESE, 5% XenMobile Server BEFREZRS
FHEWTRRMEIR: “Unable to connect to the VPP Server: Host name 192.0.2.0’ does not match the
certificate subject provided by the peer” (Ti#iE#&EI VPP BRSS28: TS 192.0.2.0 S EHIRERIEHER
EILER)

IFRIIFEIRIERIEEEE XenMobile Server FZ2RAENMBIIE, BAAER T, THRIEXE Microsoft PKI iRSS
LMY HIEEB . MR EV B WIEF I 7 EHEE, BERSR[EM disable.hostname.verification
B true, LEMHERIAMER false,

53 i0S 13 ME Mz
XenMobile Server A% i0S 13 Wig&. AEKEMENAF, WTFFHAR:

o RSP, BER/UNRN IOS RBBIERIMFR, Apple 7£10S 13 AT MK i0S iR BNIRRETF
B, mEMES1EIRAHISE > Apple €& it%) (DEP) &=, =LU% XenMobile Server B2E& 9k
EXERE, XENEERS I0S 13 18& EHNAF,

o RHRRZAR I0S MR EEHAFAZHE RS LAl ANFELRFIZSRIFGENERTF I10S 13+ WR IR ERE, 4
#i XenMobile Server iz#|& TRRTHAIERX LR EMNERT i0S 13+ WRKERE,

TERIFREHESI:
* FaceTime
* TRNVARERF
ERFERNBER:
* iTunes Store

* Safari

* Safari> B&piE%R
EML - AAFRIT iICloud #1EH:

* iCloud >z4#nEkiE
HENEEIRE - A

* BRI > RN R

* SRR > 2 AR
ERERS - T

* RAER. BEX&iTunes U &E
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XERFNERMT:

« MR I0S 12 (HEMARE) %&EEE XenMobile Server #iEf, AFAKE I0S 13, N ERREIREHTF
AEBENRHRENRE,

o MRKRZUWEM IOS 13+ i&&7E XenMobile Server #riEft, ERRHIFGERFZHEMNILE.

o MRZUHER I0S 13+ i&&7E XenMobile Server #iiff, LRREFVERAFZHENIEE.

Apple #tEW L2 5 Apple B3 EIE (ABM) 71 Apple KE#H S EIE (ASM)

&7 Apple #tEMW Xt (VPP) ASTMMNEEEE 2019 £ 12 B 1 Hz AT 2 Apple B EES Apple KE
HSEEFH “MARFNESR,

£ XenMobile #iE#% VPP tkF 2 &, ESEL Apple 2 E,

MBERAARERVERMEWEL L (VPP), EaTLIE ABM/ASM F3iEff, RAEEIEME VPP WX E M
# ABM/ASM 1k, 33F ASM, iE5ZfZ https://school.apple.com. 3F ABM, EE#i3l https://business.
apple.com,

EEF XenMobile £/ VPP 1k, 3EHRITLUTIRIE:
1. 72 XenMobile izHaH, BHa LANERER. R REERE.
2. BEHIOS8E, HEPEETHEMIZITIRENHE,
3. HRER ABM 3¢ ASM kP BB S5 ZRI8Y VPP tk P BRI N AiEFECE.
4. EABM K ASM JF e, THEMHBILH,

()]

. 1£ XenMobile =#I&H, HITLUTIRE:
a) FERARNENEHRTHERRENEHEWIHK,,
b) ‘wi81589 ABM =t ASM &iE, BENEREZR.
C) BEREFMR.

BXIEFMER, BSIA:

+ Apple ZBEit+HI
 Apple i&&avittE i+t

%4 Android Enterprise COPE i&&

XenMobile Server Z3FEE TFEREXHH Android Enterprise =2 &i&#%&, LaifFA COPE (BB ER
MAFER) WIgE, XEGRE—TIRNAE TEREXHH Android Enterprise £ Ei18&. EAILUSRMAE
BRIG B R ARG &M TIFEEE X . X FIthhias:

o AILERAUTIRERIEFRMIIKBENAIIRENTFEREXH: SR, BITHEMRE,
o AL EIRERBNUERNIRENAE COPEiEERS, EFRNAE COPERENTREEXH. EIR
EREAIEHMITERERT COPE g &,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 34


https://support.apple.com/zh-cn/HT208257
https://school.apple.com
https://business.apple.com
https://business.apple.com
https://docs.citrix.com/zh-cn/xenmobile/server/provision-devices/apple-deployment-program.html
https://docs.citrix.com/zh-cn/xenmobile/server/provision-devices/ios-bulk-enrollment.html

XenMobile Server %#ikR4s

o B “BIE” ReRFRIBVATIRE RN TIFREXH.

R

s FEE TEEEXHH Android Enterprise 223t &i%#%& (COPE &%), FLg&HRIEA LU SIMMIEERAE
BMEEMIERREX M. 7£ XenMobile Server izfl&as, KEGERIRAFENARRIIEE, ATUFERAEMEE
REEFZE NN AREMEERNEANAE TEREXHN L RECEN TIEREE X 4.

RIRIE
FEETEEEXHH Android Enterprise £t &Ei&#%& (COPE&&), ALL:

o B UBIE” R MRV AIIRENTFREX Y.
s BArAHEMT2BRENAEIRE,.

SEMERE S 2% Android & & H AL

MR} XenMobile FEEAT Android Enterprise, EMEEXHMERTLUIEE Android i&&HEMRA . Fift
B E X HHE Android & 27 2RIA Android Enterprise ##® (R2RERIHFEEXH) XE2IAR (REEER)
BT

BINERT, 2REMEEXHRKHMIMME L & EMN Android Enterprise &M ATLIEE RS, HE
BYOD ndroid Enterprise i&& &Mt A TR B X &, BXIFMES, ES1A Android Enterprise,

77 Android Enterprise ##&|8hk Android & &1ERBIAEM

Google I FAHREERENREERGREN, HEMEFrEREMEEEANREXHFMEEERTEERS
Android i&#%&. (2% Google Android Enterprise & &1sRPmS & EERFH.) AT ZFLESE, Android
Enterprise 3£ Android i& EHIZRINEAER,

HTEEEKE, NRAER XenMobile ZEEA T Android Enterprise, NIFFEFEMEFFME Android &
##IEEM A Android Enterprise i&&.

AT HEEWETE, XenMobile MEAFEIEIMEBEXH, AFES Android i&&RIEMA .

RAARREHKEEFFARETREMEERANEEXHAAEEEN TEEIAR Android i§&, EXMERT, &8
D#SEisEEEAEA THTER,. NARKSCEEMEEXS, HEFMIMEEEMNIBRIZE,

BRI & I AECE S M
1. 7£ XenMobile =#lam, ®IIEE > IMEEEXH.
2. BRMEMEEXH, BRERM. £ FTMER” TESP, BNEIMEEHENET.
3. BET—SHEFATiEE Android Enterprise, LGSR “IMEE" TNH,
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4, BEERBANIAMNR (EERE), 2ET—FIERHE (E0). BEBEERIMADERR.

Enrollment Profile Enroliment Type

Select the enrollment type for Android devices
1 Enrollment Info Fully managed/Work profile
COPE/Work profile

2 Platforms Legacy (device administrator)

5. BEZFESIMETARENEERN—PHZIRTA, AFRE Save (RF).
BERSEERKRA THASERE BRISE, BEALEEXHFIMNENEMX LIRS, FTLUBLILAFR T Secure
Hub HiR#UEMARSS 28 URL SROEM S TIFECE X HIEE XM EEERIZE.

BXE#E Android Enterprise 8 Endpoint Management Z#58i¥ 485 2 , i§281#% Android Enterprise as
default for Citrix Endpoint Management service (Android Enterprise ¥4 Citrix Endpoint Management
REHIERINEE) o

81t T Android Enterprise B BiZFEIETIE

THEEHNEE Google Play 3t Google FF& &I TP kE#ft ;& #REE XenMobile Server M B#2RF, Eit, K
BREFEHMNEAHRAYEE 10 758, mIELE,

7£ XenMobile Server =4 & et E A A BN AEERN Android Enterprise N AER., EHMEATUHEHRIEE
Google Play B BEERN AERF, MELEEF XenMobile Server 5#l5. EERFRIBUANAREFEMNGE, &
Google Play ZAAE Ul 17, HFGOSE#NRENAEZFNRAE,. AR, SHNARFEERBER, WES
REBHFMER. BERRAFINA RN BEENAERF.

77 Android Enterprise 71 MDX R f#2F. XenMobile Server 418 MR FE Android Enterprise 4
MDX R Bi2FEENTE,. BSHAIN MDX MAEER.

7 XenMobile Server 54| & d & #t:E B F Android Enterprise 5 MDX I 12, EHEAIUEHRERT
Android Enterprise B9#t% Google Play A&EN AERF, MEHEF XenMobile Server z#l&, L& MDX
Xtfa, & Google Play MARE Ul BT, EFESEEHARENBEFNIREE. ESRAINNAERF MDX,

% #5%+ Android Enterprise BB AN VPN

W1E, XenMobile Server &L & RIS AYFEST Android Enterprise ERHBLE AN VPN,
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73 Android Enterprise & VPN EEE X8, ETEIRIA VPN BEE X4 HN VPN BBEXXHMEM. AP TE Citrix
SSO MAREFHMAF REPRREEFX (MIFRRNERENH) BY, XenMobile FRALLEE S . MRILFELR
=, WEREBXHRATEER. IRRRBET —MCEXH, WEHIRZABIAREN . NFRELTARN VPN, %3
B FENGE AR TEIRL AR VPN 89 VPN BRE X & #Ro

Device Policles

XenMobile Options XenMobile Options Policy
Policy This policy lets yo figure parameters for conmections 1o Xenht

VPN Always-on configuration
1 Policy Info Enable Aways-on ven @)

2 Platforms VPN Package

» Deployment Rules

A& Android Enterprise N B2FERE S ST

£ Android Enterprise Il AN AEEN AIEFS MDX B AEFEN, EREEH#HEEIAIZEN~RNT., f
m, MREF—NERMWAMIGITTINE, VWILLERHBESRAIFENRZHH, ETREXBHRTINESER,
&1 Google Play ZEEHil. BXRE™RRENES, ESRAIMN MDX M ARFSRINA KN FAEENHEREF.

320 macOS AR EEEITH

Y macOS REWEIBEBITHRIBNEE X, APRAIURMTSRIFIRENBITH. WE, EUERR TR
TEHIIERRHEE BT, EEMAT macOS i “E7H” k&K (10.13 REBRAE) F, BAMLERHE
BBfTH. BXRBIFAER, FSRETIEREERRK,

XenMobile Server 10.11 FpJETIEIHEE

January 5, 2022

XenMobile Server 10.11 (PDF F#)

XenMobile Migration Service

MREARMER XenMobile Server, {1 %% XenMobile Migration Service aJ LiL&EFFi8E R Endpoint
Management, M XenMobile Server F#%| Citrix Endpoint Management R RESE AL %,

BHAER, B5 K Citrix HE AR Citrix &1EWE#EKR, BXFHAEE, B2 XenMobile Migration
Service,
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Apple #tE2WLitx)T5 3 Apple B EIE (ABM) 71 Apple RE#H S EIE (ASM)

R Apple tEMWTitE (VPP) AR ATE 2019 £ 12 A 1 Bz i3 Apple BSEER Apple KE
BEEEFW “‘HARFNESR",

£ XenMobile FiE#% VPP kP Z &1, ESi#EL Apple 2 E,

MBRARRFRNEAMEWE TR (VPP), &aTi7E ABM/ASM FiEft, RAEBIEWE VPP EE A
B ABM/ASM kP, 3+F ASM, EE#1El https://school.apple.com, 33F ABM, ESMZ https://business.
apple.com,

ZEH XenMobile Loyt EME (LFIFRA VPP) P, BHITIUTIRE:
1. 72 XenMobile izH&%, BHa LANERER. BNEEREERE.
2. BEMEBWE, RKERHEWIEERH,
3. HRER ABM 3¢ ASM kP BB 5258 VPP tk P BRI N BIEFEE.
4. £ ABM K ASM ], THEMRILH.
5. 1 XenMobile f=Hl&H, HITLUTIRME:
a) EAZUBNERCHESRENEHEWIK,,
b) 4iEER ABM 5% ASM E1E. ENEHREE.
C) BHREEFHER,

31 10S 13 ME M
HE:

HEERIREFALRE I0S 12+: EATF I0S B9 VPN &&F5HEEFAY Citrix VPN EZEBARZHF I0S 12+, HIFRE
B9 VPN i8& %R, sSAECIEMER Citrix SSO ERERARET VPN 18851,
iR VPN i&&&HBgE, Citrix VPN iEEE A s EMNEETIa T, EHRFEMERE, &893 VPN i&&
BREZE 157 XenMobile Server 10.11 434,

XenMobile Server 4% i0S 13 &, ARSEMENEL, WTFHAR:

o IEEMEREF, BERILNFNIOS IGEMEETRER. Apple 7£10S 13 Al 7T ## i0S & EIEEINR
H, IAMAEEEIRERIEE > Apple &Mtk (DEP) @, Hit, E7F%3§ XenMobile Server
BB AT R, XETEmETLS i0S 13 18& LA,

o RHIRZAH I0S MR B AT HEIZE LT ANE LRSS ERIZEMNERT I0S 13+ W EIEE. H
gl XenMobile Server =#& TRRRERIETXLEIRBERT i0S 13+ HZKEIRE,

- TEARVFREMEHS:
* FaceTime
* RENBRER
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ERITFERNERERT:

* iTunes Store

* Safari

* Safari> B&ER
2RI - AiFATT iCloud #BEP:

* Cloud >x4#n%kiE
ENBEIRE - AiFH:

* FEXRARD > RN R

* SRR > 2 AR
EEAERS - RIFH:

* RAESR. EEKiTunes U &k

XERFNEAMT:

« MR I0S 12 (HEEARA) &&EEE XenMobile Server i, AFFARKERI0S 13, N ERREIRHEHATF
AREBEMREENRE,

o MRKZUHERM IOS 13+ i&%&7E XenMobile Server diEft, ERRHIFGERFZHENILE.

o MRZUHER IOS 13+ i&&7E XenMobile Server #iff, LRBRERFVERFZHENILE.

i0OS 13 1 macO0S 15 34 a{SiFBHER

Apple 3¢ TLS RS RBIEBEFM MW ER, RIEFBIEBER & Apple W ER. 55 % Apple H k¥ https:
//support.apple.com/en-us/HT210176, BXxERIEHHEAIEE, ESEE XenMobile 1 EEFIEH,

M GCM F4Z FCM

#Z= 20184 4 B 10 H, Google AT Google Cloud Messaging (GCM). Google F 2019 £ 5 A 29 Biflikk
T GCM fRrs328fNE A sk AP,
BEEZX:

o HEBIRFRAR XenMobile Server,
o ARE|IRHhAR Secure Hub,

Google 2 iY #& 3 BY 7+ 4% %I Firebase Cloud Messaging (FCM) LL 7 %4 % 9 #I B8 FCM & 2 it &9 37 0
Bk, B * Google W & B, i& £ Ahttps://developers.google.com/cloud-messaging/fagfihttps:
//firebase.googleblog.com/2018/04/time-to-upgrade-from-gcm-to-fcm.htmls

ST IFEER Android & & XHXEH: MREIE GCM 5 XenMobile Server &/, & THBE FCM, A
&, &ER Firebase Cloud Messaging 1=l &2 fita9# FCM Z$AE#H XenMobile Server,

ERTHSIERN, UTHBERBEM TIERE.
FHRSE:
1. 5#REE Google IRIEMER, M GCM F4&EI FCM,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 39


https://support.apple.com/en-us/HT210176
https://support.apple.com/en-us/HT210176
https://docs.citrix.com/zh-cn/xenmobile/server/authentication.html#uploading-certificates-in-xenmobile
https://developers.google.com/cloud-messaging/faq
https://firebase.googleblog.com/2018/04/time-to-upgrade-from-gcm-to-fcm.html
https://firebase.googleblog.com/2018/04/time-to-upgrade-from-gcm-to-fcm.html

XenMobile Server %#ikR4s

2. 7z Firebase Cloud Messaging iz#las, &% FCM &, BET NP BEPEEZZR.
3. 7£ XenMobile Server z#la/H, #%Zi&E > Firebase Cloud Messaging HE &L E.

%% T R7E XenMobile Server :& N FHHITEMRIFINIGTIRE FCM, 23845 Secure Hub RIS, BHITIL
Ti2fF: 12 Secure Hub ff, ®BEEEIN > 8&ER, AERERIHFERE,
BXECE FCM H¥ER, 1E51H Firebase Cloud Messagings

XenMobile Migration Service

MR TEAMER XenMobile Server, {14 XenMobile Migration Service ATLULEF$AER Endpoint Man-
agement, M XenMobile Server F#2| Citrix Endpoint Management REZEHEMIEE.

BETHREAER, BRAEHEM Citrix HEAR. RHETRIHK Citrix Partner. UWTFEZERiTT XenMobile
Migration Service:

New XenMobile Migration Service (# XenMobile Migration Service)

Making the Case for XenMobile in the Cloud (B{E=+# XenMobile #97={1)

#H4%) XenMobile 10.11 (Zs#th) ZRIFVESETE
HEZZERKETER, BXER, BBRAKERMFESMM XenMobile #& 14,

1. EHEBEN Citrix FrHERS | EHT 11.15 kBB, AEBEHMIRIMARZAEH XenMobile Server
10.11,

RIThRZ<H XenMobile FZ Citrix ¥ rIERS 28 11.15 (RAERRZ) .

=

=W

NREFERTZE SHFDEH TS, &5 XenMobile 10.11 &gy Customer Success Services H
H (LRI AEEARIRS BER) A 2019 F 4 B 9 Ho Citrix ¥AIIE_EAR Customer Success Services
HHAA TR T 1 B EA

B AT ANERS BHPNFRHEE TR ZBH. MRERSHIRAH XenMobile E#ERIHKIBFRIE
ARSSasiftR, EROERRK, HEETAERETFANERS 3.

EBESITIFaNE LB, BM Citrix NP FTHRFNFNEXXHFH B ZXH LHTF RS S, BXIFEHAESR,
i&#07 Customer Success Services,

2. HFBHEWE: MEBETI0S 11 RERMRAKIEEIE IOS KEEMNLARFEBUTER, MRA Citrix
Gateway F2E 7T SSL #:AM:, NHMTEFTE XenMobile Server 5 E#TF %0 80,

3. MEBBITEAKR XenMobile Server BFIE#MTE RAM £F 4 GB , 153 RAM Em=EIE1 4 GB, &&iE, *t
FAEFFR, BIXAIRIE RAM 2 8 GB.

4. B =¥ XenMobile Bz a1, EER VM IR RARIRER, b, BIEEHENRREELIERE,
MREEARIEFBEIRE, BRRATFEERNED.
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FHR

A LLM XenMobile 10.10.x 8¢ 10.9.x H#ZFA4 %) XenMobile 10.11, EHITHE, B FH TR Z#HISX G
#3| https://www.citrix.com/downloads, $#12l Citrix Endpoint Management (71 Citrix XenMobile
Server)>XenMobile Server (7ith) > = 7374 > XenMobile Server 10, 7EE RN B IZT2FEH XenMobile
Server MEHENE L, BETHX M.

E FHFR, EER XenMobile 125 &M AR ERNE, BXEREE, BSAGH “AHEE" TEHTHR.

FRZEFERITHERE
FH&E) XenMobile 10.11 (Fi#th) ZEEERITHIRIE

MBS RELEZENINEFLET, HAGHAERECSHEREES, 157% XenMobile Server BEHREZES
EFHEWNTRATAEIZ: “Unable to connect to the VPP Server: Host name 192.0.2.0’ does not match the
certificate subject provided by the peer” (Fi%i%#2I VPP ARs328: EHE 192.0.2.0 S3+EH IR HAIEHER
ERITED)

IERWIFEIRIEREEEE XenMobile Server EZRENRBIEIE, BHAERT, EVRIIEXFR Microsoft PKI iRs3
SN EIEZER R MR EN R IIEF T BAEE, 5K IRSH/EM disable.hostname.verification
BXA true, LLEMMERKIAMEN false,

iZAF Android Enterprise i &R RIRENEH SIS RIKLE

Samsung Knox #1 Android Enterprise %884 —, 33 Fi57 Samsung Knox 3.0 S EShkA A& Android 8.0
HEShRAH Android Enterprise i&%: Knox #1 Android Enterprise &H A — 1M —HIgENE E X4 S8
AR Zo

ELUTIREEKH Android Enterprise TiE LA E Knox & & :

o RERABIMEERIE. BIEERT Samsung Enterprise FOTA BV E.
o BITIYIRE KR,

« Samsung MDM Fr[IEZRIG & HEE, LB Knox iFAIIEZ R,

o “PRE” IGBHRILILE,
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Device Policies Apps Media Actions ShareFile Enrollment Profiles
Restrictions Policy Restrictions Policy x
This policy allows or restricts users from using certain features on their devices, such as am an also set
security restrictions, as well as restrictions on media content and on certain types of apps users can and cannot
1 Policy Info nstal
sta
2 Platforms Allow USB actions
Debugging
File transfer
Network
Allow VPN Configuration @

Allow configuring location provider

| 0" @
Android beam m @
| 0" @

Security
Allow use of the status bar @
Keep the keyguard from locking the @
device
Allow Account Management @
Keep the device screen on @

Allow cross profile copy and paste

Back

-

iZfAT Android Enterprise FI5 RIEF A BIREHER, SIMETUERE RS LUkE Android Enterprise NS
FEER, B8REN AR ERISE R,

hiaitE Google Play M AmEIE+HHIFTE Google Play B ER. ihinitE Google Play [ A mE[EFHIFTE A
RS REMFEEAH Google Play NABIEFHFERAZEFRI MIEE Google Play ARG, FItEEE
B true £35FE Android Enterprise AP BIAH Google Play MAREENBREFFIAAYTIR,. RE, SR
AT LA R PR 1% & SR B SR IE RN X L [ R P RV IA 1.

£ Android Enterprise i&& F ERRZNAERF. EAFAFE Android Enterprise TFREXHEXHTLIT
BERATEITMRENRANARERF, BRERFIEERE, ZRERTFAPNRINEEXAEFNIFRNIE, FIMNE
Bk, EMHEMEBRER. EREISERBREFIIAR, EER Android Enterprise N AEFINR L& HEKIGEN
AR,

Enable System Apps m @

System Apps List

App Package Name

[ Save Cancel
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%#5 Android Enterprise £ Hi&%&, XenMobile AL FEELTHIGE, UMt LAEE. B8—Ai% (COSU)
B&E

%/ Android Enterprise EEBTREREILE, T HATHEENEA. EEXEGEREHARTILBAAEERT
NESHREN— M AEFRX—IVANBRER. SERKHELERFERAEMNARFREIEE ERITEMERE

BXHEE Android Enterprise i¢&MER, BB LA Android Enterprise 1&#&,

EEMBRE. TS5 Google RIBRIF—, Android Enterprise N 12 F R Hi& & KM EM A Android
Enterprise £ BE2E, 1E21% Android Enterprise {E BB 1% &5,

#iEFEE Android Enterprise 193

XenMobile MELZ#HE3 Android Enterprise i@ &MBIEMEBHHBLLIRM . XLEIGEMAEISEIT Android 8.0
NESRAN TR E X RN T M,

o REMERDFE TIFEEX . REFSHMUE.
o MRRAEBITRHAEFETHATEETHEK:
- FEHEREILFEEXHPIREBITH, REBFRBE.
- HEEEIFEREXHPIRERN, THREEXHEIE, BIREFUE.

BEXMENEERTHRERFENFARGEE, BERAL2EF

@A i0S #1 macOS BT “PRE|” 18 & SREg

o IFEENARFRIUTERAA . 7k, NEIFEENRREFFREEENAEFNXEATRERARSRZA A,
MRBA, WIEEERBREFALUREITEKF NBRRARE, BAERAX, #Ei0S 12 EHR.
s HENAEFSANIERERRAA: 7%, IREA, NWATRENRAEFERAASTANIEREKFHNERA. 1
RIERELAREFTPREFENARFISEATBAKS, NLRHIER. RIMEAX. BEIOS 12iEMH,
- HIDENAET: ik, REA, APETAER “‘BiEREE” K “BEERARERE” ik, BRAMERF. &
Zi0S 12 #1mac0S 10.14 i&H,

o BRBAREIEK: A%, NRZA, AFMNIEEERIMIHENIEEIEREZE. BIAMERF. &ZE i0S 12 #1 macOS
10.14 &8,

o BEAZ: Ik, WREA, AFPBIAER “AirDrop ZiB” e EHZE, RINERF. #Ei0S12M
macO0S 10.14 EHA,

- BHEIBNES BEANME: REE. NRBA, APRBRTEZEREMEN > BEAE > anigE. RIMER
*. BEI0S 12 EH,

o ¥ USB ZRIEN: NEATFZHEMILSE. NRIGBER “X7, LEEUETKRETAILIALEESD USB HE
&, ZRINMERFF. BZEIOS 11.3 71/,

o BEIMITIERMNNEEH: NERATRHRENGE. MRREANF, WERRGEHNAFAA LY, &ELR
#liE, ARERGENLZGAHEENEERNRZ G TN EEN. BIAMERRX, BZEIOS 11.3 f1 macOS
10.13.4 &R,
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o SEREIBITHRHERIER (X): (NERTRHENEE. EREAFERRIZBEIEE DERRMHEHMEEK
B, &AERN 90X, FIAERN 30 K, HZEI0S 11.3# macOS 10.13.4 &R,

o BERERFEFRENNR: EATREEMNRE. MRZERF, B “RE” NARFEIFAERER
EMNFEERABFRIEEREITRENR. RINMEANX, BZEI0S 11.3 7/H,

Allow USB restricted mode ! Y @

Force delayed software 4 Y @
updates
Enforced software update 30 O]
delay (days)
Force classroom request @

permission to leave classes

EBARFIR &R,

HEE i0S 5 mac0S 1 “Exchange” & & KRB

Hi0S 122, ¥% S/MIME“Exchange” £ZMmM#i&&E. “Exchange” i¢&HKIEMECIEAFEE S/MIME &
BMMERIRE,

F S/MIME &35

- BEFORE. ERECANERERE.

« S/IMIME £EBFRIER: MRRENF, ARATUEHIRENREPITHMRXF S/MIME &, BIAMERAX,

« S/MIME £&ii+ UUID BFaIEM: MRIKEAF, ARATUEHRENRETERECHANERERE, R
IMEA X,

33 F S/MIME 10z

« MESHRE: EREEANMEEE.

o BA“THERMLE SIMIME” 73X REANFR, mMAFET—MEM, ATFAERENEXESITHRX
i S/MIME &, BRAMEAX.

« BA S/MIME MZEAFTEA: MRKER “A”, APEUEHIREMNZEPIEE SIMIME 252ARTIT
TR RIAMERX,

« S/MIME m#iE+ UUID BFRRIER: MRREAF, BFRATUEEIRENIRERITHMXE S/MIME mZE S
A=, FRINMERX.

BHi0S 12 {2, Exchange OAuth i&&. EHERTLES Exchange MEEEE HEA OAuth #1TH BRI,
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B mac0S 10.14 2, Exchange OAuth i&¢&. EIMERLUES Exchange Wi E HfEA OAuth #1T54H5%
iE. XFEA OAuth #HITHMIIE, AIUATRERABEMHARIEEIEEER URL,

E217 Exchange & & 588,

EM i0S B “HB” G EHRISEMN

Hi0S 12, £% S/MIME“Exchange” E2fMEZRE, “Hi” RERWBIEATAEE S/MIME L2 mMEH

ELLE,
#F S/MIME &4

« BA SIMIME £%: @&ZIkF BE X S/MIME £8. RIMERF. KEANFE, BERUTRNFE.
- S/MIME £ B EEN: MRLBRF, BRAIUEEGENIEERITAMXEA S/MIME &8, 2L
BRX, WETIEATF i0S 12.0 RESRE.
- S/MIME Z£&iE+ UUID AR ETER: MRZKERA, BRAUEHRENRETEREEANEEE
1. BINMENX, ETUERT i0S 12.0 RESRA,.

3+ F S/MIME 102

« BFA S/MIME mz: E&ZFiikF RE2#F S/MIME &, BRAMERX. REBRFAN, BERUTHNFE.
- BA“HHEEMIGE SIMIME” X &BAFN, MAFPER—MNED, ATAHBRENERERST
FZ®xiE S/MIME %, BIAEAX,
- BIA S/MIME MZERAFEIEMR: MRIRER “A”, APIUEHIRENIZETEE S/MIME 2T 204
RFHFRS. BNMERR, ETUERTF 10S 12.0 REEARZA.
- S/MIME m#iE+ UUID BFReEIEM: MRIGEAF, BREIUEHRENIREPITAMXE S/MIME
MEZESHAMME, BIMERX, HETGERTF i0S 12.0 RERRA.

BB R E R,

Em i0S 8y “RATEFEM” R & HRINER
U TR AEFEMIZER i0S 12 A M.

+ 7£ CarPlay F2/R: MFIGERF, BHIGE Apple CarPlay 2R, ZRIMEHFT.
s BRAEEEIR: NRIGEANF, NAERFTLSEMMCAREE BT MR IRBENXEEHN. RINEN
*o

BEERNAREFBENIRE R

Z#AT Apple #E1#A iPad

XenMobile 5 Apple HBEMEMIIREMELIFHAM iPad, REFHNZMFERURE—/ iPad, FI—uUzZM
HINBIRH AR FEL,
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THBDEMILAR iPad, AERBLEHRR. NARFNEANEIXLRE, 26, FERHEHIEE Apple ID &1
B RIAN iPad, MREURAFENET “BERE” K, XLEFERFBLU “HiAR” SHBERHZRE,

HAM iPad BIRBE R

o {£= iPad Pro. iPad £FEA. iPad Air 2 {E= kAU iPad mini 4 FEShik4s
o« E/132 GB EFfiEFaE]

1A
* gxlméz

BXEMER, BBHEELAEN iPad,

HEF memipinizs (RBAC) SUREX
RBAC #2BR “Zn/ Mkt /7 IAE D AFMAR: ARt r” M ‘BB,
BXFAER, B5RER RBACEERE,

B=7EHA

January 5, 2022
ItbhR7s#9 XenMobile FTaE & 2 1RIB LT XALTE X I EFRBIF I BE=H M

XenMobile £=A7E8H

A

January 5, 2022

AR SRR BB AN S E/EZ 4 8KR XenMobile Server 1heE, FATRMBMES, LUEEEEE KA L 53R
Fo Citrix BEMBAFERBERNRGEUHELEHAYE, EEERATPEETRERIEER, UEFASE8ESINFAN
FHERIEE, BXFTRERARIIFNFMES, 1§21 Product Lifecycle Support Policy (Fuuiﬁﬂﬁﬁi‘iﬁ%
B%) —3

FRAMMER

TENFIRETT EFAHERERH XenMobile Server 1hg,

EFANTEARSILEMR. Citrix SHEZHEFRANTE, BRTERRAMRAEFRERRN L,
7£ XenMobile Server /1, EMRIFFEIIE ERMIBFRAEZ =5,
BXEREERABRERNEHENINARFNES, B2H EOL HIEFANNAEF,.
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e

Knox Mobile
Enrollment (18R
DA)

AT Android
7.XF1i0S 12.x B9
Citrix #hr Bz
FF#1 Workspace
R FRERF

IRERE

Internet Explorer
11

EATF Android 89
RSA RS hEZHF

WiEA

EFREME
Android irZH#Y
|RhRi% &SRR
X Txt Knox
Mobile
Enrollment
(KME) p9%z#%

#A T3 Android
7.xF1i0S 12.x hix
Z# Secure Hub.
Secure Mail.
Secure Web #
Citrix Workspace
R AR
FRTXIREEE
#0 Citrix Derived
Credentials
Manager MR
ENEZSN

FRTXE
XenMobile
Server £ & s fE
A Internet
Explorer 892 #¥.

FHATHE RSA &
LHEESA
Secure Hub for
Android B3z #¥.

I

wFEA

May 4, 2021

202148

March 25, 2021

January 2021

January 2021

FRBEZhEE

B#x: June 30,
2021

Bir: June 2021

Bir: 2021 5 2
FE

January 2021

February 2021

BESGE

£/ KME 7£
Android
Enterprise ##={F
7M. Android 8.
9. 10. 11 Z#F
Android
Enterprise.

BEEMERERS
SR =):SE )
PHARAE (KRR
7). BIBMIRER
FREPRS. B,
Citrix Rt A
X#RIRE.
BXI0S 2N H
HIIERBFIR,
BEZH 10S,

BERALUT Web 3
Y BRI R EThR AR |
Google Chrome.
Mozilla Firefox.
Microsoft Edge.
Apple Safari

aLl7E Google
Play mri2 iy RSA
Secure ID W #E
RSN RSA <
W, Ak, AILUER
Z2hE#1T Citrix
Gateway 51453
Ik
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e

Android - Sony

Android - HTC

XenMobile #4Ik
ME=HHE4

7% Android
Enterprise i&& Lt
AIBRIEEEER
BRI AR
F

APNs im0

WiEA

FH Tt Android
Sony i&#&M
SONY ¥ERIHREE
Bz o

FHA 7Tt Android
HTC ig#&#0 HTC
FEE MR IR 15,
RIS RER
XenMobile =%F
B —ERIE=
HAk,
BIABEAIBR
DA F&&Z MR
BRFAHEIE
Android
Enterprise #3E
B,

Apple 33 APNs |H
hig 3 SN
HZFREEF 2021
£ 3 A 31 B4R,
Apple BiEHH
fERET HTTP/2
# APNs 1218127
APl, fEJLLEEERRY
—&5, BITER
BAXATE
*,.push.apple
.com kix APNs
BHAERO 2195
N 2196 M= HF.

I

wFEA

January 2021

January 2021

December 2020

October 2020

October 2020

FRBEZhEE

February 2021

February 2021

January 2021

November 2020

Bi5: April 2021

BESGE

£/ Android
Enterprise

£/ Android
Enterprise

BPRESERIEHIR,
EFRE
XenMobile 10.12
HESMRA

33F Android
Enterprise i&#&,
BARMERT
Android
Enterprise &1
NARER, BARER
|BhR DA R
%%% DARKT
HIRE, HXLE
[ FAfERF Rl s d
B3 T4,
BECAERRO
443 5 2197, FS
iEFTFF XenMobile
mAUERIESE,
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I BiEA =i Bk E
Samsung SEAMS FATX August 2020 ERERT
B Samsung SEAMS Android
BN Enterprise 89
Samsung Knox
ARSSHEF (KSP) [z
BiERF. ESRHM
Knox AR5 4af4-z F
.
HERREEET EFAMREILE ERMBZIERME
B (SSL) 3+ TEMBE®R SSL Mg (CA) ik a9a]
IERHZ 1& SSLIERERI
BEMBEEZIES,
BEFIERNSHE EFAMUTES January 2021 7£ XenMobile &
IEEREE 3E BIEMS R #lE (&8> iR
FIPS #1552543) SHA1withRSA. RIERERF > IERE
SHA224withRSA. BiER) RRERE
SHA1withECDSA. HiZF e CSR &Y,
SHA224withECDS/ BRI E D,
SHA1withDSA.
RIPEMD160withRS
RIPEMD128withRS
RIPEMD256withRS
HiRERRSS 2% [SEz3::001 October 2021 August 2022 BRAKEMEILL
Microsoft SQL TELIFNMRAZ
Server 2014 && —: Microsoft
EhRENZ . SQL Server 2016
SP2. Microsoft
SQL Server 2017
CU13 T
Microsoft SQL
Server 2019 CTP
3.2, BERARE
RMFDERNZ

XFFRSSBRTIR,
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e

I EERERF

Citrix Launcher

iEATF Android
6.x #1i0S 11.x By
Citrix # 5N T2
FE#1 Workspace
R A2

BiEA BERFH

BF AT Citrix
XenServer 6.5.x
B ERRA.
VMware ESXi 5.5
Update 3 RES
A7 ARz Hyper-V
2012 M9+,

FATX Citrix
Launcher iz A2
FREZH.

May 2020

FH T3¢ Android
6.x #1i0S 11.x kR
Z<#9 Secure Hub.
Secure Mail.
Secure Web #
Citrix Workspace
Rz AR A2 450

April 2020

FRBEZhEE

August 2020

August 2020 (M
Iz AR S R BR)
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AR EE
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FEHEMEIHRR
REEEREIN
Ti%. BIAMEILE
BHET R
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BESGE

BHSEERENE
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A MAM SDK.
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5 MAM SDK
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A Citrix SSO &%
KEIEZE PerApp
VPN 5:Eg,

fiEF Citrix
Gateway &I {2
BRS3 28I TIERELL
IR BBRILE,
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Enterprise, &fE
B MDM MH=ig
X #. XFi0S,
JEER Apple KRE
BEEEY
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wEEME
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© 1999-2021 Citrix Systems, Inc. All rights reserved.

51



XenMobile Server %#ikR4s
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EEREL BFAREIEY Enterprise,
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MEISEEEEE
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8.
MDX 0% FH7 XenMobile October 2019 September 2020  EARMNMNMEE
=HEAr MDX 1 IR A i0S %
0 MDX mZ1h Android FF&1I%,
BEo HIEMEMMERE,
HEREEE 2020
F7 AzaliAH
HRIM MDX 1t
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THISE RIS & izfT Android 75 February 2019 April 2019 A= G- E
BT Android ERhRAEH A1 P ER AL,
Enterprise ®WEMR  Android
FhgE Enterprise i&&1X
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PREIREITIE, MR
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R PRERF
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ERTIOSHW
Secure Hub RI£&
B

TLS fg7s 1.0 #0
1.1

Windows
Mobile/CE

Android
TouchDown

B2ERIRE

October 13, 2021

WiEA

B Secure Hub
release 20.3.0 i,
FRATATER
i0S IE&EBEEXM
EIEFETNRE AL
i BAESS,
ATERE
XenMobile ty% %
%, Citrix ESHE
LB ERERS
¥ (TLS)1.0#01 1.1
BTHEEE. H
F=e4HIss, PC
ZREBFATLS
1.0FMTLS 1.1,
FRTX
Windows
Mobile/CE 1&&H#
¥

DigiCert Bff1E3%
# Android
TouchDown,
Citrix M
Exchange i&&5
BEiER Android
TouchDown F&
T,

XenMobile 10.14 65 U T EEEMIRIE:

I

wFEA

October 2018

June 2018

April 2018

July 2018

FRBEZhEE

March 2020

March 2019

September 2020

2021

BESGE

Tk

FHL&E TLS 1.2,

f#H Windows 10
Desktop #1
Laptop.

BN #A Citrix
Secure Mail,

o A4%3) XMS 10.12 Bf, XenMobile Server #4148 ERIEHIRME H I RE, [CXM-88918]

o BEEEB@A PKI G, T&7E Apple i&& LM Apple #8Eit% (LET#FA DEP), [CXM-89978]
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- YEBERETAGIMANES (RBAC) BREY, SEHMAURT REREIMEEXH. [CXM-89985]

« 7£ XenMobile Server #4148 £, #%E;%58 Chrome N B2 448 Android Enterprise 1L & & 5K,
[CXM-89986]

« £i0S F& L, wEEEEXEHN AlwaysOn IKEv2 SXE2ERY VPN SREEET, ERIKEIEIR, [CXM-90010]

o %R SamAccountName i3t Android Enterprise 1%, &SR EILL T iR : “Work profile deleted,
wiping profile” (BB T{ERREXH, EERREEXH). [CXM-90049]

o HUBRERESZLUNE “u” FFRMAEF S, [CXM-90722]

+ XenMobile Server #zHIaR KRB SIM £H&E 2 REMBEE ID (ICCID), [CXM-90845]
o TEMEIETT I0S 14 B9i&#E £33 Apple i&&EM1+5% (DEP) %k, [CXM-91697]

« 7£ XenMobile Server #4518/, REREHNBIEPIEAE, [CXM-91961]

+ £ XenMobile Server L, NetScaler Gateway EEREFRETER, [CXM-93129]

« 3% SNMP B 7Nzl XenMobile Server =588, BRA=ETRE SNMP BBAFIRT, 5&E SNMP 1/
BT RIEERIRS. [CXM-93197]

o MIRFERFIRERBIRAN A —NAEFERARRAGAEFNEANAREFSE, WZNAEFNEETR
TETFRREXHF, [CXM-93671]

o INIRENERTF APNs (WETF HTTP/2 89 APl BY, BRZ523EM ios.mdm.apns.connectionPoolSize
BRTFIERERTS. [CXM-95478]

+ 7£ XenMobile Server 10.12 &, FTAEMRFELENFIZF LM VPP B, [CXM-96796]
o« BRANAEFEHEMSERE, FigE EREN Apple HtEMX N AREFE BIEHREIRHRA. [CXM-96855]

o 7£ XenMobile Server 10.13 &1, £ CLI TEERIERS B, TEEERLZED i0S i&& LiBfTH Secure
Hub, [CXM-97609]

« 7£ XenMobile Server 10.13 /1, JAlEIg&FFME BN HE, YREBEMNET V¢ P, BHRLHEIR.
[CXM-97952]

« BXhZA 10.13.0 RepEHMEFREFEBENRE, F5H:

- XenMobile Server 10.13.0 RhE#MERE 4
- XenMobile Server 10.13.0 Z&nE#MER 3
- XenMobile Server 10.13.0 Ron&# g 2

BXER

« XenMobile Z#F503R 0
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XenMobile 10.14 G#E L FEMIAA:

+ ¥ XenMobile Server 10.8 5 10.9 B &S A2 VMware ESXi 6.7 5 6.5 Update 2 2 j5: E#Ew VM
5, BENARFL AR, XenMobile RSE#NMERN, HE IPRBEWER. EfFARULLIRM, EER
VMXNET3 NIC #5228 VM, ZAERiZ VM IARIE#AMEE VM B93uEE, [CXM-54581]

o JEAFIOS 15 3¢ macOS 12 i&#&/5, MDM BEXHRKEETRA “KRRBIE”, [CXM-98525]
o #4%) Android 12 5, EIFREEXHEATENIMNRELEREEERPETHER, [CXM-99712]

« BEMH<SRZEDE!T Android 12 Bf MDM EMEigEE, AP KEREE) Secure Hub BH&Z) EIREFINE
MER. [CXM-99878]

s BXE5BoHEFHNBRFHEXNEMEM, E219 Secure Hub. Secure Mail #1 Secure Webs,
o BXREMIRA 10.13.0 RepEMERFMATHEMEE, HEIH:

- XenMobile Server 10.13 ZEEHZER 4 hRZSHI & 1Ti%EH

BXES

« XenMobile Z3F5M3R 0

RERLEH

January 5, 2022

RAAMGENLARFEBERREEDN XenMobile 2E &AL XenMobile £, XenMobile B #HH
IR, RULTEXTFREAMZ Fi92, Fii, EavEsEaE Citrix Gateway:

« Citrix Gateway m R F X % ch5 AIEF T2 AR U BRERF Fig & X8,
« fERILATE XenMobile RERX LR 2R IEE,
Z8E XenMobile 4 TJLUEFE XenMobile AL s iFA P @I AT A EZETI NS ML R ZR:
« SEBMEREE, MRENAFAZREAF, WaER VPN 5 Micro VPN iE#i®iT Citrix Gateway it
ITiERE, B IZEER ORI NE N AP N AEF MK H.
o ®&EM. AFAILTE XenMobile M anigs, Xi¥—R, EEFLUE XenMobile £H1 & EREET
WERIRAIR o
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« Web. SaaS MM AEF. AFPAILUM XenMobile i&id Secure Hub iAiRlE Web. SaaS M#&zhr A
Fo

« EF Windows WM BEEFFMEMEE. AP A LG@EE Citrix Receiver 3% Web %8 28 # 7iEE, UM
StoreFront 8 Web Interface i5iRIEF Windows 89N FIEF MBS .

EfE4Hh XenMobile Server ESRIESREMINEE, Citrix BIUZLUTIREFERE XenMobile 41 :

« Citrix Gateway, AILUfERPRREERSE Citrix Gateway HEEIZE, LI5S XenMobile. StoreFront
3 Web Interface #93&fs. 7£ Citrix Gateway FERIRRRERSH, DAAREUTAGZ —FREEILE
f&: XenMobile. StoreFront g% Web Interface,

+ XenMobile, %% XenMobile /5, TTLLTE XenMobile &= A hEBEHIBMNIRE, UAFBAEMERE
&, T LUEERMNAERF. Web NAEFHM SaaS MAERF. BN AEFA UEE Apple App Store
3¢ Google Play FHIZ MiERF. AP XA LUIEEDIEEE MDX Toolkit IT8H EHBIEHI & MBI ARERF.

« MAM SDK 8 MDX Toolkit, MDX #2#Rit%IF 2022 £ 3 BiXEIEdARRLEER (EOL) e, B44EE
TV RER, %HEH MAM SDK.

BN BEFERE (MAM) SDK 247 i0S 1 Android FATFHZER MDX Thek, TSR MDX H{R$P i0S
5 Android 2R, EaIMERINABSERARNAEEFRHXLENAREF, 1§58 MDX AR
SDK,

o StoreFront (AMi%), BILUETEEER Receiver M StoreFront $2#34EF Windows MW AIEE M EINEE
B9 R A PR
o Citrix Files (7Ii%), #WISRERZE Citrix Files, &rAILUET XenMobile BB BRER, XenMobile #91EF

ELeFEIFCES (SAML) B194R112/F. &% Citrix Content Collaboration Bt & 5 3R HIZFHIIE4H
£8, i&%i7 Content Collaboration ik,

XenMobile i&& XenMobile =l S RRHFHREEEMNARRFEE. A48 XenMobile BBEBNSEHRLEN,

EEFIFES, Citrix BINRAREEBEIE XenMobile fRAZE, USEIMaIT BUEMRS S TSR, o, FIA Citrix
ADC SSL & IThRER LU —F R XenMobile Server By %, FHigmEUHE, BxmaEEIE Citrix ADC LEE
AT EEI P itk XenMobile G BB EMIFAREE, HBREEE,

BXRAREMEBELRE XenMobile BiFAESR, FSRBBFMANIENE—X. XEXEQET RREME,

UTFETEAT XenMobile BBHARSERRLEN, BEXSERRLEWE, 15517 (XenMobile BEFM) XEHE
EAMBENSEGRRENNEREN, AXRKONTETIR, BSREOER (FHEHE) NiEOER (B).

BEhig&EEE (MDM) =
BE:
NREET MDM R, ZEEHN ENT 12, 155 EMRMEREP (Active Directory) B4%IE, XenMobile
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Edition,
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o MREFFE,
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o

BurARFERE (MAM) 23X

MAM (##1X MAM 1R=) REBIZBEFEER. BXTaXR, BEASTSINRSERERY. URETWIRER
XenMobile #§ MAM ThaEMAERi&&#1T MDM J:#f, 157 MDM &R TFEE XenMobile, #I0, MNREZHITIL
T,

« fRiF BYO #mhig& L AREFMHBIENR 2,
o RGN EERF.
o BiENAREFHBRESE,

RERBEFHTT MDM Eff,

I EERE G, XenMobile Server 5 Citrix Gateway i F#ils, /5&7 XenMobile 1#EEZHIRIP,

MDM+MAM &=z

EEHER MDM #1 MAM &0 LR S s BIZ F MR B IR U LB R & EIEEE. AXTF A<, BEHSRH
GEIRER T, MRIEITRIER XenMobile ¥ MDM+MAM Ihgk, &7 ENT (k) #x{ TFE6E XenMobile, #i%0,
MRERE:

o EIfER MDM REB QB AMBNIRE
o BEIRERBNNAER

o MWRAFFR

o BERIRE

o XYW BRNBER

o MENBEFFHRFIRE EHKIE

FERINAEEEEF, XenMobile Server fiiF DMZ &, Citrix Gateway i F#ii%, FE&7 XenMobile 1#£E %
BIERIFS

XenMobile TR H: B—FIEBAHRE K AH XenMobile Server HBERTRME R, MAEHEE DMZ
F, NMBEEHNZ2HRRERDESMEIRERED DMZ &, BEFEALIBE, FiEEH, XenMobile Server R
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AR

AXNET XenMobile Server 10.14 WRAZERMNFEE M. BX Endpoint Management RAER, FS
I RKEER,

BEXEZERNFRMER, BEAUTXE:

BI51T

XenMobile &4
SIS ERIERS
mOEK

GIEiN =k

Y]

FIPS 140-2 &%
BEXE

XenMobile 10.14, EE#HRUTRERFENR:
LA Eh—7:

- Citrix Hypervisor 8.1 5¢ 8.0 3¢# Citrix XenServer (ZiF#hRkas: 7.0 7.1, 7.2, 7.3, 7.4, 7.5,
7.6. 8.0. 8.1, 8.2); BXEMER, FEIM XenServer

- VMware (Z#F#hRas: ESXi6.0. ESXi6.5.0 Update 3 5 ESXi 6.7 Update 2 &2 10. ESXi
7.0 Update 2a) ; BxXi¥4ELE, BSHESXi 6.7 #1758 VMware

- Hyper-V (Z#589kR4s: Windows Server 2016 #1 Windows Server 2019) ; BXi$¥#{EL, ESH
Hyper-V

i& A T Exchange ActiveSync #9 Endpoint Management i #% 8 10.1.10 = i& A T Exchange
ActiveSync 9 Citrix Gateway i%#%2s 8.5.3.19

PULERISEE

4 N EP CPU

XFEFRIE: 8 GB RAM; - FHERIIEFNXIFE: 4 GB RAM
50 GB #&=(a]

Citrix ¥eJIEARSS 28 11.16,

ETEFH4R XenMobile Server ZHIEH &M Licensing AR5 28,

ESXi 6.7 i 175 %

A ESXi 6.7 EETIF, BARAUTRRS*o
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1. /8 VMware {248 OVF T &, M citrix.com FT#H# OVA Xf. M VMware 8953 @ (https://my.
vmware.com/group/vmware/details?downloadGroup=0VFTOOL410&productld=491) $kEx OVF
=

2. BRE=NxxFHsg.vmdk X4 EHEIEHEIREME T,

3. BUIEREDW.

a) NZEPNSR, HikiE ESX/ESXi 4.x virtual machine (ESX/ESXi4.x EE#\) fEAZRBME,

b) MTFRERIERARTI, % Linux,

C) WFREBIERSFIRA, %1% Other 2.6.x Linux (64-bit) (Eft 2.6.x Linux (64 fi)).

)
)
d) stF#IEERE, %12 Default (BRiAE).
e) EEEXHAE, MBRIRINER. USB #=%12841 CD/DVD IRzhas.
f) 1 “Network” (M£8) T, %3 VMXNET3 {EriEfzgsE,
g) 7£ ESXi b, MREMHZ R AL, 15%%F SCSI Controller (SCSI#2%28) #1 LSI Logic Parallel

(LS| BiEH1T), MBEFERANSLEMWE, 15%F VMware Paravirtual (VMware #E#i1L) .
h) gF “Next” (F—%) %R VM &,
SMEENEEEME, HEHFZa EEMN.vmdk X, BEEHIFIEHR XenMobile 8IE#H VM BERH.
M ESXi Web R, ## VM, RAEHEEILE,
&+ Add Hard disk (FinEsR).
R 2B SRR .vmdk SXEEFEEKINE VM
BH R,
FTH VM 835,

£ ® N o 0o

Citrix Gateway £4EX
7 XenMobile 10.14 #iz17 Citrix Gateway, FEEFHRUTREEAER,
« Citrix Gateway (Fith) Z#EFRIMRAS: 12.1 SiERARAE

o XX S Active Directory &5, XREEARSKF . BRFELEETIFIREULR,

XenMobile 10.14 H¥EEER
XenMobile EEFERAMUTEHIEEZ—:
+ Microsoft SQL Server

XenMobile Z#FiETUTHP—MNZ M REH Microsoft SQL Server $##E%E, A% Microsoft SQL
Server HiEERHEBHERIFMES, ESH Microsoft ik,

Microsoft SQL Server 2014 SP3
Microsoft SQL Server 2016 SP2
Microsoft SQL Server 2017 CU 25
Microsoft SQL Server 2019 CU 12
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1289 Microsoft SQL Server $3EEERIZEUATHEM A/ BREMEEA/H Microsoft SQL Server
BIREERMIEAER, BT B,

XenMobile %#F SQL Basic A4 (AlwaysOn aJEME4E) #1 SQL B¥&ELSCIMEIEES A B,
Citrix ZiGx2ER Microsoft SQL.
X7 Microsoft SQL M5 S, #E81 Microsoft XE7+4% SQL Server,

PostgreSQL ({iEATFMIiRXIFE) . PostgreSQL REkfi7E XenMobile f, & ATENIX IR B P A S imiZ
o AZIFHIRETR. FeeBENIRFE o ENEIRERMEIEFRE,

Fie XenMobile irZ#83z35E A F Windows #9 Remote PostgreSQL 9.5.1 #1 9.5.11, {BfE7E LA FBRHI:
FENATESFR, REXHFF 300 MgE. WFBE 300 Mg&EWNER, BJEAZAM SQL Server, R
B,

SQL Server RSk ER

HRERT XenMobile #9 SQL Server BR3P BH DBcreator AEIIR, i2RTE XenMobile Server Z2tHAa]
FEEM SQL Server kP FER, MREEERE XenMobile Server EHEITEE XenMobile $iEE, EEZFEBE.

fERBERAEURME (Transparent Data Encryption, TDE) R4 SQL Server #i&EFE. Rt SQL Server inOi##
1THMERIAIR], WNE M A A E NS E R RSN PN ESE R REMIR.

B % SQL Server BRE K MIFMIES, 1ESH Microsoft ik ERLITF R, XEFERMHE % SQL Server
2014 128, NREHERNSHEMARZ, BEM Other Versions (Efthhiizs) FIRAIEZRERIARS 28k

Configure Windows Service Accounts and Permissions (E2& Windows ARtk F1XER)

Server-Level a8

Virtual Apps and Desktops #& 4

Virtual Apps and Desktops 7.15 LTSR CU3
Virtual Apps and Desktops 7.1811
Virtual Apps and Desktops 7 1906
Virtual Apps and Desktops 7 1909
Virtual Apps and Desktops 7 2006

StoreFront &M

StoreFront 3.12.2
StoreFront 7 1811
StoreFront 7 1906
StoreFront 7 1909
StoreFront 7 2006
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Hithze =M

« i&ATF Exchange ActiveSync 10.1.10 8 Endpoint Management i#&#%23
- RHAhRAR# T

+ EMATF Exchange ActiveSync 8.5.3.19 #y Citrix Gateway 33
- RHEBRRASKFHITIL

XenMobile &M
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AR

A3k = XenMobile Server %A . BXEM Endpoint Management i MR, iE21@ Endpoint
Management %A%,

LfEAMINEE. BEMKEER, Citrix BINEREUT AN SHRE:

« Citrix BiUEE BN AEFERE (MAM) SDK 5114k iOS #1 Android R FB2FSER, LUE MDX ThEER A
BN BERF.

MDX Toolkit itkIF 2022 5 3 ARXFEHEAHELER (EOL) hE. BEHEBERENOLNBER, HAEH
MAM SDK.

ACHER T B ASRAIA 2 2 159 XenMobile B4 #YAR S,

REMEMARER

B3hRAB9 Secure Hub. MDX Toolkit &= N BIEF S RHiRAF R AR 4H XenMobile Server %%,

BHRAENEEES DN BEFEREARTRZN Secure Hub, XA MRASHIN BIERF S & Hikk4# Secure Hub
B, BXEFMAER, 1&317 Citrix Product Matrix (Citrix = &%I1K) o

Citrix (XM AL ARE S & XenMobile &= AR

XenMobile Server (zsith)

« Citrix ZIFMBREFMRAH XenMobile Server #1774k,
+ XenMobile Server ¥&#iki4<: XenMobile Server 10.14
o MEURhRASFHLE:

- XenMobile Server 10.13.x

- XenMobile Server 10.12.x
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BEEFINBER

AP MR AEERRSHEF IR BRER. SMRANBE=HRAEFERERARMRAH Secure Hub, X
- MRASH R T2 5 RMARZASH9 Secure Hub %3,

BXBEHEFNNAREFRE—RNIMEAHBTRNFARER, BFSRALMHER BXFFAESR, BSR<E
BN INBERF.

MAM SDK

MAM SDK #2t7 i0S #1 Android &AM MDX Thak. & RTLATEPERRL A S S A TR A i s PP AR (X 2 [ AR
#F. H5E MDX L A#EF SDKo

MDX Toolkit

MDX & AITRITF 2021 &£ 9 BXFEGARLE (EOL) RE. BHLAERENEVNBRERF, HAEH MAM
SDK,

Citrix Z#F="8#hkZ (n.n.n) B MDX Toolkit. 1E&i MDX Toolkit FEIFTEINEE,

NS IF
XenMobile Server 58 EE T2 #FH Web 528z —:

+ Google Chrome B& AR
« Mozilla Firefox &3k
+ Microsoft Edge BSR4
« Apple Safari B9 RHHRZA

SRR ERERSR

January 5, 2022
AR

AXNET XenMobile Server 10.13 VI ERIERSF. HX Endpoint Management ZiFHIRIERE,
BEAXFNRERERR.

XenMobile X#E$ETUTFEAMRERANREHTEUBHNER, SEUARFMNIEEE. HTFERSIM
R2IM8E, XenMobile HFEFIEFE LXIFPIEIIAE.

AXHEZIFIEEFANESHERTERT Exchange ActiveSync #9 XenMobile iE#23#13E A F Exchange
ActiveSync 9 Citrix Gateway i&Ei%2s,
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BERBOEFHNBREFNERRAURSZIFN MDX INZi&%E, BSRSEEHEFINBZER.
AR

Citrix RIEXZFHES N RERAT AN HRIRAEMERRRE, FH3IF Endpoint Management AR AHIFFBE I
BEERRETERIAMYF B hR A LB T.

BXFHEN, BESHFA.

BRIERAZZFFYIR
Citrix XenMobile X#F U TIRER S
FE:

3f Android 7.x #1i0S 12.x kixZs#y Secure Hub. Secure Mail. Secure Web #1 Citrix Workspace Rz 12
FHZEFET 2021 £ 4 B4R,

« Android: 8.x. 9.x. 10.x. 11.x. 12.x
A% Android 10+, #E2 Android SFEET0,
« i0S: 13.x. 14.x. 15.x

XenMobile # Citrix IR AI2F 5 i0S 14.x A, BEAAXZIFHAEH I0S 14.x Tk, BHEEM T I0S
14.x WAL AR, &R MDX Toolkit 21.8.5 SiESMASEEA MAM SDK #E& XL AERF.

« iPadOS: 13.x. 14.x. 15.x

XenMobile #1 Citrix # &1 BERFS iPadOS 14.x #%&, BEHAZIFFAEH iPadOS 14.x I8k,
« macOS: 10.13x. 10.14x. 10.15x. 11.x

XenMobile # Citrix #&iNBEFS macOS 11 %A, EBBETXZIFFRFEH macOS 11 1h#E,
+ Windows &xX(##1FikeE: (PR MDM)., Windows 10 #1 Windows 11

« Windows Phone: ({8 MDM), Windows Phone 8.1. Windows Phone 10. Windows 10 RS4 #0
RS5

- Windows Mobile/CE: ({ZfE MDM). M 2018 &%= F 44, % Windows Mobile/CE & %1545
RE

« Samsung SAFE #1 Knox: 7£##& 8 Samsung i&& £, XenMobile BJ[E B £ ###" B Samsung for
Enterprise (SAFE) #1 Samsung Knox %8, XenMobile ER{&5t /= A SAFE API, SAGHEERE SAFE &
BRFPRAI, Ak, BOEME Samsung Enterprise License Management (ELM) ZASBERI&E. AESH
Samsung MDM iFalIEZ $A1% % 5RER.
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Android ;ZEEIN

A4 %) Android 10 XESMAZ#T: EXFH Google i¢FEIE APl i Mmiz1T Android 10 BIgEMNESR, &
BEMIEEEE T E Android Enterprise.

o Citrix BiEs R RIS EEEN TEM Android 10 8%, Google EAEZS FRIGEEE API, X&FM
iz17 Android 10+ Mig&, 72 API ®FAE, ZIREEERENATEM Android 10+ & &KW, Citrix R
SRS EEEN T M Android 11 1&#&.,

o Citrix 233 Android 10 i&#&f# 8 Android Enterprise, EX¥EER, BSRMEEEETE 2] Android
Enterprise.

« Google APl B FAEMEN MAM R T EMHIRE.

FHRZ A

« HRENIRSBJEMEWRT S subjectAltName (SAN) i BHhEELRENENZNLDIEBHER,
o BEMIEFNE, RSB|TURM— BB A SAN B9IEH, Citrix (VEIEBEE5EN B LA SAN BHEEIE
Bo

i EER

January 5, 2022

EFEIRENNAEFEEBS XenMobile s&fE, REHAEPIFRERO, UTERIE T BAFTFHHD,

7 Citrix Gateway 71 XenMobile {TH O U EIEN BIEF

A THIHAM AR P& Citrix Gateway M Citrix Secure Hub. Citrix Receiver. Citrix Gateway ¥&# %
BT AS:

« XenMobile

« StoreFront

« Citrix Virtual Apps and Desktops

+ &M T Exchange ActiveSync # Citrix Gateway #i&3s
o HRIBMLEZIR, FI90 Intranet Web 5=

Z3HM Citrix ADC 2 Launch Darkly #i@{s, BB FATIRF O ERFTIREY P ik,

A Citrix Gateway BiF4E 8, 15207 Citrix Gateway XY, Xty aE8 % Citrix ADC IP (NSIP) AR5 28
IP (VIP) #1F® IP (SNIP) t#thsitpo1E &,
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TCP %O

21522

53 (TCP # UDP)

80

80 3¢ 8080, 443

123 (TCP #1 UDP)

389

443

443

443

443

WiEA

BTFRERFERXE FTP
8¢ SCP ARs32%.

FAF DNS &%,

Citrix Gateway &@d 5
B VPN &
RBEINIMEE R A
FER Citrix Gateway
BHERN, BESRE
LE1E .

BATFKRE. BIRERMNS
3 3IER9 XML #0 Secure
Ticket Authority (STA)
0. Citrix Bl fERR
H 443,

FIF LB iElY (NTP)

ARS3o

ATFIER < LDAP &

BT M Citrix Receiver
423 StoreFront EM
Receiver for Web i
%) Virtual Apps and
Desktops.

ATFiE#ZZI XenMobile
LUSEE Web., #50f0
SaaS AR,
ATF5 XenMobile
Server H—fI &&=,
JARRES R F MIBThIR & E
XenMobile B9EE,

P

XenMobile

Citrix Gateway.
XenMobile

Citrix Gateway

StoreFront #1 Web
Interface XML M8
2, Citrix Gateway
STA

Citrix Gateway;
XenMobile
Citrix Gateway;

XenMobile

Internet

Internet

XenMobile

Internet

815

FTP 3¢ SCP Aks32%

DNS fRs328

Intranet Web 55

ENNAREFIRE

NTP BRs588

LDAP S1336iERRSS 28 5%
Microsoft Active
Directory

Citrix Gateway

Citrix Gateway

XenMobile

XenMobile
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TCP %O

443

443

443

514

636

1494

1812
2598

3268

3269

WiEA

AT M XenMobile iz
EERATF Exchange
ActiveSync 1 Citrix
Gateway %Ei%23,

FAFMERTF Exchange
ActiveSync 1 Citrix
Gateway &85
XenMobile,
BFERHTIER S 7R
IERYERZE FBYENRE URL,
BT XenMobile 5
Syslog R 282 iEIHE
e

BFR%< LDAP iE#.

RAFERBMEFRET
Windows R BEFH
ICA ¥, Citrix BiR
Frtbim O FHTF RS,
BT RADIUS %z,

AFERARIER S ERE
FREMEPET
Windows MR B 2.
Citrix BiUR#FIHmOL
FHFRESo

AT Microsoft Global
Catalog 3% % LDAP %
%

T Microsoft Global
Catalog =% LDAP %
%

P

XenMobile

i&MATF Exchange

ActiveSync #9 Citrix

Gateway &#%33

XenMobile

XenMobile

Citrix Gateway;
XenMobile

Citrix Gateway

Citrix Gateway

Citrix Gateway

Citrix Gateway;
XenMobile

Citrix Gateway;
XenMobile

815

iEATF Exchange
ActiveSync 1 Citrix
Gateway &%

XenMobile

Citrix Gateway

Syslog BRr&5%8

LDAP S{73381iEARSS 285k
Active Directory

BN B2 SR E

RADIUS S1pI0iEARSS 28
RN AEFRH

LDAP S{3381iEARSS 285k
Active Directory

LDAP S1336iEARSS5 2850
Active Directory
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TCP %O

9080

30001

9443

45000. 80

8443

4443

27000

7279

161

162

WiEA

AT &4 Citrix ADC #0
EATF Exchange
ActiveSync 1 Citrix
Gateway &2 28689
HTTP &,

HTTPS RS H#IE 57 ER
HEE API

BF &4 Citrix ADC Al
i&AF Exchange
ActiveSync #j Citrix
Gateway &2 @1
HTTPS &,
RFEEEsEPrmET
XenMobile VM za)#yi@
=, 30 80 AFTiaid
@50 SSL E#H.
RATFEM. XenMobile
Store M#th FAfZF &
12 (MAM),

BT EEAEE R
i@ XenMobile =41 &,
ERAFMA— T RAMRE
XenMobile B#&ET ST
HHEEMZF,

BT ismsrER Citrix ¥
IEARSS BRAIERIALR o
BFEANMEE Citrix ¥
AIERERIA IR O,
BFER UDP thil ey
SNMP g,

AT M XenMobile &
SNMP B8 L%
SNMP FEMER, KIEH
XenMobile, BixH
SNMP &2,

P

Citrix ADC

MER LAN

Citrix ADC

XenMobile

XenMobile. Citrix
Gateway. &%&.
Internet

BAR (NE28).
XenMobile

XenMobile

XenMobile

SNMP &3228

XenMobile

815

iEATF Exchange
ActiveSync 1 Citrix
Gateway &%

XenMobile Server

EATF Exchange
ActiveSync 1 Citrix
Gateway %Ei%23

XenMobile

XenMobile

XenMobile

Citrix ¥rIIEARSS 28

Citrix R FiFi2R

XenMobile

SNMP &322

© 1999-2021 Citrix Systems, Inc. All rights reserved.

67



XenMobile Server %#ikR4s

$TFF XenMobile i[O LI EEIGE

AU TERAOMA Y XenMobile EMEHiE(E,

TCP %O iEA R Bin
25 FF XenMobile i&%1k  XenMobile SMTP ARrs523
£ SMTP w0, R
SMTP RRss 23 E A H fhis
O, BHRERMEAER2ME
1HZi 0,
80 #1443 5 Apple iTunes App XenMobile ax.apps.apple.
Store. Google Play com#
(IfER 80) I} *.mzstatic.com,
Windows Phone [/ vpp.itunes.apple
sl Y R S EE .com,
AT Apple #tEW=x, B login.live.com,
FM I0S RN AEIE. *.notify.windows
Secure Hub for .com,
Android = Secure play.google.com,
Hub for Windows android.clients
Phone % # N BER .google.com,
android.l.google
.com
80 3§ 443 AT XenMobile 5 XenMobile Nexmo SMS Relay A&
Nexmo SMS 5528
Notification Relay =z
IB]RY ik
389 BTFIER< LDAP &%, XenMobile LDAP B1330IEARSS 285K
Active Directory
443 BT Android # Internet XenMobile
Windows Mobile #95F
RRRERE,
443 AT Android # Internet LAN #1 Wi-Fi ~ XenMobile
Windows 1&& UKk
MDM iz 5% P imi
AR,
1433 WINBTSiniz#kiEER  XenMobile SQL Server

SERIER (i),

© 1999-2021 Citrix Systems, Inc. All rights reserved.

68



XenMobile Server %#ikR4s

TCP O 1588 P Btr

443 5 2197 T8 APNs @f%3%% XenMobile Internet (EAFA IP
*.push.apple.com ik 17.0.0.0/8 B9

APNs E#1

5223 BFMI0S ig&3) i0S i&#& Internet (EAAA IP
*.push.apple.com i3k 17.0.0.0/8 89
B9 APNs HuiEE, APNs #1)

8081 BTFXkBaAEMDM izig  EESIEF IR XenMobile
TRHEFP RN BEFE
B, iAEH 8081,

8443 BT i0S #1 Windows Internet, LAN #1 Wi-Fi  XenMobile
Phone i& &/t

B & AR S E R IR B K
Ltk3% OB & AT # R M Secure Hub for Android %89 Android & &858 M REBRILE 1A Citrix AutoDiscovery
Service (ADS), EEREiAIR ADS LU TE @ ADS 12N L 2T,
pE=
ADS E#EFIRER B RIEARSS 28, TEXMIERT, 1F ADS EZBHE KIEARS 28
MREHFLBAIEBEE, HEUTHESRY:

« Y%t XenMobile Server #1 Citrix ADC iE#, EHLFRA PEM 18X, HEMMBAMIES, MIEAH.
o B&R Citrix ERLFHHERBRIEBEEIIEE, EIEREH, RASERGREIES,

IEPEEREERIZELEREET ADS, AEEIM. WERAHRSEHNRLESI Secure Hub &JA, 77 Secure
Hub ifhgs, Zig&aaminie) ADS. Eitt, EREMLEHITH ADS i5ibhaE B R IREIMIFEEE,

EaiFiAiE Secure Hub for Android #9 ADS, EA LT FQDN #0 IP #ititFTF im0 443:

FQDN IP shiik A IP fiw O R%
ads.xm.cloud.com  34.194.83.188 443 Secure Hub - ADS &3
ads.xm.cloud.com  34.193.202.23 443 Secure Hub - ADS &5
AR

3 F 10.6.15 Z ®i 89 Secure Hub Ar z<, FQDN 3 discovery.mdm.zenprise.com, 7 IP it
52.5.138.94 #1 52.1.30.122 $THiwO 443,
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Android Enterprise WM&ExR

B X 5 Android Enterprise i€ BEMZHF RN EEZEHNHMLEZENGES, E517 Google Z#HXE Android
Enterprise Network Requirements (Android Enterprise R£EX).

XenMobile Wi &K

LR BT ENEES ML IHIR], 7 8E8IEFEE Google Play Enterprise #iia Managed Google Play iFrame
(% Google Play iFrame), Google 3 EMM A ARIZMET & Play iFrame, UEILrBEFNERME R,
Zi51a) XenMobile =41 & FRfE A YN Y 284 MAESS A1) Google Play, #BefEMRHEE Play iFrame,

BREMN U |m| iR

play.google.com TCP/443 BT Google Play A& E,
Play Enterprise it

*x,googleapis.com TCP/443 AT Google Mobile
Management. Google API.
Google Play RS API

accounts.youtube.com. TCP/443 RAFKF S%HIIE

accounts.google.com

apis.google.com TCP/443 AT GCM #1Eh Google Web AR
5

ogs.google.com TCP/443 BT iFrame Ul t&

notifications.google. TCP/443 RFREMEEN

com

fonts.googleapis.com. TCP/443 BT Google FixAFERHINE,

*x,gstatic.com, *. BN, [ FA@IERRR FAERER

googleusercontent.com

cri.pki.goog. TCP/443 RATFIERRIE
ocsp.pki.goog

CIE/Ng a2

January 5, 2022

I2fi#Y B XenMobile BERZEMEHTENFIHEMEE XenMobile S EEEEEEH. AXNEERBHI/ AT AR
#its XenMobile VBB T BIEMIRAVEIE, WUKRE XN XX LR ERHE 4 REM AT BT EmAVERLEK
2K,
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Y B EAXDERRIEEESEF ML E RN EIEZEDEZENEEIRE X,

o A RMEXAEBZEFEIMNIEKRIZER.

o BERERE XGRS UEMERIMENTAEE,
AXHEEIEREXAEEEM 10000 2 75000 Sig&HEZEMNIL. NP aigEERENT R,
FRE it #8277 XenMobile Enterprise Edition 52k,

MiXZ A Citrix Gateway 8200 #17#, FitABHEMEESBEMN Citrix ADC IRE T URSHEMNHESNEYT B
PEFNIERE,

A RN SR EE N TR,

&% 75000 5ig&EER Y BIEMIXERIBE
BREX (NERAFPNEMEREX) - 5/)\W&S 9375 8i8&
fERNEKE:

« Citrix Gateway

« MPX 8200

+ XenMobile Enterprise Edition

+ XenMobile Server 7 5 8#&

o ¥4BE: Microsoft SQL Server shap¥kiERE

MALER (FRIREHMENEHEE)

REHE 12500 30000 60000 75000

RN EIREN 1250 3750 7500 9375

EfTEERE

XenMobile Tz Fi 23 iz iz

Server - &z

XenMobile TiEHA 3 5 7

Server - B

XenMobile RE=8GBRAM; RAE=16GB AE=24GB AE=24GB

Server - E#lig& vCPU=4 RAM; vCPU =6 RAM; vCPU =8 RAM; vCPU =8

Active Directory R7%E=4GBRAM; ®W#ZE=8GBRAM; R7E=16GB A7F =16 GB
vCPU =2 vCPU =4 RAM; vCPU =4 RAM; vCPU =4
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wEHE 12500 30000 60000 75000
Microsoft SQL % =8GBRAM; M#%=16GB P7F = 24 GB P7F = 24 GB
Server SMEREIEE  vCPU =4 RAM; vCPU =8 RAM; vCPU=16 RAM; vCPU=16
A MR E X

Active Directory B2 & FERNEENH

R 100000

A 200000

BRERS! 5

XenMobile Server E2& B 81 BF

ERBR 20 20

AR 270 50

NHNFAER 200 0

MDX 50 30

Web #1 SaaS HBER 20 20

1R1E 50

AT 20

TR Active Directory 10

B3

sQL

YIRS 1

R EEENN 2R ER

XL RIENIRNIZ B EPEMEIRETE 8 /BB RN E R IEERIRE I RIS IR,

MRRARIN T EFTEZATE)ERE, EXRNEE, #ITEMEENREREMERNETLER, S8 XenMobile Server
FREEATHNATRBRS T —RIER. EEEEMEESED, REENVRISIFEEHEE 0SS 1&&, NMERE
XenMobile Server H & R EH,

XEMIHRSERT 50% B i0S &&H 50% # Android i&&.
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LR B R #4T EFEREA Android & & T LUETHI GCM @40,
£ 8 /NBYRYMIABT B EIFRA, R4 T AT R ARRRFARXIED:
« Secure Hub $TH 7 — R UGB RSENHIR AIEF
o THT 24 SAML Web R f#EF
« THT 4 MAM R 2R
o 7T 14 STA LUt Secure Mail £/
+ 240 % STA E=ERIE, §MN&T Micro VPN 89 Secure Mail EfiEZESE4HRIT—RRKIL,

BERRLEH

xR BENR D ERNESENSEEREN, 15818 Reference Architecture for On-Premises Deploy-
ments (ERATFAHIHENSEKRLEN) T “Core MAM+MDM Reference Architecture” (#%iy MAM+MDM
BERRLEM),

B 035 BA AN PR 1
ZRAXPHET BENRERMNBEIRUATRE:
+ KX Windows F&.
* £33 i0S # Android & &M 7 SRBEHIXTNEE,
+ & XenMobile Server i mRZ R EHF 12000 &% &,

]

January 5, 2022
BE:

52020 % 11 A 4 B2, &EMEX Citrix FeHENEERE T Tk, B X3 Citrix.com LA “Manage
Licenses” (BE¥EHE) P FMAEEKEF O EH “My Licensing Tools” (FMFRITHR) FrpIERAE
£, 1551 Citrix 235E https://support.citrix.com/article/CTX285157,

XenMobile &/ Citrix Licensing &12¥a]if. XenMobile Server # Citrix Gateway EE¥ 3.

&% Citrix Gateway #FrRIHF4{E 2, E2I1A Citrix Gateway X#4, & Citrix Licensing Wi¥4z 5, #ESH
The Citrix Licensing System (Citrix Licensing &%)

T XenMobile Server B, BB —HTEMINB T4, EPOEATEEFRLENSA, &P USRI EMIN
NHFRLE A 8ETiT8, B% XenMobile ¥ralE= i+ RIH¥4AE S, 152 XenMobile licensing (XenMobile
),
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2K

o EFSERBER Citrix WENERSH/ERT 11.16.x AESMRZA, AGBEHRIRMARAH XenMobile Server,
REIF PR S BB AT X HFRHTARZASHI XenMobile,

o A RE Citrix Licensing, SARBE T# XenMobile ¥ r]iE, FERE T Citrix Licensing HIARSS 232 7R
ZREERIFAIIEX . R4 XenMobile B, BRIATEARSS 28 LR Citrix Licensing, eI UERIA Citrix
Licensing Z3Z &2 XenMobile ¥ riE, BXRE. SFEMER Citrix Licensing Bi¥AE R, BESEIFA
ERA M.

« WMRITER XenMobile M5 s sefIBisEE—ie, HMTEni2ARS 28 LA Citrix Licensing,

o Citrix BWERBWEIMNFAEITIEXHFN— R AMEIR, RELEXHNEHEIAN, RETFEXGHEEs
E&EHH. B2, NMREERRINSHEEXHHNIER TEHRE XenMobile, NEEERAFRBIFRNEXH,

XenMobile FrI;EEEM

ERREFEHENER T, XenMobile ¥ERREEN 30 RAIXAER TiE1T, WEETFTE, idABXRseER—R,
HABR A M2 XenMobile Fria#54: 30 Ko T2 B EAIBEME N XenMobile #aJiE, HAAMEIEST XenMobile
Web #5414 893518, 7 XenMobile 56148, EaILUE IR BEARIRMIRER.

RE XenMobile ¥ EHZMNFENLE, ER—EIREEEE— M

XenMobile #FrRIE#RfE, BB L ZBEBRITEMIEEENEE, 0, FAPHGEELETM, BEIESEMR
BENNAEFNEBER T EAEN. Bx XenMobile #FaEXfit I ¥LE S, iESE XenMobile licensing
(XenMobile #H1),

7£ XenMobile iz#|& & “Licensing” (Fa]) &

%4 XenMobile EEXERFRITIE, FrIEEEARKIA 30 RAXARRN, HEHKERE. AIUTELRE RN
FMECE T AL,

Licensing

Default license Evaluation license

Trial period 30 day(s) left
Configure license

Expiration notification
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1. 7£ XenMobile #Hlamd, Bifa LANERER. HEBERZENHE,

2. BHEEFE, EHEERIFEITE,

ANINZSHF AT IE

A EER, EITSERERT. FINE—MFEHEBMHREE. MRFME—2X7 (nddk) MRS MF
ANE, XEFANEEETRERBHE—1TH. EXERRT, WHIESENERNERERRAHIFAIERN R, JSHHE
R RAHFENEPR ST A E .

i@id XenMobile £ & EIEFIE AR ATIE,

=

. M Simple License Service SREUFRIEXH, FHARE T A EREH &R EZEFBEE Citrix.com £
kP, BXiFMESR, E5 Citrix Licensing X%,

2. 1 XenMobile i=#l&m, BEHEA LANKERER. ENEETRERE.
3. BEHiFRL, A ERIFRITIE.

4. BEBFIIEZBEAF, TFERRFIRF, BHRNRE, BETFIR, FARHEEERT XenMobile
BOVFRTIE, R RFIMER Citrix ¥FAIE, HRAT,

Licensing

Default license Evaluation license

Trial period 30 day(s) left

Configure license m

License type Local license -

Product Name Active Total number of licenses Number used Type Expires on W

Mo results found

Expiration notification

5. WRFIFAHEREIREAAMIFAIE, ARBERM. LR RRAIIHFENEEE.
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Add New License

License File Choose File | Mo file chosan

Cancel
6. FERMFFANEXNHEER, SBadEEXH, ARNREVFAHEXFIIIE,
7. BE R, WANER EHEAMH BRTERES,
License type Local license ¥
Product Name Active Total number of licenses Number used Type Expires on v
Citrix XenMobile Enterprise Edition|Device 15002 o Retail 01-DEC-2015
1-
Expiration notification

8. WAHERREWA A EHNFRERLE, BRENE. MREFAHERREFHIE—MFANE, NSBEEUEL

YFANIE,
AR INIZAZ T RTE

NEFERAMERIE Citrix Licensing fR558s, AIfEH Citrix Licensing AR5 23k BIEFrE &, BAXFHAESR,
BEEFTA R A o

1. BFHERSEBIEPBENT XenMobile Server 7 (I8 > iEH).

2. BINERT, THMREIEXER Microsoft PKI BRSE 2 LISMIEHIEIZEE A, MR BIIETETIEMNISE, 35
BR%REM disable.hostname.verification = true., LtEEMHZRIAE R false,

FNBWIERMET, BRERATHEIEEIR, F70: “Unable to connect to the volume purchase Server:
Host name 192.0.2.0° does not match the certificate subject provided by the peer” (FE&iZEiZE!
HEMERS 2 ENE 192.0.2.0 SHENIREISERFEREFTE)

3. T AL, BEEFILEENF. EIFTIERETIRSD, BERNLE, BERFIR. FuRFESE
BT XenMobile FU¥FEIE, MR MAKRFIESM Citrix ¥FaHE, HERAZ,
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4. BIFNEEIRENITIEVFANE. Y RIEARSS 8870 O F B AR E 1R v B R AR IR e

License type Remote license -

License server

Port™ 27000

Product name Active | Total number of licenses | Number used | Type Expires on ~

Retail 01-DEC-2015

5. BBELTIRE:
o WENERS 2 BATRRIFAIIRS M IP hitsss 2 RERER (FQDN),
o IO BRRAFOXBANATSFURSSHEENKEOS,
6. BERERE, MREEMIN, XenMobile 5 riRS5ERE, FEEFIRPERITHNFTIE MRR
B—MFRE, =BIEEILIFATNIE,
BENEER, XenMobile B#iAUTES:
« XenMobile TSRS &=,

o FFRNEARS 28 LAV RIEE o
o FAFRRS 25 XenMobile #%,

MFEEARY), FREETHHEIRES, #HTHENEE, ARSHNNEE,

ty checks for XenMobile. A complete check might take several minutes to run before results appear. If you are not using selected featu

w @ Cluster

Clear Results

ACEEMFA]IE

MREBZNDANE, AILUERERENFANL B2, R—RERERE—MFAIL
1. T RENIFAIRT, BEEHERNFRNERERNIT. TR ERIUEHRIME
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Product Name Active Total number of licenses Number used Type Expires on ~
GCitrix XenMobile Enterprise Edition|Device v 15002 0 Retail 01-DEC-2015
Citrix XenMobile App Edition|Device 2 {'j 0 Retail 01-DEC-2024
X
1-2 v

Expiration notification

2. BT, BEREBETEE,
3. BEEUE. FMEFAHEN EEUE.
BE:

NRBCEPMEVFRIIE, HRIAUERIITRNEREUHEEUE,

B HRE A
BERBSAMIFRIIER, R XenMobile BB A IRAFANHED # B HARSEME, SHEEE— 1 Ek.
1. EFANEL, BESENRENF. BERHNSBNEXHNFR,

Expiration notification m

Notify every™ 7 dayis) 60 day(s) before expiration
Recipient?
Content* License expiry notice

2. REUTIRE:

o EAIBSENERE: BN

o RIXEHNBSRE, Fla0E T X—RKo

o FHAERIXBHAIETE, 07EIFRIEEERAT 60 KAIX.

o WAL NGBV FERA A ST RIIE S ST A BT FE F R sthdt,
¢ RE: BARGATENFEIRSHIENHE .

3. BEHRE. RIBERIZE, XenMobile M EEREAPRANBEARXB T, HAASEEREF
BABXTE, BHRIZREIRERIIRLIE,
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FIPS 140-2 5%

January 5, 2022

ZEERTEMBEARMZF (US National Institute of Standards and Technologies, NIST) %% T Ex#B{5 2 &
Bi5# (Federal Information Processing Standard, FIPS), FIPS {5 T 22 RAFHERNMERRNZEER,
FIPS 140-2 IR ERSE iR, B X NIST JAIER FIPS 140 #3Rpi¥4E S, ES1@ NIST Computer Security
Resource Center (NIST HEHLZ2EREFL) o

BE.
o QELIEMIARER BB XenMobile FIPS &5,

« NRKEAEM HDX ZLA#EF, XenMobile [R#5hi& & &, XenMobile X% h [ 12 B
XenMobile MDM+MAM #85 FIPS %%,

£ i0S EHITHIFrE SR (data-at-rest) MR (data-in-transit) inZi&EER Citrix 71 Apple {21489
£ FIPS IERIMNZIRR, 7E Android £, FRrEasSEIRMBIRERERIREHIERREN T A MNMBIRRIZHHNE
FIPS IIEAIINZRIR, BRIGHEFIEHIERMIFMAEE, BS Citrix RREX R,

22 #5 Windows €& LS &EIE (MDM) MG R SEIEAE AP EIRIMBRIEERS FIPS IRIEMMERR,

XenMobile MDM HIFRE &SRB ERPHIBINZIRERMERSZ FIPS IIEMMEER, MDM FRBIFRARSEIEM
FRPHIBERIRERNER FIPS SMMEER, 2R aE LEANENBMIEMBIRME, URBMEES
Citrix Gateway Zial#9I0Z 42 E,

MDX Vault /A FIPS IIERINZ#ERINZ i0S #1 Android i&#& £ MDX #1889 2R AR K EX B8 S 2R,

i

BE X

November 12, 2020

BEhEr= I B F M XenMobile iZHI A BB AR HMEXREBEUINEBEEPFER. IHEREFHNEEE
N, BMERARFERAMAIAFANERESNERNL. XA Citrix “RNSKZ/HNEAEE, ESH
https://support.citrix.com/article/CTX119253,

AXFIE T &HhRAH XenMobile ZF#91ES.

XenMobile =4 8 MEBIRS A

o EIE
. BB
o FEUIZFIE
« BiE
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o BiE
s WEME
o AR

BEhEF O BER

X RTNAEFAEZNEES TR

iOS #1 Android

EBEE Secure Hub Secure Mail Secure Web QuickEdit

[£1)2323574
FRhX

< X X X X X X X X X X X

12PR i0S

< X X X X X X X X X X X X X X

12§ Android -

ot

Ik

i
X X X X X X X X X X X X X x > x X
X X X X X X X X X X X X X x > x X

X -

Windows
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BE Secure Hub Secure Mail Secure Web
EE X X X
EiE X X X
AV E X X X
BAFIE X X X
FAZiE X X X
IneiE X X X

MMEEEBERIES X

TRERT SN ARFUHRRIESNANZIFER. XIETREEENMENFETH,. WF Windows i&&, 7%
FMEREHTNES.

N FRRER i0S Android

Secure Hub X X

Secure Mail X X

Secure Web X X

QuickEdit X X
TENREE

January 5, 2022

Faz B EETE

FILUMEA U FRRERRIEREL LT E XenMobile WAEHRHMILE, STASHIERTELE—5, EHEHL
EREVAMFEINRES

% XenMobile BEE ZMEREEM, B XEH5TE XenMobile IFFEREIN. & RinBMAEF, ES1E XenMobile
BEF.

BXRESRE, BEHAXEENZE XenMobile #8453,
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ke AN ES
HAMSKERE

LUF 2 XenMobile A REENMEIZE.

| MR MSISE | AfIEE | ERIEE |

| | | =1

| IBREIZA PN 2RENEZ (FQDN). | XenMobile #1 Citrix Gateway |

| ‘TR AR IP ik, |

| EREXLE |P i RERE R AR LIS ERMS#tii% (NAT), | XenMobile #1 Citrix Gateway | |

| ‘ZRFMAEL. | XenMobile # Citrix Gateway | |

| i8R DNS IP ik, | XenMobile #0 Citrix Gateway | |

|32F WINS FR£558 IP #tit (0E). | Citrix Gateway | |

| IRBUFHIZ T Citrix Gateway E#1%. | Citrix Gateway | ttTIARZ FQDN, FQDN {1 F487E 21 F3 P Pz #2492 IR
SRNESBRS|IEHR. EAILUER Citrix Gateway FHRERSREE EHZ. | Citrix Gateway | |

| i8% XenMobile # IP #ht, fNRZE— XenMobile L6, BERE— IP #iht, MNREBEHE, BFCRBENFR
% IP #otit, | XenMobile | |

| Citrix Gateway EEEEM— A IP 3t | Citrix Gateway | |

| Citrix Gateway B9—412B DNS %8 | Citrix Gateway |

| iIBR Web {I2ARS 28 IP ik, w0, REFNIIRULREERAFZNED, NREENSHHERERSSE, X
LGB 2 ANEN (WRIEM). | Citrix Gateway | BE2E Web KIERAF B8, ATLUER sAMAccountName st~
F &M (UPN), | XenMobile #1 Citrix Gateway | |

[ BRBIAMX IP #htik, | XenMobile #1 Citrix Gateway | |

| ‘2R %% IP (NSIP) iR FF#H, | Citrix Gateway | |

| i2FFM IP (SNIP) #iiEA1 7 R#4E3, | Citrix Gateway | |

| IBRIEHHH Citrix Gateway EiMARSS 38 IP #hitA0 FQDN, BEREBEBZMEMRS S, BERIEPTHFREEM IP
#3ikAl FQDN, | Citrix Gateway | |

| IBRAFALEE Citrix Gateway iARIBIAZEMLE. Fl70: 10.10.0.0/24, MABFEUTER FTREHRNAER
EBFILEHMEL : @i Secure Hub =¢ Citrix Gateway #EHEHEY, FMBEIZER “F” B, | Citrix Gateway | |

| #f% XenMobile Server. Citrix Gateway. 4hZ Microsoft SQL Server 5 DNS AR5 38 2 iBIMIMLERE RiTo |
XenMobile #1 Citrix Gateway | |

il

XenMobile k&M Citrix Gateway 1 XenMobile B9iFA[£I, &% Citrix Licensing Hi# 4 8, ESIA
The Citrix Licensing System (Citrix Licensing &%)
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WEFRM A ERUE

M Citrix Web 4 s 3REGE R A Citrix Gateway. XenMobile #0
iE. BXFMER, 15201 Citrix  Citrix ARS8
Gateway TR “HFa]7,

IEH

XenMobile #1 Citrix Gateway FEfRIEBRBAAFRESHM Citrix = RMNBRFNEE. BXFAER,
2% XenMobile XX SHEYIEBA S HI0IERE5

WER | At | &5 |
| | | —1

| SRENFH REFRBHIEH. | XenMobile 1 Citrix Gateway |

%0

FIAmAMUAYS XenMobile H#i@fE,

WERMY HF &x
T BT XenMobile #iwE XenMobile #1 Citrix Gateway
R

XenMobile ZE#IEEEIZEEE., XenMobile ZEEZERK Microsoft SQL Server BiREE RS ERMNFEAMHIE
RS HFIRAZ— £i51T. Citrix BiUZ2EA Microsoft SQL. PostgreSQL kakfi#E XenMobile &1, RX7EMs
IR A iniE A PostgreSQL.

BiAER T, XenMobile £/ jTDS #iEEIRsHIZRF. Zxd XenMobile Server gyzsithZiE /A Microsoft JDBC Ik
oiEF, BB SQL Server R&pizF.

WEFMN A &

Microsoft SQL Server IP #ititf]  XenMobile
im0, MRERT XenMobile &Y

SQL Server [RSMkRAH

DBcreator A& IR,
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Active Directory 18 &

BERY | Al | &F |

| | | |

| R ERRSSBMHBNARSS 28H9 Active Directory IP sttt fis O, MNREMAHKO 636, i&7E XenMobile E&=% CA K
RIS, HEERARSERETISENZ, | XenMobile # Citrix Gateway]|

| 32 Active Directory 5%, | XenMobile 1 Citrix Gateway|

| 8% Active Directory fRS i, ZIKPEEMF ID. BEMFEE. |

| Active Directory ARZ51 & XenMobile Fsk#i Active Directory B, | XenMobile 0l Citrix Gateway |
|

| ERAFEMDN, XRAFPFREMNEREI, W cn=users,dc=ace,dc=com, Citrix Gateway #
XenMobile =R AP EHE DN skZif Active Directory, | XenMobile #1 Citrix Gateway | |

| IBRAEH DN, X2AFRENERET, Citrix Gateway Ml XenMobile /1Lt DN sk #&if Active Directory, |
XenMobile #1 Citrix Gateway | |

XenMobile 5 Citrix Gateway > jal#9iEE

BERMY H i BRIEE
2% XenMobile E#14&, XenMobile

2% XenMobile # FQDN = IP XenMobile

#odiko

R AR LG AR, Citrix Gateway

12RENE URL, XenMobile

BFER: A9 Citrix Virtual Apps and Desktops #1 Citrix Secure Hub

Citrix #i%7£ Citrix ADC i B E R B | S kB & XenMobile 5 Citrix Gateway 2z {& L & XenMobile 5
Secure Hub ZEIWEZIZE. TGRS - MEMRS SR UAFAF M Citrix Receiver #1 Web 331%i 23 2 17 % #%,
XEEERZS Virtual Apps and Desktops & T Windows BN AIEFFMEINSEEILMN, Citrix BiIUERBIE
Citrix ADC ERIRRABEMSREEXLILE,

WEFRM A BRIKE

i8R Citrix Gateway £#1&#1%F  XenMobile
#8 URL. 5N URL 2RF Rk
1T Web #iit,

12 Citrix Gateway [E§ URL,  XenMobile
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WEFMN A BRIKE
IEREPAARS M IP stuutFFm  Citrix Gateway

L

i2% Program Neighborhood
Agent =% Virtual Apps and
Desktops i HIERZ,

1B Ria{T Secure Ticket
Authority (STA) # Citrix
Virtual Apps and Desktops Ak
£33 FQDN =X IP st ({XPR
ICA &)

2% XenMobile ;923 FQDN,

i2% Secure Hub #9224 FQDN,

Citrix Gateway #1 XenMobile

Citrix Gateway

Citrix Gateway

Citrix Gateway

XenMobile ZFE/HHEE

B AEA L REEIE S &K EE XenMobile WEESE, BEERHEN T BN EMFEE,

1

2:

REBRMFAME

LEMEICE

34 MREEWER (FX)

5:
6:
T:

8:

EHLRAEOHTEE XenMobile (#32)

7£ Web 22t i E XenMobile (&xx)

BEE XenMobile IFEHIIEE

IHOER

Z23t XenMobile

XenMobile gEE##1 (VM) 7£ Citrix XenServer. VMware ESXi & Microsoft Hyper-V Liz{7, ATLUfER XenCenter
g vSphere Bzl &%= % XenMobile,

==,
AR

RREAERNNEREEMIEEERF (/A NTP RS #[HFohEcE) , FH XenMobile A E. 4N

RIETER XenMobile B85 BN BEEFESEHBRIN XA, aILLEEE XenMobile $#8@ NTP AR5 28K
BEGRIX LR, Hltt, 75 XenMobile CLI, &< 1TEMIET AR,
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XenServer 5 VMware ESXi &%, 1T XenServer 5 VMware ESXi %% XenMobile Z &1, %FHITUT
21, BXEMEE, 1551 XenServer g VMware X4,

o EEHZEREENITEN %% XenServer 3% VMware ESXi.
o ERIMEITEMN LR XenCenter 5 vSphere, #£& XenCenter 5t vSphere 891t B #1313 (48 & %
XenServer 2 VMware ESXi F#l.

Hyper-V %&%f%. 7£ Hyper-V L& XenMobile Z#i, #HITU TR, BXFMES, ESHE Hyper-V X
o

« TEERERARENITEN ERE Windows Server 2008 R2. Windows Server 2012 st E./g2H Hyper-V
MAEH Windows Server 2012 R2, %% Hyper-V fa&hy, EHFEERSESS LIEE Hyper-V BESIZEM
MLEHY NIC, AJLURERLE NIC HEMMER,

o MB& Virtual Machines/<build-specific UUID>xml X

+ % Legacy/<build-specific UUID>.exp X EIEIMNA

R L% Windows Server 2008 R2 g Windows Server 2012, EHITUTIR¢E:

HTERNREMAN Hyper-V BB XATRT VM B E (.exp and .xml), EiXELSE X 5%E, Windows
Server 2008 R2 #1 Windows Server 2012 Az #5.expo 3T XA, BERERIMAREE. exp FE X

Windows Server 2012 R2 RERMTXLETING B,

FIPS 140-2 i, 7% FIPS & FT&% XenMobile Server, {ERB—HASEEYE, 7 XenMobile FE & FIPS
FRFTR,

T#i XenMobile =@

BILUM Citrix Web i FEF= R, BRZMSR, REER “TH #HESMIEETHNRENTE.

T XenMobile 893k
1. 408 Citrix Web s,
2. 7 “BRERL, BHER, AREREMIKF,
3. BETHRLF,

4. £ “TH” m@Em L, MEE~RYIERS, #F Citrix Endpoint Management (71 Citrix XenMobile
Server), Citrix Endpoint Management (#1 Citrix XenMobile Server) & i%HhERo
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cikrix Products Downloads  Support  Partners Q  Contactus™~ EN @

Downloads

~ or | Search Downloads Q

5. EFF XenMobile Server (7).
6. BF Product Software (== R%),
7. & XenMobile Server 10,

8. #F Jump to Download (BkETH) &8, ERERAT XL XenMobile WHER BN E, Lo, ATUAET
RENTUE LR B B R 2R &S Download File (F#ixf) %,

9. HRER LRRA T

T# Citrix Gateway ry#i
AIBURIT AT 2R T & Citrix Gateway E#lig&HIE Citrix Gateway REHNREFAR.
1. iAial Citrix Web 1555,
2. NREFRER Citrix Web ih=, 3E7E “ER7 EZL, 2EER, ARERENKF.
3. BETHRDFR,
4, 7 “TE TUE L, MEEFRYIRSD, 2T Citrix Gateway,
5. BH¥ER, EEER Citrix Gateway T,
6. 1£ Citrix Gateway A L, BHFEIE{TH Citrix Gateway hr7s,
7. i Firmware (BEff) T4, RHEETHISERERE.
AR
wa g E Virtual Appliances (B#0i&%&) LT Citrix ADC VPX, #ERILETY, BETERTS
RPN EIRIE B ST B2 Y R IMAT BV BR 4 51 R

8. BEETHBNIRERMhRA.
9. EETHMMRANNMZERENE L, PEEMNEMREXZEN Download ().
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10. ZREE LRATERE.

AERERERE XenMobile

1. ) XenMobile EZE IP sthatFNFM#RE. BAIARXF] DNS fRs388, 3&5#A XenCenter 5 vSphere #4147
=H &
AR
M vSphere Web Client i, F{1ZiX&E7E Customize template (BEXEIR) TIm LE=Z OVF
BRIRIIEPAEREMLZEZEL. Ftt, EETAMRES, SIUBEREAENEHE-D
XenMobile E#AMET IP ik HE A1,

2. REE@EIE XenMobile Server B2 fREIHZ T =4 IP #hiikifial XenMobile EEiH1&.

3. BRARBIRERFRE LD FEH1TRFE.

EHLRTIEOFEE XenMobile

1. ¥ XenMobile B S Citrix XenServer. Microsoft Hyper-V 5 VMware ESXi &, EXFES, 15
&% XenServer. Hyper-V 3% VMware 34,

2. EEPWEERRET, EESAK XenMobile B, REBHHSRTIEONE, AXFMEER, BSHE
BN B IRAE B

3. MMV EBREFNEFATNE, BIEGCRTENTRANEEAAFZMNED, 5 XenMobile gIZEER
PP

UEREXGSRTEOSERK,. QNARMLEH (PKI) BREIIEHM FIPS MRS, XenMobile $#316%
Active Directory P (E#ZH7E XenMobile 4MEEIE) Z4MYFRE AP SBFIBIT TR,

o BBRHNKEEDHN/\DNFR.
o BRGMEDHRUTERFHFH=I
- XE¥8 AZE2)
- NEFH (@aE2)
- #F (029
- BHFEFT 30! ## $ %)

Username: admin
New password: [
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BNNELN, FREREAFR, FINES.
4. RBLUTHWEER, AREANY LRRIKE:
a) XenMobile Server 89 IP #utit
b) MR
c) Default gateway (BRIAWX), BN DMZ FhZRiARIXAY [P #utik
d) Primary DNS server (& DNS Ar£583), BN DNS ARS52889 |P stk

e) Secondary DNS server (4%Bh DNS AR%328) (®Ii%)

IP address: 192.0.2.0

Netmask: 225.225.225.128

Default gateway: 203.0.113.3

Primary DNS server: 192.0.2.4

Secondary DNS server [optionall: 192.0.2.5

Commit settings [usml: ulj

=

AR
AERMNEENERF EREMIEHAATA, XEARGIREE,

5. By ANETERMMBNMMBELIENZ Y, HERA n RUESHENE. Citrix ZIGEN y UERMBENZ
(=N

ZHEMEER (BTRIPHREE) ®RIFEEN—82. BRREEEERSSEXHERSD, BTENEHRE
MFR BRI EPIRIER. TEEEEN.

P =

MRITEY BEIMRHEEEESZRS R, FieMtEE SRR, MREFMNED, WREEE.

Generate a random passphrasze to secure the =server data? [ysnl: y

6. (A1) BEAABFRERAEITAE (FIPS), B FIPS HiZAELR, E21d FIPS, Ibyh, BESHER—ENERY,
#7E XenMobile EZE FIPS dERR,

Enable (yrsn) I[nl:

7. RIFUTERURESIERFEE,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 89


https://docs.citrix.com/zh-cn/xenmobile/server/system-requirements/fips-compliance.html
https://docs.citrix.com/zh-cn/xenmobile/server/install-configure/fips.html

XenMobile Server H#iixras

Local or remote [l/rl: r
Type (Microsoft 3{L, Postgre3fL or MySQL) [mir psmyl: mi
Use S3L [ysml: n

SETUET ! .10
Port: 5432
Username: postgres
Password:

o BUBER U B AMBUBESTIZEURE. BN | RRAHEUERE, B r RRTESIEE,
o EFRBIBELE, %A mi xR Microsoft SQL, #A p £ PostgreSQL.
BE:

- Citrix BiGzf2 R Microsoft SQL, PostgreSQL Rffi#E XenMobile &, R7EMIRIFE
FhaRimiz A PostgreSQL,
- FZFRHUBETRE, ERIFE T BN ER S s EI £ IR R+,

o (AJiE) BNy UIXIEIRRERRA SSL SH1%IE,

« RMIEE XenMobile BARS BT LIREIHE (FQDN)o 18D EHBRS BFEIBTIR IS HERBIRSH
M FREFEERS.

s BABEEROS WRHBEEROSS5RIAHOSHRE) . Microsoft SQL MBRIAKDO KR 1433,
PostgreSQL AIERIAEROH9 5432,

s BAGHEIEEEERAF S,
o BAEHEIEEEERZNE.
o BNBURER,
* 1% Enter RHUEFEIRE,
8. (AIi%) 8y LUEFAEEE XenMobile %5 S5 LHl,
BE:

YNRBFA XenMobile 8%, ERMALKRER, FITHKA 80, UEEHEMIAZERBARIERS, BT
FREEET R EMIZISE,.

9. # X\ XenMobile Server Z£REMIHEZ (FQDN),

Hostname: justan.example.com

10. 1% Enter 423388,
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11. RBEERO. BXKEOREAZNEFEAREE, BEREOER,
AR

Bid#z Enter (£ Mac £ Return) #Z2EAKO,

HTTP [801: 80O
HTTPS with certificate authentication [4431: 443

HTTPS with nwo certificate anthentication [8443]1: 8443
HTITPS for management [44431: 4443

12. BHFERERZE XenMobile, EBLI FT—PXFMZFIH XenMobile hRZs#t T4k HI ] RL,

13. MREXENAFEMLEW (PKI) IERERERESE, BB Y. X XenMobile PKI THEEN#4EE, 55
%) _EEIE,

Do you want to wuse the same password for all the certificates of the PKI [yl:
New password:
Re-enter new password:

BE:
INRITER XenMobile BT LB EAE—E, BARET RIRETLERNED.
14, EANFEW, AREMBANRBELUHEIA
BANFZEN, F2ETEAFH, GIMES,
15. #% Enter #1218 E.
16. RIEEEGEMWF LUEER Web 75235 R XenMobile 2518, BSHIERXLEER, HUGER,

Username [administrator]l: administrator
Passuword:
Re-enter new password:

AE:
BAFRZEEN, F2BERERER, FIMES.
17. % Enter SBEXXIRE, IHNEBRENBRRASKESE.

18. LIHRIZEALN, BHRA N, AAXREHTE,
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19. ESHIFSE LERH URL, #1E Web xi%igshat4i %4 XenMobile B2E.

riting iptables configuration...
lestarting iptables. ..

Upgrade from previous release (y-n) [nl:

Gtopping configuration app...
Gtarting configuration app...

application started successfully
Stopping main app. ..

Ftarting main app...

application started successfully
To access the console, from a web browser, go to the following location and
log on with your console credentials:

https:/-203.0.113.8:4443~

Btarting monitoring. ..

7£ Web %522t E XenMobile
EEMNEEEFESSRRIEOTRER XenMobile ERENVIEZHE, & Web RS2z g,
1. £ Web jl¥523th, SMIIGSRTEORENS IS DIRHNME,

2. BAESRTEOFIERN XenMobile #4412 Rk AP 2MZ,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 92



XenMobile Server #iixR4s

XenMobile

User name

Password

£ FR” AL, BEFR. HERBERTFETNE,

FEEIF A, MRKEHIFENE, NERENEAN 30 REITERITENE. B XRINMEE TFRHEUREE DA

L%ﬂmﬁémﬁa 8 'lﬁ;jl’ﬂl;j-o

BE:
WERITE @I H I XenMobile FUBF T =5 SL IR E A XenMobile &%, HATEiRi2RS2E LER

Citrix Licensing,

5 MIERIEL, BEHESAN. IIRKERSAEE,
f&#9 APNs #1 SSL 0 28E+, 10S IEEEEEHEE APNS iEH. BXERIEBHEFEAES, BESRIEH,

AR
S BEREEMBRS
MREATFIFE, ERRE Citrix Gateway, BXEE Citrix Gateway #B9i##(ER, E5i Citrix Gateway

# XenMobile LU KEZE XenMobile IFiEHISE,

AR

o AITERINEMLE (K Intranet) SMEEBE Citrix Gateway, EHEF, ERAIURSME SIS
AREMZPEENRS . LARFNEMNERR. FHBER, AEZERPBRTEEE

Citrix Gateway, 7 #eifialAEMLERRERIZE R,
« RE Citrix Gateway AE[RIRE, BENE LBAKIES, BIERATRALEFTE, FEEFR

93
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EO

8. 5Emk LDAP EZE, LUEM Active Directory i5inlFF#1H. BXEE LDAP EZERFMES, ES1F LDAP it
=1

9. CEREBMAF KX HSNBHNARS R, AXENRSHBLEENFAER, BFSNE,

B4, EFBE XenMobile Server LUSSERAYE,

7z XenMobile ##ZE FIPS

January 5, 2022

XenMobile FayEL R 15 B 12454 (Federal Information Processing Standards, FIPS) # =X i@id 3¢ Fr /& N %
BRENERET FIPS 140-2 INEMERSZIFEEKBBTEF. £ FIPS X TR % XenMobile Server A%
XenMobile ZFiE SRS BIIIETEM S FIPS 140-2, &M ERTHSHENEFmPrEIE,

1z FIPS & &% XenMobile Server Z&i, M5EMUTHEEHE,

o IR XenMobile $3EEE#E RSN SQL Server 2014, X% RECE SQL Server LISt %L £ SSLiEE. BX<E
B5 SQL Server ;=4 SSL@E1i%RE, &2 Enable Encrypted Connections to the Database En-
gine (SQL Server Configuration Manager) (BR5%3EE35IZ (SQL Server Configuration Manager)
HIINZEERE) o

o 2% SSLEEEREE SQL Server ERERBERFAAMAIERMAHM (CA) BEI{E SSLIEH, EEE, SQL
Server 2014 TAES BRI, Eitt, Citrix BIE&EE SQL Server #9 FQDN 53k SSLiEF,

foE FIPS %3¢

A LLEST XenMobile Server #7414 B3 2B A FIPS i, RESMENTEZEA FIPS, Eit, MNRETH
fEF FIPS #3, MHAIEFIARTE FIPS iR T%%& XenMobile Server, 1o+, 3tF XenMobile B4, Fraiisk
FEBHABEA FIPS, FeexER—NEEEFRA#A FIPS #13E FIPS XenMobile Server,

XenMobile %17 OPEE— N RBT LM Toggle FIPS mode (i FIPS #23%) %I, &ML R TIEES
iZWT, 748 XenMobile Server - 72 %1%,

1. E¥IRIREETES, B FIPS mode (FIPS &%),
2. k% SQL Server #9iR CA i+,

3. #8% SQL Server MAREZ BEMMEO, AFEF SQL Server WEIRUKREN XenMobile gI2MEIEESR
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A LAE A SQL & Rk 5% Active Directory tk /3518 SQL Server, BEFERANERKFRAEST
DBcreator A,

4. Z{EH Active Directory #F, &Ll domain\username &N\ E1Eo
5. ERXESBE, BHLEHIT XenMobile #1818 E.

Eifi\ FIPS BX 2B ERINEE, BB R XenMobile 4170, EFMIEFE ETIEE In FIPS Compliant
Mode (&F FIPS #&ER).

SNIEF

UTSBNRT i S NIERE XenMobile LEE FIPS, /A VMware W EBEFNEEERIZIER,

SQL A%&HH

1. M XenMobile 2 SQL S2fIgEZEH TR S, BHHE SQL Server 2012 = SQL Server 2014, BHRE
#ER%, ES% How to enable SSL encryption for an instance of SQL Server by using Microsoft
Management Console (#0fafER Microsoft EEixHI& 7 SQL Server BIs=FIE A SSL ).

2. MRZBSKEBEIEE, BREUTI: FTFF Services.msc,
a) E4IATF SQL Server RESMEFZKAER,
b) 7 SQL Server t3#TF MMC.exe,

C) BEXH > RM/MFERST, AENHIEBTLRINERERET, £RSPHM @ LEFITEN
b ANt B AL

d) BEHEHE.

e) BFIED (AitEM) > A > iEH, HESAH SSLIEH,

f) BRBEESAWIES (1 SQL Server BB FHITIARE), RAEREMELS > EEMA.
g) EASBFETA, BEFRM.

h) BMATEZAHNSBHEHE SQL BRSHKF Z 7R,

i) BUBERAFTLEFIET, RIAMERT, ZRSKFABREREFRLEHRIRINR, EREBES
RENA RS

j) % MMC #55) SQL ARSS.
3. ¥R SQL BRS5 B EHBE.

Internet Information Services (1IS) %&%& %

1. THIRIES (base 64),
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. BRIEBESIR IS RS 28 EREIAEES C:\inetpub\wwwroot,

PRI R B IIEEEE,
BERRENERR.
PR MIERERERALN £ EAE,

HafR.cer THPRLE,
MRS 28335 2] Web %28 thpy.cer MIE https://localhost/certname.cer, HBIEPXZE

R’ RRTEN S ERH,
MRBEBREREEH Web KR, ESBIRINTARTE IS BRS28 LEA ASP,
a) RS H/EER.
b) EEE > FMAENIEFSNIES.
c) ERSB/AGT, FREFT Web iS22 (11S). Web FRESBMNARFFL, AE%EE ASP,
d) ERRER, B2HT—F.
FEEE https://localhost/cert.cer,
BXEMEE, BESE Web RS2 (11S)o
AR

RS Z R LARER CA B9 1IS 261,

74045 FIPS BCE 2R SANRIES

fEan

SIS G ERECE XenMobile WP EEY, HMFTERIUTIREAEESARIER, BXRESENFAESR,

BEBRLE XenMobile,

BHREFIPS: 2

EHRER: 2

85 (c) I (i): i

BWMAHTTPURL LLEN\: https://<FQDN of IIS server>/cert.cer
ARs328: SQL Server ¥9 FQDN

wmO: 1433

BAR&: aTLSIBSBUREMIRSA (domain\username).

B ARSI,

BURERMR: EERNER.

Eahig&E LB A FIPS &1

BIANERT, FIPS BREBNgE LR TFRERARS. BEEA FIPS &, BEERE >EFwEN, HiEBH FIPS &
XEM, AEREREN true. BXFAES, BRI HEL.
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=g

December 14, 2020
Eff B, 157E Citrix ADC LEE TEAAN A FEEM [P ik,

o BEgEEE (MDM) S FEEM IP thit: SEEPEEN XenMobile T ST BEEEER MDM 7%
TP IP i, MG EFEAE SSL FHEREN T M.

o BENAEFEE (MAM) RETEEM IP #thik: Citrix Gateway 52 &I ER XenMobile T =#17i@
SEEFER MAM A FFEEN IP ik, £ XenMobile 1, ZRIAERT, XEA Citrix Gateway HFFERE
fEimO 8443 LEREAEIGEH TEEIN IP #hik,

R FRILIENA T WA eIEH XenMobile L (VM) URIEH VM IIAEE VM, XESBEOIREEILE,

BERMF

« BREEEFEMN XenMobile ¥,

o TEFFEEETI M LA XenMobile #iEEFEE NTP, BEFEHEEETIE, FiERSSMNEEZBLTER,

« — AT MDM T8 AR IP #itil—NEF MAM &/ IP itk

o ARSSEIIETR.

« —R1E Citrix Gateway FE#l IP #3it89=TF 1P,

o EBEIGERLURN MDM sk iE (MDM+MAM) TE2Z T XenMobile B91ERTF: &8 Citrix ADC £
TR B FRE Citrix ADC MDM fa #1528 (Bl, 7is0 8443 7 443 & EMEMRSEE) FA
Source IP persistence (R IP E8). BERAFIREAREI0S 11 ZaimiZiEE, GX¥AEE, HSR
It Citrix &R E: https://support.citrix.com/article/CTX227406,

o MFE XenMobile Server LB 80, A#EE i0S 11 i&%& EM XenMobile Store R ER FAEF.

BXREELRET XenMobile 10.x WEEHRREME, BBRAARLEN,

Z3 XenMobile B &S
RIBEEEEMT AL, 82 XenMobile VM, ¥3r VM iEmBRIMNEIEEHIZ AR PKI EHZEH,
1. TFH VM a2 TiEH G, ARRBAEEAKFFHEE,

2. REMBEBIFMAER, WTEFT.
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Network settings:
IP address [1: 18.147.75.51
HetMask .
Default gate 18.147.75.1
Primary DHS wer [1: 18.147.75.248

secondary DN5S serwver (optiowal) [1:

Commit settings (ypsn) [ypl:
Applying network settings..

ethB: intr type 3, mode B, 3 vectors allocated

ethB: NIC Link is Up 18888 HMbps

3. MNREEMRINERHITHIERIF, BRAY; BN, BRA N, ARRAFEE,

Encryption passphrase:

Generate a random passphrase to secure the server data

4. MREMEM FIPS, BERAY; SN, BFRA N,

Federal Information Processing Standard (FIPS) mode:

Enable (yrsm) I[nl:

5. BMEBHIEE, UWERAZITZEEEN VM FREANE—MEE. ¥ERUTHEE: Database already

exists (FIBEEFEBEET).

Database lon:
Local ote (l-r) [rl:
p=Postgresdl) [mil:

Z2.wg. lahb

I b a 1
1o enable realtire coqmunication between clus
ing Firewall menu option in CLI menu once the

Saving server and client certificate passwords.

6. WASAE— VM REMIEBERRZE,

r members please open port 88 us
ctem configuration is complete
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Local or remote (l-/r) [rl:
Type (mi=Microsoft SQL, p=Postgre3{(L) [mil:
Use 33SL (y-n) Inl:

Server [1: =qlZ201Z.wg.lab

Port [14331:

Username [sal:

Password:

Database name [DB serwvicel: DB 51

Commit =settings (yrsnl) [yl:

Checking database status...
Databa=ze already exists.

Do you want to use the same password for all the certificates of the PRI

MANERE, BN R ERREERTH.

ving server and client certificate passwords

WARNING: Plea=ze enter the =same passwuo uzed to generate internal Public Reyp In
frastructure
lo you want 1 ird for all the certificates of the PRI [ypl:

this t-my take a few minutes.......

7. TREEER, REBREWED, HEETERIHEE,
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thiz may take a few seconds
application started

application started

To access the console, from a web browser, go to the following locatiom and
log on with your console credentials:
https: -10.147.75.59:4443~

Starting monitoring. ..

ms51.wg . lab login:

=

AR

EFRWEESE - VM NERIWEERR. XTMERZHERIAMD VM ERBENEEERSSH—

&R,
8. fEM XenMobile W2 REMIFEZ (FQDN) 7£ Web #5284+ XenMobile #z#1&,

9. 7% XenMobile i=#l&, REiTH&H LARIRFET.

Dashboard

LB AT 3245 DUHlo
10. EEATA, BEHERER.
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Support

Diagnostics Support Bundle Links
Create Support Bundles

Log Operations Advanced Tools

RETXTHBEENFREREE, SENENR. REERER. £5%F. FNRNERTHENNR.

Ciuster Information

* Custer Members

Mz 10 Fairte naswe B i Forsd sht.mn Pl Stk

ERILWREAERN S BAMEMT R, ANEBHENF— I TNRNACGNRSE. TEEMINT RBABANTLR

s
—To

7£ Citrix ADC #5 XenMobile B¥&EAE f1 2T

BFE T =AM XenMobile MM ARG, WHRBHTARTE, WETLIFREE. AHTEELEIT Citrix
ADC hig{#t#9 XenMobile mS 5. UTHFENAT MBI IEITIZESI XenMobile #1761 # ¥,

1. &Z3 Citrix ADC,

2. 7 “Configuration” (E2E) %W+ L, #i XenMobile, /5% Get Started (7).
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Dunhbeard Configurstisa Repariing Desameatabics Dawnlosds

+ Satere

# ApcEspert

4 Tratz Managerreent Ne‘lscaler fcr
+ Oyt XenMobile

+ Seaurity

E YT R S—

Shawr Uslicemed Frature

Welcome!

Thivwizard guide: yos thiosgh the configaration of Malioaler fnatures for your Senbabile deployreant.
Inbegrabe with Citrix Preducts - g =

4 XenMcbils

4 Emipp and NenDaktcg it aeianabn o with s hich yau e Saploying MetScaler,

3. e Access through Citrix Gateway (i&@id Citrix Gateway i5i8)) £1%41E#1 Load Balance XenMobile
Servers (3 XenMobile Server #fTt1 ) SixiE, A/FHET Continue (4#41),

sl Landiguratess

MarScatar for Xenhobike nstallation Checklist

Maba zurm yoo hawve tha Follosing infammticn neady bafors you 1t yoor configurabion

— Agoess through MetScaler Sateway
¥ Access through NetScaler Gateway

Sai up Mo VPN 0o which Wioo Mobie Apps connect

¥ Load Balance XenMobidle Servers

L BASTSCAY 00 boed Imalniog: ManiIhobiie Sarvers

Load Balance Micresoft Exchange Servers

o MetSoaler 2o NanMlolde Wethowler Connextor 0o losd balyrde Exchange Sereers wih
3 filoaing

Load Balanee ShareFile Staragedanis Costrallers

o boad Balange Shaaeile SorgeTones Controllers basod on the ope of conoot = Lead Balarce KeaMobile Servers

+ Lead Kalance Micrasaft Iuchange Servers

4. s Citrix Gateway B9 IP ik, SAF5% & Continue (440),

<onfiguraties Etpoiling Documemiation Dawnlvads £

+ Back

hettcaler Gateway Configuration

Hetlcaler Gateway Settings
aler Catwsesy 1 Aid e
o 14 7E B4

5. BT TREZ SRS BIEH4EE Citrix Gateway ) IP Hitit, A58 % Continue (441,
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+ 7£ Use existing certificate (FRIMAIEH), MIIRFIEZRRS RIS,
« 5 Install Certificate (REIEPH) EMF U LIRS IIEH.

Meticaler Gateway Configuration

Hetfcslar Gateway Sedfingn

XenMobilefateway 18,147, 7554 443

Sarver Cartificats for MetScaler Gateway

= Use oxisting certificate masall Cortificats
wildzert-wi-lab pfi OZRT_KEY

Contime Dot I Lister

6. MABMRIERSF/IFMEE, AE%EE Continue (44),

Authertl cation Settings

xR
EH1R “Server Logon Name Attribute” (BRSBEFRZIFEN) 57E XenMobile LDAP B2&E iz
AR
7. 1£ “XenMobile Settings” (XenMobile ig®) T758 “Load Balancing FQDN for MAM” (MAM #9512
T FQDN) H#NfE, AG%HE Continue (447),
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HenMoblle Settiegs

AR MAM G F & EA 1P #hiks9 FQDN 5 XenMobile #9 FQDN #8[E.

8. MRE(FA SSL HEER (HTTPS), i5%#F HTTPS communication to XenMobile Server (5 Xen-
Mobile Server i#4T HTTPS &@12) . B2, MR EF A SSL 1%, &% HTTP communication to
XenMobile Server (5 XenMobile Server #1T7 HTTP &12) , SN LEFT. NEMAXHNEH, FikE

SSL &=t (HTTPS),
9. 73 MAM S & F#ENL IP titBERSI/IES, AEEE “Continue” (448),
NeriMokile Sattings s

Server Certificate for MAM Load Balancing

. e exiiling cedtificate Install Ceqtilicate

soriae
10. 7£ “XenMobile Servers” (XenMobile Server) 77, & Add Server (FiNARs328) LUAIN XenMobile
RE)=W
Server Certificate for MAM Load Balancing #

XenMobile Servers

¥ Ackdress Part

it v A] STV 43 CORfigaTE

11. %A XenMobile 5589 IP ik, AEEEHE “Add” ().
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Teriobile Sorver [P Asdoroe

12. EEH % 10 11 LURINEZ XenMobile i, £/ XenMobile B#&H—&5, EREINSRMNAHAE

XenMobile 5, gEdsE,
ra

Server Certificate for MAM Load Balanding
- wkccert-mgrbabgh CERT KE ict

= I ot -veg- L ph CERT_KEY

Kenbdobile Servers
Aﬂas«u-. e e

1P Address ot
1LHTTRE L)
ILHITLSE [

13. 2 Load Balance Device Manager Servers (Device Manager BR55 283 3P 41) L4417 MDM

AHFHEE,
EenMobile Servers rd
IF Addres Poart
LRTER LY Bagi
P —— (]

EIII'HMRME

14. WMANER{E MDM fa#F IP thhtey IP ik, AE%E Continue (440,

105
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Dashbaard Candiguiatian Maperting Desumardation Downlaads 3

+ Bak

Load Balancing Xenhiobile Senver Matwork Traffic

Lead Balancing Wirtsal Servar

ra For tha iouc! balarrirg virual server

Mo Wicia WD

HTTFS comeresication o Smidobie Server

=S -

15. FIXRHE7T XenMobile HTH/E, g Continue (44:), AFEE “Done” (M) MUSEMZISTE.

m

+ Btk

Load Balancirg Xenkobile Sarver Meteork Traflic

Load Balancing Virtual Server Configuration

e Trale Corfipasiice;
WD _enMcbil-MO M TRAT55S LBz HTTPS commurication te Xenldobile Sorver
Kerddebile Senvers
Ackd Gerser

P At Poat

%72 XenMobile TE_LEFIED IP #HHERTE

Dunhtaued Crafigurstica Eeparling Dacumentstics Downlcsds 4

MetScaler Gateway ORerh T COBECoNS by e Nerilobie,
Aushenication and Shanefile servers,
Uit Lowrmsaer AT Spemr Tt Conrwctavny
Curyrr: Unarss Liarann Curmper: HX Taapoeny
+ Sty o o

Hifcaler Gabeway
& Pon e Ganeeay
18147, 75,54

Shaa dlloeTeed Festines i3 glp

Irdrgrate with Citris Froducts

5 EemMabile Y S

o =T
1 Featpp snd ReaDesktap Herhiotile Sorver Laad Batwiong
101477555
XenMabile Server Load Balancing M3 gUp
1Al g lp
Lioad Epbancing TRezugnews port Load Baansing TRaoup ot ot
a3 B3
o Fagan s S Fieqanen
0% 0%
re Saprnny e Mappneiay Wi ol Exclings Livd Bulancing milh
v Famerin
08 0% Eriadl Seurity Famerng
Mot Configised

16. EMAERM IP It R EEBAHIETT, ERE “Configuration” (BEB) %M +£, AESME Traffic
Management (G2%1E) >Load Balancing (f1#F#) > Virtual Servers (FEiMiRS523),
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Davhbaacd Canfigaratica Fepartieg Decumeniakian Dasealoeds e

+ pner Kuthcmar 3 Tesfo Msragemamt 3 Loac Baancing 3 VAU Sanven o 8@ H

A Sutrta | | Ackon & San =

Sivle | DPactiasStafe | IPAddrs | Port | Frodscs! Klathad Panithens % Haslth
@l @lv 17,7555 2

AITEEEAE gup @l (LS 2
TS @up @ur LT 75 ]
»

+ Coteviz o
+ Banurity
+ Metioaer Catwawy

Shae Uil e feofure)

Z3%E %) Citrix ADC 9 DNS & B1&m MAM A F#EHA |IP tudik,

Cuihbaasd Candiguraisn Bacumeniatisn

sragemenl 5 DS 3 Meress b AcMTesE Retords n] @ H
[
# Adddrens GELI Mirtuad Server Hame
TA342 m
.
wa
o "
.

January 5, 2022

BT LUETHE R X -k PR 5 75 SRER MR MM E M 2P ik =1 XenMobile SENEMHEE ZBE. EXIFMER, S
% (XenMobile EBEFA) FHIWHEME—,
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BRRIERS 2

January 5, 2022

Ei£HItHk Internet 2, BILTE XenMobile FigBRIPRS B[R EWIZRE. ANELHSITHEO (CLI) ERE
IR3e8. RENERSBFEEMEHNRS.

1. 7£ XenMobile CLI 3z, AN 2 LU%ER “System Menu” (R#%E),
2. 1 “System Menu” (R&Zg) F, B 6 LU%ERE “Proxy Server” (RI2ARE5S28) &,

[Z]1 System

[3]1 Troubleshooting
[4]1 Help

[5]1 Log Out

Choice: [0 - 51 2

Back to Main Menu

[1]1 Display System Date
[Z]1 Set Time Zome

[3]1 Display System Dizk Usage

[4]1 Update Hosts File

51 Disnlan Deuice Management Instance Name
[6]1 Proxy Server

Lfl HAMIN LLLL) rassword

[B]1 Restart Server

[9]1 Shutdoun Server

[10]1 Advanced Settings

3. £ “Proxy Configuration Menu” (RIBEEERH) B, B 1 LUk#FE SOCKS,

EREFWEEZA, EHAERE HTTPS, FRIEERE SOCKS 1 HTTPS eBREFEMEEMNEES, TNRER
TAIERIET,
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Choice: [0 - 101 6

Back to System Menu

[1]1 SOCKS

[2]1 HTTPS

[3]1 HTTF

[4] Exclusion List

[5]1 Display Configuration
Delete Proxy Configuration

4. BANAERARSSER IP ik, iwOSHMBT. BEXEMAERS[LEGHNERLE, BEHTR.

RIB2LR

SOCKS

HTTP

HTTPS

HTTP 33755 1E
HTTPS Hi#{T SRR

XERBR

APNS

APNS. Web. PKI
Web. PKI

Web. PKI

Web. PKI

© 1999-2021 Citrix Systems, Inc. All rights reserved.

109



XenMobile Server H#iixas

Back to System Menu

[11 SOCKS

[2]1 HTTPS

[31 HTTP

[4]1 Exclusion List

[5]1 Display Configuration
Delete Proxy Configuration

Choice: [0 - 61 1

Enter socks proxy information
Address [1: 203.0.113.23
Port[1: 1080

Target — APNS

fAre you sure to restart the system? [ysnl:

5. 8N, BA2LUEEHTTPS, ZAERNENRIERSSE IP it HOSH BT

6. MREFENERSHE LEERF IMEBLOATE MWL, BRAY, ARRNBFARMED,

Back to 3System Menu

SOCKS

HTTES

HTTP

Exclusion List

Display Configuration
Delete Proxy Configuration

Enter https proxy information
Address [1: 203.0.113.23

Port[1: 4443

Configure username & password [y-smnl: y

Username: Justaname
Password:

Target - UEB
WEB proxy configured. Override proxy settings?lyrnl: I

7. BAY LUREFIRE,
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fidZE SQL Server

January 5, 2022
S+ F Mz XenMobile Server 2 SQL Server #9i%ERE, A LUER U T ERRIER:

o BINEEHIZER
. jTDS
 Microsoft Java #uERiEE (JDBC) R&higk

FERITIUATIRIERY, JTDS IRahizm BRAIAMIRENE |

o 7EASHhZEE XenMobile Server,
« MEZEAMER jTDS KahiEFH XenMobile Server 74,

S FXFEFIEENIER, XenMobile 3% SQL Server 5333k Windows S14333E, X3 F SHIIEMIERNIEFEHIX
LRSS, RILUFTHEKRH SSL.

5 Windows & #3431 Microsoft JDBC IREhiZF R, REhiEF S EM S M RITS Kerberos &4 A,
XenMobile Bt & Kerberos IA55EX Kerberos & . 170 (KDC) #4815 B SNRFFEMIFEME BRI,
XenMobile CLI ¥#27%A Active Directory BR$3 2389 IP ik,

E M jTDS IRehigFtNi sl JDBC IREhiEFF, i&&@id SSH EZRIERIFRE XenMobile Server T s #4EH XenMobile
CLI #17EE. MITMSBRELHN jTDS RehiZFEEMS, N TFFAT.

t7#%%] Microsoft JDBC (SQL Server 5{33i)

EREMXLESRE, BRERM SQL Server AR &FME,
1. i@ SSH %#3IFrE XenMobile Server i3,
2. 1£ XenMobile CLI &, #A 2 LUi%#F System Menu (R4i5E),
3. A 12 i#%#% “Advanced Settings” (SRI&E).

4. BT %% “Switch JDBC driver” (114t JDBC Rzh#2F) , AREA m RRi%#E Microsoft,
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[12]1 Aduvanced Settings

Back to System Menu
Toggle FIPS mode
Custom Ciphers

35L protocols

Reset 33L Certificate
Re=et pki.xml

sServer Tuning

Suitch JDBC driver

hoice: [0 - 71 7
JDBC driver type (JIDS or Microsoft) [1:

5. RERTE, BN Y EE SQL SIIE, ABEAN SQL Server BR &M%,
6. &1 XenMobile Server T 2EEHITLERSE,

7. EFBEE XenMobile Server T2,

t7#%%] Microsoft JDBC (SSL x7; Windows &{41%3F)

BEEMXESE, KHRE Active Directory HF &%, Kerberos KDC g A% KDC AP &.
1. i@t SSH %#£3IFrE XenMobile Server 153,
2. 7£ XenMobile CLI &, $A 2 LUERE System Menu (R4i5%),

B 12 3%$% “Advanced Settings” (S&I&E).

> W

N 7 %42 “Switch JDBC driver” (i7)#% JDBC Rzpi2R) , SRAEHRA m.

U

RARTEEEMA SQL Server BHIOER, #BAN,
6. RHIRRET, EEAA SQL Server EBEH Active Directory R &%,
7. W8 XenMobile REzhAI Kerberos KDC 4%, 245N KDC #4858, 838 SQL Server FQDN,

8. RFIRTREEMM SSL A, A n, XenMobile BR%FEE, R XenMobile BFHBEMEEREFRE,
MR ET—FHEIREE UREMARNIFRER.

9. &1 XenMobile Server T EEEHITLRSE,

10. EFEHE XenMobile Server F &,
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Fx XenMobile #3EEZLD

B2k XenMobile ¥uBEZBE (10, % Citrix ZHFHEREENZEE) , HE8EUTES.

WMERIEH SQL Server 8 Windows B4383E, &7 Windows Active Directory FRENEIBERR, A5, &R
HEIEERS S ENKIEESERKP RS ZEER. ARG, EAILUE XenMobile REXZER, WM TR,

HE:
» 7£ XenMobile F AN EREIEEZI L HEE AL IPITER, HAE RS EVNENRERE,
o BENEBA, HRFTE XenMobile T SEZ0EZEING, BEXFLG, EHER) XenMobile,

If you don’t restart XenMobile after a password change, XenMobile goes into recovery mode.
In that case, revert to the old password in SQL server, restart XenMobile, and change the
password again.

1. I83EFFE XenMobile Server B 2B EEIET. MTEERE, BERINFFET S
2. B AEMIRSESMELETE Citrix ADC f1 2T #728 LA XenMobile f£igfE Nig &R E,

3. B SQL Server hEXBURERR, 5% R XenMobile CLI, £f1%l Configuration (i2&) > Database
(BIBEE) , ERARTHNBABRGENES:

Server []: <ipAddress>
Port [1433]: 1433
Username [sa]: <userName>
Password: <&x*xx>
<!--NeedCopy—-->

4. &R Y ENRIRSES.
5 MFEEPHNAEHMTNRESRITIE3I M4,
6. BB A EIMIRS2RBUHMLETE Citrix ADC fa# T8 EERENRERE.

Arss 28 E M

January 5, 2022

XenMobile BB ZMERFRSFHEENMIRIENEL. AXENBS MRS BEMY, HIFMRAPOERN. HER
HIFRARSS 23 /B 1o

—ERMEEEXHE. BEAMEEXHE, BREHAN, ARMBREREEENHE.
BEXERELBENEENES, BB (XenMobile BINFM) FHIARSEE M,
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AR5 ERBIMEE X
SREARINIRE

« MNRIGEN true, XenMobile ¥m XenMobile =HlAHRRMIESE, BIEEMRMIRMLL, Hit, ZaEBED
=EMAIEE. BIMER false,

AG ZF P ImIEFH A RS ()& FR
o FREMIERZEIMNERA, LLETElEMmEELE XenMobile 5B BIN AR MEFEM S MEH, Citrix BiFR

EFEXULE. BIAER 30 D

HiZAEFEHITEE

ijly
L

% B EEENAE, X8 HH:MM AM/PM, =fjl: 04:00 AM, BXiAfE7 02:00 AM,

B 1% B & A ERAT 8] ERR ()

« XenMobile Server REHZAEHRE, BINERN 1,

Audit Logger (Fi%iZR%%)

« WRIKER False, WREZRAFRME (Ul) 4. BiIAER False,

HiZAEREHR (X)

+ XenMobile Server (REEZAEN K. BRIMER T,

auth.ldap.connect.timeout and auth.ldap.read.timeout
o JT#MZ LDAP IgRIIERIE R, Citrix BIHUTEEXBRMRSEEML,

- 8 BENE
- #: auth.ldap.connect.timeout
- {&: 60000
- 5% auth.ldap.connect.timeout
- J%BA: LDAP EiZiEry
- 8 BENE

- #: auth.ldap.read.timeout
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- {&: 60000
- BR&#: auth.ldap.read.timeout

- BA: LDAP IZBEGERY

TEPBEIT (70)

+ XenMobile 7EiE BT HAZ FIFFALITIEBHF L 50, MRIEBFT 12 A 30 B, HAKEMHIKRER
30 X: MRigE7E 12 B 1 BEF 12 B 30 HZ &, XenMobile =X TIEH, BRiAEH 2592000 7
(30X)o

e EEliN]

o RFEREDEN (D), EXEBREZE XenMobile %7 518& 8 TCP #EiE, S FIFTARS. EBF
Android #1 Windows CE i&&&izi2xi%, BHAMENR 5 2.

5 Microsoft iEH iR 28 iEiEB

+ XenMobile FFREIERRSBIMLAFIE, MRIEBRSB[BEEEE, HEEBAERE, FIELEAEEM
2 60 MEHEKAE, 1 120 WERMEIEBRSFBFELR. FRIAMEN 15000 =7 (155),

AIABBERE

* H%E XenMobile % Z R ERR &SN £AF 45 (DEFAULT_TO_USER) g &K 5. BRikER
DEFAULT_TO_DEVICE.

o= Q& EEeE (R)

« XenMobile Server (REZEEERAETHRE. BINEA T,

RRAENZEIE

o BAERT, ENBRIENTER Microsoft PKI BRS 2B LUMIEEEREEH. ENZRIERKE, RSBESTHE
FEEEIR, 1%0: “Unable to connect to the volume purchase Server: Host name ‘192.0.2.0’ does not
match the certificate subject provided by the peer” (ExEZZIHEM LRSS EMF 192.0.2.05
STENIRMAVIEBERAERLTE), MRENBWIEPITTENEE, BEELEEESCH true, FKIMER false,

2 F3 SSL ARSSBRIGIE

o WIRA True, NTEFHEHEUTEMGINEZER SSL IREEIEPINIE:
- 7 XenMobile Server tEBTEFIEFBHSHISIEF
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- Microsoft CA IREBREIFPHAE
- HiR XenMobile Server RMEEHREZE CA BEAEMIERER,

FIAER True,

EREHa

o MRIKEN true, NAVFAFIFRIBEERSIFES G, BINMEN true,

BRERRE

o MRIFE N true, Citrix FURE R RIRS T2 HTE B LLEEBIXY Secure Hub for iOS #1 Secure Hub for
Android 18X R BU# T EHR. MMRIGE N false, NRUEEAEEE, ERIAMERN true,

BRIZBHRESRITHES BEIERUHTISN

- MRIEE KR True, NBEAKERITBHETIZR, UUMBIXT LR F 14 EE R 3T HRIEHRR. KERRT
XenMobile 5 Microsoft SQL Server FEZRA M. BINERT, LEEERMECEA, AAESEM
R REFHItEeE, RNEERTEBINEABRSIEREE, UWBREREANBEXH, XenMobile FILAEE A
Jopt/sas/logs/hibernate_stats.log. ZXiA{E} False,

EA macOS OTAE

o MNRiIZE . false, WPHIEE macOS & & EEMAEMEERE, XEE macOS AP REEEAEMBIEHTTE
o FRINMENR true,

BREMR%

o BASZMA Secure Hub ZFim@s. & true REREM, BINER true,

force.server.push.required.apps

o BB TER T Android 7 i0S &% LR AR AEFRRHIZE
- LENNARFHRERSENE#ITING
- RIBBREFCNENBER.
- FAFPRIBRFr RN AERF.
- Secure Hub B3 eI A,

BINMBERT, BFENAEFHNZREEEREN false, SIBAEXREHBEIREN true LISAEHHE. 2HEEL
&, BAT MDX 4 ENBER (BEEVNAERFMIARNABENAEER) BiEAR, BMECRETRAEFE
FEPREA MDX SRESH B R ERUEARNAER, BEAR.
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B BEMNE

#: force.server.push.required.apps

f&: false

ER&¥: force.server.push.required.apps
BEA: BHIEELFNBER

seeHEY ActiveSync A FFIiE4 IR~

XenMobile #iIBX ActiveSync RWRIELAFTENIR (Bf) WEEER (7). BRiAEY 28800 ),

hibernate.c3p0.idle_test_period

Itk XenMobile Server B (B] “BEXE”) HWEBMRIDEEZANTRETE 7). RO TFAREER. 3
INMER 30,

#: BEXHE

% : hibernate.c3p0. idle_test_period

&: 30

27%%: hibernate.c3p0. idle_test_period =nnn

WiRA T PRBRZS s A (a) B

hibernate.c3p0.max_size

B E X E#fE XenMobile BT IFTHHS SQL Server $iREMR AERES, XenMobile EREALLBEEX
BIEEMNEEN LR, REFEEERNASITHER. REETHEERSSZNEE, BXFMER, H8RIMN
1t XenMobile #2E, U TFAIREEER. ZAIAEN 1000,

%2: hibernate.c3p0.max_size
{&: 1000
27%¥: hibernate.c3p0.max_size

HEA: DB 5 SQL AYiEiEK

hibernate.c3p0.min_size

b B E X $#HfaE XenMobile TH#5S SQL Server #iBEMNR/IVEER, RN THRATESR, ZRINER 100,
%2 hibernate.c3p0.min_size
{&: 100

R7%&#: hibernate.c3p0.min_size
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« %E3: DB 5 SQL RUZEIEEK

hibernate.c3p0.timeout
o EEESMBRESNBREE (7)., BiAMER 120,
. B BENE
« $#: hibernate.c3p0.timeout
- 1&: 120
« &% hibernate.c3p0.timeout

o WBA: BUERETINEBAY

HERTERRBEN

- BERTERAEN (FFPABRHKEIR, 3 CEIP), BRUEREHFAL XenMobile BHiEFEMA CEIP, 0
£ XenMobile & 15 RELKWME L2, NZMEN. FKIAMER false,

TSEHIBET (9 5h)
o 1NE Web RESEBREZARZERE SN INACTIVITY_TIMEOUT: tEMEX 2R, 8ELaEfGE,
XenMobile 81T 7 U TR ENTEEIBIER ¢
- fEAEMAT REST 19 XenMobile At API BRS334i8] XenMobile =414

- fEAEAT REST & XenMobile A#t API BRSRipRIERIE =S AT, BeH 0 EHREREHF
RIEFERRS.

AIAMER 5o

ERMA I0S B& B IMEMETE

o NRIGE N true, WEMATLUR/MEE IMSIEFFRENBATHE, BP X% T Root CAinstall (iR
CA &%) (MNREZE) 1 MDM Profile install (MDM ERExx b)),

i0S G EERIME— TS ELR

s AREREIMIBPHANEZES, LEREERTRHER CA ZaFFREKE, Citrix BRI M%E
IERSGEE R E Y. EXMERT, B0 ZERENES 5000 27 (5#). HiAEHN 1000 27
1),
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i0S EEEEIMEF— P EER

o EISEAMIIEFR, HEMENEREEEILE LRE MDM BEXH5BRIEZBREFNEE, Citrix BiY
RE S MBIER R E PR IB LB . EXMIERT, B7FRERENET 5000 2% G ). BRIMER
1000 =7 (1),

i0S IEEERHHRER

+ 157 XenMobile £/ SCEP (LFReREMMEEER) X2 PKCS12 mig& 7K MDM JEH, 7 PKCS12
BRRT, BIENERSBLER, HFEFRITERDE. FHIAESN SCEP,

i0S EEESHBHEHAN

« X MDM &1, i0S EEE XRS5 XenMobile i0S KESHHFAFRN KN BRIAER 1024,

i0S BEEBHHEITRE

« 8% XenMobile THiEHI B Z HIFFALSITIERR R, Fli: MRIERET 10 X538, HELERRER
10 X, HigHELHIZ AT 9 XiEHERY, XenMobile £iMAFIEH. IRINMEHN 30 K.

iOS MDM APNS 7A$AZ5H3

o lLEMEE APNs 218, XenMobile i Apple RSB BN EEIZZT,

REMTF SR Z AR ERRIRHK

« BEREE XenMobile BEETFEREZ AR URFRNENRESHN K, SERE—RSHRIE. RIMERT XK.

MAM Only Device Max (X MAM & & RZ K E)
o LBEEXERFEISNAF AT LUEMEY MAM @&, RINTAAIREER, BN 0 RTIGEIMECFZIRE,
« i##=number.of. mam.devices.per.user
« E=5
o BB =X MAM & &R KE

« PR = RIS TAF AT LUEME MAM 2 &,

MaxNumberOfWorker

o SANTFSHMEWTIFANERNERANERRSRE. RINMEN 3. MIRFEH T ML, TLUEMEAENHE. BE,
IRERHEBRANLE, W06 1, HEWISAZSH CPU ERAXEES.
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Citrix ADC 2 5% F

o WNRIGE N False, M=7EM Citrix ADC 225 R 5| XenMobile B2 XenMobile EliAThAE. 1R Citrix
Gateway E2E4EEE URL, T XenMobile £ EIETAERIE Citrix Gateway =iE 1D, BiAMEH False.

BRI L BIREL

o BTREAKENETR (CEIP) LHSRhESLRMARE. XenMobile &7 EEiKMBHEMNZE, LKW
15 &G, XenMobile 528 CEIP (XAEN) ., BEXFMAEE, FRARSEELHRESTERAEN,
XenMobile #E L& IS ZEEER 0,

BMeENAFK

+ BES37E MDM dUEHERISENAFPNRANE, E 0 RTEBIMEEIRENAFBERZRE BIAERN 0.

RENAFBRIERNA IS EEL

+ XenMobile 7£#117 PowerShell &< LI3RER ActiveSync 1§ & 1938 2R F /R RIS M MF . BIAER
60 %,

M Microsoft iE AR <3 28 BB

+ XenMobile EHITIRENE SRR BIEBRS BN, MRIEPRSBEEFERE, HEAETAERE,
ERILUSILEIZINE) 60 e EKAYE, 7£ 120 EFMEANERRS BTFELR. FiAMEHN 15000 =7 (15
)0

REST Web &5

« BFA REST Web fR%5. BRIAMER true.

LEEEXRNHIRERIRERES

o IWEERBATIRESHABNSLAREZAE, MRZERS, WENMEERITRENIRE. NRZERK, WER
SRR E. REZENEIIRSSHMIRETIRIEMAILE, B OATBRAE. AiAMERN 1000,

Z-_\lg E p\I%IEE—_“E—IJ (9&)

« XenMobile Server RB&ZAENRE. BIMER T,
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ARS3 AR

« #%E XenMobile 7£ MAM. MDM 22 ENT (&) BXTFIET, X=MEDHNETFRARFEE. REE
BRVARFMIREEE, BRIBABNIREIMANZE “RSB[ERX” BY, WTRFAT. TIEWAHEXE
AfE, “BRS|/IER” FMIAK ENT,

NREEHE XenMobile MDM Edition ¥eIiE, FEZE “BRSB[EM” PNMIRERSSHEN, ARRSB[ERIRL
7 MDM, snR&EEE MDM Edition ¥rIIE, WEHEBER “IRSEER” IREHR “MAM” 5 “ENT” REARAERF

EE,

EHYF RIE At kR A ERERFELEATEMR B “RRs8/ER” BB
Enterprise/Advanced MDM #&xzf MDM
Enterprise/Advanced MDM+MAM #&3{ ENT

MDM MDM #&z{ MDM

EMRSBERZ IR RSSBERNNAS. 3T MDM FaE, TICRSB/EXNIGBERNT, BUIRSH/ER
44279 MDM, 33F Enterprise #1 Advanced #AI3E, IR “fRS234L" 7 ENT =t MDM, B3RS S[EX SRS
BERX—, WNR “RSBERX” A MAM, NIEMIRSHERHR ENT,

XenMobile 27EfRSB/BEEPAUTENEDRIMRS B[R BUEEMFAIE. BFREMFRLEURE “RSERE
7 MRS /RN, BXCBNEEHEXHNES, BESRHEME XenMobile FEEFHITEEX A

Content Collaboration EZ& 25!

« 38% Citrix Files 77f#2£%!, ENTERPRISE ®’~/=/ Citrix Files Enterprise #3, CONNECTORS %R~
iz 3@ id XenMobile =% & 612 8977 8 X IR IE £ 23 0914 AN PR, ZRIAEH NONE, LB B/RECE >
ShareFile REMENE, EiZRETTLIER “ShareFile Enterprise” 5 “Citrix Files iEi%88”, ZRiA
&5 NONE,

SR (D)

o 1R Web IRSBRZERRSREMN N STATIC_TIMEOUT: ItEMENX HE, BiditidiaE, XenMobile
AEPIITT U TRIENEER !

- ERERT REST #9 XenMobile A API fR53iAi7 XenMobile =&,

- fEMIEAT REST 89 XenMobile A API BREiAiAMEME = AR A2

FIMER 60,
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fi R AR S0

o BHEmEMA Secure Hub ERimEEEE, & false R -BAHEBEE R, BINMERN true,

AR RIEA S I0H

o BADEA Secure Hub EFiKES, & false REBEAFS. HMER true,

Android & &HKE SHLIEMNT AR TH

o JIRIGE N True, WA LUEBERERAEF T 2iE1T Android Enterprise 89 Android 1&&. IREAT
£ Google Play M A& EESEMA T URL 8 Android Enterprise #£1, XenMobile §EEILEM. 7
XMERT, T#H URL FeIEHESHEIISEN—RMER (B XAM —XEERERSBEMEX) . BIA
&9 False,

Windows & &R ESH IR BIEF TE

o (LEATARIE—XRMEZIENIRIA Secure Hub frzs, dNRi&E N False, NIETLUEREZ S5 IEITMN BIZFE
M XenMobile F#;& Windows i&%&. ERiAEH False,

£/ ActiveSync ID 31 ActiveSync BRig & HITIRE

« 1R A true, EATF Exchange ActiveSync #9 Endpoint Management i&iZ2s A8 ActiveSync #7iR
FF1ER asWipeDevice 3188, ZRINENR false,

FARPEXHEERMEN
AT Windows CE i&&. tbEENXREAYFERIE Windows CE G &HEMRPEENEME. XLERER
777E XenMobile #iEEFZ 5, BRI UREXLREMENECIZIBERM,
- B BEXE
 #: device.properties.userDefinedN

. E: BEREX

g

« BTREM. EEAEX

o HiPA: MEEREX

{XPR32E Exchange YA~

o WIRIEE R true, NEAH3T ActiveSync Exchange AP HIRF B450iE. ZAIMER false,
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VP EEETEEIMR

+ XenMobile EfS A Apple R EBM LI FIER S/ BT E)EIFR. BT iFFIIEE S AR XenMobile /it
FREEN, Hli, FeIMMEMEHRRSNNEAREFN, BIAMERT, XenMobile #& 720 S5\
&I FR o R T HE 8 M SR PTIE

MREBLETFLMEMEIFAIE (FIg0, BT 50000) : Citrix FIGHNE R 88 R RS N FENER TR FF
o NRETNIT Apple SIMNEEMEMEYFANE: Citrix BINFEIKIZEUEERKREIEHE XenMobile #1, FANE
2 Bl ER\BYElEIRR /9 60 S3%h, 1tkSh, XenMobile EIF 60 K #HHITRIBES AN, LUIHRE LXRSNEFIMEHE
Mo Eitt, MMRABWZEER IR 60 2%, NEEZERIYEERIERRKER 119 2.

Web fRSsiERYSEE

o IBEMFAEM R API FREM SR IIESEE . MNRiEE S STATIC_TIMEOUT, XenMobile 2787
R (984) BRSBEMPIEENEZ R SHBIES RN AE L.

NRiZEH INACTIVITY_TIMEOUT, XenMobile &7E<MRERNRIBTIEIRIERESNER (55h) BRSS BB IEPIEE
NEZEESOIIESHEMRANEIE, FiAEN STATIC_TIMEOUT,

Windows Phone MDM E-BIEKRBMHA (5 )

« MDM % Windows Phone #1 Tablet MA MG EIEBHE N, ERESELED, BEERIGSIIEHE
MDM RSB HITEHIIE. WRIZEN true, ERHNREE, NRIZEN false, ERHANRE, BINEH
true,

Windows WNS &3 - 83T > BRI RKEK

« ChannelURI B945iT8R=R, ZRiAEHN 10 X,

Windows WNS i) S BYialialfE

+ XenMobile EAB H 7 # = RIVEEEZFI R MEE ZEENERDIZIGE Z RIS FHNE, FIAMER 6 /)i,

XAM — Rt EE

o —RMESHIIESHE (OTT) WTHNARFEMNZNH. ILE4S Android I&EHMFRESHIENNARER
THEMM Windows i§&MNARZSMHRIENNAREF THEE—RER, XEBMIEERTAFHITRES
PIIERIN AERF T &, FAINMEH 3600000,
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XenMobile MDM Self Help Portal console max inactive interval (minutes) (XenMobile MDM &)
BRSSP E & REKAEShE ElEME (2 8))

+ XenMobile X XenMobile BEIRRS TP FHNENAF Z RIS HE. BIE 0 R TENAFRBERRK
o FRINMER 30,

A0, dmiEEIPRARSS 2R E 1%
=

£ XenMobile 1, FTUBEEMARIRSR. BXE, SHEMETRLERBE XenMobile LURRZHBEEH,

AR
ZEHEE) XenMobile, FETEMW EEEFFERGSRRIE D,
1. £ XenMobile &=H&H, BHh LANKLCER. SR REERE.

2. RSB T, RERSHEN. LR TRIRSFBMETIE. ATLMILTIEARMN. HEMBFRIRS BB M,

Server Properties
You must restart XenMobile on all nodes to commit and activate your changes to the server properties. To restart XenMobile, use the command prompt through your hypervisor.

] 5 Q
Display name Key Value Default value Description v
NetScaler Gateway Client Cert Issuing Throttling  ag client cert throttling minutes 30 30 Throttling interval for issuance of NetScaler Gateway client
Interval certificates.
Number of consecutive failed uploads. ceip.consecutive.upload.failures 0 0
Sharefile byPath API fields com.citrixsharefile bypath.fields ~odata.metadata.ld odata.metadata, I|d, Comma separated set of fields (case-sensitive) that need to be

url url extracted from the complete sharefile byPath APl response
Sharefile configuration type com.citrixsharefile.config.type ENTERPRISE NONE Sharefile configuration type . Possible values being ENTERPRISE or
ENTERPRISE/CONNECTORS/NONE CONNECTORS or NONE
Connection Timeout CONNECTION_TIMEQUT 5 5 Session inactivity timeout, in minutes, after which the TCP

connection to a device will be closed (by default 5 minutes)

\dentifies if telemetry is enabled or not console.ceip participate true false

Length of Inactivity Before Device Is device inactivity days threshold 7

~

Length of inactivity (in days) before the device is disconnected
Disconnected

User-Defined Device Properties 1 device.properties.userDefinedl User-defined device properties.
User-Defined Device Properties 2 device.properties.userDefined2 User-defined device properties.
User-Defined Device Properties 3 device properties.userDefined3 User-defined device properties
1-10 1 2 < |»

ANINARSS B3R

1. BERFM. AR BRAINFARSS 23 M DTHE.
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Add New Server Property

Key Select an option =
Value™
Display name™

Description

2. REMUTIRE:

o B EYVIRG, ERSENEHR. BROKNE. NMRBRHEREENFBFHENR, BKR Citrix 2
#o

o B RIBEFHNRBA—ME

o BRE RAMBRERRERSSBEERTHRM,

o WA (FIik) RAFARSSBREIERVIHPA,

3. BERE

‘REBARSSARE M
1. ERSBRERMERD, ERBRREBORSEE.

ERARS BB MBS VNS EER, TSR ERERSERIETIR LG, BEFIRPPHEMESUEREIIR
AMFTFETR 8o

2. BEEE, AR ERRIENRS SRR E.
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Edit New Server Property

Key ag.client cert throttling. m
Value* 30 ]
Display name™ MetScaler Gateway Client
Description Throttling interval for

m

ssuance of NetScaler
Gateway client
certificates.

3. EHEMMUTER:

s B TAEERULTFE
. H: BE

o BB BHEEM,
o WEA: BM4RA,

4. BHREUREFEMEEN, NEEIHRERERZ.

MpRARSZ 28 1%
1. ERS[EMRP, EEERFRIRSREMS.
ALLET RSN EMZUNEIRE, EEZSNERFRINEM.
2. BEMBR. LANE B REIAIHEE, BB EMER.
R TR ORI
January 5, 2022

FFAHZER XenMobile Server, EaJ LRI AR RIAR CLI &R :
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« MZ#ET XenMobile BN ERZF: EEHWEEREFP, %EESAMN XenMobile B, Brhd<iR
REOME, REEREN XenMobile EEBRIKF, BXFMESR, BESRAEHEIN ERREFHXE,
o MREFHAERBAT SSH, NEA SSH: EREH XenMobile BEFHF,

AILAER CLI TR MECEMBERRES. TEERT CLI IERE,

AL E LT

F@ERE Configuration Menu (FREH:E) LUREMERZRHIZENRG.
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[2] Firewall (BA:AiE)

HTTP service

HITPS service
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]

[4] Listener Ports (fsiff2simM)

e -
=R

BEEIET

[2] Enable/Disable cluster (EF[ZREEE)

EREREER, BETUTHEE:

To enable real-time communication between cluster members, please open port
80 using the Firewall menu option in CLI menu. Also configure Access white

list under Firewall settings for restricted access.
RERAREN, BETUTHR:

You have chosen to disable clustering. Access to port 80 1is not needed.

Please disable 1it.
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[3] Cluster member white list (BFEREAEZE)

[4] Enable or disable SSL offload (=R SSL #1%;)
HRE AR SSL HEN, BETUTHEE:

Enabling SSL offload opens port 80 for everyone. Please configure Access

white list under Firewall settings for restricted access.

[5] Display Hazelcast Cluster (&7 Hazelcast 2#£)

R B Hazelcast BE&ERY, G ERLUUTIE:

Hazelcast Cluster Members: (Hazelcast B#&Em5R:)

[7I4 1P #thit]
AR

MRFIEEENE M N RABE TS, BEMBIZTRo

R YEET

£ System Menu (R4i5%) F, BAIUETHIRBERARGES. ENBHHXARSEE, HEHE Advanced
Settings (B4&I&E).
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iBid “Set NTP Server” (€& NTP iRs328), ATLIERE NTP RS 28158, MNRETER XenMobile BYial 5 M E
BREFESEBINXAM, 7UEIR XenMobile f5m NTP ARS323 R G ixX tEialfl, BT EXULETEEH B
PREBEMRS 25,

TR LI EE [5] EnRASHEERBERRRTCRICER 8,

XFRARSZHET R

KHABFEPNE MRS BT R, EUTREETLUMETIEAS, siiRRERELYT BEMIEREPIERNER, =%
A SRR XANT RERE. AR BRUNT R XA EKEMERE.

o FPMZAT LAIAIE Secure Hub FR AR,

o MRAIATRAEBLERFARE, WAFPNATLANNEHEBENEENAER. EERETERIE, X
BREENRERE.

o BRIEFTET REXH, EUIREERESASEN. KRNBESRETESTIE, ERIRTERMNIEEHE,
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[12] Advanced Settings (B4&iIgE)

Advanced Settings

[0] Back to Sustem Menu

[1] Toggle FIPS mode

LZ] Custom Ciphers

[3]1 SSL protocols

[4] Reset CA Certs Password
[5] Reset SSL Certificate
[6] Reset pki.xml

[7]1 Server Tuning

[6]1 Switch JDBC driver

3] Cloud Migration Credential Check
[10] Refresh encruyption keuys

Choice: [0 - 10]

SSL protocols (SSL #Y) EMERINREB N A ERNFE NN, 2 New SSL protocols to enable (Z/5
M SSL i) =B7E, BABEANIY. XenMobile $Z2BEREIEEEMNMN PRGN, Flil: B2H
TLSv1, i##A TLSv1.2,TLSv1.1, RAEH#EN Yy UEHESE XenMobile Server,

Server Tuning (ARE B/ L) EIMEIF “server connection timeout” (BRE B EZFBE) . “maximum
connections (by port)” (B&AEZLH (Fi%A)) A “maximum threads (by port)” (RALZiEE (@i%0O)),.

Switch JDBC driver (it JDBC IRzhi2F) %£W9 jTDS #1 Microsoft JDBC, ZRIAIRENFEFE N jTDS. HX1]
#%) Microsoft JDBC IREHIZFMIER, B21F SQL Server EEhiEF.

EUPEHEBRIZETN

T&E 2 Troubleshooting Menu (HFEHIRHS) UREMERE RGBT,
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Troubleshooting Menu

[@] Back to Main Menu
[1] Network Utilities
[2] Logs

[3] Support Bundle
[4] Disk Usage

Choice: [@8 - 4] 4

[2] BF

[@] Back to Troubleshooting Menu
[1] Display debug log file
[2] Display update log file
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[3] x#H@

[4] HEERER

Troubleshooting Menu

[@] Back to Main Menu
[1] Network Utilities

[2] Logs
[3] Support Bundle
[4] Disk Usage

Choice: [@8 - 4] 4

&/ Citrix Files f£4 FTP thssk EHZ 156
BahiFa tH 2z, 357 Citrix Files LERBUTH&ERMF:
1. WIE FTP BRFAMES
a. £ Web H%128eh, #TFF https://citrix.sharefile.com,
b. BEHEMNNIRE, ARBRTHEREE
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Citrix ShareFile

@ Dashboard
Folders

on |

b - Workflows

Personal Settings
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Citrix ShareFile

Edit Profile
Two-5tep Verification
My Connectors

o Advanced Connections

My Apps & Devices

<

C.E“FTPRS{ER &, XF “BMFRE”, BILETHAF ID AFBHRFER, HERMINFE/AFZiH
1%:1%\0
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You can connect to your account using an FTP client such as WS-FTP or FileZilla. To connect using an FTP client, use
the settings below.

Your FTP user name includes your account's subdomain to the left of your e-mail address. If you are unable to log in,
or your FTP client does not allow you to enter the / and @ characters as part of your user name, you can use the
shorter, alternate form to the right of your full user name.

Detailed Set-up Instructions

FTP Server Information

Security: Standard (Port 21) or Implicit SSL/TLS (Port 990)
FTP Server: citrite.sharefileftp.com

User name: .com or

Password: (vour ShareFile password)

Both secure and standard FTP are enabled for your account.

BiE:
o RIEEM XenMobile EEMIXHE—METF Linux CLI 89 FTP ERi%, Eit, FeemARSIAL ()
@ =ZFIERNBRZH—EB9,

o MREEIWAF ID A2FHBHFERR, ATUAER Content Collaboration &35 5, Content
Collaboration ## A GEIELAF ID,

2. WIERE BN Citrix Files BR222 28 FTP @E L% FTPS @z, EAIERT, Content Collaboration &
ERAFES FTP BEITABEFK,. B2, GRXAFETT FTPS B1E.

BEEEEANRNAFPATUSIEHERAIIRE, FERKRARERE. EERIRE. BLBEN, ARREREMA
ShareFile TR, /M AIEF. FTPisas, RIEIREEEFEASEE.
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Citri ShareFile

Confgure Mg

3. AFTP ZERHmIEZBEXH LHERIHEXHR, RRBEER. XX, ARBHPAMHE,
4, ERAEMN, LEMS (+) BEiF, BHIBEXMHR, REBNZXEXRBER,
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Create Folder

" Required

Mame: *

Description

Add Users

storage Zone

uplnad

[ ] Add People to Folder

ShareFile EU v @

Cancel

5. 1 XenMobile Server CLI gy b, EFREHR > 258, ARG, EXFEXE L, %F Generate

Support Bundle (£E%#6),
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Configuration
Clustering
System
Troubleshoot ing
Help

Log Out

[0 - 5] :

[B] Back to Main Menu
[1] Network Utilities
[Z] Logs

[3]1 Support Bundle

Choice: [ - 31

Support Bundle Henw

[8] Back to Troubleshooting Mena

[1] Generat ipport Bundle

[£2] Upload port Bundle by Using SCP
[3] Upload Support Bundle by Using FTP

Choice: [© 311
support bundle exists. Uuverwrite 1tY7 [ysnl: y

Support Bundle generation iz in progress. This could take a while

Support_Bundle successfully generated: 201511123_1450866290591

AE:
MNREEZFE, WERGRTE, BBy UBEZZEE,
6. BxiFE L FTP fRS2s:
a. i%#% Upload Support Bundle by using FTP (/8 FTP L#H%#FH),

b. MNZREEN: ERHFIRTE, BN FTP RS8EM. X Citrix Files BE FTP fRS5286, BALHAESE
#r, JaiR Citrix Files FTP i &R, I citrix.sharefileftp.com.

CHANZEAFE. ZRARTH, BAFESRFEANAR ID.
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d. INERZRPZEE. ERFARTH, BMAEHNERD,
e. MNTIZEER: ERASKIETN, N Citrix Files fhal@mHE =2 &R,

SAig¥z Enter &,

support Bund le Reno

shooting Henu
t Bundle
£ Bund le ]"::_4 U=sin
Upload Support Bundle by Using FTFP

o - 313

Cholice :
Current support bundle: 201511123 1456866449650

Sharefileftp.com

A or host name.

Elu-west 1.|_'|_|r||||||_r_'_
iz UNIX.
ished from (unknown) [

ll areE COnnEcied as (
) Welcone to the
"supload" is

ti

) Test Account FTP s
the current directory.
1 open;: t

ite.

Time:

Fath zhould be relative to fftp r

BJ7EF Citrix Files ReIZMHZHRHPEE LHHZIFE.

Citrix ShareFile

B Citrix Files FTP g9i¥4R{E 8, 521 Citrix SZRANRFOXE,
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KB ETE
&0 LRI R ERTE CLI RieE R4 R T E):
1. EERER, EFRERFXE,
2. ERGEXREF, ERERAGHEERRENED,

LI R RXHFRGER.

WITEBREEIE
AILUZRAN T RRTE CLI i iR a
1. ERERRR ST, EREECRE . BEEREIRAAELUTRT:

[@] Back to Troubleshooting Menu
[1] Display Disk Usage

Choice: [@ - 2] 1

'No core dump and support bundle found.

2. BN 1PIEOEESXEIFa SRR, MEAEFEETAXYE, EHKEILTES: No core dump and
support bundles found Gi¥FEIZOFHBENZIFE).
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3. B 2 BREEAR O EXX NS FEX .

XenMobile =& TIERNI]

January 5, 2022

XenMobile =% & 2 XenMobile #E—EEB T A, AXRIGFEERET XenMobile, FHE&FFERLIEFIA,
MR EFLE XenMobile, E&i#% % XenMobile, B % XenMobile 24| &/ m B IFMNIFAE R, 5SIH
“XenMobile #& M —

IR ETIER

BRESGLITIRFIA, SAB7E XenMobile ZHI&+EE XenMobile /7, #HIRGITH, EXLEEZBEERR.
MREHRI T RERERE, TUEEHEPEEUTRE, FHERNBA. KABFMIREZA, BEERTAXLER
HiRE, a8, RREGESSA LANERET.

AR

HESHIENELETR.

Import certificates
(trusted SSL, APNs, Configure LDAP*
client certificates)

Initial install settings
to configure now

Configure Configure SMTP & SMS
NetScaler Gateway™ notification servers

BEXBUISERNFAES RS FIRE, BESFEUT Citrix =RXIEXENET:
o SHIIE
« Citrix Gateway #1 XenMobile
o A

HAEE U THKAEXRIGE, A8 Android. i0S 1 Windows &,

Android

« 822 Google Play £i&. EX¥MER, 1554 Google Play =50,

+ BlE— Android Enterprise BE2 Rk, BX¥MES, 52 Android Enterprise,

+ @i Google WIHEMIHE, BXFMESR, 152 Verify your domain for Google Workspace (3&iE&
# Google Workspace 1),

« B APl 37 Android Enterprise 8IZ— MRS . BHXIFMMEE, ESE Android U AREEE,
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i0S

BlE—1 Apple ID AR ARMKF. BXFMESR, BB Apple Developer Program (Apple A& &it
%) Web 455,

BIE— Apple #ix@MARSS (APNs) iEH, MMREITE@EE XenMobile Server SBEBERE i0S &%, WEE
/8 Apple APNS SEH, INREREM Secure Mail ZEMEAHEXEMN, EXEE Apple APNs JEH. %
FREY Apple APNs iEBRIFAEE, 35219 Apple Push Certificates Portal, &3 XenMobile 1 APNs &
BFAEE, 1555 APNs JEH# Secure Mail for i0OS Ay#EZEE,

BIEMEWME AT, BXIFMEE, BB Apple Volume Purchasing Program,

Windows

=Hle

BlE— Microsoft Windows MABIEFZARIKF. BXEMER, BHSRKF LR, LEMZER,
FRER— Microsoft Windows A&EE.#H& ID. BXFMES, BESREEKFAIEEMN T AZEE R

M DigiCert SKER—MEAER, BXIFMMEE, ESREHT Windows Phone AT ARZF S %o
MRIHKITEEM Windows Phone BYfER XenMobile BahkIiINEE, EHREEEAIBEN AR SSLIEH. &
XiFMER, BB XenMobile AutoDiscovery Service,

B BEFEMSE (AET), BXFAES, ESRNAEMERT Windows Phone Bz B+
Cho

WEFHIER

B TERERERINZAREFNREZAMERENSEFRH .

AR

HE S ENANETR.

o
N/
Recommended Configure ShareFile
. Updat t Check liment
prerequisites Add users & Add delivery Assign roles to [ BB eck enromen Add workflows for Enterprise
. notification modes for
before adding groups Eroups users & groups® ¢ at invitati app approvals*® or StorageZone
apps and devices emplates invitations Connectors*®

BEXBIRENFREEB RSP, BBFEAUT Citrix =@ EMET:

HRkF. AefEm

BEXR

£ RBACECERE

@A

A TER

¥ Citrix Content Collaboration 5 XenMobile £5& M

© 1999-2021 Citrix Systems, Inc. All rights reserved. 144


https://developer.apple.com/programs/
https://idmsa.apple.com/IDMSWebAuth/login?appIdKey=3fbfc9ad8dfedeb78be1d37f6458e72adc3160d1ad5b323a9e5c5eb2f8e7e3e2&rv=2
https://docs.citrix.com/zh-cn/xenmobile/server/authentication/apns.html
https://docs.citrix.com/zh-cn/citrix-secure-mail/push-notifications.html
https://vpp.itunes.apple.com/?l=en
https://docs.microsoft.com/zh-cn/windows/uwp/publish/account-types-locations-and-fees
https://docs.microsoft.com/zh-cn/windows/uwp/publish/manage-account-settings-and-profile
https://docs.microsoft.com/en-us/previous-versions/windows/apps/jj206943(v=vs.105)
https://docs.citrix.com/zh-cn/xenmobile/server/provision-devices/autodiscovery.html
https://docs.microsoft.com/en-us/previous-versions/windows/apps/jj735576(v=vs.105)
https://docs.microsoft.com/en-us/previous-versions/windows/apps/jj735576(v=vs.105)
https://docs.citrix.com/zh-cn/xenmobile/server/users.html
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AN AR TR

WTERETRT M XenMobile FiFx Nk A2 B RIS E R ZINIRRE.

AR

HESHHE ARETE,

®

Add apps

Wrap apps with
MDX toolkit as
necessary

Add apps

Configure app
policies

Add app

e e Apply workflow

Deploy apps to
delivery groups

BEXBIRENFREE RSP, BBFAUT Citrix =m3AE X EMET:

o %xF MDX Toolkit
o RNINFIEF
o MDX ZEBEHE

« NAIER
o WEHRR

g E LR

WTERERT M XenMobile fR A& & 83 RIS E AR IIRE.

AR

HESHIE AR E,

®

Add devices

Upload
provisioning file

Configure device
policies

Deploy device policies to
delivery groups

Configure client settings, such as
beacons, Citrix Secure Hub support,
and ActiveSync Gateway™

Create automated
actions for devices*

BEXBIIRENFRAEERD TR, BESHEUT Citrix XX ERT:

o I&E

o IRREIRERSR

o BREHEIR
o BERANSZHF
BENLIR(E

.

AP IREIER

W TERET T 7 XenMobile Al A Fi& & B RETEAVZ RS o
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o)

\/

Check enrollment Send enrollment

Enroll user devices o I
modes for invitations invitations

BXBURENFREE RO T, BSHEUT Citrix =mXX 8 E:

o AP, BEeMEHm
B

EEHTHNARFNIREEERETER

TR ERER LITEES & P RITHN B F IR EEEED.

AR

SHIE NRLETR.

—
| 6 \
N
View notifications and
Ongoing app and monitor devices and apps Issue security actions on Do connectivity checks, create
- ; =
device management on the dashboard devices as necessary support bundles and view logs

BxEdREERaA LANRFEGRKRINFENERAER, BERENNSE.

UEHAN SR 5IIE

January 5, 2022
7£ XenMobile i&1FHRiE), ETAGEHESS5 ML
« XenMobile Server: 7z XenMobile Server FIEJLUE X ERL LM EMRALK, BFMNBF IR EIE:

- MR P ABEANE R T YRS BGERI A P FUE M
- BERIITNESHRIDER=EHHRIE. &L XenMobile FHEFIREMY, &S Citrix PIN &
HIIERECE PIN & &4 FSHARTIEL,

o Citrix ADC: Citrix ADC /3 Micro VPN SSL &iE R IERRSS, Citrix ADC iR IEMEER TS, HAN
EE X AP &R N AEF B IR A,

« Secure Hub: i #t#Aial, Secure Hub 5 XenMobile Server #hE I £, Secure Hub 2i&& EaIl5
Citrix ADC i@{5H9safk: =iEIHARY, Secure Hub &M Citrix ADC SRERB MBI EIE, HIFZEIEE#4A
MDX [z, Citrix BiUERIERERE, UBEFREARE. EXEHESR, ES5H Secure Hub xx&rh
BIIEBEE SRS

© 1999-2021 Citrix Systems, Inc. All rights reserved. 146


https://docs.citrix.com/zh-cn/xenmobile/server/users.html
https://docs.citrix.com/zh-cn/xenmobile/server/users/notifications.html
https://docs.citrix.com/zh-cn/xenmobile/server/monitor-support.html
https://docs.citrix.com/zh-cn/citrix-secure-hub/overview.html#certificate-pinning

XenMobile Server %#ikR4s

Secure Hub i GBh T MDX £2%88: Secure Hub £ifix5g, TN HAREFEBRGS Citrix ADC iz
2%, URENX MDX B S %14, Secure Hub FRIHATHSAMQN. HIBE T W RIS BTG
g,

MDX %B%: MDX SREE=1EI%&E LB MIBRERE. MDX HREE=¥E Micro VPN ZE#5| 20 Citrix ADC, &
RITHANVREIURRS], LARGRFII TN F & F iRk,

BEXEESHRIENFAES, SERESHNEIEAENNESHEIESERR, B2 (BEFM) XESHKIL.

f£F XenMobile FHBEH AR LT £EEHN AR HITEHRIE. AXRKRTHBABNBIER. BXEMBEEFAESR,
BEEAUTXE:

IEH

W E N £ ThE S P IIIE

& P IRIERSER AN S 300

PKI sZ{K

EiEREER

APNs EH

SAML g 5%5R5 Citrix Files

Microsoft Azure Active Directory RS 3518 E

ERFEPRIETNE LU Wi-Fi RS 8HITEMIE, ERITUTIRIE: Wi-Fii&& 58
EHIERATEMNRIEMNME—IESR, FIMNASRIERMAENG (CA) IEPRIFEHREE (ERIEEHEE) , FRITU
TR

XenMobile FREIRPERBERRLERFR (SSL) IEH, BTHRSERSV|ZENBERRZS, LAERHE
CA Z#BIAI{E SSLIEHE#RIL SSLIEH,

XenMobile & B 2 AHEMLH (PKI) lRSIMEFIFIERH CA REUES. FiE Citrix = @9 HHBE AN
EFAEEAEM (SAN) IEB. WFASHHE, NEHEMEERRH SAN IEH,

BERIRERSRIEABNARFRET —MINRERE, RITAFRETEHR HDX NAERF. BT EFIKIES
BHWIER, APEEAE Citrix PIN L33EAT XenMobile Wz 2R #1TREAE R (SSO) A, Citrix PIN i&
BT AR SHIIEAR, Citrix PIN BFHREZFHIEBHNZEREIREAMIREF Active Directory £1E.

75 XenMobile St M EE 0S 18%, Mi@EHOIE Apple 126t# Apple #ISENIRS (APNs) iEH, HXHE,
S5 APNs JEH,

TRETTE XenMobile AHAIEREAMAEE:

XenMobile ¢ IEFER NEHEHBEE
Citrix Gateway PEM (BASE64). PFX (PKCS SSL. #R3E# (Citrix Gateway B
#12) i PFX #i9 PEM.)
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XenMobile A IEPEN HEAIEHER
XenMobile Server .p12 (FEF Windows B9itE#,  SSL. SAML. APNs
EA.pfx) (XenMobile FEREI IR

5t2 PKl,) EZ: XenMobile
Server AZFH B E . pem BIE
B EFEH.pem iEH, EHE.pem
XHHFRD RIEBMNER, HEEE
£ \El XenMobile Server 1,

StoreFront PFX (PKCS #12) SSL. #RiEH

XenMobile i E 7 4096, 2048 1 1024 89 SSL FiRSHERIE P IIER. 1024 (HEBRES KB,

s3F Citrix Gateway #1 XenMobile Server, Citrix XMt CA (40 Verisign. DigiCert 5t Thawte) 3XEUAR
SIER. EAIUM Citrix Gateway 5 XenMobile BeE L BIEFOIBIEBERIER (CSR). 81 CSRE, BHER
3 CA #1782, CAREEZRIEHAE, BMaf Citrix Gateway st XenMobile ER%#ZIE+,

EE: [0S, iPadOS #1 macOS T ASIEPHER

Apple 33 TLS (RS RIEPEFHER, WIEFAEILPEFTE Apple I ER, 1EZ25 Apple Hhr¥ https:
//support.apple.com/en-us/HT210176,

Apple IE7E4E5E TLS RS SBIEBNREKAFEGEH, WERNFM 2020 F 9 BZEMARIRSSEIER, ES
i Apple HAR# https://support.apple.com/en-us/HT211025,

7 XenMobile 1 t&irH

ELEENEMEPEIIRRDPHBE—I%E, ELEFEERNEHE, REZEIEPM PKI ERAHN, BEXREFEHTE
XX HNRSSIER. fli, EaEFREIE XenMobile 2B A5 Microsoft IEFHM&L M (CA) £ 5
Microsoft CA BIIEIZ N IUE T AR A IHEBHITE DL,

AHENAT LHIEBHNEMIE. BXEE. LHNEEFTFIHEIBFARES, BERT A RIEBIEBNES HE
iEo

FASAEK

XenMobile FIEELAMBLATEIEBMTALA, BHAIRERSHITILIINIE, R, XenMobile FIEEFE L AIAER TR L
HIEBRIFAA,

LHIEH
AT LB BRNEDL:
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o FBIEHRIR EHEITHIE,
o f#F REST APl iEH#tE £ i0S 8%,

RIEB EHIEH e EES B MM

o BHEUSAERE. AR, EERAEFEETREERENFE, BRIFEE LR PKCS #12 183,
o BHUFNIEFR.

el £ 3 CA BFxER#ITERR CAIES (REfLR). BRI U EHATEFHSHIIER SSL B RIES (F
h%R)

EF2E Microsoft CA SLikBY, BI8E CAER, EMETF CAIEBIFERSBIERTIRPIERE CAIER, A, BE
EFImSHIRIER, EAUMES XenMobile EBEFBHFIE RS SBIEHMFIRFHITIER,

SNERE

BRIRIT, BHAE (RLIEBNFEEE) JUEaSMRE. BAit, NEAENHEN, RASRTEEERE5%, BT
IRFIEMEHIFE, MBREENR, BNHEPHE-—1FE. BF PKCSHL2 XHBEENEE—1FRE, HiER
PKCS #12 {EARARERE, FRETRIBEFR.

1. 7£ XenMobile Z#Hlad, BHEFIAE LANERER. KR REERNHE,

2. BEIER, ARERIERIIE.

Certificates
You must restart XenMobile on all nodes to commit and activate your changes to the S5L and Android for Work SAML certificates. To restart XenMobile, use the
hypervisor console or command-line window
Name Description Status Valid from Valid to Type Private key ~
¥MS.example.com Self signed/Generated Up to date 2015-11-16  2025-11-13 SAML
*.agsag.com A Expired 2013-10-23 2015-10-23 SSL Listener
cacerts.pem Self Signed/Generated Upto date 2015-11-16  2035-11-14 Devices CA
ent-root-ca Up to date 2012-02-22  2017-02-21 Root or intermediate
APSP3623302e-7cbe-4df8-aa%h :\ 22 days left 2015-09-30 2016-09-29 APNs
1-5

3. BEHESN, EERERSAWIEE,
4. BEREUTIRE:
o SN EIRD, BEERAE, SAKEER B LU IRE] B RYE R EED,
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Import
You can import certificates or keystores used by PKI components. You can import several
certificates, but you can only have one certificate active at a time.

Import Keystore i
Keystore type PKCS#12 ¥
Use as Server -

Keystore file®

Password ™

Description

Cancel

o WIAERA: 7EYIRP, BE PKCS #12,
o BfF: EVRG, BHEEHIERIELNAN. JRAERMNT:

BR5533. BRSS3IEFHZE XenMobile Server IDEEMEFERAYIES, XLEEH EEFI XenMobile Web
EHEH, XEIEREIE CAIER. RAJEBURAFEEMESNEMA AT P i S 49 18I,
Lteoh, EE A ARSI B REFEEEBEILENIER, WAARERTESELEIERE
FrfEmE CA.

SAML, R£EMAIREIES (SAML) INEAYFERMEITARS 2. Web bRz AEFEH SSO 7
R

APNs, 7/ Apple 12189 APNs JEBal@iE Apple #IXREHITHE GRS,

SSL g8, R2EEFE (SSL) fnrasr XenMobile 3@ SSL mnzZ5&Ezh.

o BHREXMH: NRERESANNXHEER.p12 (EEF Windows BitE#H ER.pfx) BZEHE,
o THD: BADELIEBHIERNE.
o WA (FANf) MANTAERNA, UBMERESEMERAEX D,

5 BESN

SNIEH

BHAERAMEBEB RS,
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MXHHZBESRBSNIERE, XenMobile #EHEFRANABHWRIEBE. XenMobile SN ZEFHFIBIES
RASMEBLIZ— MRS B[BIEBRE. XYXFHBAEFRBPOIEBRMHERN, A ARITIRME. flim, WREH
BMESIEBRA—MEBHMLE,

ERILAASNBIER AN AT LR R, iR BRI M INZIE RIS —MEB L. AIELUEERER R,

1.

2.

7£ XenMobile 1zH&9, BHIEFISE LANERER, ARRHER.

FIERREL, BESN. EIEETRSANIEE,

AESNHEENSNF, MREREE, FEHIES.

SANEFERESUAR R BIERED, EREP, EFEHIIERRAENSN. AIAEHOT:

o RSE3. RSBEJEBEZ XenMobile Server HEEMEMFERMIES, XLEH EFHZI XenMobile Web #54)
B, XEFREE CAES. RAIEBURATEEMEMEMAGNE P IHESHIIEAIESR, Lo, &
FaUERARS IR RFEEERBINGEIED, HERFRER FE&E LEIEEMERSN CA

+ SAML., Z£EAREIES (SAML) INEAFEREITARS 28, Web i f AIEFHNESER (SSO)
IR AR,

+ SSL 138, RLEEFE (SSL) Mir2erm XenMobile i&%1 SSL IN&;E5M.

NEERESANXHLER.p12 EETF Windows BIitEN _E7.pfx) HZEHE,

HEUBHIE BRI AEFASAN . AR TFSIEP—EER UEHITINENRE,

. BNIEBRSEA (FiE), UHEBERESHEMIEBXS .
. BEHESN IEBRARMEBERRF.

£/ REST AP iSIEB#H 2 5T i0S i8&

INR—REH—MEBHARIME, WETLER REST AP RIEBH#tE FHEF) i0S &%, h757E%H.pl2 BRMIES.
BX REST API B9i¥4R{ 2, 15 REST APl

1.

3.

Bldevice_identity_value.pl2 XERZEMEREXH. device_identity_value AILUESE
ME&EW IMEL. F5I1S3 MEID,

BN, EERERFIISEANTRGE —AREABFTIS A12BC3D4EFGH, EBEREERRELS
ERIER e E A A12BC3D4EFGH. p12,

o BIB—AXA M LAEFE. P12 IEBHEE, EiEXAS, ERTPRASMIRENRERRATNEL, £AKN

device_identity_value=password, BHESFAUTAE:

A12BC3D4EFGH.pl2=passwordl!
A12BC3D4EFIJ.pl2=password2(@
A12BC3D4EFKL.pl2=password3#
<!--NeedCopy-->

BB IEBREI BRI A 4T E.zip XHH.
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4. f57) REST APl ZP i, 25 XenMobile, SRR HIIESHL,
5. SAEHIES, BREBUTRERNESEXH:

{

"alias": "",

"useAs": "device",

"uploadType": '"keystore",

"keystoreType": "PKCS12",

"identityType":"SERIAL_NUMBER",
"SERIAL_NUMBER","IMEI","MEID"

"credentialFileName":"credential.txt"
name 1in .zip

<!--NeedCopy-->

# identity type can be

# The credential file

POST v htpsdf frenmobilefapifvlfcertificates/importkeystorefdevice
Params Authaorization Headers {11) Body ® Pre-request Script Tests Sertings
none ® form-data s-wrnny-form-urlencoded rawr binary GraphQL
KEY VALUE
uploadFile cer_plzep X
certimportData k
“alias" "",

"useAs" "device",

"uploadType™ "keystore”,

"keystoreType"t "PRCS12",
“identityType""SERIAL_NUMBER",
“credentialFileMame":"credential.tt”

}

Body Cookies Headers (4]  TestResults

Pretty Rawy Previewr Yisualize JSON  w 5

1

2 "status": @,

3 "message": "Success",
4 "successCount": 3,

5 "FailedCount": @,

[ "skipCount": @

7k

DESCRIFTION

@ stotus: 200 0K Time: 366 ms

6. EAEIELE Always on IKEv2 (382 /=M IKEV2) Mig&SHRIEAFETIREMIRMNIZEIEBEIZE VPN
g, EREMEBXARPEANKERREE, BESH VPN g&E 5,

7. EMI0S & EHEFFIE VPN KB, BEREIGE K MDM BRERMIMERREE, E0]UE XenMobile 12

H AP EIREFAES.
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12:08
¢ profile MDM Configuration

MOBILE DEVICE MANAGEMENT

DEVICE IDENTITY CERTIFICATE

XenMobile MDM

@

CERTIFICATES (4)

cem user02

® 66 ®

SIGNING CERTIFICATE

Root Certificate Authority
DigiCert SHA2 Secure Server CA

DigiCert Global Root CA

wl =

Devices Users

Device details

N

Properties

w

User Properties

IS

Assigned Policies
5 Apps

6 Media

~

Actions

=-]

Delivery Groups

\-)

i0S Profiles

Enroliment Invitations
administrator | iPhone
i0S Profiles
Last iOS profile inventory: 4/19/20 4:01:07 am
Name Type

+ MDM Configuration (XenMobile,

Organization

Description

RELLEE R — M E SRS NEMEERTIHA device_identity_value XA GRS EMIFER. %=
REST APl &1, AR APl HERALUTIER, ¥ device_identity_value Bt RiELMIRIEAT:

"identityType'"="device_identity_value"

<!--NeedCopy-->

ENIEN
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POST v https:// 'xenmobile/apifv1/certificates/remove/keystore/device
Par Authorizatio Headers Body @ Pre-reque p Te etti
none ® form-data x-www-form-urlencoded raw binary GraphQL
uploadFile DEL X
certRemoveD
Bady H T s -
50oaYy €5 eaager 4 e e S ] P yr.
Pretty Raw Preview ualize ¥ =P
.
- L
3 »
4 "successCount": 2,
5 "failedCount": @,
b “skipCount”: @
-+ B
! 4

EHIEH

XenMobile RAFRFHRENNPF—REE—MER. MREZRAESNEBHNE—ZHNSNIESR: B LUEHR
MEFZBEFEMR.

ESBHRMERERIES, BT XenMobile 1£41& EHATUTIRIE, BEiTHAA LANERERUITHFISERR,
ARBREHIER. ESAWNIEER, SAFIEH,

YEMRS|[/IEBHN, EALMIEBNARBoIRIERINER. R, NMRELTIRE LEERSF[IES, IEH
BET—REREN BahEH.

SR

XenMobile Server EREIS U FIEBMENBETF PKI: & CA. &% CA. RS2 CA, Xt CA HEA—NBIEA
FHEH—NMARM, TEHH XenMobile Server L, aEmMX =4 CA HAHIRHARZTR “default”,

EATLUER XenMobile Server x5 A REST APl A3%3#%# i0S. macOS #1 Android i&&4:17 CA, WF3E
9 Windows i&%&, B ARAEHEMEIRE T sEIZWRERIIEE CA,

UF API "1 F1E XenMobile Server TSR EMEMAES PKI CA, LIKREITRLEIEBMENMME HILEIED,
o BURBLEBMENAG (CA)o
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o BUEH CA FIBUEAIEIR CA.

o T—ARENIRE ESITIREIER. EXMNKERFTTMAIE, REENMERIIRSFIIMAIREIER.
« REINERIR CA BIg&ETIR,

- FREIREEAEH CA ERIERIA CA,

BXER, &2 Public API for REST Services GERTF REST #92t API iRs3) PDF:

o % 3.16.58 T “Renew Device Certificate” (4iTi&&IEP)
o 553.23 75, NI PKICAH

ERgEEH G 8ERTHRITRE LAEMEPN R 2RFEREIT.

HEEH
o BAERT, WEBRIFhEESTFEBRE. EXEIBRIFINE, BIERSREM refresh.internal.ca 1y
EIZEHN True,
BE.

R Citrix ADCIZE T SSL #1&;, MEERFILRES, BHEERIA cacert.perm KEFH &M A EH T
28, B Citrix Gateway RBErFHE S, 55H% Citrix ADC VIP £/ SSL E1&E#E=,

ATFABETNREERSEE CAIERZERER CLIESR

F£— XenMobile Server 5 4IRS 28 CA IEB/E, FIfEA XenMobile CLI FEE B ET = LEEIEHE,
72 CLI 328 h, BERS > B&ILE > EE CAIERERE, NMRETEEEEMH CAIERNEER, XenMobile
FREEED.
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XenMobile Server H#iixras

Aduanced Settings

[0]1 Back to Suystem Menu

[1] Toggle FIPS mode

[Z2] Custom Ciphers

[3] SSL protocols

[4] Reset CA Certs Password
[5] Reset SSL Certificate
[6] Reset pki.xml

[7]1 Server Tuning

[8] Switch JDBC driver

9] Cloud Migration Credential Check
[10] Refresh encryption keys

hoice: [0 - 10]

XenMobile irH&E

BB WESIHEERN XenMobile BBEHFERIIES, LHRIEBHNITHBAMNXBENERL, AT SEEHEERN
#7£ XenMobile F#{TIEBEE,

EHIMER A RS LU TR D SRR IET:

« XenMobile Server

FF MDM FQDN 19 SSL 3+

SAML IE# GZRATF Citrix Files)

BT UEERFEREMRZZER (StoreFront/RIEE) MIRIERFPE CAEPH
BT i0S &&= APN IEH

T XenMobile Server Secure Hub @188 APNS iE$

BFiEZE PKI Y PKI BFIE$

« MDX Toolkit

- Apple FEA RIS
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Apple FECECE X (RRAIER)

Apple APNs iE$5 (BT Citrix Secure Mail)
Android ZHEX %

Windows Phone - DigiCert JE$

MAM SDK AN AER, EIEAFEIEFR.
« Citrix ADC

FF MDM FQDN &9 SSL 3+

FAFRMx FQDN #y SSL 3+

FTF ShareFile SZC FQDN #y SSL i+

FTF Exchange fi#i T (E1HEE) B9 SSLIEH
FATF StoreFront ta & F##9 SSL IEH

BF EREBRRIERMAE CAEH

XenMobile iF4:;3 EAZEE
WRAVFERIH, IFBNSTN, EREBEENIFETETLLES, WAL XenMobile &,
FE

IERMAEN (CA) TR HA R A2 AR R IEEIT SSLER,

EF Citrix Secure Mail #9 APNs if$

Apple #XEHIARSS (APNS) IEBSEHITH, E5HIE APNS SSLIEH: IR Z mieIEIZIES, H1E Citrix TP+
HITEH. MRIEFIH, AFRSMEIR Secure Mail HZXBHMA—BHIER. o, BREBAENRARER KEHIE
plipaI

T i0S & &EEH APNs iEH

E7£ XenMobile #iFMAMERE i0S i&&, MiIgEMOIE Apple 1REM APNs IEH, MNRIEHTH, AP ETEEE
XenMobile #iEff, MEREEEER i0S &&. BXFMAEE, ESH APNs IE+H,
AT LLEId &R Apple Push Certificates Portal 3k&%& APNs iEBREFMTHIR . ESHLURIBIERHNE—BFR S
HER.
RSB Az 1 30 XA 10 X, EF=ULEl Apple R X EBEFHHEM, BHNEEUTER:
The following Apple Push Notification Service certificate, created for
Apple ID CustomerID will expire on Date. Revoking or allowing this

certificate to expire will require existing devices to be re-
enrolled with a new push certificate.
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Please contact your vendor to generate a new request (a signed CSR),
then visit https://identity.apple.com/pushcert to renew your Apple
Push Notification Service certificate.

Thank You,

Apple Push Notification Service
<!--NeedCopy-->

MDX Toolkit (i0S £ &IE+H)

=918 i0S B & LiEfTN ABIERF (Apple App Store RN IEFMRIN BEEUTERENRK:
- ERAMEREXHANAREFER,
s ERABENNSRIERANBREFES,
BIIEER I0S DRIEBEZTEN, BRITUTERE:
1. M Apple Ik FEZARIIFF, AEHRA MDX Toolkit ITEME I MNAREFUIE—EXNAES ID. A
ESMN AR ID =fl: com.CompanyName.ProductName.
2. M Apple lFE ARITTF, %3 Provisioning Profiles (FifcEc&><¥) > Distribution (9%), #

BIE— I AEFEREX . WEL—FHEENETLARERF ID EERPE,
3. THFIEWEREX Y. BXFMER, BHSHEE 0S BaAREF.

EMIAFFE XenMobile Server iEBE2EEN, BHITUTIRE:

1. £ XenMobile 5§48, BHIGE > iEH,
2. WA EHE APNs. SSL filfes. RAMFEIEBERNFIEIIBEEE R,

Android %A

ZPERIELERT ALY Android EARFESIEPHINMGE, YENEAEREINGE, BRTEBTEMFAR
B A2 R RYRTAR 2o

DigiCert 121198 F Windows Phone #1213+

DigiCert FF Microsoft ZARFFORSHABEZIEBHBRRIZEE, FREMRELTEMALBEFH
03453 % Windows Phone #1 Xbox 360 2R, LUEi@d Windows Marketplace T#, BX¥4ER, &S
i DigiCert 2t #y DigiCert Code Signing Certificates for Windows Phone (GZRBF Windows Phone §J
DigiCert ABBEZIEH) .

INRIEHLH, Windows Phone BFEE#EM. AP EEAREADLENEZHWLARERF, BREBMFNLR
EHNRBINARERF.
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Citrix ADC

B Citrix ADC MIERSHARFEMEE, 152 Citrix ZRAIRFOHH How to handle certificate
expiry on NetScaler (fnfa4ti NetScaler HEBEH) .

90 Citrix ADCIEHEHA, AP REEIMAMIARLABE, SHEBESBEIEAFEA Secure Mail B E# 5
Exchange Server, Itt4h, AP REEMZFIFTH HDX AR (RABUATH-MERTH).

Expiry Monitor #1 Command Center & A#FEBNEERER Citrix ADC IEH, Center SEIEFHidHARNEANE, XET
B BT Citrix ADC JEH:

« AF MDM FQDN £y SSL iE$

o FAFMx FQDN 89 SSLiEH

« FATF ShareFile SZC FQDN #y SSL i+

« AT Exchange taZi ¥ (EEHEE) #9 SSLIEH
« BT StoreFront fa & F##y SSLIE+H

o AT ERIEBARMIE CA IS

Citrix Gateway 71 XenMobile

January 5, 2022

&3 XenMobile E2& Citrix Gateway BY, AITIZI&EIFIRIAIBMLEEL S HIENS. FIALIHEE, Bhig& Er
AR USRI T Intranet LR IFARE 38, XenMobile #i&& LM AEFS Citrix Gateway zaltlg—1
Micro VPN,

Zi@g M Citrix Gateway Liz1789 XenMobile R H—Mil4s, # Citrix Gateway E2E R 5 XenMobile &5& 14
o

5/ Citrix Gateway Bt BRI N E M
Citrix ADC &3k

+ Citrix ADC (RffhRk7s 11.0, AEARAS 70.12),

« Citrix ADC IP st BB EH B %S LDAP fRZ38 (&7 LDAP B9t EAIERIN o

« Citrix ADC F® (SNIP) IP #uit BERRE, EHFIMNFHNEIHRSEE, HEEBBITRKO 8443/TCP iAial2AH
%,

+ DNS mILU# A,

« Citrix ADC Bi@2 F&/{BRAFAIER A AMIFAIERB T, BXER, B2 https://support.citrix.
com/article/CTX126049,

« Citrix Gateway SSLIEHE E#H =% Citrix ADC £, BXE8, E8H https://support.citrix.com/
article/CTX136023,
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XenMobile WEK:

« XenMobile Server (8{fixas 10.6),
o LDAP fR283E 8 &,

LB S IIE U EIRIZ IR & RETS 15 N ERRILE
1. 7 XenMobile izHlaH, BHITH AR LANERER, KGR RIZERE,

2. ERSEVTAH, BF Citrix Gateway, ILEHEETR Citrix Gateway TiE, U TRAIF, EE—1 Citrix
Gateway 326,

Citrix Gateway

(hen you configure Citrix Gateway, you configure the authentication mechanism for remote device access to the internal network. If you use Citrix Gateway with StoreFront as the
authentication server, you need to enable StoreFront as well.
Authentication
Deliver user certificate for authentication @
Credential provider e o
Select an option -
Name Default External URL Logon Type # of Callback URLs W

testGateway https://testGateway.domain.com Domain

3. BREMUTIRE:

o ML EERTBARMEIL. RIMERF.

s BAFRERTEMRIENIEE: HEEFHE XenMobile 5 Secure Hub £Z S HIIEEH, MUE
Citrix Gateway BERBMER FIREB S M I, BIMEAX,

- SREMHER: F5RP, REEFEANIRREHER. SXEHER, BEREEEHRER,

4. BHFRE

70 Citrix Gateway 52/

RESMBRILZER, &® XenMobile srifii— Citrix Gateway 2,
1. 7£ XenMobile ZFHIaH, BHEFIAE LANERER. WIBITHIRERHE,
2. ERSEET A, @ Citrix Gateway, AT E TR Citrix Gateway FiE,

3. BEFRM. WHERRAMIE Citrix Gateway 5,
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Add New Citrix Gateway

Name
Alias
External URL
Logon Type Domain only h
arr

Password Required

Set as Default

Callback URL Virtual IP

4. BBEUTIRE:

o ZFR: g Citrix Gateway SLfIHIEFFo

o 3% (Fli%k) @#E Citrix Gateway 1953,

« M8 URL: A Citrix Gateway eI AF AR URL, g0, https://receiver.coms

o BREH ERERER, XBOENRE. XRZLTHE. SN2, B, IEBMEURIEBHE
2Sh, FEBBFENRIMGEIRBFMAEBRELLETNK, RINERESE.

MBEESMY, BERIEBME,. HXHk XenMobile # Citrix Gateway BB Z1H SR IIEFMER, &
BRAANE N ERE Z DRI,
MRFERIEPNRE SR, NEEAE Citrix Gateway EI8E—LEHMARE 8 #F Secure Hub, BXEE,
ESHA XenMobile BB PR LSS DRI,
BXFAER, BEANEFMRPNSHEIL
 RERNE. EREETERERATESMRIE. RNERSRBEMESFRLUNLET K,
o RABINME: HEEEEEI Citrix Gateway AEIRRIAE. BIAMENX,
o SHERBHA: BEitRATSHE EHE Citrix Gateway LUEid XenMobile & B33 H#1TER B MER
B, AXER, BRRAXLESEEEMN “BEAH Citrix Gateway U5 XenMobile Server E2&
B’
o B URL FIEH IP: BERMXLEFEZAIRELZNILE, §XEL, BSREAXFHRMNERE URL
#0 Citrix Gateway VPN g4 IP,
5. BH R

ItEBs Citrix Gateway ERINH 2TREREF. BREBIMIRES, FRETIRPHET,

E2E Citrix Gateway 115 XenMobile Server Gt &£/

EEEAM Citrix Gateway U5 XenMobile £&EA, BRTANXFIFANBHUTENSE:
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[y

4,

5.

. M XenMobile Server FH—MHIALUKABRIIN M, ESEEAHHE BIRX YT BRMHIIEMALA,

. WIAERIMER SRR O EF M.

B AE RS A ERYIF R,
7£ Citrix ADC LinfThias,

MiEeE,

ZRZAFE XenMobile Fr&mILL T Citrix Gateway &5 :

MDM #1 MAM ZZ Citrix Gateway EiMARS 23
Citrix Gateway EIMBR S 2HIRIEHRAE
XenMobile Server #4582

Citrix Gateway E#AIRSS 231 5 13 10 I SRBEFIIRAFo
ZMZA#5R T LDAP BREIRE,

RIBRRS BRBVMEBIRIEFI

B iR RE X 4

Citrix ADC LryB#ZSci DNS 128

HithdEe: ARSSEHREE. CAIES

ZHIAETRIB A TEE

—Fﬁ\

1. WREFHM Citrix Gateway, E2EARMF Citrix Gateway ITE LS HE B4,

Exchange 18 F 1
Citrix Files fa & F 1
ICA REEACE

SSL &

BIREITHIZA

Add New Citrix Gateway

Name
Alias
External URL
Logon Type Domain only
arr

Password Required

Set as Default

Callback URL Virtual IP
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HE, MREESEHMAZaHMT —1 Citrix Gateway LI+ B &Rz, 1EiREI&E > Citrix Gateway,
4% “Citrix ADC”, REHESHEEMA, ARRETH.

Citrix Gateway
Nhen you configure Citrix Gatewa

Authentication
Deliver user certificate for authentication

Credential provider - . -
Select an option -

Name Default External URL Logen Type # of Callback URLs W

PHESHEBEMARE, XenMobile #eliZ—1 tar.gz Miat, MAGHhaiE:

o GEFMIEIAN readme X1
« B&MAF%E Citrix ADC REREFFEAHH Citrix ADC CLI s S HIpIZ
« XenMobile Server B9 AR CAEREFHE] CAIER (XEFFHHTF SSL HE, F2YaTRASHERINE
)
« Q& ATMBR Citrix ADC E2&# Citrix ADC CLI si S HIf 4
2. 4miEMI4< (NSGConfigBundle_CREATESCRIPT.txt) LUGFRE G AT A SRR RAEAE B

it <LDAP_SECURE_PORT> —— LDAP Server Secure Port.

it {NSG_ROOT_CA_CERT_TAG> —— MNetScaler ROOT CA Tag.

i <RADIUS_KEY>» —— Radius Key.

it <¥XMS_CERT_TAG> —— RenMobile Certificate Tag.
irtual IP Address to be assigned for MAM Load-Balancer and this IP must follow the RFC 1918 standard o

1 IP Address to be assigned for MDM Load-Balancer and this IP must follow the RFC 1918 standard o

ius Server IP Address.
Ht <LDAP_PASSWORD> — LDAFP Service Account Password.
it <NS_SERUER_CERT_TAG> —— HetScaler Server Certificate Tag.
i {HSG_UIP> — Uirtual IP Address to he assigned to the HNetScaler Gateway virtual server. This IP address must be reachal

hle from your devices either directly or via a HAT.

3. BEEMAEHHEREREFHR, 7 Citrix ADC bash shell fiz{T4RIERMMIZ, Fla0:

/netscaler/nscli -U :<NetScaler Management Username>:<NetScaler Management

Password> batch -f "/var/NSGConfigBundle_CREATESCRIPT.txt"
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login as: ns t

FEREEEEEEFEEF R R FF F R F R F R F R F HE P HE F E F E HE AP S H R A AR AR HH R EH E 84
$ 3

config

MiRECE

1. 383 Citrix Gateway MRS 88 2 MRS R ENIET.

X C 2 NetScaler Gateway Virtual Servers
System NetScaler Gateway Virtual Servers
AppExpert
Add Statistics Action - Search
Traffic Management
Optimization Name State IP Address Port Protocol Maximum Users Current User:

Security

NetScaler Gateway

Global Settings
Virtual Servers
Portal Themes

User Administration
KCD Accounts
Policies

Resources

2. PIEREAHTEEMRSSEETHRSEENIET.
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x Traffic Management Load Balancing / Virtual Servers
System Virtual Servers

AppExpert

Add Statistics Action v Search «
Traffic Management

Load Balancing Name State Effective State IP Address Port Protocol Mett
Virtual Servers upP up 8443 55

Services

Service Groups

Monitors

Metric Tables

erver

3. ¥T7F Web 5588, %33 Citrix Gateway URL, HEX#TEHIIE. MNREMIIERY, BETUTHE:
HTTP K7 404 - K% E|

4. EMMgE, HWEREIREXMDM # MAM JE#t.

0@ URL #0 Citrix Gateway VPN &) IP

70 Citrix Gateway =6l/g, sIRURII—NEVE URL #4587 Citrix Gateway E#} IP #isit, XEIGERALEGE,
BRAILUHTRE LSRR 2%, LHEY XenMobile Server £ DMZ i,

1. 7£i&E > Citrix Gateway T, i%3% Citrix Gateway, A% EHHRE.
2. EREH, BEHEHFM.
3. 3 F[EE URL, BATLREMNEEZ (FQDN), @38 URL WMiEEREE KA Citrix Gateway.

AR EA URL ##47 79T M XenMobile Server iAial#y IP ik, [E138 URL a7 IA=5MB Citrix Gateway URL
FELHAM URL,

4. A Citrix Gateway E#4 IP #hiit, REEHRT.

NEMHEE S HRIE

MREE % XenMobile Server £l (N, AFMR. FERME=IKE) , WHBRFhHEMIFRERE Citrix
Gateway, (REEBEfT—XIEATF XenMobile 89 Citrix ADC ®S.)

Citrix Gateway it &

ZHhEFHIFERRE Citrix Gateway SHWRIERIBMIERE, FMITUTIRIE:
1. 7£ Citrix Gateway LB HIEFHPNEE LT £ L, B Citrix Gateway > 588 > SH10iE,
2. ESMEES, 2E LDAP,

3. BEFENARE LDAP EBEX . HIRESBERBMBEMUERN userPrincipalName G B ERTHITE
RIREMBEM, B TEIEENREY, LUEE XenMobile =448+ EE LDAP RERN AR ZE L,
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Other Settings

Server Logon Mame Attribute

stMAccountMame ¥

Search Filter

Group Attribute
memberof ¥
Sub Attribute Name

cn ¥

4. #4881 LDAP REEEE U PR, S MIBIFE—1 23289 LDAP 58K,

5. E#EE Citrix Gateway EMRSBHNSIERRT, SMAFESIFLEXH > BEAFHNNARER. BEHERSR
REFRENZ,

XenMobile Server &2 &
EH %I XenMobile IFEEE LDAP, iBHITIUTIRME:

1. 7£ XenMobile £#I&aH, ¥EIRE > LDAP HAMIHE—ERo

LDAP

Directory Type Domain Name Serverport

2. REEXER.

o EERRF, EEERATRITARSHRIENS M. BESORXEE, HAERZEFRERTE. §

Wl: domainl.com,domain2.com,domain3.com

o ERFRAPIERKIBTERSE Citrix Gateway LDAP SHRERPIEERARS 2R E RB MBI RIF—B
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Directory type*

Primary server*

Secondary server

Port™

Domain name*

User base DN*

Group base DN*

User ID*

Password*

Domain alias*

XenMobile Lockout Limit

XenMobile Lockout Time

Global Catalog TCP Port

Global Catalog Root Context

User search by

Use secure connection

Microsoft Active Directory

10}

Araujo.local

dc=Araujo.de=loca

dc=Araujo,dc=loca

Administrator@Araujo.loca

Araujo.local. Araujo.com,Araujo.net

0

3268

userPrincipalName

MIBRXT45E URL BINUEIEREEK

INRERIFEFE Citrix Gateway B/ SSLEHEER, EAIEFERMXMERFE URL BINIGEZER,

IRETERFEIINIZ 2, 1B7E Citrix Gateway FEREM MDM i TR EMARS R (—MATFIHO 443, —

THRTIRA 8443), ERUTERERIEERNIRERNRR.

BE.

WMTEHRGEA TR SSL A ER Citrix Gateways

1. BIER&H XMS_DropURLs MIERE,

add policy patset XMS_DropURLs

<!--NeedCopy-->

2. BLF URL ARmEIFRERE. RIBEEAENILTIR,

bind policy patset XMS_DropURLs /zdm/shp/console -index 6
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bind policy patset XMS_DropURLs /zdm/login_xdm_uc.jsp -index 5
bind policy patset XMS_DropURLs /zdm/helper.jsp —-index 4

bind policy patset XMS_DropURLs /zdm/log.jsp -index 3

bind policy patset XMS_DropURLs /zdm/login.jsp —index 2

bind policy patset XMS_DropURLs /zdm/console -index 1
<!--NeedCopy-->

3. FRABEEERKBEENFN, SUIFEIE— P RIEUBREREIXLE URL BIFFERE.

add responder policy XMS_DROP_pol “CLIENT.IP.SRC.IN_SUBNET
(192.168.0.0/24) .NOT &&

HTTP.REQ.URL.CONTAINS_ANY(” XMS_DropURLs” )” DROP -comment "Allow
only subnet 192.168.0.0/24 to access these URLs. All other
connections are DROPed"

<!--NeedCopy-->

4. RKIRBEBEZM N MDM A FHiSREIMARSS 28 (IR0 443 1 8443),

bind 1lb vserver _XM_LB_MDM_XenMobileMDM_443 -policyName
XMS_DROP_pol -priority 100 -gotoPriorityExpression END -type
REQUEST

bind 1lb vserver _XM_LB_MDM_XenMobileMDM_8443 -policyName
XMS_DROP_pol -priority 100 -gotoPriorityExpression END -type
REQUEST

<!--NeedCopy-->

BN % 2 < S HIIE

March 2, 2021

XenMobile Z#IFxt—1HZ P (5REBRF AN (LDAP) #FH) BRRTETENSHRIE. &8 UE
XenMobile HEEES— 1M HZ N ERERE, AGHEA LDAP EESANA. AFKFFIEXES.

LDAP B— M TN AN RN ARFNY, BATF&EE Internet thil (IP) MM HHE R E RiEERS.
BREBRSATHZEINETHIAR. &% WK RSONNBAEFES.

LDAP WENALRAAFRMEBESFER (SS0), MEMNHEFESTRS ZEARZE—IED, BEESER, BRESR
—RAT Web ths1, AISHATE Intranet #7452 S B 1IEIA.
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EFimi@diEEE LDAP RS 3 (MABRRANERER (Directory System Agent, DSA)) Bzh LDAP &%, A,
ERIRAARSB|AIXIZIFIAER, RSBEIHENN S HIIEHATTIR,

BE.

FIF7E XenMobile #iE Mg &S, XenMobile Rz #HE S MR MIF S I B A E M S A I,

£ XenMobile +i711 LDAP &%

1. 7£ XenMobile ##lad, gHEHlaa LANERER. K ERREERHE,

2. ERSBETAH, B LDAP, IHEHEE LDAP TiHE, RILURIN. 4RiIEEMIER LDAP BB R, MAXHFR,

LDAP

Provides connection to one or more LDAP-compliant directories, such as Active Directory, to import groups, user accounts, and related properties.

Support nested groups

Directory Type Domain Name Server:Port User Base DN Group Base DN Default v
Microsoft Active Directory agsag.com 10.199.225.101:389 dc=agsag.dc=com dc=agsag.dc=com v
1-1

70 LDAP BB R

1. ZLDAP IE L, BFHHFM. SR LDAP T1H,
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Add LDAP

Provides connection to one or more LDAP-compliant directories, such as Active Directory, to import groups, user accounts, and related properties.

Directory type™

Primary server”

Secondary server

Port™

Domain name™

User base DN™

Group base DN™

User ID™

Password™

Domain alias™

XenMobile Lockout Limit

XenMobile Lockout Time

Global Catalog TCP Port

Global Catalog Root Context

User search by

Use secure connection

389

3268

Microsoft Active Directory -

userPrincipalName ~

Cancel

. BEUTIRE:

o BRAE: FHIRP, BHANNEREE, RIMERN Microsoft Active Directory.

o ARS8 BAABT LDAP EMRS2E; LA IP it 2RENHE (FQDN),

o WBIARSSEE: (FIi%k) SNRECE T HBIARSSEE, EMNFHBNARSS 289 IP Htutitsk FQDN, LLARSS 38 R MIPEH
RS2, ELAARERSBEER,

« 50 BN LDAP lRSBEAMIKOS. BIAERT, XTFARLLM LDAP &, wASI8E RN 389, 3t
22 LDAP EZERIROS 636, 33 Microsoft &4 LDAP &R 3268, &S Microsoft &

% LDAP E#(ER 3269,
o HE BAER,

o AP EFR DN: @it E—4RRFF1E Active Directory REBNBFHME, BERAIEIE: ou=users,

dc=example 5 dc=com,

« {AEA DN: £ Active Directory FNAMMIE, $I80 cn=users, dc=domain, dc=net, H
R cn=users RRANBEEIR, dc &R Active Directory ByiZLRH,
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« AP ID: $A5 Active Directory kP XBXHIEF 1D,

o B3 MASHP XEIER,

o HEIE: BAEEZNGIE. IREIMEESCHRNRIGE, AP BAENEM.

+ XenMobile SiEREI: A 0 F 999 ZEHNHF, REKMEREIARH. EH 0 KT XenMobile
MARIRBRM BRI RBBMERF .

+ XenMobile $i5EETE: A 0 F 99999 2 AWM T, R BT HMEREXAEFHIHER. &
73 0 RRAsaHI AR EMEEER.

« 2BERTCP %O BALBEERRSHMN TCP wOS, RIAMERT, TCP%OSIEEN 3268; 3T
SSL %, FERKAS 3269,

« £RERBLETX: (A®) BABTE Active Directory hEBE2BEREZN2BR LT E, ItHiE
REMITE LDAP R 2NN 75%, AIEEFIEHER, BRIEEXMIEE.

o APERKIE: EIbYIRD, % userPrincipalName = sAMAccountName. ZRiA{&EJ) user-
PrincipalName., MREIMEETIEEBRAFIER, AP BREF M,

o ERARLEE. IREEFERATLEE. RIMENS.

3. BERE

‘w45 LDAP =B R
1. 7 LDAP &, ERERENER.

ERENBRFUNERER, ETRSERKERE LDAP FIR EG, BHFIRFHEMESMUE, EIREFE
TEFIREM,

2. BEYwiE, AR ERYRE LDAP TIE,
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XenMoabile Lockout Limit

XenMobile Lockout Time

Global Catalog Root Context

Directory type* Microsoft Active Directory -

Primary server”® 10.61,

Secondary server

Port™ 389
Domain name* net
User base DN* dc= dc=net
Group base DN* dec= dc=net
User ID* administrator@ Tmnet
Password*
Domain alias® net

Global Catalog TCP Port 3268

User search by userPrincipalName h

Use secure connection

3. BYERUATES:

BREE: 7FHRP, PEENNEREE,

FAREES: BABT LDAP MEARSSES; ATLUAAN IP it REREE (FQDN),

IHBHARSS 2R (AIik) BAMBIARSS SR IP #hhtsy FQDN (MISRFERE TiHBHARSS 28,

HmO: #A LDAP RRE2[FEAMIKOS. BIAERT, WFAR%L2H LDAP ##%, mOS8EH 389, Xt
22 LDAP E#ZERIOS 636, 31 Microsoft &4 LDAP iE##ER 3268, & Microsoft &
% LDAP E#%EH 3269,

58 BEERUFE.

FBFEH DN: @idm—iRiRRF7E Active Directory FENBFHAIE, BATHIEIE: ou=users.
dc=example 3 dc=com,

AER DN: EAAERM DN HEZH, L cn=groupname WX IEE. B8, cn=users, dc
=servername, dc=net, HH cn=users AHEZ M. DN f servername RFIE{T Active
Directory HIBRZS 33892 R,

AR ID: $##A5 Active Directory kP xBX89EF 1D,

TS BAS P XEKBER.

RS BAEBRRE, NREIMEEHANRIEE, AP GAEREM,

XenMobile S{ERE: A 05 999 ZENEKTF, RRKMERZIHRE. EHR 0FRT XenMobile
MARRIBEYE R =R BERF

XenMobile $iEETiE: EA 0 % 99999 2 ENHTF, KA EIHERISEUAFEFNI S, &
N0 RETEHEAFEMEESEF.
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« 2BERTCP %O BALBEERRSHEMN TCP KOS, RIAMERT, TCPHOSILEN 3268; T
SSL &, FAmAS 3269,

« ®FERBLETX: (%) BANATE Active Directory vPER£RBEREENERER LETXE, ItHig
RektnfE LDAP RN E, AIEEMEPER, THRIEELMIESR.

o FAPEHREKIE: TR, #E userPrincipalName 5 sAMAccountName, NREEMEED
REERAFER, ARPUAEREM.

. FAREER: ERETFERTSEE.

4. BHREUREFEMEEN, NREIERERERZ.

flikx LDAP BB R
1. 7 LDAP %7, EERERFHNE R,
ALESEP ST BUSUNERE, EESIERFNENL.

2. BEMER. MBS EREIAXEE, BRBEMER.

NEMHEESHIIE

¥ XenMobile Server B2E A 1E LDAP BEEFRFERZMAEER, #5217 Citrix Endpoint Management stk %
MIAEE S IIEPRTE, XESBIEARHARZAE XenMobile Server #1 Endpoint Management =hrA##8[E.

FEENZ 2L ESHIIE
BJ LU XenMobile B2 & R ERFAF i@ RADIUS hilE A E LDAP FHIU KR —REED#HTHHIIE,

EXMRETAMY, ATUSLEES Citrix PIN 0 Active Directory ZBEFHSE—RE. RAZEEN, AFAARE
BREEWAH LDAP R &%, APEEM. BRI BENmNR P SN,

ftE LDAP & &

£ LDAP #17 S5 IIEEREFE XenMobile L REIEBIMAHAGIMA R SSLIEH. BXRER, iHSHE XenMobile
hEHIER.
1. EigEH, $E LDAP,

2. % Microsoft Active Directory, A5 & &4REE,
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LDAP
Provides connection to one or more LDAP-compliant directories, such as Active Directory, to import groups, user accounts, and related properties.
Support nested groups
Directory Type Domain Name Server:Port Group Base DN Default v
Microsoft Active Directory xmlab.net 10.207.86.51:389 dc=xmlab,dc=net v

. WL “I0” 71 636 (AF%2 LDAP %) 1©2 3269

. BERAREERENNR.

(BF Microsoft 2% LDAP %),

Port®

Domain name

User base DN

Group base DN

User ID*

Password*

Domain alias™

XenMobile Lockout Limit

XenMobile Lockout Time

Global Catalog TCP Port

Global Catalog Root Context

User search by

Use secure connection

636
net

de: de=net

dc de=net

administrator@ et
et

0

3269

userPrincipalName

@

Cancel

it & Citrix Gateway & &

LT HBBEEE R XenMobile s 0 Citrix Gateway 52fl, E# 0 Citrix Gateway 526, ESR7M Citrix

Gateway sz,

1. #FigES, & Citrix Gateway.
2. % Citrix Gateway, AF#REHHELE,
3. ERRHEIA, EFENLL SR,
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Add New NetScaler Gateway

Name THAG
Alias
External URL
Logon Type Domain and security token =
Password Required ('_“

Set as Default

Callback URL* Virtual IP

Cancel

5/ Citrix PIN 1R EBEE

Z3/A Citrix PIN P ZBER, BRERE > FRHENE, ARSEPXLEERE: BA Citrix PIN S31IENRE
BRPEEET. BXEAER, BERE A HEL.

ECE Citrix Gateway LUHITEHMR &S HIT

75 XenMobile BB&FERMEMRS BEE Citrix Gateway FREXH MK, X8, ESA Citrix
Gateway 214,

& P UsIEBEOEFHINE S 9 31E

January 5, 2022

XenMobile WEUABRE R B BMER ST, EX XenMobile FEHAGEMMIBRBEMN—NLLE, BEE
FERETIIBNSHIIE. £ XenMobile g, HEBERATRURLMMNAFARNRELAS. EBMESHR
iE@d Citrix ADC #THINES B IIE iR &R E SSO EFENT L%,
ELMREATAY, ATLUSEBINEEHRIES Citrix PIN 1 Active Directory ZEFHLASE—E. Altk, APR
SESESWMANE LDAP AP EMER. AFEE. ZESERMik- e mARF 25,

5E:

FF7 XenMobile FiEi& &/, XenMobile RS HINIERI MRS HIIEE AT L E M S I0IEE
o
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WMRZAT LDAP HEAFEERAE R EREMAZE, BEEILPTRESEEFRRiAR XenMobile, AP HE/EEA
XenMobile £ HME— PIN #173EM, AAEEUSRMRIEG, XenMobile REfEEIEMLEF4ARE XenMobile
H BT B9 IIERYIER,

A Citrix ADC {E+ & 4 383 503E B N3 & 4 3835E Y, & LUE &R T XenMobile #9 Citrix ADC B &i& &
XenMobile FFEMEE. REEiziT—XEMT XenMobile 89 Citrix ADC 5%,

EEERENFES, FHASIIMMAEFTAIREMETRFER LDAP SEAHMANALEIRNEEREED. NTaER
2MIE, AJLUEREREFIFIPNESSHNNESPIIL, BXER, B8R AN XenMobile EEEIEHHNL LS
2 B3 3031
E P IRIFB S HIRIEERTF XenMobile MAM #=, (1x MAM) #1 ENT #=x (A EME MDM BY) , HAMAE
MEIER MAM ERE, P BIEESHWIERERTF XenMobile ENT #®, #FikXEE Microsoft iR 28,
XenMobile Server #1 Citrix Gateway, 7 83F XenMobile ENT #1 MAM iR R E P IHIEBE MBI, HITAX
FriRfl T EI P B,
7 Microsoft lRs328 £ :

1. @ Microsoft ERiz#| & hHRINEBER ST,

2. FEREBEAM (CA) RARIER,
3. M CARRS52801: PRXSES,

7 XenMobile Server t:

1. ¥iEH L& XenMobile,

2. REFIEBHNSHIIELIZE PKI Lk,

3. RBERIERMHER.

4. % Citrix Gateway FL B iR FHITE M IR A FIES,

B Citrix Gateway FRBEME R, 514 Citrix ADC XAEFHI T XE:

o BERHRSHINIE
o SSL ECEXHFEMZE
o BEENSERFIHRIERS MR

WEFM

o B2 Microsoft IEBARS SHIAEREY, BIHIMIHRFRIREREIMAIE TS BB FHIRIERT, )
W, BPEEREFPRFERAUTFER: ¢ | $ O## %+ x ~ 2 | {} []

o W ERIEB SR SSL E1EA Windows Phone 8.1 8%, 7 Citrix ADC RN #i 4 EIMIRS
25 Exdim 443 2 SSL 1FER, Alt, BEEEMRS S EXFiEO 443 T UATHm<:

set ssl vserver <ssl 1b vserver> sessReuse DISABLE

SNREEFA SSL EFEA, FRBEA Citrix ADC RHMMFELMATIRE, XaseaSEK Citrix ADC EHYMRE T,
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+ EJ Exchange ActiveSync BRBEFIEBHFHIIE, BB Microsoft %, 73 Exchange ActiceSync
FEBIERMANAM (CA) BRSS2BuE = IUERE FIHIEH.

o RERAEBRSIMIERRMAFARRA Exchange Server 1 ActiveSync & s, EHEBhEABFREY
BHRIER/PELES. TN, £ Secure Mail FIgEHIFER, ETFIEBNSHIIERKKY, £ Exchange IIS
EHIGH, BIHRITUATRME:

- A—1 Web st XenMobile #1 Exchange R, H45%E Web ARS23IEH.

- fEMIHH 9443,

- XFiZ Web i, SARMKNEAIERF, — BT Microsoft-Server-ActiveSync, —MNBF EWS.
N F XM BIER, 157 SSL Settings (SSLi&E) T/4i%# Require SSL (FEE SSL).

| Microsoft BRIz AR INEREIES T

1. THZEERE, ARBREHRN/MRERES T,
2. BIMUTEEST:
o JEPIEIR
o IEF (A E)
o JEP - HEIAR
o IEBMENM (Fth)
Add or Remove Snap-ins I

Yau can seleck snap-ins for this consale from those avalable on vour computer and configure the selecked sek af snap-ins. For
extensble snap-ins, vou can configure which extensions are enabled,

Available snap-ins: Selected snap-ins:

| Snap-in Yendor - | Consale oot Edit Extensions. ., |
= Ackives Control Micrasoft Car... 3 certificate Templstes

ﬂ-ﬁ-_tl'ﬂuzﬂatun Manager  Microsaft Cor. .. Ec-&mfu;atc—:; {Lacal Computer) Remove |
] Certficate Templates  Microsoft Car. .. Gl Certificates - Currert Lissr

ﬂ-:c—ru‘lcates Microsoft Car. .. ';;JCe-i:if-catlor- fugthority (Local)

LglCertfication Authority  Microsoft Car, ..

=
s Component Services  Microsoft Cor,

:{‘“Ccmpl,l:-:-r Managam,., Microsoft Cor, .. Add = |

Bl evice Manager Micrasoft Car...
o=1 Disk Management Ficrasoft and. ..
51"5 Enterprise PKI Microsoft Car, ..
[F] e vent viewer Micrasoft Car. ..
| Felder Ficrasoft Car...
__' Group Policy Object ... Microsoft Cor, ..
Biniternet Information... Microsaft Car.,.., LI e
Crescription:

The Certificate Templates snap-in allows you to create and manage certificate templates,

als Cancel

3. BFIEBER.
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7.

e Root ' Certificate Templates (DCD1.testprisenet}]

@ Gl Adin View Farobes Window el (ISEIES]
O =l <1
1 Comsole Rook T jplay beme - [ et he | version | Tntended =] [(actions
3 cortfcata COL testpes et @ t Wiindons 2000 w1
(5] g certificates Local Computer) E Envalerit Agent (Conputer) Windowrs 2000 54
) gl Certifates - Curerk Lser = Envabeerit Agent w1 Windows Server 2003 Enk., 100.2  Ceelficate Request Agent Hare Adtions
8 o) Certifeation Autharty {Losal) o poent " o
Hamnm&mmmntzmﬁﬂmmueﬁ} Wndows Server Z003 Enc... 100.3 Certiicane Request Agent
= exchange Senanre oy wAndows 2000 61 Mere Actiors »
Hexchange User windows 2000 L]
Hipsec Vindows 2000 8l
2 1P (e request) Windeurs 2000 71
3 Kerberos duithertication Wiindows Server 2003 Ert... 1100 Clent futhentcation, Server futherticatian, Smart Card Logan, KDE futh
5 key Recovery dugent Vindcws Server 003 Ere... 1050 Key Recovery Agent
E . Mckile Desthetar Cert Windows Server 2003 Ert... 1003 Clert fugthantication, Sacure Email, Encrypting File System
2 Mekile Liser Cert Windows Server S003Erb, 1003 Clen Authentication, Secure Enl, Encrypting File Systen
= acsp Resconss Sening windons Server 203 Ert, 10L0 OCSPSening
= RAS and 185 Seer windows Server 2003 Ent.., 1010 Clen: Authentication, Server Authentication
& Pioat Cartification Aukhority windows 2000 51
E roemer (atfine request) o 2000 a1
 sam zengetse cert wAndows Server 7003 Ere.. 100.2  Chent Auhenbeancn, SecLre Enal, Encryeing Fie System
 sameertestert Windows Server 003 Ent... 1002 Clenk Authentoabon, Secure Emal, Encrypting File System
Dacen Windowrs Seruer 2003 Erb.., 1003 Encrypting il Syskem, Secure Ema, 19 security KE hermedte, Clent &
3 Semarteard Logen Windeas 2000 &1
3 Smartcard Ucer Viindes 2000 111
: £ Windowe Server Z003 Ert... 1005 Clert fupthantication, Sacure Emal, Encrypling Fils Sysem
5 Suberdinate Certiication futheriy wiindows 2000 51
et windons Server Z003Enk., 100.2 Clen Authentication, Securs Enl, Encrypting Fils Systen
Fsstizs windows Server 2003 Ent., 100.2  Cleni: Authentication, SecLrs il Encrypting File Systen
Hre windos Server 2003 Ent.., 10,7 Clieni: Authantication, SacLre il Encrypting File Systen
= Tt Lisk Sigring indons 2000 3.1
-]
5 User signature Only wndows 2000 1
Fuerz Windows Seruer 2003 Erb... 100.3  Clenk Authenteaton, Secure Emal, Encrypting File System
Fuers Windcura Server 2003 Erb... 1007 Encrypting File Syskem, Secure Ema, Cienk Autherbizabion
' User flequestertlame 2 Windews Server 2003 Erb. 1002 Clenk duthenkiatin, Secure Emal, Enrypting File Syskem
: Ueer-Raquestarilama-v3 Windowe Server 2008 Erk... 1002 Clerit fupthentication, Secure Emal, Encrypling File Syskem
2wt Serv wiindeig 2000 a1
= workstatian futhentication windows Server 2003 Ert.., 1000 Cherk Authentication ]
4 J Cr
50 certificate templates

RORIERE A PR IRFE FIIR IR,

3 Trust List Signing

.ﬂ User Signature Only Duplicate Template
| Web Server All Tasks »
j Workstation Authentication

Properties

« "
Help
RARIRE R AR,

BE:

RELEREFRTE Active Directory R ATRIEBEIENE, MNRiEP T XD, MIETE Active Directory
FRIEFMERPEFIRIED, XEaSHERN Active Directory iR RELFIE,

1%3#% Windows 2003 Server {ER#&EiREE, £ Windows 2012 R2 Server &, EEA M TEFIEBMA
¥, SAEIEEEZH Windows 2003,

ERE2TA, HNEBETSHIIENAFTERITFEREEANEDR,
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SutwectMame | Server | luuseceRegaement: |

WIEWIWHMIM@M

dedd Temol | Secunty

(Growsp of used ruamrs

BL et abed Users

K stvwestion [rmestigon@isipesn oet]

B Domain Ackvir [TESTPRESE\Domain Admans)

t Drovesies LU smes [TES TPRISE\D onvesn Llsers)

" Entaspere ficdrrars [TESTPRISEVE nderpains sdmans|

Agd || Femewn

Pemissions for Sutrenbcated Users Al D
Full Contsol 0 O
Fowd e O
‘White O O
Enecd E 0
Augneracd O O

Fox speecial pesminsions of advanced pettings, chick '"il!'!":ld
Bdvanced

[Con [ conesl ][ oo || Heo

8. EMETF, SWRHEEPA/N. UEEILUTEEE XenMobile BIHINZRA /N,

SubjectMame | Sevw | Inmﬂu.i'mﬂ

Superceded Templates | Evtentom: |
Compatibaly | Genessl | Frequest Handing | Crrtog sshy IL
Erirvaer e LW Cryphographes Sernce Provede o
Algorither, rusmes: |D:ﬂm-¢udbyl:‘ip vl
Blrwenen sy 42w ]

Choose which copplographc prosidess can be uped fos regussts
C'Emmthuww:rmﬂa vl o Lha jubbescl’s compuer
il Requeits fustt e ore ol e lolowrsg povaden:

Priovgders
WA Micinzoft Eranced Creogapte: Privader 1 0 ~ [#]

Fiegans! hah :Dﬂﬁnvwdr+-ESP '-':

[Illse slerroste sigrushurs foamat

[Cow [ Coesl |[ oo |[ Hee |

9. EERBERN T, EREAERPRE. NAESHRT.
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Praperties of Mew Template |L|

Superieded Templater | Extenaors | Secwmty
General | Request Handing | Crptogrechy | Kay Antestation
Subject Name | Sever | lmuance Flequeements

=) Supoly n the requet

+ Lige subpect rfiormaton from esitbing cestficane for auboenolment
= spramwal rooguedtts 7]

(2 sl froes thes Auctivn Deectony mormation
Cpbeck thet optan bo erdonce eorchsiirecy St dubct nanes ard lo

certificate request using amy subject name and does not requine
approwal by o cotaficate manager, Combiming theie cemmioate apts
iy Create a securnity risk and is not recommended.

Ciasrgmi fekbrigd Par tkag gertifaake templabe allow 5 ¢hent o sulbmit a

It Aaithe

g

" Conteol i dinablad dus o compatbaiy petting;.
' [ok [ comcd |[ toow [[ Heb |
L 3 B ot P o T e ey vy -

EIERIME AT IRR

1. BEIEBMANAGHEREPIER,

2. sEMESPRELENARE, AEERNE > EMAKIERER.
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[} Consale Root
5 Certificate Templates (D007 testprise.net)
b G Certificabes (Local Computer)
I :;il Certificabes - Current User
4 Iy Certification Authority (Local)
4 g testprise-TESTPRISECAZ-CA
[ Revoked Certificstes
[ Issued Certificates
[} Pending Requests
[ Failed Requests
|| Certificate Templates

Mame

=) Copy of Web Server

=) Copy of Computer

I Maobile Desthter Cert

5 Mabile User Cert

)| Tdzy

E Thour

] Directory Email Replication
] Domain Contraller Authentication
E Kerberos Authentication
Hers Recovery Agent

5 Basic EFS Encrypting File Jystem
5 Domain Contraller Client &uthentication, Server Authentic..,
T reb Server Server Authentication
| Camputer Client Authentication, Server Authentic,.,
5 User Encrypting File System, Secure Email, Cl...

] subordinate Centification Suthority
S Adrministrator

Interded Purpase
Server Authentication

Server Authentication, Client Authentic,.
Client Authentication, S2cure Email, En..,
Client Authentication, Secure Email, En...
Encrypting File Systemn, Secure Ernail, Cl.
Client Suthentication, Secure Email, En..

Directory Service Ernail Replication

Client Authentication, Server Authentic..,
Client Authentication, Server Buthentic,.,

File Recovery

<Alls

Pdicresoft Trust List Signing, Encrgpting..

Manage |

Mews 3 || Certificate Ternplate to [3sue

Refresh

Export List.,

Wigaar 3
Arrange lcons J

Liree up lcons

Help

3. EFE E—DHORAIER, ARREHEGERNINEPEBRAAL,

Select one Certificate Template to enable on thiz Certification duthority.

Mote: If a certificate template that was recently created does not appear on this ist, you may need bo waik untl
information about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available bo your Ca.

For more information, see Certificate Template Concepts.

M ame Intended Purpose
& tong Client Authentication, Secure Email, Encrypling File System
@ Trust List Signing icrozaft Trust List Signing
.@ IJzer Signature Only Secure Email, Client Authentication
-'E |Jzer-RequesterM ame-'2 Client Authentication, Secure Email, Encypting File System
T User-Requesteri ame /3 Client suthentication, Secure Email, Enciypting File System
5 yser2 Clignt Authentication, Secure Email, Encrypting File System
5 ysera Encrypting File Systern, Secure Email, Client Authentication
T workstation Authentication Clignt Authentication

il obile_Template

Client Avuthentication,
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M CA Br5583612 PFXIEH

1. ERAERNMERNRS KA IERP.pIXIER, iZ.pfx & LHE XenMobile, Zf& XenMobile T FME
RENAPRIBERAIES,

2. TYRIBATA, BAIES.

3. EANEETEEETAR, RESERERES.
a . Consolel-[ConsoleRootC

aﬁle Action View Faworites  Window  Help

N EEIEEN 1=

[] Console Root Issued To i Issued By Expiration Date  Intended

# Certificate Templates (D01 testprise.net) ) administrator testprise-TESTPRISE_CA-CA, 3142006 Encryptin

I G Certificates (Local Computer)
4 G0 Certificates - Current User

4 | Persanal
| Certificates
I Trusted Root Certification Sutharities =
b [ Enterprise Trust Al Tasks * || Request New Certificate...
b [ Intermediate Certification Authorities Refresh __lmrwt-- |
b Active Directory User Object Export List.. Advanced Operations J
b [ Trusted Publishers
b0 Unbrusted Certificates View K
| Third-Party Root Cerfication Authorities Brrange lcons *
I Trusted People Line up Icons
b Client Suthentication Isswers
| [ Certificate Enrollment Requests Help

B 2 Smart Card Trusted Roots
b ﬁ] Cerbfication Authority (Local)

4. EREERIERIMER. #2& Next (F—F).

Before You Begin

The following steps will help wou install certificates, which are digital credentials used to connect o wareless
networks, protect content, establish identity, and do other security-related tasks,

Before requesting a certificate, verify the following:

Your computer iz connected to the netuark
You have credentials that can be used to venfy your right to obtain the certificate
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5. #%#% Active Directory &R, REBEHT—%,

Select Certificate Enrollment Policy

Certificate enrollrment policy enable: enrallment for certificate: based on predefined certificate ternplates,
Certificate enrollment policy may already be configured foryou,

Configured by your administrator
Aitive Directory Enrollment Policy
Configured by you

6. EFAFRR, ARSEEEM.
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Request Certificates

You can request the following type: of certificates, Select the certificate: you want to request, and then
click Enrall,

[ User JJSTATUS: fuzilable Details ~

[Juser? @SHATUS: Deailable Details
ﬁ More information is required to enroll for this certificate. Click here to configure settings.

[ user3 A STATUS: yailable Details w
B, More information is required to enroll for this certificate. Click here to configure settings.

[ User-RequesterMame-y2 @SI&TUS: Aaailable Details »

[ Show 2l termplates

| Enroll | | Cancel

7. SHELE—FHOIEN.pfx X,

Y

lssued Ta lssued By Expirstion Date  Inter
?:l.ﬂ.dm inistrator testprise-TESTPRISE_CA-CA 1142016 Encr
Oipen
All Tasks ] Open
Cut Request Certificate wath Mew Key...
Copy Pernew Certificate with Mew Key...
Delete Advanced Cperations *
Properties | Exgort..
Help I

8. BhiE, JFHAH,
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Export Privata Eey
ol can choose b export the private key with the certificate,

Private keys are password protected. IF vou wank to export the private key with the
cerkificats, vou musk bype & password on & lster page,

Do o wank ko export the private key with the certificate?

(®) es, export the private heyi

(Z) Mo, do nok export the private key

9. EHIRATEE, WEFBEBREFHFAEIEEMNSLAET REMESEE,
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Export Fik Format
Certificates can be exported in a variety of File formats,

Select the Formak you want bo use:
) DER encoded binary ¥.500 (.CER)
() Base-&4 encoded %.509 {.CER)

() Cryprographic Message Syntax Standard - PKCS 27 Certificates { FPE)
] inchude &l certificates in the certification path if possible

(®) Perspnal Information Exchangs - PKCS #12 (PR
Include = certificates in the certfication path if possible

[ Deletes 2he privete ke if the expart is successful
[ Export gl extended properties:

() Micrasaft Serialized Certificate Stere (LS5T)

10. EBTERUILIES E#E XenMobile RS EERNEE,
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Security
T mairtarn security, you must protect the private key ko a security principal or by
wsing a password,

[(JGraup ar user names {recommendzd)

[w] Password:

Confirm passward;

11, BIEBREFDERERIRENER.

BiEH L # % XenMobile

1. 72 XenMobile iz#l&aH, #HA LANERER. KEEETEERR,
2. RRBTEBHFN.
3. WALTS#:

s BN BHE

o BEAERE: PKCS#12

. FfE: RS

o WIARENM BENMEESIZN . p X ES,
o B WMANIGEREIENEE,
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Import
You can import certificates or keystores used by PKI components. You can import several certificates,
but you can only have one certificate active at a time.
Import Keystore =
Keystore type PKCS#12 -
Use as Server =
Keystore file
Password
Description
/7
Cancel
4. BES N

5 BIERBEERREIIH, EHRENIELRETNAFIES.

AETFIEBNSHIIECIZE PKI LA
1. #iREYP, BEES > IEHEE > PKI £1%,
2. fRRBEHHFMA Microsoft IEHARS LA, LG ER Microsoft IEHRS LiA: BEMEERR.
3. WAUTBEH:

o B BAEERBW

« Web ;MARs31E URL: https://RootCA-URL/certsrv/ (ES#E URL RERLERFIN—
FT /o)

« certnew.cer TWEEH: certnew.cer (BIAE)

« certfnsh.asp: certfnsh.asp (BAfE)

o BHIERE: BPIHIEP

o SSL ZPmiE$: MEREEATMA XenMobile B IHIEBRIAFIES.
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Microsoft Certificate
Services Entity

Microsoft Certificate Services Entity: General Information

Name*

Web enrollment service root URL

certfnsh.asp

Authentication type

SSL client certificate

4. EIERTA, HINERE Microsoft IEHE BIZRIRIR, BEZRMEIE,

Microsoft Certificate  Microsoft Certificate Services Entity: Templates

Services Entity

1 General

5. B3 “HTTP 2#”, AE%E CAES.

6. EESEMIFRIRAR CA B, LR CAEFM XenMobile EFIHIERH S NHIHEN—ES,

Services Entity

1 General
2 Tampletaa
3 HTTP Parameters

Microsoft Certificate  Microsoft Certificate Services Entity: CA Certificates

7. BERE.

EERERMER

1. EiREd, BEES > IEHEE > RiERMHER.

2. BEHEFM.
3. EEMTA, BAUTSH

o B BAEERM.
WA BANERWA.

mE7s%E: B8

&SRR EEZ A6 PKI 5Kk,

iR EERTE “PKISEE” T A RIMAER,
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Credential Providers Credential Providers: General Information
ral
Name:

T 3t

D phon ]

o
Izsuing entity M3 Pl
Esing method SIGN
Templates XMTemplate

4. BHIEPERIBER, ARBANUATSH

« BEEEE: RSA

o EHHKR/N: 2048

o BRE%: SHA256withRSA

o FAZERM: cn=Suser.username

NFEREFARN, FRERN, AEBAUTSH

o EB: BHPEEERF
« fH: Suser.userprincipalname

Credential Providers  Credential Providers: Certificate Signing Request
1 General
Key algorithm RSA -
Signing Requeat
Key sive* 2045
Ity
Signature algorithm SHA withRSA =
PK Fiullj{:(.'] narme™ chn=5User_usermnamea
Subyect alternative namas
Type Value™
Usar Principal nams Suser userprincipalnams
5. BEDEHMNUATEH
o MR CAIED: EEEET XenMobile BFHIEHRIMA CA.
o EENKEN. EEEEEDPN: RSB[BIHRBIHEM.
Credential Providers  Credential Providers: Distribution
1 Generzl Issuing CGA certificaie GN=training-AD-G&, Serial:
2 Certificate Signing Reguest Select distribution mode & Prefer centralized: Server-side key generstior
3 it Prefier distributed: Device-side key gensiation
Only distributed: Devica-cide key generation

P

6. WFEMMES (R XenMobile M7 PKI) , RIBFZRESH. EILRGIH, BOTXFHm ML,

7. BESIT,
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8. MWFIEIEFIHAREETT, &EREH

9. ItFTEEMISBERENMINRE, HEREFTEHITENR.

Credential Providers  Credential Providers: Renewal

1 Ganeral

2 Certificate Signing Request
3 Distribution

4 Revocation XenhMobile

5 Revocation PKI

~
Renew certificates when they axpire a

Fenaw when the cerfificate comes within®

Do not renaw cartificates that heve alrsady sxpired

Send notification

Notity when the certificate nears expiration

days of expiration

10. B8&HfR%F

3% Secure Mail &f B AERETFIEBHN S HIIE

& Secure Mail ##1nZEI XenMobile BY, S HENBIEFIZE THEE Exchange &8,

MDX

App Interaction

1 App Information Explicit logoff notification

2 Platform App Settings

WorxMail Exchange Server

——
(< ]

(< ]

WorxMail user domain

< ]

Background network services

Background services ticket expiration

Shared devices only -

mail testlab.com:94432

testlab.com

mail testlab.com:443,ap-southeast-1.pushre

168

7 XenMobile F#ZE Citrix ADC iE B3+

1. BR% XenMobile EHlaH B i4a L ANERER. KNEERRERS,

2. ERSET A, & Citrix Gateway,

3. WEREARFM Citrix Gateway, BEREEHRNHIEEUTIRE:

o MR URL: https://YourCitrixGatewayURL

- BRAE: RN
. BEEE: %
- BRBIAE: F

4. YTRAFRHATEHIIEANES, EFEH .
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NetScaler Gateway

When you configure Netcaler Gate you configure the authentication mechanism for remote device access to the internal network. If you use

NetScaler Gateway with StoreFront as th

Authentication m
| Deliver user certificate for authentication m | ©

Credential provider

+

e authentication server, you need to enable StoreFront as well.

Select provid...

Add

Name Default External URL Logon Type # of Callback URLs ~

5 WFRERMHERER, ER—IRHEERF, ARRERE.

6. BEFAAAIERTH sAMAccount BHERBA EEZHR (UPN) WE BRI, BRI TFR7E XenMobile &
Ao & LDAP iEi%23 . R EIXE > LDAP, & X B RH B T HIE, AETER P EERKIED%EE sAMAccountName,

User base DN* D
Group base DN* )

User ID*

Password*

Domain alias*
¥XenMobile Lockout Limit 0 D
XenMobile Lockout Time 1 )
Global Catalog TCP Port 3268 @
Global Catalog Root Context dc=example,dc=com @

User search by sAMACcountMame =5
Use secure connection
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B/ Citrix PIN f1 P EBE&%

ZBA Citrix PIN AP ZBER, BREIRE > BRinREY, AREPXLESEE: BA Citrix PIN S41iIEMNE
Fﬁﬁﬁ)ﬁzﬂ%ro ﬁ*ﬁiﬂﬂn ¥ 1@’%|ﬁ§-)ﬂ jﬁJﬁJ:. |‘I.Il-o

73 Windows Phone I\ RO SR

33F Windows Phone i&&, &gl RS & EIEA se3c AETX SX#F0 Secure Hub E/i%

3 =r

FE
iEta1F AETX #0 Secure Hub Sci&#p{EmA

o EPREEFRENBREIIER,
o B Windows MABEAF X ARKANER.%HE ID.

1. 72 XenMobile =469, BERE > I8& KK,
2. BEHFN, AGEES > XenMobile Agent TAEHRI AN,
3. BRIEEKEE, BESHAEWHCEFIERE . AETX XHMESZ Secure Hub ZA#ERF.

Enterprise Hub Policy P0||CY Information

t||.\| eHubp stribution through the Ente e Hub Company store, you

so need to have obtained and signed the Citrix Company Hub

1 Policy Info

2 Platforms Upload .aetx file

Upload signed Enterprise Hub app

4. BzERBDRAEMEHRE.

&P iniEHEC B i FEHR

MIhBEC B RTAECE K Citrix Gateway B2EE, AR IERMOT:
1. BPEMEBSIRE.
2. XenMobile ##=AF I Citrix PIN,
3. BERF#HEERE XenMobile Store,

4. AP A5 Secure Mail B, XenMobile RigRERMHAF EiE A FHAERE, &R, Secure Mail M
Secure Hub iEREZEFIRHIES, FEHIRL4A Microsoft Exchange Server LU#1T &1 363E. 158 XenMobile
AP B Secure Mail IRRAFRMERE, BREENEE,

MR AP EENS TEFH % Secure Mail, BHFFEEIEISFEH Secure Mail TEERECE

1. %R Microsoft Exchange Server ActiveSync fEA% A SSL RS SRIEBRBRRER S, BRIIZTEE
B Ehi&&E L R EIRIES/FIEIES,
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2. BIEA ActiveSync RN S MR B RT A ERRMHE P IKIES,

Microsolt-Server-ActiveSync (Default Web Site) Properties

General Authentication | Remote File Servers |

Select the authentication method or methods that this vitual divechory accepts,
To enable authentication between the Exchange server and a mobile phone,
githier Basic authentication or Chent certificate authentication is required.

[T Basic authentication [password is sent in clear text]

Client certihicate authentication;
" |gnore client certtificates

_rﬁ- .
f* Requrre client certiicates |

(i ) To configure SSL settings for this ActiveSync vittual directory, use the
~ Intemet Infarmation Services [11S] snap-in.

] 0k | Cancel sop | Help

3. 1£ Microsoft Exchange Server £, ## Microsoft-Server-ActiveSync i 2 IR B E B AR i
IR SR, RIAERT, BRREPRNSHEIELTFRRRS, HETUTFEERIER >RE> 5%
WIET 7o
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&9 Configuration Editor

Section: |system.webServersecurity fauthentication/clientCertificateMappings| =

E Deep
enabl

F- 3 system.webServer -
[=1-- security
=4 authenkicakion

anonyroussuthentication
biacisfikbhasbie skiae

clizntCertificateMappingAuthentication

U'JI:MHI.II.I =T IILGLILN T
isClientCertificateMappingAuthentication
windowsAuthentication

f access

;7 applicationDependencies

/

A N S

authorization
ipSecurity
requestFiltering
[# 4 tracirg

[+ webdaw

/' asp

caching

g
defaultDocument
directoryBrowse
handlers

o —

e o 8

e

enabiled

1% True

El Deepest Path: MACHIMNE/WEBRDOT /APPHOST /Default Web Site/Microsoft-Server-ActiveSync

Trus =

&, BSBRENAEUEESREX.

4. 1£ XenMobile =& 7102 Citrix Gateway I E: WFEEAFIRERTEMRIIAIERHIEEANT, HARE
BRI SR 7 ERMNELE X

HERSEMBMRERETFIHIESD

1. 7 XenMo

bile izhlaH, BEEE >i&, AEERFLE.

2. BERERNETES,

3. BREXAERD, HERUTHE:

Citrix Gateway Credentials: Requested credential, Certld=

WIIREERBEAIMERHE

1. BITF netsh &< LETR IS Web i3 E48ER) SSLIEREE:

netsh h

ttp show sslcert

2. #E Negotiate Client Certificate (h&ZFFIHIEH) HEN Disabled (B2MH), BEETUTHSEH

BHA:
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netsh http delete sslcert ipport=0.0.0.0:443

netsh http add sslcert ipport=0.0.0.0:443 certhash=cert_hash appid={
app_id } certstorename=store_name verifyclientcertrevocation=Enable
VerifyRevocationWithCachedClientCertOnly=Disable UsageCheck=Enable

clientcertnegotiation=Enable

fugn:

netsh http add sslcert ipport=0.0.0.0:443 certhash=609da5df280d1f54a7deb714fb2c54
appid={ 4dc3el81-el4b-4a21-b022-59fc669b0914 } certstorename=ExampleCertStoreNan
verifyclientcertrevocation=Enable VerifyRevocationWithCachedClientCertOnly

=Disable UsageCheck=Enable clientcertnegotiation=Enable
IR FEi@iE XenMobile @ Windows Phone 8.1 i&& 1R ERIES/FIEBES, HHRITUTIRE:
o BT R F IR ARIE R/ BiEBES (.cer) X 4%E] Windows Phone 8.1 & HEIZERE,
WMRFE#EE Windows Phone 8.1 EREThZR% Secure Mail, IERIELTI:

s NARFEMSE (AETX X)) REEFEARLHIEERIZET XenMobile 12,

o BN AR M2 R E R BREREFRENS W BRE S AT % Secure Mail #4 Secure Hub
I ARFEZ R EIERER.

o SEERERNAEE ID EZHE%E Secure Hub, Secure Mail M B2 A< hE,

PKI 52K

January 5, 2022

XenMobile R A E R (PKI) LAEBRRMITER PKIRE (L. RHMRSES) NAMF XLHAGER
XenMobile WRBRAHIIMNRAE M. WNERAHF B AN, SMNPAMRE TR EMEMBARES.

XenMobile T REE PKI S244:
« &M PKI (GPKI)
XenMobile Server GPKI Z#F@3#E DigiCert #£& PKl.
+ Microsoft IEHiRS
o ERIERMENM (CA)
XenMobile Z#UF CA RS 28:

« Windows Server 2008 R2
« Windows Server 2012
« Windows Server 2012 R2
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B PKI =
TieMEs, &1 PKI LEITHRE TN FE&E:

o BE: BETIEBTRIEK (CSR) MAFIESR.
o R MEIREIEBNERT.
o B BAEFFRIEFR.

*F CAiLEH

FR& PKI {4BY, &™) XenMobile $#5BAH™ CA IERR B AIZELAFAMA (HMZEERE) FIEBHNEEE, %
PKI LARTLUREERZ AR CAES (REEHER) RYES.

BT PKI SRR ESZ2PREHEPE CARIEH. Alt, HBIEH_LHE XenMobile, AE7E PKI i3] AEiXLE
EH. WFER CA, IEBEFLERER CAIEHR, WFIMNEELE, BMFEHEEZIED,

BHE:

82 Microsoft IEHARSS AR, JER EEMINIE TR NS HIRIERM: B/7EEREFRPER
R fBlan, EmfER: L s (O )## %+ x ~ 2 | {} [ ]

iBHA PKI

iBA PKI (GPKI) thi @ XenMobile £&1hiY, 7 SOAP Web lREEZ Li517, ATLMS5EHM PKI R RIS
—xRXE, GPKIh{EXUT="1&7 PKI 1£1E:

o BH: EECHEF LRI CSR, FHEEHE PKI HiREHFHERBIES,
o RV EECEREEBM PKIKRER (RE) MBEIEBNEAN EURTFRASEH).
o M EERHEESH PKI BIBLEIES,

GPKI thi¥gizuin e GPKI Eitas. By EE MR ERIR N EMEFH 0 ESREM PKl, Fi0, EEERT
RSA #1 Entrust #9 GPKI 5&#¢ 28,

€7 SOAP Web fR$iH=, GPKIEAC28 ] &7 B RIAH Web fRSH#R1ES (WSDL) EX. 82 GPKI PKI £k
L FiET URL X L&A 55 XenMobile 121#1% WSDL & X

AJLUERR B IS SETHEND PKI #21F, (IRBE[IFENMATEIRIE, AIUMZ AABEHERIIEE (B4, =RIE
M) . XEhEEPNE—TUIT5—ARFRSEEXK,

AR 28215 GPKI SEERHFERIFEXNSE, Eum XenMobile RHIXLESHIIE, XenMobile i@
#r WSDL X R SECES < RIR(EASOSECES s B MEFFA RIS R, WRERILT, NER SSL R HS 7
IR XenMobile 5 GPKI i&Eres  [a#9iEiZ,

@A PKI

1. 7£ XenMobile EHlad, 2HIRE > PKI Sk,
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2. 7 PKI LATIE £, BEHARM,

LRI 2 R— PKI LRI S,

PKI Entities

Generic PKI Entity {b

Microsoft Certificate Services Entity

3. BEHEH PKI =1,

B 2R @A PKI L& EMER” TE.

Generic PKI Entity Generlc PKI Enti

: General Information x

b

WSDL URL

Authentication type Nane

4. 7£i@M PKI 2k BHMEEE L, HITUTERE:

o BFR: B PKI SERRUERME R,

« WSDL URL: $2AfEiRERC2389 WSDL 89fi &,
SMIIERE: BEEFANSHIIESZE.

«

« HTTP Basic: REUEETEABMENAF AMNEB,
o BRURIER: ERIEW SSL FEFIRIES,

5. 2 Next (F—%),
LB 2R “BA PKI LiA: iSEC2RTIAE” DM,
6. 75:EA PKI ifk: SECSIEENE L, NESSESRXIKHINENSH, AREET—F,

LR 2@ A PKI 32&: 1% CA IERTIE,
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7. 1% “@A PKI =44 ik CAES” TiE L, BEEEATISARIESR,

RELMFATESEREIRE CA ERIES, ERILTIEBREEFRNNFABIEBLABRR— CAEH,
b, FRERERHEFREN, EOXNEL, EFFHARENERZ—

8. BEHRF.

LR ERE PKI BAEREH,

DigiCert & PKI

XenMobile Server GPKI z3583% DigiCert & PKI (t8#58 MPKI) . AT NB40{aH DigiCert 1% PKIi&E
Windows Server #1 XenMobile Server,

WEFN

« i8] DigiCert 1£& PKI EhtiE15
o RETLITAMGHN Windows Server 2012 R2 fR$388, WA HFAmA:
- Java
- Apache Tomcat
- DigiCert PKI ZFis
- Portecle
« i8] XenMobile T#jihS

7£ Windows Server %% Java

Mhttps://java.com/en/download/fag/java_win64bit.xm| & Java H&i, # “RLEE” HEED, BF

517,

7£ Windows Server %% Apache Tomcat

M https://tomcat.apache.org/download-80.cgi F# Apache Tomcat 32 {i1/64 fii Windows RERERERF
HRE, £ “REEE” WHEEP, REHIEBET. ERATENTGENER, M Apache Tomcat &4,
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Choose Components

Choose which Features of Apache Tomcat wou want to inskall,

Check the components you want to install and uncheck the components you don't want ko

install, Click Mext to continue.

Select the kype of install: |N0rma|

i, select the optional
components yau wish to
install:

Space required; 11,4ME

Tarncat

Skart Menu ITkems
Documenkation
Manager
[]Host Manager

Description

Pasition your mouse
over a component ko
see jts descripkion,

Mullsoft Install System v3.01

Configuration
Tomeak basic configuration.

< Back || MNext = | | Cancel

Server Shukdown Port
HTTP/1.1 Connector Pork

AJPIL.3 Conneckor Port

windows Service Mame

Create shorbouts for all users

Tomcak Administrator Login User Mame |

{optional)

Password |

Roles

O

| manager-gui

Mullsoft Install System v3.01

| < Back || MNext = || Cancel

© 1999-2021 Citrix Systems, Inc. All rights reserved.

200



XenMobile Server #iixR4s

Jawa Virtual Machine
Java virtual Maching path selection.

Plzase select the path of & Java SE 7.0 or later JRE installed on vour swstem,

| “\Program Files'Javaijrel . 8.0_144

Mullsoft Install System v3.01

< Back || MNext = | | Cancel

Chooze Install Location
Choose the Folder in which tao install Apache Tomcat,

Setup will inskall Apache Tomcat in the following Folder, Toinstall in a different Folder, click
Browse and seleck anather Folder, Click Inskall to start the installation.

Destination Folder

iZ:\Frogram FilesiApache Software Foundationt Tomecat 3.5 | Browse. ..

Space required: 11.4MB
Space available: 62.0GE

Mullsaft Install Systerm w3.01

Install | | Zancel
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Completing Apache Tomcat Setup

Apache Tomcat has been installed on your computer,

Click Finish ko close Setup,

[w]run Apache Tomeat

=
e
@
£
w
[}
=9
[}
%
E
=]
e
S
e

[w] show Readme

http

Apache Tomcat 8

< Back || Finish | | Cancel

T—%, %= Windows“Services” (ARs3) 31§ Startup Type (B&i%E!) M Manual (F5h) Eilh Automatic
(B3h).

o'} Senvices
File Action View Help
@ BozHm= »eumn
R N iiiPL- OB 6Mi}% G Ei-AzAk RiFt B BLii°t i il toHH»=HI
Apache Tomeat 8.5 Tomcat8 re Description Status Startup Type Log On As ~
Tk Apache Tomcat 8.5 Tamcat8 Apache T Running  Manual Local Syste.. |
Stop the service £ App Readiness Gets apps re.., Manual Lacal Syste...
Bestart the service 2 Application Experience Processesa..  Running  Manual (Trig..  Local Syste..
i Application Identity Determines .. Manual (Trig..  Local Service
Description: £ Application Infarmation Facilitates t... Manual (Trig..  Local Syste...
Apache Tomcat 8.5.20 Server - % Application Layer Gateway ... Provides su... Manual Local Service
hitp://tomcat apache.org/ 3 Application Management  Processes in.. Marual Lacal Syste..
S5 AppX Deployment Service (. Provides inf... Manual Local Syste...
i Background Intelligent Tran... Transfers fil.. Running  Manual Local Syste...
0k Background Tasks Infrastru...  Windows in.. Running  Automatic Local Syste...
-S\'};‘Ease Filtering Engine The Base Fil..  Running  Automatic Local Service
i Certificate Propagation Copies user.. Running  Manual Local Syste...
G5 CNG Key Isolation The CHG ke... Manual (Trig..  Local Syste..
05 COM+ Bvent System Supports Sy.. Running  Automnatic Local Service
COM+ Systern Application  Manages th... Manual Local Syste...
Computer Browser Maintains a.. Disabled Local Syste...
i Credential Manager Provides se... Manual Local Syste...
% Cryptographic Services Provides thr.. Running  Automatic Metwork S...
€5 DCOM Server Process Laun., The DCOM..  Running  Automatic Local Syste...
Erishlac rnaiv RA= il | Trin Lacal Sicta h
Extended A Standard /
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Apache Tomcat 8.5 Tomcatd Properties (Local Comput...-

General | Log On I Recoveny I Dependencies |

Service name: Tomcatd

Dizplay name:; Apache Tomeat 8.5 Tomcats

Descrintion: Apache Tomcat 8.5 20 Server - ~
u http:/ tomecat. apache.orgd o

Fath to executable:
"C:\Program Filez'Apache Saoftware Foundation' T omcat 8 5%bin%T omcat3.¢

Startup bype: Autamatic s

Service statug. Running

Start Fauze Resume

'ou can specify the startt parameters that apply when pou start the service
framm here.

0K || Cancel || Apply

7£ Windows Server %% DigiCert PKI & i

M PKI Manager =%l & THZEEF. NREXHOLRZES &, EM DigiCert 2#51@E How to download
DigiCert PKI Client (30fa ~#; DigiCert PKI i) THZRERR, MEHSTZRERER.

Home Share Wiew Extract

10N A | Campressed Folder Tools symantec-pki-client-2-17-0

=
[7]

:(—) - 1‘| 1 » ThisPC » Downloads » symantec-pki-client-2-17-0 »

v C.-‘ ‘ Search syrantec-pki-client-2., P ‘

¢ Favarites Marne Type Cornpressed size Password .. Size
B Desktop ¢ win-x64 File folder
& Downloads . win-x88 File folder
i Recent places @ pi-client-std-adrmin-guide Chrorne HTWL Docurnent 2667KB Mo
@ pki-client-std-scripts-quide Chrorne HTML Docurnent 287 KB Mo
8 This PC [=7 Symantec-PKI-Client-2,17.0 Application WONKE No
L] Symantec-PKI-Client-x64-217.0pkg PG File 12,262 KB No

€ Metwark

Compressed izipped) Folders -

Thiz application may depend on ather compressed
I files in this folder.

Far the application ta run properly, it is recommended
that pou firgt extract all files.

| Extract all || Run || Cancel |

£ “REEE” WEED, SHREET. RREEEFFHRBTMTE. TEEFTTM,

AL

402 KE
28028 KE
12,288 KE

Ratio

15%
3%
4%

Date rnodified

11072017 318 AN
1102017 378 Ak
1102017 378 Ak
1/10/2017 818 &M
1/10/2017 218 Ak
1/10/2017 818 &k

R EEN R,
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7£ Windows Server % Portecle

M https://sourceforge.net/projects/portecleinstall/files/ FTEHRERRRF, ABREHETZLERRF,

7 DigiCert % PKI £ M4 (RA) IEH

ERIHIEBEHIENRREG 7T EMIE (RA) IERH, BR RAjks, UTHEHRAT MMAEA Portecle £miZ

IEH. WrILER Java CLI &8¢ RA IEH,

ASOABEA T W L& RA IEBA 2 FIEHR,

1. 7£ Portecle #1, #%Z= Tools (T H) > Generate Key Pair (25X, IREFFEEE, AGERZHX.

gif [Untitled] - Portecle

=8 o~

Last Modified

File Inols| Examine Help
4 gﬁ Eenﬁate Key Pair... Cirl-G g
El impt¥ Trusted Certificate... cil-T
| &@ Import Key Pair... Cibrl-K
& Set Keystore Password...  Cul-F
@) Change Keystore Type b
B Keystore Report Ctrl-R
8- Options...

|Generate a key pair with self-signed certificate in the loaded keystore

2. AREBHZBEY, A5%EE Generate Certification Request (ERIEHIER).
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7 [Untitled] - Portecle E|E@

File Tools Examine Help
Ba @88 8B RK @

| Alias Name Last Modified

% xenmaphila Jan 3, 2014 9:13:52 AM PST

B¥ Certificate Details

i Export
Eﬁ. Generate Cerificaion Request
& |mport CA Reply

&2 Set Password
i Delete

[ Clone
Rename

|Generate a cerification request for the key pair entry

3. &% CSR,

4. 7z DigiCert PKI Manager &, %58 RAES: ok Settings (1&E) 71 Get a RA Certificate (GREY
RAIE®), 0k CSR, #AG# T Continue (44%),

earch operations: 268 1 Chs selecied
W availabie CAs are displayed.
Symansee Test Orve C Dewnkond vl certifcate o o @Syrnantec e
w Test Drve - Adcke CAT. Downiasd cerbficair sevocaton ™ A 18, 2011 120000 M
st CRL)
Expres o
+  Symaniec Mamaged PH... Ay 17, 2000 115959 P ant
an RA certificate
A e L. Fastures:

Certfizate revocation list (CRLI:

H you ew 5eing up PKI Enterprise Gateway or PKI Wb Sarvicss, you must install an RA certilcals 10 secure
i pkirt syt camica_Cod7TE 111 M s M adchasS | £TBIRLatestCR] :

comemunications wih Symants:

 youl are Nl 56N Up Ihese Sefvices, of Nave Bieady DoMEn your FUA Carsficate, you 00 Nl heed 1o compiete IS
process.

Enter Certificate Signing Request (CSR)
Ak your 5arver SOMINNGITator 10 ganerate 3 CSR: S0 your RuA COmcata. YOUr SAmINITalor st Qenarate e CSR
accorsng 1 e insiuchons 1 nstalibon e for your Sémnce

Vi can acoess Ine TeSources page by chcking an the @ on on the dashboand

“Pasto your CSR:
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5. #&# Download (F#) UTHEMMN RAIEH,

(¥ Symantec. ki CERTIFICATE SERVICE

Your RA certificate is ready

Your RA cerificate must be installed on the server where your PK] Enterprise Gateway or PKl VWeb Services is
installed.

Install your RA certificate
1. Download your RA cerificate.
Issued to:
Citrix

Expiration date:
Jul 2, 2014

File format:
PKICS #7

2. Forward the RA certificate to your server administrator. Your administrator must follow the instructions in the
installation guide for your service You can download the appropriate installation guide from the resources page

by clicking on the @ icon on the dashboard.

Done

6. 7£ Portecle 7, S\ RAES: ARPEHZHAY, REHETE Import CAReply (A CAZEE),
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File Tools Examine Help

e @& 58 8 EBBRK| @

M| Alias Name | Last Modified
=
Xen Jan 3, 2014 9:13:52 AM PST
= BY Certificate Details =
il Export

Eﬂ Generate Cerification Request

&2 Set Password
il Delete

[y Clone
Rename

|Impnrt a cerificate authority (CA) reply into the key pair entry

7. 1z DigiCert PKI Manager #: %= Resources (%) >Web Services (Web f&5), AET# CAIEH.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 207



XenMobile Server #iixR4s

* Product Documentation
* PKI Client Symantec™ PKI®E Web Services
* PKI Enterprize Gateway
* Web Services

* Mobile Device Solution
* |ntegration Guides

Use PEl Web Services to integrate with your RA application and
perform cerlificate management operations for end wsers.

+ Symantec™ PKI Web Services client package {.zip file}
e _Symantec™ Weh Services Developer's Guide (PDF format)

Syma‘ﬁ'tec'“ PKI® Transaction Signing API

Managed PKl Transaction Signing APl provides the ability to

use a web applicaticn to securely authenticate and =ign
transactions.

Mote: If you are setfing up PEI Enterprise Gateway for an

application that uses the Managed PKIl Transaction Signing

AP, you must enrcll for a Signing Authority cedificate. You may

glzo need to download and import the root CA that issued the [
Signing Authority cedificate.

cioss |

8. 7£ Portecle #, % RA FRENEBIRIEB S NFIZHES : % ZE Tools(TA)> Import Trusted Certificates
(BANTEIER).
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- Examine Help

&Q Generate Key Pair...

Eile
[

i | Last Modified
= Jan 3, 2014 9:19:40 AM PST
€ et Keystore Password...  Chl-P
@ Change Keystore Type b
Keystore Report Ctrl-R
B- Options..

|Impur’[ a trusted cerificate into the loaded keystore

9. A CAJG, 7 Windows Server £#9 C:\DigiCert X#& FiEZHEREN RA.jKs,
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Y [Untitled] - Portecle

Eile|InnIs Examine Help

= Open CA Certs Keystore

[ New Keystore... Ctr
= Open Keystore File... Ctrl

1-C

Crl-¥

B

BB K@

| LastModified

Save Keystore Cir

ertification autharity - g5

H Save Keyf{tore As..

= 1al2 jks s

ite certificate authority {(sym...

Jan 3, 2014 92337 AM PST
Jan 3, 2014 9:23:07 AM PST
Jan 3, 2014 9:19:40 AM PST

2123
&} 3 PKITESDRIVE jks

=1 4 Symantec-RA jks
@ Euit

|Save the loaded keystore to disk as a different file

7£ Windows Server -F2E DigiCert PKI EF238

1. UBERH%HES Windows Server,

2. EHEESNESHD PEMD RAjks XX, Ltbsl, FiE EHIERTER Symantec MPKI RS 282 ARIER
(cacerts.jks).

3. T2 Symantec PKI Adapter xf¥:
a) %2 https://www.citrix.com/downloads,

b) S#n2l Citrix Endpoint Management (f1 Citrix XenMobile Server) > XenMobile Server
(7s3t) > 7= 234+ > XenMobile Server 10 > T &,

c) 7 Symantec PKI Adapter Bl5 b, S TFEMH,
d) BEZXXEHEXEHESE Windows Server C: IXE123:
« custom_gpki_adapter.properties

« Symantec.war
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4. 1EiEEAHITH custom_gpki_adapter.properties FH4RiELLTE:

Gpki.CaSvc.Url=https://<managed PKI URL>

# keystore for client-cert auth
keyStore=C:\Symantec\RA.jks

# truststore for server with self-signed root CA

trustStore=C:\Symantec\cacerts.jks
<!--NeedCopy-->

5. EXHFE <tomcat dir>\webapps TE# Symantec.war, #AE=Es Tomcat,
6. WIIREOMENARER: T Web JEBHESMB https://localhost/Symantecs

7. SMENZXMHFE <tomcat dir>\webapps\Symantec\WEB-INF\classes #4R4E gpki_adapter.properties,
E&E % CustomProperties, FHigM@E C:\Symantec X#F T custom_gpki_adapter xff:

CustomProperties=C:\\Symantec\\custom_gpki_adapter.properties

8. E¥/B5h Tomcat, &M%l https://localhost/Symantec, AREFEattit, £ T2, BE
BoE PKI E&EC28 BT RE NG 2ttt

[ chrome X '\ f Symantec Managed PKISe X ) [Y OfF - Service list X
< C | A Not secure | bepS://localhost/Symantec

Available SOAP services
SymantecGpkiAdapter

Endpoint address: http Symantec/SymantecGplkiAdapter
* ping WSDL : (hrp /gpki-adapter _ com/'symantec)GpkiAdapterService

o signCentificate Target namespace: http-//gpki adapters zenprise com/symantec

Available RESTful services:

71 DigiCert & PKI it Z XenMobile Server

iE%e5er Windows Server i &, ARBHITULT XenMobile Server B2E&.

S\ DigiCert CA JEH#EE PKI %14k

1. SAMARALBAIEFH DigiCert CAEF: 7 XenMobile Server 5#lath, ZEIRE > IEBHBTZEN
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Certificates
You must restart XenMobile on all nodes to commit and changes to the SsL and Android for Work SA
3 57
Name Description Status Valid from
XMS.example.com Self Signed/Generated Up to date 2017-04-27
Up to date 2017-01-10
cacerts.pem Self Signed/Generated Up to date 2017-04-27
® 9 days left 2016-09-09
Up to date 2011-05-03
| Symantec Managed PKI Online Test Drive Root | Up to date 2009-08-31

Valid to

2027-04-25

2018-12-16

2037-04-25

2017-09-09

2031-05-03

2037-12-31

Type

SAML

SSL Listener

Devices CA

APNs

Root or intermediate

Trusted

Private key

v

v

ficates. To restart XenMobile, use the hypervisor console or command-line window.

v

2. ANHARE PKI £ff: BERE > PKISf, B2EHHFM, AREZRER PKISZA, £ WSDL URL &1, #ILE

£ LE—EohEE PKIERENERIMR ML, ARRMNTARMI 2wsd Lo

Generic PKI Entity
PKI (GPK

Generic PKI Entity: General Information

Name

WSDL URL

Authentication type

Symantec

http://<IP of PKI

None

3. i Next (F—#), XenMobile &M WSDL H3EFESEE R,

Generic PKI Entity: Adapter Capabilities

View the capabilities of the adapter this entity operates

Generic PKI Entity

with, as

1 General - Sign certificate: http://

certParams
2 Capabilities

certificateProfileld

2/Symantec/SymantecGpkiAdapter

as the parameters the adapter defines for each capability.

Generic PKI Entity

of certificates return.

1 General gned by the same CA. A

2 Capabilities

Import CA certificate

3 CA Certificates

Name Serial number

| symantec Managed PKi Online Test Drive Root |

ne cer

obtz

rrough a given

the Credentia

Valid from

05/02/2016

08/31/2011

08/17/2011

ate. Add all CA certificates
al

valid to

05/02/2036

08/31/2021

08/17/2021

5. Ei%E > PKI SSATIE L, #IAEHRMEY PKI SSARREAE K.
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PKI Entities
Add

Name Type Capabilities Description state

7 DigiCert 1% PKI IR EIRIRIHIZR

1. 7z DigiCert PKI Manager {z#l&d, MIEBERPEHIEREE X OID,

Al coricate

Search openatioss: 7 cartificatn prties 1 Cartificatn prodles elacted

thiz prafile

2. 7 XenMobile Server FHl&H, HERE > FR/RHEIEF, 2HRN, AGRNTATEERE,

B AFREEFRERANM—EM. LEMATE XenMobile =HI & EMERS 5| AIZACE,

WA RERMUEFNRA. RELFRATETFER, BHEFEEXAERMIEFINIFASEEMN, HA
RBEA.

MA TR EFRIEPINE LA,
MEFE: ERERIENRGHTMEEBENLAFREE P HIERHNA .
certParams: 0L F{&:commonName=${user.mail},otherNameUPN=${user.userprincipalname},

certificateProfileid: #MLEESE 1 hEHIMIFBERE XY OID,
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Credential Providers Credential Providers: General Information
You can define one or more creder s for device certificate issuance and lifecycle. The credential providers control the certificate format {subject, key, algorithms) and the
} ) conditions for the certificate renewal o on,if any
Name Symantec-CP
2 ¢ s Request
Description antec-CP
il
Issuing entity Symantec -
Issuing method SIGN =
Parameters
Name Value
certParams - mail), userprincipalname}, mail=5{user.mail} save  cancel
certificateProfileld 2.16.840.1.113733.1.16.1.3.2.6.1.250531744

3. & Next (F—%). ZERMEITIE (EBERIBER" T “GIT7) L, BRRANRE, =HE, 2ERE.

M B E A B B B TR HERR
1. SIERIEREREE: RERE > RSN, REHAFM, FHERAEE, ARRERE.
2. EERBEET,
3. RINTFARECETFAIRE:

o EEEA: ERERERMHER.

- RiERMIER:

#%3% DigiCert 121172,

Credentials Policy Credentials Policy
This policy lets you deliver certifica to devices. On iOS, t ertific s, such as a certificate for WiFi authentication, can also be used as part of another policy. For Windows Phone
the policy is supporte 1 Windaws 10 and later supervisec
1 Policy Info
Credential type || credential provider -
2 Platforms
Credential provider Symantec-CP -
]
Policy Settings
Remove policy Select date
Duration until removal (in hours|
]
Allow user to remove policy | Always -

TRFaRER, REDKRE, FREDRAIMA, AEREERT.

5 ENERBRELEHBIIRE, BREEE > ’&, &RRE, BERE, ARREESRHNRE, UTTHE

T — N EINBEREEERE
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Device details rd@xmtest.net | iPad x

1 General N ..
Assigned Policies

2 Properties

Deployed (1)

3 User Properties Name Type Last deployed v
e T SymantecCredentials Credentials 18/08/2017 15:54:13

4 Assigned Policies

5 Apps 01-1¢

6 Media

7 Actions

8 Delivery Groups

9 i0S Profiles

10 iOS Provisioning Profiles

11 Certificates

12 Connections

WNRIZFRKAIE, FEF Windows Server ##2E WSDL EF EMAMEH,

BXRBEHRIFMER, BEE <tomcat dir>\logs\catalina.<current date> $fg Tomcat B,

Entrust PKI i&fgss

¥E7 DigiCert 1#£% PKI WBR AR, EAILURE Entrust PKI iEfEes. EREEER A1, BB XMDigiCert
& PKI Z5 B x7E Windows Server %% Java #1 Apache Tomcat #9555,

Z% Entrust PKI ;&f228

1. T# Entrust PKI Adapter s¢f%:
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a) #¥2 https://www.citrix.com/downloads,

b) £fnzl Citrix Endpoint Management (#1 Citrix XenMobile Server) > XenMobile Server
> = G5fF > XenMobile Server 10> T &,

c) 7z Entrust PKI Adapter Bil5t, & TFE>H,

d) MTE®.zip XHFIRE entrust.war X, HEHEKERE C:\Program Files (x86)\Apache Soft-
ware Foundation\Tomcat 8.5\webapps B+,

2. 7£ C:\Program Files (x86)\Apache Software Foundation\Tomcat 8.5\webapps\Entrust\WEB-
INF\classes #, #4#3§ entrust_adapter.properties 31§ CustomProperties i&&# c:\\zenprise

\\custom_entrust_adapter.properties,

g entrust_adapter - Notepad
File Edit Format View Help
# $Id: entrust_adapter.properties 31447 2013-04-17 17:17:34Z bsafinejad $

# custom deployment properties override the settings in this file
CustomProperties=c:\\zenprise\\custom_entrust_adapter.properties

3. £ C: Ikzhseh, B zenprise BRM—1& A custom_entrust_adapter.properties 8933 4.

4, FRUTRBREXHE, HEEEYE Entrust.MdmSvc.URL. AdminUserld #1 AdminPassword,
# 33F AS/IG
Entrust.MdmSvc.Url=https://pki.yourcorp.com: 19443 /mdmws/services/AdminServiceVs
, EBUTRRIZENIERDN URL

# set to 1 or true to force user creation from passed user and
group parameters 1if using IG and user does not exist
CreateUser=

# set the credentials for the endpoint

AdminUserId="[User ID]"
AdminPassword="[password]"

# keystore for client-cert auth

#tkeyStore=

#keyStorePassword=

#tkeyStoreType: JKS, JCEKS and PKCS12 -- not needed for .pl2 and
jks files

# truststore for server with self-signed root CA

#trustStore=

#trustStorePassword=

#trustStoreType: JKS, JCEKS and PKCS12 -- not needed for .pl2 and
.jks files
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5. E# B h Tomcat iR . S i1 F C:\Program Files (x86)\Apache Software Foundation\Tomcat
8.5\logs ##T7F Catalina_201x-MM-DD.log, WiE&HE#HiZHBRUTT:
13-Nov-2018 09:02:35.319 INFO [localhost-startStop-1] org.apache.cxf
.endpoint.ServerImpl.initDestination Setting the server's publish
address to be /EntrustGpkiAdapter

6. EM 3 http://localhost:8080/Entrust/EntrustGpkiAdapter?wsd| HARS B H
URL, #3%iF XML EHETR.
[# localnost:8080/Entrust/EntrustGr XSS Illi-

&« C @ localhost8080/Entrust/EntrustGpkiAdapter?wsdl o 8

This XML file does not appear to have any style information associated with 1t. The document tree 1s shown below. =

v<wsdl:definitions xmlns:nsl="http://schemas.zdm.zenprise.com/gpki/" xmlns:ns2="http://zdm.zenprise.com/gpki/sample”
xmlns:ns3="http://schemas.xmlsoap.org/soap/http” xmlns:soap="http://schemas xmlsoap.org/wsdl/soap/" xmlns “http://gpki-
adapters.zenprise.com/entrust” xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" xmlns:xsd="http://www.w3.0rg/2081/XMLSchema”
name="GpkiAdapterService” targetNamespace="http://gpki-adapters.zenprise.com/entrust™>
¥ <wsdl:documentation>
<adapterVersion xmlns="http://schemas.zdm.zenprise.com/gpki/">my_version</adspterversion><interfaceversion
wmlns="http://schemas.zdm.zenprise.com/gpki/"»1.0</interfaceVersion>
umentation>
1types>
vexs:schema xmlns:xs="http://www.w3.org/2801/XMLSchema” elementFormDefault="qualified"”
targetNamespace="http://schemas.zdm.zenprise.com/gpki/">
v<xs:simpleType name="targetAdapterVersion™>
¥ <xs:annotation>
¥ <xs:documentation>
The parameter value will be set to the adapter version string read from the WSDL at configuration-time.
</xs:documentation>
</xs:annotation>
tion base="xs:string"/>
/pe>
v<xs:simpleType name="userCertificate”>
¥<xs:annotation>
¥ <xs:documentation>
The parameter value will be set to a certificate, depending on the context. - In the revokeCert method, this will be the
certificate to revoke.
</xs:documentation>
nnotation>
tion base="xs:base84Binary"/>
/pe>
v<xs:simpleType name="csr">
¥<xs:annotation>
¥ <xs:documentation>
The parameter value will be set to the CSR blob. This parameter type is not allowed in any "part” element but those in messages
used for the signCert operation.

79 Entrust PKI iZi¢8:E2E XenMobile

1. &3l XenMobile #HI&HSMENEE > PKI 52k, 25N > @A PKI 214,
2. MAUTER:
o B A PKI REMBET.
+ WSDL URL: BAERARS B2 URL,
o BMIIERE: ERECRANS NS .
- X
- HTTP Basic: BAEEFRENAFZMNEE,
- BFMIER: EEFEERMN SSL EFIHIER.
o BRAE: BERNRRMUE,
o AVFERMMEITEREZE: BN /Entrust/*.
3. EREE PKI LA E, REZIGETEHRINSRBRHEER.
EBMED R L, FWEER Entrust SAERMA A, %E4ZF SIN fERML %,
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5. MIEPERBERAT R L, RINTRREERE:
« BHHEE: RSA,
o AN 2048,
o BHEX SHA256withRSA,
o FAERM: cn=Suser.username
o EREEHABM Ak, HIAVENIOT:
- KB AP EEEM.
- f&: Suser.userprincipalname
AR
NREXSE S EEMISE, FREBU TS BRENILE SERERER.
6. EREBEIEBIREERG, SNIEE > RERBHFINERERE,
7. REHNERANRERAELERR, T8 MMERARENAE L, NTRIEXE, BEEEREREHEER. WTE
EREEFXR, BERZARENERRHERER.

Microsoft iF HBiRs

XenMobile @3 HE Web 3 AES Microsoft Certificate Services £ E, XenMobile (¥ &#h@id iz REM A
IEPH (FEZT GPKI E£&1588). R Microsoft CA £ Citrix Gateway BFIE#, Citrix Gateway ¥2iF44THM
B XL,

E7£ XenMobile #6lE Microsoft CA PKI 32, s EIEHRS Web REAIEZAR URL, MR EFILIN, NEEA
SSL Z ik BAIIEREIF XenMobile 53EHRE Web RE 2 iE1A0ERE,

7"00 Microsoft iEHAR S L1k
1. 7£ XenMobile ##lam, gHEtlaa LANERER, AEEE PKI L&,
2. EPKILFTE L, BEHERM.
HEET R 2R— PKI SRR,
3. B Microsoft IEHARS LA,
AT 27 Microsoft IEHBARS Lk EHE B 5.
4. 72 Microsoft iIEHRS LA EMEENEL, KEUTEE:

o AR AMEEBAZN, WETUSRAFIERZIE, SEBRBAE—,
Web F #1 BR 5 48 URL: $# A Microsoft CA Web 5 #f AR 5 89 2 2 URL, % https:

o 1% URL ATRESEMR4 HTTP ¢ HTTP-over-SSL,
certnew.cer TTEE#: certnew.cer MAMNE., BIERNFELFERESHE THWIE, BEERRINE
#Fo
certfnsh.asp: certfnsh.asp EMNEH, EIERAELRREHS T LE, EERRIAET.
BRIIERE: BEEEANSHRIES %,
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10.

11.

- %

- HTTP Basic: BNEEFRENAFP KN,

- BFIREH: ERERM SSL B IHIES,
BHRMREZEURERS ST LURE. NRATHE, WKETR—FEE, BHEELAW, BRERBIRE.
## Next (F—5%),

BT 2 Microsoft SEHARSS SiAk: EARTUE, 7ELLTE L, $8E Microsoft CA Pz S ERAIAEE T, ¢l
BERRMIZEFE, MILREXBFRPEZER. ERILSSENES N RERHEZFUER — ML ERR,

X Microsoft IFBAREEIRMER, ESIAEH Microsoft Server irZs3$ 89 Microsoft St k& TIEFHH
FORBGIEBELERIL, XenMobile StHEAEZMIEBHEEMER,

7 Microsoft iEBARSS SEfA: EIRFIE L, S£HRM, BNRIRNEH, ARREHRT. AERINES MERE
ERTITE,

2F Next (F—%),

IEEPE R Microsoft IERARS Stk HTTP S8 E, EHRE L, & LUEE BE XS U XenMobile
#INEIE Microsoft Web SERE A% HTTP R, BEXSHINT CA LIETHEEXMAE M.

£ Microsoft JEBARSS LMk HTTP SHTTE L, 2EHRM, BAZRMA HTTP SHMEMANE, AEeE
—F_ﬁ%o

IEESE 2R Microsoft SEHARSS = fA: CAIERNE, EHRAEL, HIERFBIIEERIAIERNEEE
=41 XenMobile, £37 CAEHfE, #7E XenMobile 3 Ei#178EH, XenMobile LUBBAS BN AT
SEAR,

72 Microsoft IE RS LA CAIERTE L, EEREATFUITEMNES.
BHRF.
LR BRE PKI BEREH,

Citrix ADC iEH R #%% (CRL)

XenMobile 1Xz3534 5 = A iE B M ERIES B #51% (CRL), MREEE T Microsoft CA, XenMobile ¥1&
A Citrix ADC BB H.

FREBETFEARIEBNSHRIEN, HERESEE Citrix ADCIEH B #H5I% (CRL) i & Enable CRL Auto
Refresh (EA CRL BaIRIH). P EAIFHERL TR MAM RXMIGEHEF T EERIRE ENIEIERH#TEHE

o

XenMobile ¥ EMMEFIEH, RANBEAFIEBRE, XenMobile R&REIAFERAFIES. WigERET CRL
KB PKI L&8Y PKI LiFM R 2%,
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EECA

™ XenMobile 121 CA IERRXEXMIFATHRS, BEIBER CA. XenMobile FiRIBEIEENSE, EREFRIBIEHM
. BEMRBES.

EEEEE CARY, AILUA%Z CA BCEBAIEHIRSMY (OCSP) %, YBENYERAT OCSP zi#%8s, CAA=miz CA
MABBERFARM id-pe-authorityInfoAccess ¥R, I EBiIEBEUTAELA XenMobile )Zs OCSP
Ve

https://<server>/<instance>/ocsp

fE OCSP BRSBEY, IBAEXAEREEIEE OCSP ERIEH. AILlE CAIERESREEES. Els CA LBHNTY
EE2E (BiER), 5018— 1l CAIEBEZHEE 1d-kp-0CSPSigning extendedKeyUsage {'BMZE
ik OCSP & &iEH.

XenMobile OCSP Responder Service Z#51EiERPERE D OCSP MR K& U FEFIEE:

« SHA-1

+ SHA-224
+ SHA-256
+ SHA-384
+ SHA-512

MMRsEE SHA-256 REZIEBHZAEE (DSA. RSA 5 ECDSA) #1TER,

AINER CA
1. 7£ XenMobile Z#Hlad, BHEFIAG LANERER, ARREEES > PKI L,
2. 7£ PKI £ATTE £, BERM.
LB 2R— PKI SSARRIR S,
3. BHER CA.

LB 2R ER CA: BRI

ik

ISPt
4. #ER CA: EMUEEIIE L, HITUUTRE:
o BIR: BAEE CA R MEZ,
o ATWERBERHITERN CALEH: BHAEE CA BTFRHIERERERIES.
HIERFIRZIRIBEEIERE > i85 > iEH_LHEF XenMobile 89 CAIEH (FFAFR) ERA.
5. 2 Next (F—%),
LI 2RMER CA: SETTHE,

6. EER CA: WAL, HITUTRE:
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- FIISEMSE: 8 CA NEMEIEBERFIIS, NIFIFR, 2ERITFLTRINFUHREFIS
By R T
. FAFHIS: A BTREMEN T— 155 0,
< SEBEMER: BAEBERNFER,
. BERRAE EHHENNEREENT, HAEE CAFMISEBNE N, BEE, CARRTFHXLEN
PRRIE
. PRESRFEA BRINESSK, BREHN, BABASHE, ARLHEE,
7. i Next (F—%).
LB ERER CA: B ETTIE.
8. EAEE CA: HETEL, HEESRER:

o &3 IRSBIRTHEM. Citrix BIERETIAT, ERSSR EERHFMEANE, RAEDLIBFIEE,

o N RBIHBHREMR. AATERPIGE LER. o HNEXFER SCEP HEEXRMA keyUsage
keyEncryption ¥ EH RA MZIEHHRE keyUsage digitalSignature 7 BRI RAER
. E—MEBAURENBFMNENER,

9. B& Next (F—%),
BT B RAER CA: BAHIERIRE N (OCSP) TiE,
TEEE CA: BAUEHREMIL (OCSP) TNE L, HITUTRIE:

o IREAEM CAEBMIERHMAuthorityInfoAccess (RFC2459) ¥ &, &k itk CA 2 OCSP
NGB RFF. I BIEEAITF https://<server>/<instance>/ocsp B CA OCSP MaRz&,

o MEBEAT OCSP 4%, 1E1%E OSCP &R CAIEP. IIFPFIRMERE LHZ XenMobile #9 CAEH
4o

10. B8&H R
B CA B2z PKI LEREH,

FiERMIER

January 5, 2022

EIRIRMHIZF Z21E XenMobile REMNEN B REANLIMERRE. SERUEFESGERRR. SHNLEHRE
. TIEXLEIEPBIKELEN—HOERMUMGEE (B, REFHEZXIIRE), BEXHF.

REIMARIEBEREL, LR, XenMobile FEEMETIRMALIES, RE XenMobile RIgER/EFMEIEI2H
PUARLAES, Iesh, ERENEMFRTMAAE PKI ARERSEIMRBENRE, BEXRLILRE, TREEWM
BRIES,
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— M REREEFEETATZME, MMEZEI - EEFRMEZFRIEES MERNYRR, X6, EE—4ETE
ERFMEE. FlM, MRITERHIET P EAEE C B HERRE D: P HNMARERREEEL D AIEH,
Etf, EEH CHRRNA D EiTIRE, HEB, MEk CaimE D IREA D NRFERE,

RIBXLEAN, XenMobile SRR HIZFEERHE U TR

o IEBRIFKIR.

o REUEBWAGE: ERMMEBERRN (IRE) MBEIEBMNEAN,

o BFMARMENSE, flI, BHKA BHREEENIERT BEFEREZIER (CSR) 83,

o FIEBRALIRENHTH.

. BEEMN, REAEEXRLLLE XenMobile FHFIBIERMIEHBHE, BIZERER UIEEEERNIERH.
B0, BRERLUEEEMPRXEGSERENRHIER. I, ERLEBERT, XenMobile XEXIEBH R EHH
BERRIRARIHAARMEW (PKI), thitRiR, 7 XenMobile RBHHIERATRESHTE PKI LBHIES,

o ITIRE, BUEEREREEFRINBER A UERNSIHHN B314T. HEXKBSZARNAR, ERLd
HARY FR R Gt R X @A

EREET A AEEENRT N EERUAIEFEEN PKI SSAEREERMMA 5%,

IERWMAETT
ALUBEFEMAR (A “BR7E") KREGES:

o BEFBILAE, TR EEIERFA. 812 CSR LUKIE CSRIBRAIERMAMM (CA) #17% &, XenMobile
=M PKI S2f& (MS SEBARS KA. @A PKIFMER CA) ERZERGZ.
o REX: FALLTE, AT XenMobile Wik 21EMEMBZA. XenMobile (z4s3i@A PKI ERRINS
%o
RERMHEFERERWRIINA G E MEGESTMABEERED. BAMS, (REMLKFENERE, AILUE
F CSR ERBM D E#3ft. REVIERIALEMERN PKCS #12 RiE4Hi8E, METERFENEPRTEN,

IEBRAT
XenMobile HAIAIGERRSRAHEEFH: EPMNDEH. DHVRNERRERIEREMMN (SCEP), HEARBHER
Fim<ERz USRI ER (PR i0S), ERLEBERT, BIARAIHIE.

MNFZFSEE (SCEP B RNWEEREES, SERHNRES R RETMIM (RA) IEH. BE RAIEHR
EF, A SCEP thiXes, XenMobile & YSEPREBMANMINZERE (CEME). XenMobile BAME FIHIESLE
SHERAITLSEIEIE, @idm XenMobile E& FRIEH, BILIRILIZAAM.,

FEAMAENIIEAE (REF-EBTHEXAHIENR) . RAEEM RANE, XLEAEHNREMT:

« RAZZIEHHIIRE X.509 BHAEHRFER,
o RANIZEBHIRE X.509 BHAERAME,

EREBEEREREFN RA LR, BBIER LHEE XenMobile, RAEEEERERZF PHHETIXEIES,
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RYEREREEFNEIFLACEE TIERN, AABEERHEFAANIFIBRARN. AURETEERHIEFIGE
NEEEPHRN. BEENHAARAXERSHBNENL. EFERRTREFE. MRFRFAZFIAARN, BR
FEEMHEFEREAZRN, BEFEK. B, IRFREREAIAARN, EREREEFFAFZEL, 2
EHRHEW. FFAFEREMERT, RENAEEIRE,

THEESTT SCEP 1 XenMobile %%

£TX =¥ SCEP HE SCEP
i0S BELE X HARSS = =
i0S Bahig & EIEREM = =
i0S BB = =
SHTP it £ =
SHTP &¢& £ =

Windows Phone #1 Windows
Tablet ;¥#3

iy
iy

Windows Phone #1 Windows %, Wifi 85588, BEZE &
Tablet &2& Windows Phone 8.1.
Windows 10 #1 Windows 11,

IEBmRH
B=MEENFH.

- WEME: NEREF WA XenMobile £FRIEBIRE. EMTEREIERN, RERMEBH OCSP RS
=28, XenMobile 2ZEBILIRE, FERUEFEBREESHEG TILRESZRNZM, Fli0, SiERM
B HEE NIREFRIFREBERXLEIERFENE B Ho

o SMERERBRIMEE: MR “MEH XenMobile”, XXM B HEATMIMNE PKI REXBIIES, EEIERIEEFE
BEXKEMHT, XenMobile ERERHIEBHBETE PKI LRHEZEH. ATHRITHENERRTEEAXE
REHBNEA PKI (GPKI) £,

 SMERSIEEMIME: X “MmH PKI”, XHEBMBHBIUSHTMIMNE PKI REBES. §2% XenMobile iF
HIEEIEHAIRSEY, XenMobile £ m PKI ZiiZRE. MRIEBERTH, XenMobile K7EPIE8F HIZIE
Fo WAHNHIEER OCSP 1%

X=MERHRERF, MEUTU—ERLA, IMRHEEIRIEIERTESSBEATRHEH. WBRESBEEZMIMNER
Ho

IEHLIT

IEREITH MR EMA IEBMIME S — MEBR I 2AR.
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XenMobile ¥EEZHREGNIES, AEBRBEZAMIES, BREMNRKMIEMRRS T NRRADHN (X
£7 SCEP) =fY, NHIEBHANLRIREEBHITARH. G, BFEMIBREBREZAHTHE. XMHBHESIE
PREREMITLX.

FERHEN, FERERHENRSMNE (R, RREEEE, RSB[BBEILEBH ‘NotAfter” BIREHR T LA
HERREIEERRFENE, WRIEBHEZFM, XenMobile BEHEITIZIEHR,

IR RIRR R

SEEHEFNEESXNEEM, TRIURATHEEENMASSEMME T E. AILUSER RIS ASIMNER AT
RHEFXDFR:

o ERLMAMETREEE, AT XenMobile WE. ARELAEMMAS FRERER, ELEKE, TRITEMM
K121FBY, XenMobile R EAAIZEEEEN CAIEBAFBAWNE R, ZEANRBERE LERERTER
5588 LEREUR T FMER 2 & T3,

o SMEBSLIAEEE Microsoft CA 3k GPKI, BF Il ERiLHE—365,
BXigE DigiCert £%E PKI (SiECQIRZERRHEIER) MIFMER, 155H PKI LEFr “DigiCert 1% PKI”,
1. 7£ XenMobile #Hl&mH, BiHa LANERER, ARREHRE > ZRRHEER.
2. FRERMEFTIE L, BEHRFMN.
LB B ERMEER: BAERRNHE.
3. ERERMIERF: BAMESNEL, HITUTEE:
o B ANREEFEERANM B, LEMZERATE XenMobile =HI A EAMEHRHRZEE.

o BB RERHEEFNRE. RELFRATEFTER, BRATTUREEXLRERHEFNERFAE
Bo

o MARRKEK: BEEIEME KK,

s MERE BEERRNUERERSEATMERENEAREGEBN G ZE. WFEAKIELSHEIE,
BEERER.

o MRRIRFIRAA, BAEERMIZFEREE PKI SSETRMBIRR,
EI&E > PKI L&FRNN Microsoft iIEBARS LARY, XLERIREE Ao
4. B Next (T—%),
LB B R R RR MR IEBERIFRITE,
5. ARERMER: IPERIBFERIE L, RIBEIEBEERLE U TSI
o BIREE ERATREGIEANNEREE. FIAEYN RSA. DSA 71 ECDSA.
o BRI BABRBYHOARN (IR, FERABEFR,
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AVFHERURTZAXE, 50, DSA BHRNEAANG 1024 i, J@EHMERNAE EURTEM
BHMEAME) , XenMobile FREEHISSHZEAA/N. RIALAEMRIFEF NI EIRRMEFRE, REHE
EFEFRREXERE,

s XEEZX: RERATHIIBMNE, BIRTEHREE,

o« FRAERR: HiE. BAFIERERENIFIRSE (DN), flin: CN=s{ user.username } ,
OU=${ user.department } , 0=${ user.companyname } ,C=${ user.c } \
endquotation
flan, NFEFHIEBSMEIE, BEERUTIRE:

- ZfAEL: RSA

- B/ 2048

- EL&E%: SHA256withRSA

- EAERM: cn=Suser.username

- EnEAEEAB/MRPRNNFE, BREML, EFERIMNEE, AREEFIFRRA—NME.
NFEFHIEBSHIIE, BEEUTIRE:
- KB BREARM
- {&: Suser.userprincipalname
5 “GEESRM MR, SLTEEFRPER XenMobile &,
6. 2 Next (T—%),
LR B REERMEERF: 2 &0UH,

7. ERERMER: 2 RTUE L, RITUTERE:

o & CAERTIRSF, BEEHHN CAIUER. HTERREEEFERAEE CA LK, RibzERRIERER
B9 CAIEBRBEREZEAE LEEEN CAER, CAIERELEREAT SERIMNILAENEE RIF—B0
o ERENLRENH, BHEUTERMD LZRAAS NP —H:
- BRI RSB|HEPER: Citrix BICRBILEHRRIET, EX#F XenMobile Z#FHFREF
&, #B7EERA Citrix Gateway SR BRIt EEFAIER, RSB[R EEMHFMEME, AT
DERIIBFIEE,
- BENHN KERBHER: ERPEELERHFELT, LomEXER SCEP HEEX
F keyUsage keyEncryption #9 RA mZ1iEBHIK A KeyUsage digitalSignature #9 RA &&
EH. E—MEBAIURNBFMENES,
- (RDAEN: REFHBHER: A5 “BEDHR: REHRBHER” WIEANER, BRIk
i “IXMR” Mk “Bk”, HigEWERBIARMAFATAN, &BEHMETR A,

MREFEEDH: REGEHERINROHN: REWZHER, FRE RAEBRIEHH RAIIEIEH. B
—MEBATAFXHENEN, IR ETREXXEIEBIHFR.

8. & Next (T—%),
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AT B RERIREEF: B XenMobile TiE. ZUtHE L, BE XenMobile EREE BT IR EIZFE
BEMABIEBIRICA B HEIF .

9. EEERMHIZF: B XenMobile TiE L, HITUTERIE:

ERHEEBMARIERH, EFE—NRBAN NG HIEBED,
E48R XenMobile 7ERHIE B LIXBH, EFRIXBHHERERFHEFENER,

E7E M XenMobile RIEIEB/ETE PKI LRHEHZIED, BB mE PKI LRIEBIRERF, HELEIR
B, BEEMER, RATIREETEERHENENFA A GPKI £k, M XenMobile mIHIEHE, @
HIEAR XA TEEATIRPEREDN PKI,

10. & Next (T—%).

LB 2R ERRMER: B PKI DU, B7ELCNE L5 B HIEBR X PKI AITRIRF, &R LIEREE!
BEAES.

11. ERERMHER: B PKIEL, MREMN PKI BEIER, BHRITUTERE:

BEANBREEEIZSEENRAF. KEETESZS R PKI HXNFE,
£ OCSP IRzE CAERFIRS, BHERERERIFRSE (DN),
A L # DN = E& f& £ B XenMobile 7=, #I #0: CN=${ user.username } , 0U=${

user.department } , 0=${ user.companyname } , C=${ user.c } \

endquotation
EREIERNTIRP, RERFIEPEIY PKI SEHITHU TRIEZ—:

- FHRITHEMIR(F.
- ZITIEH.
- MEMERILE.

E48R XenMobile ZERHIE B L XBH, BFRXBHNEIRE R

BT LAM P @RI AR e |

NREEEBENRR, W LUEEFATIFIENESR, BZEAMEITEEX . XERIRU T ERE
RFIFRH,

MREFMNENFAEE, NWAIUBITESBNES. FBRTRMAKGANBFEREFMANESR, BT
IREREBABIAR,

12. g Next (F—#%),

A B REIRRMIZR: SIT0E. EHREL, EFLUERE XenMobile LUIBEERITIATRME:

SATIER. AJLUERESITIAISER, UREFEMREFRIRESHRIES,
FEVEIRARIE B RINER (SATRNER) o

13. ERERMIER: ST0E L, MREBAEBIHEHITERIT, BRITUTERE:

RBEERBIHREITIRENT. KBETRESFE,
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o EIEBELMERREHESITFRSD, BATTIRRIZ DREITIES,
o (%) EFEFREITETHIER. FRERT, ‘BRI’ RRIEBHN “NotAfter” BEER X, T2
EPERMHE. EABHHEIEDRE, XenMobile RFELEITXLEES,

E18T XenMobile EEITIE BN REEH, BFRLXBIIRENF. EiE= XenMobile fEIEBHEEAT HARY K
KEA, ERIEBES S HERIRE N .
SFEPE—EESI, AR N BALETERE

o EEBAER. EERETESIFRENER, BEZEAUH#ITEEX, XERRAFBRERSIZRS,
« WABNIFAEE: BITRSEMERS. REWFABTFERMI, HEMME, UERXE.

FEIEBEL A ERRMEERN TR, RATIERIHaS DR EEBR,
14, BFERE
ERREHIEFRETE “RRREMIER RF.

APNs 8

January 5, 2022
BE:

Apple 33 APNs |BhR Z# HISX 4 X8I 76 F 2021 £ 3 A 31 B4R, Apple BiESCAERETF HTTP/2
89 APNs 21725 APl, BhRk7 10.13.0 &2, XenMobile Server ZFETF HTTP/2 B9 APl, BEXE%EE, 18
27 https://developer.apple.com/ RiFHEIEH “Apple #HXBHMIRS B, BX0ES APN B9EEH
BE), BSREENE.

Z7f XenMobile FiEMHERR i0S #1 macOS &%, FIZE Apple 1R1E8 Apple #i%EHIARSS (APNS) IEH.
TrERiERE:
o $B 1 BIUTE—AZLIBIEBEZER (CSR):

- £ macOS LFERARSRIRSIE CSR (Citrix #EER)
- {EH Microsoft IIS ¢ CSR
- {5/ OpenSSL ¢z CSR

o S$I2 2: 7 XenMobile Tools £y CSR &
« $IE3: BEXRM CSRIZRE Apple LIFKEX APNs iEH
« S 4: FHATSE 1MNRE—EITEN, Tl CSR HEH PKCS #12 x¢4:

- £ macOS tERAR SRR PKCS #12 &
- f£H Microsoft IIS ¢ PKCS #12 x4t
- /A OpenSSL 83 PKCS #12 X
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o $IES5: 35 APNs iEHS N XenMobile

o HUE6: £ APNSIEH

BIBIERERIER
BATENIEE macOS EEMARRIESRAIE CSR, EaILUE S Microsoft 11S 5 OpenSSL 17 CSR.
BE:
o STFRATFOIEIESRH Apple ID:

- The Apple ID must be a corporate ID and not a personal ID.

- Record the Apple ID that you use to create the certificate.

- Torenew your certificate, use the same organization name and Apple ID. Using a differ-
ent Apple ID to renew the certificate require device reenrollment.

s MREXEXERRETIRES, WL EEEBCHIRE,

« YNREA i0S Developer Enterprise Program tIZ# g & EERESRIEH: 155247 Apple Push
Certificates Portal s IR E @ T AIIE B ETIR(E,

£ macOS fEAARBIHFREIE CSR

1. Ei51T macOS WitBH L, ENAERF >EBITATA, BafARinnNARERF.
2. {TFSARLERIpIAIRE, ARREIIERENIE > MIEBMANMEIERIEH.
3. “EREE” BRTEHRAUTESR:
o EEFEPMFHbAL: AREIBERHNASAEIKF B RFEpFithit,
« 2A% AREEIERNNASBEKFHABR.
o CA EEFHR{FthiE: IERMANADRIEBFHpfFL,
4. EREFHEIEEMNLIRIEERANEEET, AFREHE.
5. A CSR XHFHIRTR, HENHEN LRFLXYE, RAEEERT.
EEZAXNER: EEEPA/N 2048 LK RSA Bix, ARBEHHUL, F APNs IEFHRZEN—& 7, CSR
XHERH EH,
7. AEBENIESERY CSR g, BEHETTM.
8. B4, FH CSRER,

£/ Microsoft IIS ¢IZ CSR
4R APNS IFBIERME—F 2OIBIEBERIEK (CSR), F Windows, &E@d R Microsoft 11S &£/f CSR.

1. 17 Microsoft lIS.
2. Wik IS MRS B B E R,
3. ERS[EPEFOH, BHELBIEBHIE,
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4. BAENMIRRE (DN) 58, ARRET—%,

5. AMZIRSIRILIZR1%EE Microsoft RSA SChannel Cryptographic Provider, 39K E%iE 2048,
RERTHT—F,

6. MAMXMEZHIEE CSR WRFME, AFRETTTM.

7. B44, 58 CSRER,

£/ OpenSSL g7 CSR

WMRFAMER macOS i&& Microsoft 11S 4% CSR, &R OpenSSL, AIUM OpenSSL Web iR FEH R4
OpenSSL,

1. 7ER%T OpenSSL WIHEMN L, Mes$iRREOR Shell ATUTHS,

openssl req -new -keyout Customer.key.pem -out CompanyAPNScertificate.

csr —newkey rsa:2048
2. KRB ERUTERIERGEERIER. RIBBERBNER.

You are about to be asked to enter information that will be
incorporated 1into your certificate request.

What you are about to enter 1is what 1is called a Distinguished Name
or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []:RwWC

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Customer

Organizational Unit Name (eg, section) [:Marketing

Common Name (eg, YOUR name) []:John Doe

Email Address []:john.doe@customer.com

<!--NeedCopy-->

3. AT—HKHEEH, WA CSRAANEN,

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

<!--NeedCopy-->

4. BHg, BRBRT—TPENAN CSR ¥R,
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71 CSREZ

ERIEHS XenMobile —E2fE/A, BFRHERR4A Citrix #7858, Citrix EAEBHMEEEBEZIENLA CSRES

FiR[E . plist BANBERX M.

1. EXEEP, ¥ ZE Endpoint Management Tools Web i1, #A/5% & Request push notification

certificate signature (FRiEH#ZEBEIIERER).

All Management Tools

What do you want to do?

Endpoint Management Tools can help you troubleshoot your Endpoint Ma
enable key features in your Endpoint Management depl
Analyze and Request Auto
Troubleshoot my Discovery
Endpoint
Management

environment

Auto Discovery Service

Request and Configure
Auto Discovery for your

Endpoint Management
Analyzer

Follow steps to identify
and triage potential issues

with your deployment.

domain's Endpoint
Management Server.

Request push
notification
certificate
signature

Create APNs Certificate

Submit a request to Citrix
to sign an APNs certificate,

which you then submit to
Apple.

2. FRIRMMERRE L, SE L% CSR,
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Upload the Certificate
Signing Request (C5R) in
pem/.txt format, to Citrix
for signing.

=+ Upload the CSR

3. FIEHIERIES,
JERHBIRA. pem/txt 13,

4. 7z Endpoint Management APNs CSR Signing (Endpoint Management APNs CSR %&) W&,
g Sign (£8). HBH CSREZHEEZEM CSR BaMREIEREN FHXHK,

5. B4k, ERBT—ThaRERRERM CSR.

BEZEH CSR 123245 Apple LUFKEY APNS iE$
M Citrix IiBIBZEZRIEREZIEK (CSR) /&, #& CSRI1Z%4A Apple, LUIREXS AEI XenMobile Fr&# APNs i
o

AR

BLAPREER Apple X IBRIRM, HE, BR Apple FRARIF, AERBUTSRHITIRNE.

1. 7355889, #%) Apple Push Certificates Portalo

2. % Create a Certificate (8IEIEH),
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3. ExfER Apple 8IZIE+H: %+ 1 have read and agree to these terms and conditions (HE %
ERXLEEFRMEH) ERE, AGRE Accept (%)

4. i Choose File (&#ZFxf), WUIITEN LBERH CSR, RELE Upload (L#H). IIEETR—%K
WINER, BRI,

5. #&F Download (T#) LieE.pem iEH,

6. B4tixr, iF5em CSR HSH PKCS #12 x4, s F—THFmR,

5tk CSR #S i PKCS #12 XX+

Wzl Apple 1289 APNs IEH/E, REZEIHERSESE. Microsoft IS 8% OpenSSL LUEIERSH 2| PCKS #12 xXfF
H,

PCKS #12 Stf& APNs SEBHRIEMTASH. PFX XU B & @SR, pfx 51.p12, AU EHREM. pfx H.p12 3
o

BE.

Citrix BIWEREFERSHAMAZHN N ANBRANAH, EEEBPHRIFP APNS IEBUEESFEH, NREE
HENZR, TRIEBLN, BuMESEHITED CSR M APNs Zi2,

7£ macOS LfEAPRRIFRCIE PKCS #12 x4t
BE.

FEUHESHERN macOS EEN 5% CSR BHERAB macOS &&EF,

1. 8% L, HEIM Apple REIBIEFHRR (.pem) IEH,

2. BEfARtEIFREAEFHSMEIBR > BNIEHET R, Fr@mREHERETARE O+,

3. BHEEBHBEAASLURIBEIBEE 2 S XBRAH,

4, BEFHRBIEBSHE PCKS #12 (.pfx) iEHBH, BHEFIEBHFE, RERFER, REEESE 2 MR,

5. RIEBXHRHEE—HEZFUAT XenMobile, ENEBHPEETEFH. AR, AREVIEBEEFE—IX
HRMUE, %EF.pix XHENX, RERHRE.

6. MABTSHIEBRZER, Citrix BIEREEH—10ERTE, TEHRRIEPNTENREY, UHNEER
#51H.

7. ARLRIFRNAEFBRTEHANERZHAETEHAR S, BAER, ARREHRTE, FENIIPNERAA
F XenMobile Server,

8. BHLEIRIE, ESIHE APNS JIEBSNE XenMobile,
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f£F8 Microsoft 1IS ¢z PKCS #12 >z
HE:

TEULAES R EERRY 1S ARSS 28R S5 %A CSR BIERBY |IS RSS2 4E R,
1. #T7F Microsoft IS,

2. BERSFIEDERT.

3. ERSF|IEBEOP, BETMIERHIE.

4. %

BTERFN.

5. BEFESE 4 PRIIES, ARRESEH,

6. 1EE.pHXIEBHMUBMXHE UREN, ARSEHHEE.
BEBEBHNELEABEFES A XenMobile,

7. %.phOEBEHDIITHIRE XenMobile #9ARSS 28 £

8. BYGURIE, BB APNS IEBSAE XenMobile,

£/ OpenSSL ¢/ PKCS #12 xft

WNRERER OpenSSL €7 CSR, FaTLUER OpenSSL . pfx APNs JEH.

E3kB Apple 1 Certificate.pem Xt A5, BARIFEMSBERLEM, HBHHE, BENEZHPE

1. £#HSRRMTH shell F, T L FTdw <. Customer.privatekey.pem 33 B CSR # 7A i,

APNs_Certificate.pem AERIM Apple KREIHIIESR.

openssl pkcsl2 -export —-in APNs_Certificate.pem -inkey Customer.privatekey

.pem -out apns_identity.pfx

2. WA pHOEBXHHER, 2ELERD, BAEEHEREHE XenMobile HEBRERZEW.

3. BF.pIXIEBXHNUE. AT, HizXHEHIZ XenMobile Server f, LUERUEREHI& EEXH.

4. BY4:, 5% APNs JIEBS A XenMobile, i1F—TFriR,

3% APNs i+ S A\ %/ XenMobile

U EIH APNS IEBE: & APNs JEBE A XenMobile, MEERAFINZIEBRE B HIES,

1. 7£ XenMobile ##lad, BERE > iEH,
2. BESN> TR

3. EAfEH, &EF APNs,

4. FRERTEN EM.pfx :.pl2 X

5. WAEN, ARBREHSIAN.
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B % XenMobile HHIEBHIFMIER, BBINEBSHLIIE,

41T APNs it$
BE.

MREELEITIEREREREM Apple ID, MAMEFEMAF &S,

E454T APNs iEH, BRTRIEIEBNSE, ABHEE Apple Push Certificates Portal, #AiZIT1P LHIIEH, &
RE, BERENRBEIERHEMEZHN Apple FF & ARHF SNBIES,

7z Certificates Portal &, £TiEBME—X3ISEHE Renew (4:1]), ©&4717x Certificates Portal HiBEFF
EARKPARERRIZI S, BAITIES, BERBRNALZFI Apple ID,

ZHE APNs JEBRIITHARYE], 357 XenMobile EHIAHMEEIRE > EH, NRIEPIH, FFRERH.

1.

9.

10.

/8 Microsoft IIS. A& (macOS) 5 OpenSSL £/ CSR, X%/ CSR MFAREE, BRIHE
IERBFRIEK,

e %8sk, #%3 XenMobile Tools, #A/5, #i# Request push notification certificate signature
(ERiFHEIRBHMIERESR),

. 2% + Upload the CSR (+ 12 CSR).

ExHEES, SHMEICSR, #&F Open (1), AEEE Sign (88).
WE . plist XY, BERE,

#5315, & Apple Push Certificates Portal &%,
ERESITHNER, AE2E Renew (£:497),

E# plist X EBRKEREEXH.pem, R7F.pem X,
fEA1Z.pem X#H5ER CSR (IRIBEESE 1 el CSR BHERNAE) .
BIEBSFHR.pfx X

£ XenMobile #=#I&H, SA.pix XHHIRIMTAIRTRERE:

1.
2.
3.

4.

BIRE>IER >IN
ESAESES, EEFRE,
ETARERER B, %E PKCS #12,

TEREF, 1%EF APNSs,
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Import

but you can only have one certificate active at a time. Use the APNs portal on the Endpoint
Management Tools page to create the APNs certificate.

Import Keystore =
Keystore type PKCS#12 ~
Use as APNs .l

Keystore file

Password

Description

Cancel

You can import certificates or keystores used by PKI components. You can import several certificates,

5. WTFEMEXM, BENEHSMEZ
6. EEWBH, BAIEBEH.
7. BNFEGEA.
8. BESN.
XenMobile ¥ EEEMENERTIE. BFF. KE. BREIFFIABTEIFIE ML R [8) F B &

SAML 2% %5 Citrix Files

January 5, 2022

AL XenMobile #1 Citrix Content Collaboration BEB A fER L £ EAIRIZIES (SAML) sk21#xd Citrix Files

BRI AEFRESER (SSO) ihiEl. LINEEEIE:
« f&MA MDX Toolkit =Mkt MAM SDK # Citrix Files 2R

o FKEEER Citrix Files ®Fi%, #5130 Web ih. Outlook &SRS & Fink
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« EBATFITEM Citrix Files Rz FBEF, @i Citrix Files # s A2FEF Citrix Files B EHEEEE)
Secure Hub #1TRP B HIIELURIREY SAML $5#, RIN#ITEMEIERE, Citrix Files BN BARERESE
SAML $2%i%% Content Collaboration, #i5ERE, BFRRELGES SSO i Citrix Files #5112

Fo EALUEHKIEM Content Collaboration KiinZl Secure Mail #ft, MAZBEESRHEF.

o 3 Fk$TEM Citrix Files ZP %, 8 Web R 2ssiE 1t Citrix Files P& R Citrix Files BB
EEMAE XenMobile, XenMobile 3B #1THHIIE, ARBAFKEA.XE Content Collaboration #y

SAML <8, ¥EERE, AFAILLEE SSO A8 Citrix Files EF iR, MARESREESR,

EJ% XenMobile 159 SAML & #1212 (IdP) BF Content Collaboration, %% XenMobile B2& hfER T
Ak, SNAXHFTR, 3E, TTLUE XenMobile BB MR SEMXIEEZER—EMER, BXEAREE, BSAR

Citrix Content Collaboration 5 XenMobile && &M,

BXFANSERRENE, BESREREN,

WEFN
MU TH&EEMY, 78Xt XenMobile 7 Citrix Files R FA2FEE SSO:
« MAM SDK =i &hr4#9 MDX Toolkit GERT Citrix Files BN BIER) .
BXEMER, BB XenMobile &A%,
« ®BhAH Citrix Files #zhzA#2FH Secure Hub,
+ Content Collaboration &2 &,

o @SR XenMobile 5 Content Collaboration Zalryi%EiE,

ficZ Content Collaboration iRl [R

73 Content Collaboration €& SAML Z &1, ERUTARRM Content Collaboration iAiEE & :

1. 7 XenMobile Web iz4lar, #FHEE > ShareFile, LttiTi& 2= ShareFile B iE., EHITHI&TT8E

£ 8RAE Content Collaboration, ik ShareFile,
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Content Collaboration v

Configure settings to connect to the Content Collaboration and administrator service accounts for user account management
Domain sharefile.com
Assign to delivery groups Type to search Q Search
AllUsers
Local Policy
087

Local

Content Collaboration Administrator Account Logon

User name .com

Password

User account provisioning

App Internal name ShareFile_SAML

SAML certificate

Lexample.com
Name P

2. REUTIRE:

o 15: AL Content Collaboration FiE&, Fli0: example.sharefile.coms

o DERARIA: EFRFILRF LB Content Collaboration /8 SSO B3 {34,

+ ShareFile EERKPER

« P& 8 Content Collaboration EBGAF &, tAFRKNEEEEGNR,

« Z3: A Content Collaboration &2 &%,

o BPIKATIED: REUIRELTZ2ARS, A Citrix Content Collaboration BREEIE#ITHAR,
Ffd. IESRTNED A F ik F1E A,

3. BE MR EERF LA Content Collaboration BIERKAMWAFR KMNBBEE A UAEIEEMN Content
Collaboration P #1TB 3 L81IE,

4. BERR

« XenMobile 5 Content Collaboration El# # &E# Content Collaboration i& & ShareFile 77
kE[3524K ID F1&% URL,

« fi2E > ShareFile TEE RN AREFABEH,. BEEZAMAETHREEEEH Citrix Files.com
SSO REFNABNT R,
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FEHEER Citrix Files MDX [z #2518 & SAML

SHFEEFER Citrix Files MDX ARFHME B REE, EEFMHEA Citrix Gateway, ERFkE#m Citrix Files
ERum (190 Web 3552, Outlook & SRIF B Fin) EEIAIANIR, ESRNEM Citrix Files HF iRl E Citrix
Gateway.

LT EERT i0S #1 Android R BEFMIEE. EREEM Citrix Files MDX R BIZFECE SAML, BEHITIATZ
E:

1. £/ MDX Toolkit #T& Citrix Files =R AEF. BXEMA MDX Toolkit TERZAREFHIFHAREE, ES
=R MDX Toolkit s TE AIER.

2. 7£ XenMobile i=#l&w, EHITEH Citrix Files oM BiEF. X LEH MDX RAREFHNEER, B2AE
XenMobile #7x0 MDX Rz FBERF.

3. WIF SAML 8 : ERAENEEENEERBFPKINZBEER Content Collaboration,

4. #ik Content Collaboration #1 XenMobile B2 & T HHRIAATX, #fR XenMobile IREZEMX BRIEH
BYia], SNSRAIER, SSO FIgERKM,

I83F Citrix Files o AR
1. EAPIEE L, REMEE Secure Hub,
2. M XenMobile Store T %% Citrix Files 51N BIER.

3. @Eah Citrix Files # &R B 2R, Citrix Files /550, R RREANRF BFE.

£/ Secure Mail 3%iE

1. EAFIEE L, NMEEKFLZEMES Secure Hub, BEHITREMNESE,
2. M XenMobile Store F#. R#EHi&E Secure Mail,

3. HIFFHBEBFHRH AR, HEZRM Citrix Files Mifl. IeBdiE el UAMTINE B FERAERHXH, BRRTEA
FA R 25,

JEA Citrix Files EFimEE Citrix Gateway

EREWRITEM Citrix Files i (6130 Web i, Outlook i siRS ZF i) B9ikE, &4 Citrix Gateway
FRE 3z #5k XenMobile FfE SAML BREIZF, MNTFFAITR.

o ZRENEEM,
« 2 Citrix Files 21EHRBEMALE X o
« 7£ Citrix Gateway E#\RS 28 FECE L,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 238


https://docs.citrix.com/zh-cn/xenmobile/server/authentication/saml-sso-sharefile.html#configure-the-citrix-gateway-for-other-citrix-files-clients
https://docs.citrix.com/zh-cn/xenmobile/server/authentication/saml-sso-sharefile.html#configure-the-citrix-gateway-for-other-citrix-files-clients
https://docs.citrix.com/en-us/mdx-toolkit/10/xmob-mdx-kit-app-wrap-ios.html
https://docs.citrix.com/zh-cn/xenmobile/server/apps.html
https://docs.citrix.com/zh-cn/xenmobile/server/apps.html

XenMobile Server %#ikR4s

RRAXREER
sHEE /cginfra BZREHMIERZEARIMTR. WITRIRMEE, BPEBEISIERNAE URL, MIRENER,

1. 4%EATF XenMobile &R Citrix Gateway EiMARS28MI&E. 7E Citrix ADC &, #Z= Other Settings
(HhigE), SAEBUEEDIFZ N Redirect to Home Page (EE@EIER) MEEIE,

Other Settings

ICMP Virtual Server Response™®
Passive

RHI State*
Passive

« Redirect to Home page

Listen Priority

Listen Policy Expression Expression Editor

Select Select select

NONE

ShareFile

Citrix Endpoint Management

L2 Connec tion

2. 7z ShareFile (#7E#55 Content Collaboration) T7, A XenMobile AZRARSES SBNBFMEO S,

3. 7 Citrix Endpoint Management T, #A\f&# XenMobile URL, & Citrix Gateway fRAsalgE= 3|
R8I~ @ #; AppController,

IHERE AR E @ /cginfra BEZAR URL ZiZEIER,

8l Citrix Files 21E%RBEHIEREE M
TBECE A TR B LUAIEE Citrix Files SiE%REEHIEREBE X :

1. 7£ Citrix Gateway EEELHIEFNANSMEL LT Citrix Gateway > Policies (55EZ) > Session
=2iE)o

2. BIERIEHMK, £ Policies (5B8) ®m+L, #s Add GFm).
3. 7= Name (&%) =B, %A ShareFile_Policy,

4, BE +IRH0IEEF, LS 2T Create Session Profile (AIBSiEEREXM) TIH,
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Configure MetScaler Gateway Session Profile

Configure NatScaler Gateway Session Profile

Mame

Sharefile_Profile

Unchecked Override Clobal check box indicates that the value is inherited from
Global MetScaler Gateway Parameters

Metwork Configuration Client Experience Security Published Applications

Accounting Policy

Owverride Global
Display Home Page &

Home Page

mone
WURL for Web-Based Emai
Split Tunnal™

OFF 0
Sed9ion Tirme-oul (Ming)

1 b

Cliegnt |dle Time-out {mins)

Clientless Access®

Allow =

Clientless Access URL Encoding®
Obscure H

Clientless Access Persistent Cookie®
DENY -

Plug-in Type*

‘Windows/MAC 05X 3

¥ Single Sign-on to Web Applications =

Credential Index*

PRIMARY | #
KCD Account

Clmelen Clon se bl Wondages
EEEUTIRE:

+ Name (&%) %X\ ShareFile_Profile,
+ &3 Client Experience (FfFimdle) EW+, AEREUTIZE:
- Home Page (£m): #A none (),
- Session Time-out (mins) (£iF@ (98)): BN 1,
- Single Sign-on to Web Applications (% =% Web NAER) : ERIHIEE.
- Credential Index (£i8%51): #& PRIMARY (X&),
« %3 Published Applications (BE&X#%HNEBRER) EHE,
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Configure NetScaler Gateway Session Profile

Configure NetScaler Gateway Session Profile

Mame

Sharefile_Profile

Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Cateway Paramaters

Metwark Configuration Client Experience S&curity Published Applications
Dwerride Global
ICA Proxy™
ON t W

Web Interface Address

https:/ fxms.cltrix.lab: 8443 v

Web Imerface Address Type*

1Py

Web Interface Portal Mode®

NORMAL
Single Sign-on Domain
citrix w

Citrix Receiver Home Page

Account Services Address

o

EEUTIZE:
« ICAProxy (ICAf#): & ON (),
+ Web Interface Address (Web Interface i) : X\ XenMobile Server # URL,
« Single Sign-on Domain (#SEF4): A Active Directory 89t &,

FoE Citrix Gateway £IFEEEX A, Single Sign-on Domain (¥ SERi%) MWIBERMASHE
LDAP 1%E X 89 XenMobile 15514 ILEg,

5. B Create (818) MEXZIEREX M-

6. #i Expression Editor (KX RIER),
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+ Back Aad Expression M a
Create NetScaler Gateway Session Palicy
Sedect Expression Type: | Genera
Sharelle_Fulicy
REQ
Sharefile_Profile ||+ -
HTTP Edi
i Fulicy E Chaar
HEADER
COMTANS
Value®
m = NSC_FSAD
conki
N e,
BEEUTRE:

« Value ({&): %X\ NSC_FSRD,
« Header Name (#5k&#5): $EN COOKIE,

7. B Create (8I&), AFHE Close (i),

Create MetScaler Gateway Session Policy
Mame*
ShareFile_Policy

Action®
Sharefile_Prafile I
OPIWAT EPA Editor  Expressian Editar
Clhear

Dparatars - || Saved Policy Exprassiing - || Fraguamly Used Exprassions -

REQHTTP HEADER COOKIE CONTAING NS0_FSRD

f£ Citrix Gateway EiRSS 35 FERE 50

7z Citrix Gateway EiMBRSS 28 LECE A TIRE,

1. 7 Citrix Gateway FeBELBREFMNAMN SMEZF 8L Citrix Gateway > Virtual Servers (RS
2o

2. 7z Details (¥4i=8) &i&+, g Citrix Gateway EHIIRS 2.
3. BERE.

4, #F Configured policies (EECEREEL) > Session policies (£iF%M8), AG&EE Add binding (&
N4B7E)
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5. ##* ShareFile_Policy,

6. RIENEEREBEMD Priority (H5ER) RS, UESTIHNEMEMKIEEL, ENALARD (RS&
) flgn:

VPN Virtual Server Session Policy Binding

VPN Virtual Server Session Policy Binding X
Add Binding Edit = Search =
Priority Policy Mame Expression Action
10 Q| ShareFile_Palecy REQ.HTTP.HEADER Coakie COMTAIMS NSC_FSRD Sharefibe_Pralile

100 @ PL_O5_10.217.232.36 RECLHTTP.HEADER User-Agent CONTAINS CirixR AC_05_10.217.232.36_A_

100 PL_WB_10.217.232.36 RECLHTTP.HEADER User-Agent NOTCONTAING ¢ AC_WB_10.217.233.36_4_

100 PL_AG_PLG_10,217.232.36 RECLHTTP,HEADER User-Agent MOTOONTAINS C AT AL PLG_10,217.232.36_4

Close

7. B Done (5BR%), REHFEFETH Citrix ADC B2E,

f&24 Citrix Files.com SSO & &

£+3¢ MDX #13E MDX Citrix Files R FfZF# 1T U T EX,
BE:
RERR FBIEFE BRI T — MRS

FRmEsEHEIE Citrix Files AERT
o GxEH XenMobile Ay Content Collaboration i &t

A, EixprE Citrix Files Web b s E#HE R URL, URMEHIEHI AR SR

1. 1L Content Collaboration 2 & & % & % 2 & 9 Content Collaboration # & (https://<
subdomain>.sharefile.com),

2. £ Content Collaboration Web ®R&rh, ## Admin (BiE), A/Fi%E Configure Single Sign-on (&2
BERER)

3. W TFRY4E Login URL (3% URL):

TEZE4%E2M Login URL (BF URL) Rfil: https://xms.citrix.lab/samlsp/websso.
do?action=authenticateUser&app=ShareFile_SAML_SP&reqtype=1.
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Home Manage Users 5end a File Request a File Admin My Settings Apps
) Basic Settings
Password Policy ing
Enable SAML: a
Configure Single Sign-0n
§ ShareFile | ! Entity ID: = i !
Edit Super User Group arefile lssuer f Entity PN L
Repaorting Your IDP Issuer / Entity 10: o
Notification History .
¥.509 Certificate: * Saved Change @
Login Code Sample
Login URL:* nitpssiEms. citr. lab/samispiwebaso.dotaction=auth @
Remaote Upload Wizard
View/Print Receipts Logout URL: 7]

« 7£ XenMobile Server #9 FQDN #imE#hA Citrix Gateway EiiRSZ23895M8 FQDN #1 /cginfra/
https/, #AiE7E XenMobile 8 FQDN F&E7I0 8443,

TEE%®ERBM URL & fl: https://nsgateway.acme.com/cginfra/https/xms
.citrix.lab:8443/samlsp/websso.do?action=authenticateUser&app=

SHareFile_SAML_SP&reqtype=1

o BB &app=ShareFile_SAML_SP EzAMREB Citrix Files MBEFER . BRINER T, REBRFEA
ShareFile_SAML, B2, SXEXREERN, HANIBRFFMIN—12F (ShareFile_SAML_2.
ShareFile_SAML_3 %), aJLI{zAlE > ShareFile A &N BIEFRZR T,

TERE4%ERM® URL & fl: https://nsgateway.acme.com/cginfra/https/xms
.citrix.lab:8443/samlsp/websso.do?action=authenticateUser&app=
ShareFile_SAML&reqtype=1

o | URL B9REHIN &nssso=true,

T E 2 &% & URL & ffl: https://nsgateway.acme.com/cginfra/https/xms
.citrix.lab:8443/samlsp/websso.do?action=authenticateUser&app=

ShareFile_SAML&reqtype=1l&nssso=true.

4. 1z Optional Settings (FIi%i&E) T7, 3%+ Enable Web Authentication (EH Web &H%IE) &
EAE,
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Optional Settings
Require SSO Login: ?

350 IP Range: ?

SP-Initiated S50 certificate: | HTTP Redirect with no signature

ik
W

Enable Web Authentication: M 2

SP-Initiated Auth Context: | User Name and Password = Minimum 32 ?

Active Profile Cookies: 7

4 Save Cancel

KIERCE
BRITUTEE URIESE.
1. EXE88miAE https://<subdomain>sharefile.com/saml/login,.
AR EEERE Citrix Gateway BRRE, MRFBEEM, BERIEFAENEEILE,
2. WNFRERER Citrix Gateway #1 XenMobile FiEM AP B F,

ItBTIE7E <subdomain>.sharefile.com FTEREM Citrix Files X3, iRk ERIER Citrix Files
XEgk, BREEENT ERNERER.

¥ Azure Active Directory B IdP

January 5, 2022

3§ Azure Active Directory (AAD) B2E N EMN B HZHIER (IdP) S AP ERE Azure E1E7%E XenMobile &
Ao

%#§i0S. Android. Windows 10 #1 Windows 11 i&#&. iOS #1 Android i&#&:&id Secure Hub i*fift. tt5%3%
IEAEGERFi@E Citrix Secure Hub 7£ MDM St £ MAM SRS & BT AR AAD EiR# TS
i, % Secure Hub 5 MDM+MAM £&&1E/H, &% XenMobile Be&AEMA Citrix Gateway #4T MAM 5Eff
BXEMER, ESA Citrix Gateway #1 XenMobile,

AIEISE > GHRIE > IDP T4% Azure BE2E HEH IdP, IDP SIEZLthRZAsHI XenMobile M TiE. EEEARARY
XenMobile &, Z7Fi&E > Microsoft Azure TEE Azure,
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2K
o RZASFIVFEIIE

- EFMi0S g Android i&%, FZ Secure Hub 10.5.5,
- E3 Windows 10 #1 Windows 11 i&#&, ZEZ Microsoft Azure Premium a3k,

« BRIRSMEHEIE

%% XenMobile Server BB R TEFIEBH S DRI,

NRERA Citrix ADC #HTHMHIIE, MWF0E Citrix ADC BB R#TEFIEBH S BRI,

Secure Hub SHIEMER Azure AD HEMTE Azure AD L& X F B IR,

XenMobile Server % 7f#F LDAP i##22) Windows Active Directory (AD). 3§&a97ith LDAP AR
S£B/EE NS Azure AD EF,

BRRIERIZ

& #&i@d Secure Hub i###, #H XenMobile B2&RER Azure fERE IdP B:
1. APEBECHIEE L7 Secure Hub &8 Azure Active Directory ERREHENB P ZFERE,
2. Azure AD BIEZAFHEE—1 1D Th,
3. Secure Hub #i% ID <##5 XenMobile Server #=,

4, XenMobile 3&iFi% ID LUK ID hHIMAFEE. XenMobile RE—1M&iF D,

Azure K IGE

E4EF Azure AD 1B |dP, BB RER Azure Tk HAIATFER:

1. GEMBEXEHRIE. BXFMER, E2@ Add your own domain name to Azure Active Directory
(BB R ARINE Azure Active Directory).

2. FHERERIAR, BEtERY RBE Azure Active Directory, BXiFER, BESIRNEREM.

B/ Azure AD A Windows 10 #1 Windows 11 &%, &XER Azure dkPA L FEX:
1. ¥ MDM i&59 Azure AD B9RI1EE89. ik, 758 Azure Active Directory > N ABER, ABEER.
2. EEREMERRINNAER, REBMKEER, AEEFELNH MDM RAER. RFRE,

BMEEMIA T Citrix XenMobile Cloud, ti&RA#tNEIER, £ Microsoft RiEdh, EAiELHA N AE
FEREF it MDM B2,

3. TN EREER, BE XenMobile Server £M. kS FERAEHFN AR ID URI:

« MDM &I URL: https://<FQDN>:8443/<instanceName>/wpe
« MDM EBE%F URL: https://<FQDN>:8443/<instanceName>/wpe/tou
« WHAEFIDURIL: https://<FQDN>:8443/
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4. HEREESE 2 PolEMNA MDM KB 1EF. E/A Manage devices for these users (BIRXLEHAH
%E) EW, WERFMERAFREMIERFARA MDM &8,

Hx3t Windows 10 #1 Windows 11 i&#&1EM Azure AD B4 8., 7551 Microsoft X& Azure Active
Directory integration with MDM (Azure Active Directory 5 MDM H5ER) o

% Azure AD E2E A ER IAP
1. EEK Azure kP HREHRIZRAAENEE:

« RHE Azure R IEETTEMAEF ID,

o WMRE(FEA Azure AD 33t Windows 10 #1 Windows 11 i&#&, EEEE:
- RFA#ER ID URI: i&fT XenMobile #9BR53 2349 URL,
- BEFiRID: “Azure i2B” AP ENE ARFHE—IRRT,
- %fA: kB8 Azure RAEFIZETIHE.

2. 7£ XenMobile ZH1&9, REA EAHELER., LIEERIZERE.
3. EEMRIETH, BESMRERR (IDP). LB ERSMHREREFNE.

Identity Provider (IDP)

Configure an identity provider (IDP) to use federated identity on Win 10 MDM and Secure Hub clients.

@ The IDP you configure will override your default enrollment mode.

IDP Name 1DP Type v

No results found.

4. BEHERM. R IDP EEERE.
5. BESEM IdP BXHNUTER:

« IDP Z#F: RAERIEN AP EZNE T,
« IDP 28! 3#%3% Azure Active Directory fERER IAP 288,
« P ID: MAzure NARFISETTEEFIILE, RNz AR, SHHBFNFEHERNES.

5180, £ https://manage.windowszaure.com/acmew.onmicrosoft.com##workspaces
/ActiveDirectoryExtensin/Directory/abc213-abcl23-abcl23/onprem... #H, fF
ID &: abcl23-abc123-abc123,
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Discovery URL %
Identity Provider Set up a connection to your identity provider (IDP).
(IDP)

IDP Name: Azure AD Config
IDP Type Azure Active Directary <

IDP Configuration

Tenant ID

@ These fields are filled in automatically when you provide your tenant ID.

OpenlD Connect Discovery endpoeint (URL) https://login.windows.net/
Authorize endpoint (URL) https://login.windows.net/
Token endpoint (URL) https://loginwindows.net/
Jwks_uri JSON Web Key Set URI): https://login.windows.net/common/discovery/keys
End Session endpoint (URL) https://login.windows.net/

6. HRNFERFEMIET. HE 7T XEFRE, 8H T,

7. E4k43% XenMobile E2& 1R Azure AD ¥ Windows 10 #1 Windows 11 i8#& LI5ER MDM SEA%, 35
BEBEUTIEE. BRIt SE, 55 Windows MDM,

« NAERF ID URL: BENEERE Azure IRERHINE XenMobile Server & URL,

o B ID: M “Azure BB B” TTESHIFMMLLILE, ZF % ID 2EHNAZF I —RRR.

o BHH: M Azure URAEFISENESFIE EFBHATH, NIRPEE—HERBHEFLE. AE,
BIAE St B RFH G EME R F R, AR Microsoft Azure AD IR SRR R EZ A,

Identity Provider Win 10 MDM Info *
(| DP) Integrate XenMobile with Azure Active Directory to let devices running Windows 10, enroll with Azure as a federated means of Active Directory authentication
App ID URI http:/fwww.example.com
1 Discovery URL
Client IDr asdf-123-example-client-id
2 Client Type
Key* | sonsesssseensy |

Back

8. B Next (T—%),

Citrix 27z Microsoft Azure #1388 Secure Hub H4:riZE 8. WREETR Secure Hub 5 Azure Active
Directory BERERMFMER, MIREPHNEAEERETE, BRMBFEHIERE. XY Citrix BT
HE4REBLL DI,

9. & Next (T—%),
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Settings > Identity Provider (IDP) > Add IDP
Identity Provider Secure Hub Info x
“Dp) Configure details that Secure Hub mobile client in Android and iOS platforms can use to authenticate using Azure AD.

@ Citrix has provided this information for Secure Hub to use to authenticate with Azure Active Directory.
1 Discovery URL

2 Client Type Client ID* @ m

Win 10 MDM

Redirect_URI* com.itrixsecurehub://oauth/redirect_uri
} Secure Hub 4
Scopes* openid
3 IDP Claims Usage Y
4 Summary
Back
10. E2E |dP REMAFIHRTTAYZEEL:
o APIRRARTEE: MThIFIRHi%E userPrincipalName,
o APIRRRIFH. IWFERBEAT,
11. # Next (F—#%).
Settings > Identity Provider (IDP] Add IDP
Identity Provider IDP Claims Usage x
(lDP) Choose the type of user identifier that IDP is providing.

1 Discovery URL @ XenMobile uses the 'upn’ key to retrieve the user information from the jwt token provided by Azure Active Directory.

2 Client Type User Identifier type* userPrincipalName A

Win 10 MDM User Identifier string* ${id_token}.upn

Secure Hub
} 3 IDP Claims Usage

4 Summary

- 23

12, WERENEHRHERE.
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Identity Provider
(IDP)

1 Discovery URL

2 Client Type

]

]

3 IDP Claims Usage

} 4 Summary

Token endpoint (URL)

Jwks_uri (JSON Web Key Set URI)

End Session endpoint (URL)

https:/loginwindows.net/
foauth2/token

https://login.windows.net/common/discovery/keys

https://loginwindows.net;
foauth2/logout

Win 10 MDM
App ID Rl http://www.example.com
Client ID asdf-123-example-client-id
Key ~ wewswrsses
Secure Hub Info
Client ID

Client Secret (optional)
Redirect_URI

Scopes

N/A
com.citrix securehub://oauth/redirect_uri

openid

IDP Claims Usage

User Identifier type

User Identifier string

userPrincipalName

s{id_tokenLupn

Back

RARAEEREE

1. FREE Secure Hub, FAFREERA XenMobile Server 2 REEH S (FQDN). AP EHEEZFR (UPN) 5

B BRIk,
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ciltrix | Secure Hub

Please enter the credentials provided by your
organization. (i)

R

Enroll Your iPhone

Enrolling secures your iPhone and your work
apps. Do you want to enroll your device?
As ata
col 1INy

Yes, Enroll

2. APiEERERE, Fi.
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No SIM = 10:20 AM

Cancel Sign On

xmslab

Sign in with your organizational account

[!'—;-:'H ieone@example.com

| P
Fasswo d

© 2016 Microsoft
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3. BFREHEE Azure AD £iIEE R,
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No SIM = 10:21 AM

)
./

Enrollment in progress ...
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No SIM = 12:32 PM

& gkios.xmtest.net

Enroll Your iIPhone

Enrolling your iPhone prepares it for
corporate apps.

o [

1

© 1999-2021 Citrix Systems, Inc. All rights reserved.

255



XenMobile Server #iixR4s

Safari ¥ 12:54 PM

Cancel Install Profile

XenMobile CA
XenMobile

Signed by *gckr.net
Verified v

Description XenMobile Authorities

Contains 2 Certificates

More Details

Install
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4, APSERGEMSE, A5i@E Secure Hub HUiTHEREMEMIER.
AR
XenMobile F3z#i@id Azure AD #3333 M85 R B L. MREAMBFRZET —MEEFM URL
BEATENE, B iEET LDAP #1784 50E, mIk@s Azure AD,

IRERE

March 31,2021

IREERREERATRMEENMENSHRIE. SaERRMHEE, RENSEFBEEMEE L, MIFSkrL. &
BEER DN ABMIIE (Personal Identity Verification, PIV) &,

IREEEABEAFRIA (F17 UPN) BEMHER. XenMobile N ERREEFRNNERFREETEE LR
EHREEF,

XenMobile FILUSIRE FIRA FIREEMMNSHIIE, NREENFEAKEZRE, XenMobile BRZFEIMBIERE
R 2B, Citrix Z#HE i0S EMERPERIKEFENAER,

RRLEH

#H1T:EMET, XenMobile Server &2 3IK4A M, WMTEFFAT.

Active Directory
service (optional)

Metscaler XenMabile

a—L DAP— 1 i
Gateway Server Active Directory

Trusked CA

Derived Credential Derived
credentials «——— management -—— credentials PKI

app server provider

You can use the same server for
Credential management and PKI

o B&EEMEBIE, Secure Hub MIKEEIER AEFREUES.,
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o REERENBAEFEIMIET S SRS ERS[/HITERS
o OJUNEREEERSEME=A PKl R HEFERERNFENRS S,
« XenMobile Server EZEEHE =7 PKI IRSS 2 UFEEGEF,

Bk
o TFHF %% Citrix Secure Hub,
o RIBERESEMRASR, THHEENARER:

- 3¢F Entrust Datacard:
* 7£ XenMobile At > &, EERIEE £ TFHFH % Citrix Derived Credential Manager RZF
#2/. Derived Credentials Manager A2 2mEM Citrix WEHREEFLARERF. TER
ZL AR BT

Derived Credential Manager

Citrix Systems

* Citrix Derived Credential Manager N B2 X2 i5# M. 1&&HEF B AEHEM.
- XenMobile Server 10.8 S E= A,
- EE7E MDM+MAM FiEAHE .
- HtURESERERF: BAKXSHEMTEBRS RS XenMobile %%, BiEEFEHBEIE
FEIRIR 2 BIMIR SR Ao
o BWAMEEREERHEEFRSBMAEBHMENERIRIES, ZI&EFE XenMobile 1EE I 2HEEB T
FEEMIESR, BXFMEBNES, BEBRIEHHSH IR,
- MRAFBFHHES LDAP E AR, EEi&E > LDAP TR 5 & & B P 615 1% &8 F 6 4 15,
40, R FERMUAIEA citrix.com, LDAP E& X sample.com, BEEEHIZIRE N

sample.com, citrix.com,
- XenMobile Rz HZIGEFERIKEZE,

s APIRRIES:

- “FREERERKN” FERTINAFZHEISTN SubjectAltName i E# otherName. rfc822Name
g dNSName ¥, EM FEAZIH, EXEHAEEAEMNEHAREF S, H2 R RFC https:
//www.ietf.org/rfc/rfc5280.txt,
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- “EFHRMH” 5 “CN” fp “BAE” FERAMNAFIHRTZE 2,
« Citrix Gateway BB NW#HTIEBFHIIESIEB ML L LR FHIIE

BRIKERE
BIAMERT, XenMobile ZHRIAFBIFRE > KEZENE.
ENREREBBIZEO, BRITUTRE:

o BEIGE > IRE8BEM, Filderived.credentials.enable fEARSEZREMHIG ZEMEIZE N true,

Edit New Server Property

Key derived.credentials.enable
Value* true
Display name* derived.credentials.enable
Description

EREIKERE

RBEZITEIS XenMobile SERHIKE FRERMIEFABEEREE. 7TLUE XenMobile B2E 1 51ZBRSS B#1TE

o WATLLEZRBEARME XenMobile #9iREFEE CA IEBRSNIER.

A LUHCETSZ CA IERBRBAUEB RSN (OCSP) 5. B OCSP Wi¥MER, E2R PKI i “EX CA”,
1. 72 XenMobile iz#l&aH, BEIRE >EAT i0S WIREZE.

2. WTFERREEIRIRMEER, HEEHEM (33 Entrust Datacard) » R AERF URL (i0S) #1# A
dcapp://mode=SecureHub,
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Derived Credentials for iOS

Derived Credentials for iOS

Provider

Choose derived credentials provider

App URL (i0S)

Optional parameters (2

Name

Details
Issuer CA
User Identifier field
User identifier type
0CsP

0OCSP Check

Configure a derived credentials provider to enable i0S users to enroll with a smart card

Intercede
@ Other (tech preview)
deapp:/mode=SecureHub
Value

C=US,0=Entrust,OU=Demaonstration and Evaluation,OU=Cert.

on and Evaluation Issuing CA

subject name (@

& Subject alternative name

UPN

tration and Evaluation,OU=Certificate

3. ESH REREREREEFITREREREERESH. FIN, EMMEETREER

URL., B&HAFMAIRESEH,

1=

A7Y

B E Ja AR 55 25 69

4, BEREEENIES: MRIEHE LHZ XenMobile, EMMEE CA FIEZFZIER. TN, BRESAURK

IBER, R ERSNEBIEE,

5. ESANIEFMIEFER, RHEAESMENZIER. ARRENRESMBIFAAXHE.
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Import

Use as

Certificate import*

Private key file

Description

Import
You can import certificates ar keystores used by PKI components. You can import several certificates
but you can only have one certificate active at a time.

Browse

Cancel

. EBERE,

 34F Citrix Derived Credential Manager ZB#2F: BRMRRFRAGEAEEAEN, APRIRT

A% userPrincipalName,
s BERAEMIRESIEREFHURIERGES,

. AILAERREEER OCSP M EHRITIERmENE, HFR2EH, Citrix BINEER OCSP mizE, BRIAER

T, OSP EIRENX,

o MREFFUEN % CAIEBH OCSP 4%, HiEFEABE X OCSP URL W AYED, FINERT,
XenMobile MIEF#2EX OCSP URL (fERIEREXGHITREIAD) . BIEEMNE URL, ERHER

BEXFHH#EN URL,

o MazE CA: £/ E CA R, EE—MEH, HE, BHEFN, AEREASNEBNEFEEIRIES.

. BERF. IR ERERIRERENEE,
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® Enabling Derived Credentials

To enable the derived credentials provider you configured,
configure it under Settings > Enrollment.

Cancel m Save and Go to Enrollment

- ERARERERE, BRERET. EOMEEIMKES ERIKERTE.

- ERERRERERE, ARLNEEIRE > 1M, BRERFEHEE M

9. ENEMBARERE, BEIRE > IMNELNBRIMT, BRRESE (MWRI0S), RELEEM.

Settings > Enrollment

Enrollment

send themselves an enrollment invitation.

Enrollment for other platlorms< A Enroliment for other platforms will be available here. X

Name

User name + Password

High Security

Invitation URL

Invitation URL + PIN

Invitation URL + Password

Two Factor

User name + PIN

Showing 1 -7 of 7 items

Advanced Enrollment

Name

Derived Credentials (i05 only)

Enabled

v

C L L L«

Default Self Help Portal

v

Expire after

1 day(s)

1 day(s)

1 day(s)

1 day(s)

1day(s)

1day(s)

Enabled

v

Enable and disable enrollment mades for users. You can also enable the Self Help Portal to allow users to generate enrollment links that let them download Secure Hub and enroll their devices, or to

Attempts

PIN length PIN type Templates v
8 numeric
8 numeric
8 numeric
8 numeric
Default v
v

10. PR ETRIAEE. ERARERE, BEPZEEE, AREHER.
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£y Enable Derived Credentials for iOS.

New Enrollments for iOS
All new 0S5 enrcliments must use derived credentials.

Other platforms:
This does not effect new device enrollments on Mac, Windows 10, and
Android.

Are you sure you want to enable derived credentials for iOS?

Yes. This will be the default for i0S enrollments.

11. ERERESEIMIVED, BEEILE > M, EFRELE (R I0S), ARRERE.
BRRESRRE: FREIMRET, TMERTIER derived_credentials.

BE:

MNREEIEREERFRE, EMEMEN XenMobile Server,

73 Secure Mail &2 E XenMobile Server

EFH Secure Mail LU HEEREZIE, BN SEND_LDAP_ATTRIBUTES BEFimEM. BXHNEFIHRBIENE
B, BBRAEFmEL.
BENEFREMERAUTER:

o MR SEND_LDAP_ATTRIBUTES

. fA: userPrincipalName=${ user.userprincipalname } ,sAMAccountNAme=${

user.samaccountname } ,displayName=${ user.displayName } ,mail=${ user.
mail }
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Edit Client Property

Key
Value
Name

Description

SEND_LDAP_ATTRIBUTES

userPrincipalName=5{user.userprincipalname},saM

SEND_LDAP_ATTRIBUTES

SEND_LDAP_ATTRIBUTES

1T i0S 8% £35% Entrust Datacard JREEIE

=,
AR

M Entrust Web 35=8Y, 151EE LR PIV RESERRN M EREF

1. ZRERNEEEE, FERAREREMREER Entrust tim. FRANTHEHRBHNERIEZRIZAER. BF

BERFRNERIERERIE RS,
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Log In

Sign In Using:
[ Corporate Domain Password

* User Name:

L
S

* password:

Log In

wp Forgol your password?

mp Perform SAML login

) Forgot your smart credantial PIN7
& Let me use an OTP to log in.

smart Credential Log In

Ensure your smart credential can be read by your computer, then click
this button to log in.

Login|

Close your web Drowser when you are done,

2. 7= Self-Administration Actions (BBIEIRi2(E) &, % 1I’d like to enroll for a derived mobile
smart credential (REZEEMLURBURENTEEEEEIR) H% 5 Done (Bi).
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Self-Administration Actions
Please select one of the actions below or click Done if you're finishad:
o |'d like to update my personal information.
= I'd like to change my question and answer pairngs.
= I'd like to request a grid.
* L'd like to change my Entrust IdentityGuard password,
* |'ve forgotten my Entrust IdentityGuard password.
= I'd like to request a soft token.

Dane

3. 7z Derived Mobile Smart Credential (REBHNEEEEIE) RRE L, 24 Identity Name (B3&%5).
FAPRILUEZE—ME—Z R, GIAFRE 1D S,

4. M “Derived credential” CREER) NBAEFESD, % Citrix DCAPP #&E OK (HBE).

Derived Mobile Smart Credential

Eritar any nams you would §ke 1o use 10 i0entify your new Oerved mobils sman credental deniy.

* ldentity Name:

Choosa which Bpp you wan! 1o B3S0Ciate with your new derived maobile sman credential,

* Derived Mobile Smart Gredential App:
Cierix DCARR

Wi will meoehve &N omall massags, 10 Ba opEned on your mobls devios, Thal containg a lnk mhat will launch the dedved mobils Smart cradential anp with Th appropriate
actvation data

To unbock the activation data, you will be required 1o enter a password that will be provided on the next page.
Tha activation email messaga will be dalivered to the account associated with citrix.com.
You will have approximately 50 minuies to completa the activation of your derived mobide smart credential,

(=L} Cancel
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EE 2R “QR code Activation” (QR 53iEsE) BRE, HIRT-AFEREEMMIEHEAR,
AR
BIABERT, IREERE QR T 3 2 HRITHEE,

5. #i&% LA Derived Credential Manager R AEFi3H# QR KB MR EGE,

Derived Mobile Smart Credential QR Code Activation

To activate a derived mobile smart credential on a mobile device, use the Citrix DCAPP app on that device to scan the OR
code below.

complete activation, you must provide the Citrix DCAPP app with the password displayed above.

You will have approximately 60 minutes to complete the activation of your derived mobille smart credential.
Print Based Activation
If you don't have your mobile device with you, you can choose to print the OR code and scan it later.

FPrint QR Code

e BCtivation password displayed above will not be printed along with the QR code. You must recond it separately.

Done

wEEMR
FERAXPRIEFANIRERS, APAUERRESEIMEIZE,
AR
AEHFRREREE L Entrust Datacard A,
1. BBHZLITH Secure Hub, Z4i27REY, A XenMobile Server WR£REHE, REEET—%,

2. BER, . 7E Secure Hub Hvig& Mg 18157,
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ciltrix | Secure Hub

Please enter the credentials provided by your
organization. (i)

R

Enroll Your iPhone

Enrolling secures your iPhone and your work
apps. Do you want to enroll your device?
AS ata
iny

Yes, Enroll

R XenMobile Server Z#FR4EEE, Secure Hub Fi2mEP aIEZHHIA Citrix PIN,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 268



XenMobile Server %#ikR4s

citrix.| Secure Hub

1 2

ABC

4 5

GHI JKL
7 8

PORS TUV

0

Create a Citrix PIN to simplify signing on.

3

DEF

6

MNO

9

WxXYZ

X

#ik Citrix PIN /7, RETREZELEEFVERR. HIZRHARTRGE, BEERERE.

3. BiEERE. BohBiEaviEaE.
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Derived Credentials Setup

Follow the instructions sent by your admin 1o
satup your Derived Cradentials.

=Scan Code

Z1 QR A1, FHEREHENNZERXLTFERRS, HEEBFMENILRNRR,

4. MREFREVBREFR, SEENRSEREIEN QR R,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 270



XenMobile Server #iixR4s

Derived Mobile Smart Credential QR Code Activation

To activate a derived mobile smart credential on a mobile device, use the Citrix DCAPP app on that device to scan the QR
code below.

complete activation, you must provide the Citrix DCAPP app with the password displayed above.

You will have approximately 60 minutes to complete the activation of your derived mobile smart credential.
Print Based Activation
If you don't have your mobile device with you, you can choose to print the QR code and scan it later.

Print QR Code

activation password displayed above will not be printed along with the QR code. You must recond it separately.

Done

5. A QRABE, ARAMEBTRSTRER—NEEINEE, BRAERHREHE,
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Password Required
Please enter the url password

Cancel

1121314516 7]18]9]0

L
- a

- / ( ],$ &‘@“"‘
. RN E .

IR RERSNTERRE, EPNFREBHER,
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Marme

DCDemo

Frovider

- I.. M I..

Credential 1D
FTO1

Import Certificates

Below are the details of certificate that you are
importing into the app. Click done to confirm.

Import Certificates

© 1999-2021 Citrix Systems, Inc. All rights reserved.

273



XenMobile Server %#ikR4s

6. MINAINESRGE, TRESERSTED Continue to Secure Hub  (4t4:5# N\ Secure Hub),
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Derived Credentails

You have three authentication and signining
certificate for authentication

@ 23 December 2018

Enrollment Cert

Authentication

@ 23 December 2018

SMIME Cert

Signing

@ 23 December 2018

Encryption Cert

Encryption

Continue to Secure Hub
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7. 7£ Secure Hub &, R&HERBIHAF PIN,
34iZ PIN #1TEHI8ES, Secure Hub B THIES, BRBIRTHITIRME, STHEM.
E7f XenMobile #=FHI&HEEREER, BRITUTERE:

« BREEE>KE, AREE—TIREUBRTHIE. BHETES,
o BRESH > EHIR.

FHeR

January 5, 2022
{#7~: XenMobile Migration Service

MR EAMER XenMobile Server, {1895 % XenMobile Migration Service aJ LUiL & FF 3 A End-

point Management, M XenMobile Server iE# % Citrix Endpoint Management REZE E#E &

o

ETREAEE, BHRENAH Citrix HEAR. RHEIEM Citrix Partner, UTFEERITT XenMobile
Migration Service:

New XenMobile Migration Service (¥ XenMobile Migration Service)

Making the Case for XenMobile in the Cloud (B{fE="# XenMobile #I7={1)

#H45 %) XenMobile 10.14 ~ 5ipEE T 1

1. BEERBEN Citrix HIERS B EHE 11.16 HES A, AEBEHERHRDH XenMobile Server
10.14,

BHhRASH XenMobile 2 Citrix ¥ AIiEARSZ 28 11.16 (RABKRZAS) o

XenMobile 10.14 1y Customer Success Services B (WaiffAEZAERS B H 2021 £9 A
15 H, Citrix a3 LR Customer Success Services HEANTBE T I B, BT LATEIFRIERRSS 28R B9 AT
IS EEZBH. NREBERFIRERN XenMobile EZEFRIBAFRIERS 2[IFE, EEOEREK, HE
B AR E T AR S 25,

BT ENE LB, M Citrix TP FHERIFRDBEX S HiE X4 LRI RSS. EXF4ER,
&% Customer Success Services,

2. WFEHEKRRE: AIETI0OS 11 RERRAMNIZEIE IOS KEEMUARFEBUTER, MRA Citrix
Gateway E2E T SSL A, NHFEFFE XenMobile Server T E3TFH#RA 80,

3. MRITITEFLR XenMobile Server BEHIFE RAM f£F 8 GB, ZATZEIEE RAM 2= 8 GB,
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4. B &% XenMobile Efz a1, BER VM FRIIEEIBRRARIRIR, s, BEEHENRREELRIERE,
REEARIETEREDE, BEREATFEEROEND.

FHR

AT LLM XenMobile 10.13.x 8¢ 10.12.x HiEF 4 2 XenMobile 10.14, BHRITHEK, BT H A B R H Z#H
Xf&: #%2 https://www.citrix.com/downloads. ZfnZl Citrix Endpoint Management (XenMobile) >
XenMobile Server > = %3% % > XenMobile Server 10, EEMENTEERIZFH XenMobile Server 3
MW, BETEHNXMG. ELHEALR, EFER XenMobile =51 &ML HEER .

A “RMEE” EHEITHR
FERAHEEREAIFAAT R AR XenMobile Server,
DB

¢ MERGER,
NRICEEEHEHE, FBARXERELRHE,

1. THIORBMER Z#H X4 %5 https://www.citrix.com/downloads, Z#1 % Citrix Endpoint
Management (f1 Citrix XenMobile Server) > XenMobile Server (Z<ith) > 7= %4 > XenMobile
Server 10, EEMEMHEIRIZFER XenMobile Server Bt riME £, S TEHE

2. 7 XenMobile i=#l&, REHiTHEA LANERER. MR REETE,

3. BEAHEE, KNEERLAGEENE,.

Release Management
View the current installed release, as well as a list of all updates, patches, and upgrades to the XenMobile server up to the current date and time.

Current Release 10
Name Release 10
Description Software release build 10.

Install date and time Oct 26,20 1241 PM

Updates

Name Release Description Install date and time Type ~

No results found

4. EEMTH, BEENH. IR TRERWIEE,
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Update

It is recommended that you create a backup before installing updates.

Upgrade or patch file™

Cancel

5. BEHFEHSHMEIM Citrix.com TEH XenMobile ARXHFIEMSE, TR,
6. BEEH, AREWIIRRE, EFEE XenMobile,

MRATFRLERR, EMREMRDITR, FEF—FERESUEHEH, Z2ASMERZHERZFBRS.

FRZ ERERITHIRE

HikfE, XenMobile EEZ /=250, AI{ERA XenMobile CLI £ E5h XenMobile Server, RAEFHEHEER
HREFEEEE,

MRS R HEENINEFLLIET, HFEEHAERESHNEZEE, 5% XenMobile Server BEFREZ S
FHEWNTRRIEIR: “Unable to connect to the VPP Server: Host name 192.0.2.0’ does not match the
certificate subject provided by the peer” (Fi%i%#=I VPP ARS528: M2 192.0.2.0 53 SR MHAVIEHBER
EARILER)

IERIIFHEIRIETRICEEL XenMobile Server EZ2BENKIIE, ZRIAMERT, ENMBIIEITER Microsoft PKI AR
SBRUMIEHEERA, NREVBWIETETENNE, H5RSEE disable.hostname.verification &
B true, tEEMMEINER false,

Citrix ¥ XenMobile HyFir Ak EZEH L7 T Citrix.com, R, AENEFNERBERARZE,

FikEtE XenMobile 3=
BE.

24 XenMobile B0, BEEAEMN (VM) REIHEEQIRRARIRE, Ltoh, EEEHENARRREIEE,
MREEARIEFBERAE, BREATFELERNEND.
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MRAZREHERATREN, BRBUTHEM XenMobile 10 lAEHRE TR
1. EFMET R ENIRE > R EE E#.bin X,
2. 7£ CLI H M System Menu (R£ix2%8) XFFRET R,
3. 7 CLI M System Menu (R4ix2) RE—1M TR, HFEERSESETIET.
4. Rz —RENE T =,

90F XenMobile TEMINFEREH, RER—FHIRHSUIELEM, XenMobile FEERAAKERE=IHAE
2 AEPRTS.

M XenMobile MDM Edition 74t %I Enterprise Edition

$3F i0S 1 Android i&#&, AL XenMobile MDM Edition #4;%| XenMobile Enterprise Edition,

WEFN

« IEH3 Enterprise ¥FaliiE.
« Citrix Gateway BEE &,

FHR

1. BEIGE > FIHRIIREE LHIERM Enterprise Edition #FAIIESEL,

2. BEERE > RESBEUHERSSHEEEM MDM =204 ENT.

3. ®%ZEIRE > Citrix Gateway HE & Citrix Gateway FAEE. BEMHEIEENIZE NS MDM Edition 48
&, B, & (Active Directory) B8, XenMobile RxiFERAEMEERE B IIEER.

4. Wik BEIRE > ZRmEMEHBA Citrix PIN S4%3E,

FERXLESEE, ARSTIRITUTSRUUSGETIRE BT,

i0S A/

1. *i Secure Hub: B#igEETUREMR (i) HE LB Secure Hub RARER.
2. #T7F Secure Hub,

Android B F
1. #TF Secure Hub,
2. BEEHED > 8&ER.
3. BERIFEEE,

WMERBAT Citrix PIN S19383E, Secure Hub ##2RBF 812 PIN, BFEIZ PIN /5, XenMobile EEIiE=R
TEEI&E. £ XenMobile =Hlad, R > 8& A LiI&EH MDM 1 MAM FE/EER 2R A5ENIRTS.
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RPKF. AefliEmn

October 13, 2021

BJLU7E XenMobile ZHI AN ERETRIRENE LEEAF K, . AEIEM. RIESEUAE, [SNASURHET
BATESHT R,

o APIKFRIA:
- MNEE >R, FRMAFRKFSGER.csv MEEXXHSNIKF HEEA A,
- MIRE > ITER, EAIERYAF KA NSIRMMEREITER,

s APKAMANAE

- MIgE > BT HENHEES, MAFRMASKETNEX BEIIRES. XENREH BN RAIEERS
A, BXRIFMER, BFEAEH RBACEKEEA R,

- MIRE > @NER, SIZHENRATEMKERAE. EMMNRES AP IREERESIENRIR KER
FRAR LOBIE =M A EREE IR S Secure Hub, SMTP 3§ SMS, BXi#4=8, BHSH: 62
@R R,

o AR 2EXNEBE

- MIRE >3, BEERZTHEIRRERAHLEEMEE. SHINRLRAYEFTECHNRELHIHM
PRI E CRIREC RIS B

- 72 XenMobile AP EMEABLIR

A0, YmiE. RRESIEMIERAS AR Pk

B LLF5hm XenMobile FFMAMAR K, WAIUEATMEXHESAKF . BXNAREXGHSANBFRHNSE, 55
FSNAFPIKF.

1. 7£ XenMobile #flamh, BHEE > AP, ENEETHAFRE.

Devices Users Enrollment Invitations

Users Search Q
Use the XenMobile Analyzer to analyze and troubleshoot issues with your XenMobile environment,
I e

& , " 3 & 2 &
Add Local User Edit | importLocal | Assign Local | Manage Local Delete Bxport | unlock Local
Users Groups Groups User

User name First name Last name User type Roles Groups Domain Created Last authenticated ASM org name v

ADMIN local 4/16/20 1214 pm 4/16/20 91214 pm
ADMIN local 4/16/20 91215 pm 4/16/20 91215 pm

ADMIN local 4/17/20 1:19:16 pm 4/17/20 1:19:16 pm

2. BHEETTRBLLTIETIR,

NN AR bk

1. ZRAFTNEL, B&HFN4EAR. WIS SRR MAE A DT,
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Add Local User

User name™
Password

Role* ADMIN -

Membership local\Device Enroliment Manage Groups

Program Group

local\MsP

- User Properties Add

2. REUTIRE:

« APR: BART, XRVEFR, JUERMPEETE, BaIUEEAENNEFE,

Y RATERFEE, ZHNKEELA 14 MFF, FEBIUREUT2E&MF:

ELEEH T
ELEE—PAESTEN—NSTE
BB E— IR

FEQEFHARFHRGERE, a0 Citrix AR RB TRt
FEGE=MULHNESFRNES FR{BEK, H190 1111, 1234 5% asdf

ADMIN
DEVICE_PROVISIONING
SUPPORT

USER

BESM: EYRP, BEERMEAFAN— TSN,
BFREN: FINFERFEME. NTFERNNSTAFREME, BEARM, AERITUTRE:

BFRE%: 77%D, BEENEN, AREZRUEZSUNFRPBANBFEL.
BETHREFRF BRI,

ENFIMERFEY, BRENAFEESILEUNITE, REEEHME Xo BIEILRNRBIFR.

ERENEAFEY, BREERMHHITEN. RETHREENGNIIR, HERTIVERETIRTE,

3. BERE

BE. TR, REAFRAR. BXARKNIFARES, B3REE RBACEEA®, AIREREmMEE:
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SREEANHI A P K
1. FAFRTELNARTIRD, BIRHREE AP, ARREHRE, EERRERHEF I,
Edit Local User
User name™* administrator
Password
Role?* ADI -
Membership local\Device Enrollment
Program Group
local\MSP
- User Properties Add

2. EBYERATES:

« AFR®R: TEEXRAFRR.
o EED: BN INAFEH.
« AR EYRD, BEAFRAR,
s MR ERP, BHEMISEBERFKFHN— RSN, ENATRERAFKS, BEUEES
PR HHEFEAE,
« BRREME: BRITUTREZ—!
- WTFEEEXNEINAFPENE, BRERMEHHTENR. BETHRARTFERENTIR, HESEEUHE
REVIRAE,
- NTFEFMNSMEFREYE, SERM, ARRITUTIRE:
* ARRM: EYRP, BEENEN, ARERRESUNFERIRANAFRBM.
* BETRARTAFBERETECH.
- YTFERFENES TN NERFEN, FREMSEFEESIHEMENTLE, AREEHME X, B
WERo

3. BEREFUREFEMRMAIEN, HERLTBHREAFR T,

Rt A P K

1. FAPNELNAFPKFATIRSD, B BEHERENBAKS,
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2. BEBUAHAR. IR ERBIAEE,
3. REMRUMLBHAFIKS,, HERTICERIFBFATE,.

TR 3th A P bk
1. ZRAFNELNAFKATIRS, Ed8HERE AP KF.
AILGESER SN A AP BONEEE, EESPERREIBFKS.
1. BERR, DS ERHIASHEE,
2. BHMIFRLAMERA P KA 3R HEUH.

fiips Active Directory BF
BRfipE— N Z 1 Active Directory AP, iEEFXLERF, AFBEMER.

MRENGFNAFRAEEMNIRE, MEFEEIEMXERE, BAMRXERE, ARBENIM. ERERED
RE, FREEE > ’E, EBF%RE, ARREMH.

SANBFKR
TR LLMAR R FREC S R .cSV XS ANAA R IKF BN, ZXERUFHEIRE, BRIEMREXHBRANFERER,
AR XIS
AR
s WFAMAF, BEAEEURSAXHFRHAEFE, F, 15E username@domain, MR1E
XenMobile FigIZ S NN AMAF BFHREE, WHAFTEERALRE LDAP SiE#1T M.
o MRBAFKFFANE XenMobile BEAFER, BEARAILINIRSNIEHEE, 1FiEiE, ZHE
KEMEM, Fit, BERIBHAFSNTREERERRINL.
s AMAFPAURBAR E&ZH (UPN) 8, B2, Citrix BENEREEHITEE. flm, MR
example.com & FHRERS, BNERAUT UPN X 8IZAHMAF : user@example.com.
ERFMECXHE, ERBUTSERBILEXHSNE XenMobile &,
1. £ XenMobile iz#l&a/H, RHEE > AP, WNEERAFTE,

2. BESANTHAF, IR ERS AR X HRTHEE,
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Import Provisioning File

Format @ User (@

User property (3

Cancel

3. WTFESANTE AR, EFAFHEM.
4. BEBENEHSMBIECANECHPIEMUE, EFIHX .
5 BESN

A a0

B FRIeIBE X, ERAFIKFFEESAE XenMobile . BXMMERMT:

s APBENXMHFE: user;password;role;groupl;group2
cHAPFPEME®SXH F K user;propertyNamel;propertyValuel;propertyName2;
propertyValue2

AR
s FEANS () PRAEXHPNFER. NMRENFENE—BIEEHS, BEARMMIFR (\) #ITEN.
e, TEMAESCEFRLL propertyV\\;test\\;1\\ ;2 ERXENEE propertyV;test;1;2,
o AEMNERERNTEXHAE USER. ADMIN. SUPPORT #1 DEVICE_PROVISIONING K& E X B
EREMAE,
s FRARFER () FADRARAEARREN, BNEABFHRERDS.
o BUFMRXGTNEEFERNE. BUBEXRDANE,

B FEERE TG

% 8 user0l;pwd\\;0l;USER;myGroup.users0l;myGroup.users02;myGroup.users.

users0l R

© 1999-2021 Citrix Systems, Inc. All rights reserved. 284



XenMobile Server %#ikR4s

« AF: userol

o ZH: pwd;0l

« fAfd: USER

o 4H:
- myGroup.users01l
- myGroup.users02

- myGroup.users.users.users0l
S—1mfl AUser0;1.password;USER;ActiveDirectory.test.net &xR:

« AF: AUser0
o FH: 1.password
« fAf8: USER

« #f: ActiveDirectory.test.net

BR B4R RS RE
%B user0l;propertyN;propertyV\;test\;1\;2;prop 2;prop2 value F£R:
« FHF: usero0l
- Bl
- name: propertyN
- f&: propertyV;test;1;2
. BlE2:
- name: prop 2
- {&: prop2 value

EEIMRERN

FRBIRE ML LIRALITE XenMobile F A& EMIEE R L& FIFBHMIER,

XenMobile 2ttiEMLeE, SMYEEECHNLZ2AFMABAFP EMEEEHITNITHSE, 7£ XenMobile
Server £H|AIEE > AMIELEE FMEZ2ER.

TR LE BRSSP LIREELEER, BPRAIUMITIA RERAFE M B S HIg& M EMEEE, i0S. iPadOS.
macOS. Android Enterprise #M|Bi& Android AP AT BLERMITF A B S LR EMEIE. TMBERERTF
Windows i&#&.

MEIE > i mmEm AR ISR, BXES, BSRAEIER.
AR

NRICHTEER B ESCBAERER, WATEREIMLZERAZANRERR. BXBNERNFAES, BSHALIE
EHTEREMR,

1. 7£ XenMobile Z#HlaH, BHEFAE LANERER. KR REENHE,
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2. BEEM. KEBERIMNE, HFESMETREIMREEANRE. RABERT, BRREIMREEN.

3. EFIRPEFEMIML SRS EHATHRIE, ARRKZEIRENNMER. ZRZEAIATAFRBESR
BhARSS ] 1Rl

==
AR

EREMR SRS UHNEEEN, EIREFEREIMRERATIR LS, AUBEEFIRPHE N
B R RFIRMN AN B RETERE,

Enrollment

Name Enabled Default
User name + Password v
High Security

nvitation URL

nvitation URL + PIN

nvitation URL + Password

Twa Factor

L L L/ <C <] < L

User name + PIN

Worx Home and enroll their devices, or to send themselves an enrollment invitation.

Self Help Portal

Expire after

1 day(s)

1 day(s)

1 day(s)

1 day(s)

1 day(s)

1 day(s)

Attempts

PIN length

PIN type

numeric

numernc

numernc

numeric

Enable and disable enrollment modes for users. You can also enable the Self Help Portal to allow users to generate enroliment links that let them download

Templates

~

P MR LA 2 2R TR

BR# + &=
Bre

#iF URL

#i5 URL+ PIN
Bi5 URL + 2553
REHRIIE
AFP&+PIN

&A] LU R EATBIR R IR B EIBIEN A P A LUEM. BRIXEMEIE, REEEMEIE URL. &i5 URL +
PIN 50&i5 URL + 23 2. NFEAAFS + BiE. WESHRIENHAF R + PIN ZMEvE, B

FPIAATE Secure Hub pERMAEEIE,

EEUER—RME PIN (OTP) SEAHBIBEANE SR RIEMRAT R, OTP EAHEIEIEHIA P o] LUEA YIS &,
OTP BiEREAF Windows &&.
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TN RN

1. mAEMFIRSD, EFRIMReRN, ARREHE, ENBERFEEIMEXTE, HEFNERE T ETH

L,

Edit Enrollment Mode

PIN Length® 8 Numeric ~
Notification templates
Template for enrollment URL -- SELECT ONE -- -
Template for Enrollment PIN —- SELECT OME -- -
Template for enrollment confirmation -- SELECT ONE -- -

Name High Security

Expire after”™ 1 Days v

Maximum attempts™

Cancel

2. EYHERUTER:

LEBYEfE T A NTHARAMR, ST IHIRREAFAREEEMAIRE. MESRERAFNAEMEIEERE
Dagi:iy

B 0 AJf5 b AT R,
K. EHIRP, BEXRIVNY, WEFEELNEEIER NS EEAR,

ERAZHRE: BANRAPAUREEREORE, BHIVAMERFAREMNE, TEHTEMIE HER
TERPMAESIBECE TTE.

BN 0 RESIHRERZIRE,

PIN KE: #NBTFREEMH PIN WKERNHF,
T 7EIRP, BERFHFEBFLEE PIN 28,
BRNEAR -

- EM URL #&iR: 7£51RS, BEATEM URL B9ER. 190, EAMBIERR A AP &% B F a4t
SMS, AZABATERNAEERTRIFAFTE XenMobile A MHEIGEIIRIR, B XBHMIERN
BRER, BEACEREMENER,

- A PIN #81R: £5I%RP, SHHTEM PIN B9RR,
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- AMFIAER: EYRP, BEERTEAFENERNEREIRIR.
3. BERTF

ML 2ENIRARIAEL
¥z eRNignRMRRE, ERNEFAEMIERLRSER, ERABBTAAREIMER. MRRBEAEMRL
2RVRARIMER, BHATMRETMEIZEMER,

AE:

AIUARERIVEMER IR 2B REERNRARE + FE. WEHBAF S + PIN,

1. EFRRINEMZ RN BFRRE + L. WEFXHFE +PIN,
EREMEXRERIAMER, BEBAE.

2. BEHEMRIME PMERAIMEMRNRIMER. MRBEFAEMIMREBEXNRARIMER, EFFBENFRIA
&=,

BREMLRERN

BRIMReRARELRAREARER, BRTRTHEIMEE, BAUEaMRSIIFhiRM. BIER—#
AMReEXHBASZ —MEMRN, JUERAREBEMERENS .

1. EFERL2E,
TREARINIMRZ RN, MREZARINEMZ2EN, BAELMBRERIIRS.

2. BEER, IMR2BRATBLATEARS.

EERSEIIFP LEAEMELER
WIEBBRSIF LEAEMESER, TRIFAFEME XenMobile M EIE S,
AE:

o EMREENBIBAHPEBANERER, FEEEBRSIA LR,
o E—HEIREEEMRSIF EBR—MERRZ 2R,

1. EFERL2E,
2. BEEMRSIF. IWEIMRESRANEEERSIF LiEH, IHAFRER. ESEEIRSIIF LEBH
EfRS T BRIHAR €A,

I lE
£ XenMobile EHIEHR U TIE LMNERAEIHEEPERA: BF. RNAMAFP REERNMAF . ZRARES S,
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NRMIERAE, HEICMRERTE MBI MIEREARZMIRAR SIZARXEK, AP ESRKIAXKIZTARHD
N ABREFHEEXARIRENRIR, EREMAXKERZZM. MRABFAFSEMEMAMAXEK, EIBEREXBK,

ANzt e
1. AT EZ—:
« EAFTE L, RHEELMA,

Users - filte

o ERMAHAFANERFESMAANE L, SEEEH,

User name™ User0l
Password £i
Role™ SUPPORT "

Membership local\MSP Manage Groups

LR 3 B R EBAIEE,
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Manage Groups

2. EHFIRTA, BANAEWH, AEREMS (+). BRABHFMIIFIRF,
3. BEXH,

fRREE

BFRER=RMAF K. BERERSMERAR SZEMNXEK. ARESRRZAXBKIZNARENNAEFHEE
XHBIBRENIR, B2, ERMEMAXKDNRIEFIE. MRAPASEMEMIMAXE, ENBEEXE.

1. AT RFZ—:

« FAFRNEL, PEEELMA,
o ERMAHAF NESNREAAFATNE L, SEEEA,
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LR B R EIRAXEE,

Manage Groups

N

. EEBAMEEL, BEEMREVHE,

w

. BEREARZRTENEEIRBER. LR BREEIATEE,

N

. BAEMIBR IR VEHRIBRZ4E,
BE:
AR ET S ERBUE,

[$,]

. EEEANEEL, BEXH,
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BIRMERE TR

AILMER TIERN A A KA eI ZMBIRHTER, NABMEARPENMERFIKPIBERNOAL, FREERAIIER.
PRSI LAGE A TSR QU AIHL A FR P 0K 3R

BERIEE XenMobile BY, BEREETEREFHIHIRE, BXRERBIIZETRERATER. MBINEIUBERTIERS
FERHIRE, XEGEGEBFHERSSE. KO, BFEREFHut R SIEAFIKFRIEREERZHITHEA.

BJLA7E XenMobile A MIBERE TIER:

+ 1£ XenMobile FHI&hNITIERNE L. EIERNEL, AIUREZ M ATNAEFEBENIER. £“T
fER” iE LEEE TIEREY, A UERENAEFNERTER.

s BRENAREFEESN, TVAERFPREIERZN, AREETUEHAFKFAIBERNAR. BEHE
XenMobile NN AR,

AUANAPKA D RRS = MFIEEHRE. MRFEEMARRMERFKS, o LUEREM S 58 FHR a8 ZRA
EEXEAR, XenMobile $EERMA R, ERILUSEARMBITERF. TIERFHFEARER LD E TR,
LAt B 5 K

1. 7£ XenMobile ##I&mH, BHEHlAG LANERER. K ERREENHE,
2. BETER. BB RIIERNE.

3. BEAM. MIPEERARINTIFRTIE.
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Add Workflow

Name™
Description
Email Approval Templates Workflow Approval Request e ©
Levels of manager approval 1 level =
Select Active Directory domain agsag.com v

Find additional required approvers

Selected additional required approvers

Cancel

4. EEEUTIRE:

o B BATIERRME—ER,
o WA (FIik) |MALIERMVILER,
o BFEREHER: EFIRDP, ERBIEENBFHAEMER, £ XenMobile #£H&FIgE T HHE
MR ED S U B FHPAIEIR, PEHIFEANMIRBEER, BIRIFN EEREMNERIR,
o ZEEALES: EFIRT, ERLTERABNSEEMETIH, BRIAMEN 1%, FTREMENEE:
- T RE
- 14
- 24
- 3%
« %4% Active Directory i3: 7£5I&R+F, EFEBFIIEREIE Active Directory i3,
o EWFAIENEMENE: FERFTRIPBAGSE, AEREHEIER, JET Active Directory B3,
s BERBRAENRFEPRE, EPHEZONEIRE, HEME T4 R RERENHMARERETIR
H,
- BEMFIRPBBRENESR, BHRITUTRIEZ—:
* BEERUERREERPIFAEARYIR,
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* ERREPBATBUEZABOER, AREEHRRURFIERER,
* ERRERTIRD, EENEMAFEHREVRFHOAZBHRZLE—NEREFC RFIR,
HEUHEPER PRS2 IR SRR,

5 BERT. BN IERAERELIEARE L.

IBTIERE, ERUBEELERFARGE, EESITFRBXNNARER, HERRFRIER. TIEREIBELEH#T
i, MRFEEAFRHEMEFHHMENTER, FHIES—PIER.

EEFAESHRBRIER

1. #IFRTE LNAETERTIRT, EF—MEENIER. Ak, BREEIRFHT, HEEPTERZL
BB EAE,

2. EMBRIIER, FREMR. A ERBIASHEE, B EHHER.

BE:
IEIRETERUE,
B E 4

January 5, 2022
AMEREXHEEUTAS:

« JEATF Android 1 i0S & &EHIGEEREMIET. ¥F Android, ATAF MDM+MAM (ENT) BRSS 28 1E A
EARET S A A F MDM AR ARE,
« IEATF Android 1 i0S & &N AR BRI AL,
o HfthiEAhEDL:
- ERRFIAFATLUEMINSERE,
MFHEENRERF, WKET—FREIRER, BRAFEBHIREEMRH,
- EEAVAPELIIEEE
BILAEREMERE X HTEE S XenMobile Server iF#lahaH S AFIMISETBRE. —LAGIEE:

o BEEEE (X MDM)

+ MDM+ %1z BiZFEE (MAM)

+ (X MAM

o NERBREM

« BYOD it (GE#ZBH MDM SHARAYTHAE

« ¥ Android i&&EE 53T 2] Android Enterprise i3t (228, THEREEXH. THIER)

BURRA AR, FILEAE R Global MEINEMECE X HHEREFRREMEE X .
BRI a e EMEE X IIREEEULTRR.
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+ 33F Android i&%&: EEIREAEEER. fl: =28, FAIFEEXHREEEM BYOD TFEEX
. XLEIME XenMobile B Enterprise 2% Advanced #aJiERY, 7B RERIGERT, RIAMERT, #
1%& 21 Android Enterprise fIN F2FE BT, MR EEXAF A + PIN. &5 URL. &5 URL +
PIN L{%i#3& URL + Zi3REATF Android Enterprise.

o T I0S 8% BEIREFMAER: “REIM H “TEERE", XUEMEERAT XenMobile Il s=
BRI, I0S REARER. BABERT, H&SE Apple REEENNBRERF SRS M.
WREREERN Android EEEMERIES, HFEEN Android 5 i0S E &M MAM &%, NIETUZARS
REM enable.multimode.xms, BE, RHFLEBEEHLATEEARSEKREZREE— XenMobile Server Al
AIMEFRE RB R EMEE X, BBRRSSEM.

2 enable.multimode.xms i, REIREHEEFINSERTR:

Enrollment Profile Enroliment Configuration
Specify device management settings for this enroliment profile.
1 Enrollment Info Device management @
Management Android Enterprise (@
2 Platforms Legacy device administration (not recommended) (@
} Android Device owner mode Company-owned device (2

Fully managed with work profile @

BYOD work profile

BEXAXEGENEZEFMELR, 158% Android Enterprise,

EREMEEXH
BINEMEEEXHHEMA Global, EEANSCIEIMEEHZA, 2REEXHNIXIEEETR,
UTERS8EETR T 2REMEEXHFNRIARE,

olicies Apps ledia Actions ShareFile Enroliment Profiles

Enroliment Profile Enroliment Info

set the number of devices a user can enroll. The default is unlimited, which lets users enroll an unlimited number of devices.

Enrollment profile name

Total number of devices a user unlimited -
can enroll
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Enrollment Profile

1 Enroliment Info
2 Platforms
s Android
10S

3 Assignment (optional)

Enrollment Configuration
Specify device management settings for this enroliment profile.
Device management @

Management @ Android Enterprise (@
Legacy device administration (not recommended) &

Do not manage devices &

Device owner mode @ Company-owned device @
Fully managed with work profile &
Dedicated device @

None @
BYOD work profile m @

Application management @

Citrix MAM m @

User consent

Allow users to decline device m ®@

management

Enrollment Profile

1 Enrollment Info
2 Platforms

Android

3 Assignment (optional)

Enroliment Configuration

Specify device management settings for this enrollment profile.
Device management

Management @ Device enrollment @

Do not manage devices (@)
Application management @

Citrix MAM m @

User consent

Allow users to decline device m @

management

AMEEX . RTHFEM

AMEEX MR BRIN TAT#TRE:

o AILORREMECE SXHFMIINE] — P E S R4,

s MRAFETAEBRRAMEEXHNZIRMNA, ZRAENEIREERHEIMECEXH. XenMobile
Server EFRFBIRFHFINRZ AT RPRERTHRZMTH, Flil, RKEEUTHR:

- WNEREEXH, &8 “EPL” 1 “EP27,
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- WPRMIA, B “DG1” 71 “DG2”,
- “DG1” 5 “EP1” #8%E%,
- “DGz” 5 “EPZ” *E*H*o

MREMAFREMIF “DG1” #1 “DG2” {4+, XenMobile Server &/ “EP2” EAEC & X 14 KHE
P BYEREEL,

o MEMFERTRMEATREEHN MDM (8EEE) EEMIMEENHNISE,
o REEME, WEMEEX AR LEBERFTESHIM:

- ¥ MAM Zm2)% MDM EEEREMECE X o

- A= MDM Ahivig & ohBIE B AT MDM+MAM BIR (4R, ZEBIREMFE&E M. MEIRE
AR,

- ¥ MDM FHmzx MAM ECE R EMECE X5

o REEMERREXAAIHMNENEEMRE. B2, APUMAIUHIMAREMEMXLEIRE, 76
EBEREM,

IEEMEE

1. £ XenMobile Server =Hlas, #EERE > FMEEH,

2. IEAMERE L, RAREXAIRRERTR. FRAERT, BPAILUEMIRERAZRE, EE—NME
REIETAFSEHRE. WREERTHAF ML MAM 5t MDM #£% Android #i0S &&# 2,

3. ERFAETH. BXFETFAEMRENER, F5HA:

+ Android Enterprise
« i0S: Y EMTS A

4. ERERELE, BTSN AAEMINELEREES o
APAgBTREFARIMEEXHNSIRGEH, EXMERT, XNENBIVREERBEMEEX .
XenMobile EZERFBIRFHFINRZETIRPRERETHRGEH, BERRGA, BHRIERE > IH,

TECEIMEEX A RETELRE > IMEREX G IE L. BERESBEEXHIFHEENRIBMINRE, FiEEe
BREEXHNNETT, ARRTEE. BLEMFEREEX .

Enrollment Profiles

Enrcllment profile name

o Global
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£ RBACEEEAE®

January 5, 2022
SMETFAHENIHRIES (RBAC) FUE X A GEAE FLEXBHIS RIARMINEEN R, AR ERHE MR LI
THRME, ERNESTANERGHNRIAMIRNTETIR, ETHETAGNIHERRIALE,
RZFARUREY, O EX RBAC ABRENEENARH, RMAEBERATEEXNANKIRIEE, FRINERT, FIRZARMN
RERTFHRERFA,
#iTHEN, ErAHE RBAC A, UEAFARE RBAC BESNR,

BE:

£ “€B” ]RT, RBAC RMERRAFFETFELIAIINE, GESE B SHNRNEEN, BENAITERHIT
#l Endpoint Management R4 AR RIVINEERI A 12 i a A R,

ANEEUATERN:
. EEAG
o RETEAE
¢ XHAB

- AFRfAe
/A RBACERREAE

EEAE

AEMEXERERABBNAFAEHFAE XenMobile RLUTIIEENHRINIR, BIAMERT, BREENGLE (BBIR
SIPERIN 126 & Thisg UK M FR R,

RANT1P)
EEREHI 8718 EERBNAIE XenMobile =#|& LHFTEINEE.
BBhITIF A BERAAE BB FIHERR,
HEMREIMEF EERTAR “HEREIMAR” AR, HIEEE
BAFREIMHAZRENAF,
ImAEZ 1] EERPMETEZFARNIR. *
A$ APIisia] BIERANIAR 2 API, LUELURRR S RITRITE

XenMobile 16 _EHITHIRIF. XLARFRIEEEIE
B, NAERF. ®RE. THAMEHAR,
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COSU ig#& i+ a8 MRKERIMEBEXHRELLINRE, NWABERRME
%A Android Enterprise 1&%& (X#Fk COSU
%% WAE.

* j@id Remote Support, EHEARLZFHFAREBZZEEHIEEN Windows CE #1 Android #Bzhig&. RERED
BEIRTE Samsung Knox &% LS, M RNEA T AH#E#E XenMobile Server &, B20194 18 1H
2, EEZRIEAERRE RE. DEEP T UBESEERL=M, 8 Citrix FRRHEIERgEREE.

=HI e ThaE
EERX XenMobile 2% 8 AERZIREIF SRR,

|

| EHIR | ZFHIREEEREER XenMobile BHIAEEINE— N NHE. FHRETEXEMMEENELES. |
| R | 947 > RETERETRE AR E, S AR EHHN BEFIEEIHEE R,

| &% | £BE > GENEP, TUBEERAMIEE, AMUELRE LR NRMEE, haliEE SNIREME X H—RR
msMgE. |

| AP A | (EEIE > BATRES, RN, FESMkAtErAtEAH, |

| 3£ | EEIE > EMERET, ATUEERNMEERFE XenMobile i HEIEE, |

| 5588 | 7EECE > QR EIETNE T, "TNSR VPN M Wi-Fi Si8&508, |

| B2 | EECE > NAREFRES, JUBEERFEBERIRSE FRENETNBER. |

| 884K | EECE > IRATUE S, ATUBEEAPEBERIRE ERENE R,

| 145 | EERE > BERET, UEEME SN, |

| SEMEE S | EECE > EMEBEXHRES, AMEEIMEEXH (BR) UairmArEmEigsE,

RfHE | EERE > TEARES, ATUBEERTAURS HEXBRNER,

[ &8 | ERBERED, JUEERARE, N, FPRENRSSEY. EPNEREHER. 28 XLERECE
RBAC 1%PR, RBAC WIRAEBEERZFZLIARNIR, BIE5EESHRRNEESN. ENATTERMEES Endpoint
Management RZFRIFIE T RAITHAERI B P 1P LLIH AR, | |

| 3255 | MRS HFTUE S, ATURITETISWMER B S SHIEHRRER.

R’E
BEERALEBIRERERG. REAMIRELEEN. ERRE LNNVAREFFRE, HREH &8 SLNIREDRE.
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TEBRIRE

APRIREY
ERMEERRE

BEUE

EERHTH

5 ASM DEP/%ed #5E it

fEIREIME
ENRHRE
BEIRE
RIEIRE
BERNRE
/bR E
REFA
SihigEx
MRS

N 2T BiE

[ 2 180R

wirg&E LM MIENNAER, 8EREF (R

RERBAEFR).
PR — IR Z R & PR

BirigE LM QR SIENNARER, REDALE

MM AERF.

EERENNUEMUREIRE LIREMEBRKIERE 81E:
Efiig&. EERENVMUE. BRiFgE. BRRREUE

RERY a1k,

ZREYEIRE, FRAFPTEERIRE,
RIS E, FERAPRUERIRE,
mESEIRE ENEI AR,

iR gE ENEI AR,

EERIARTE,

BRBCENE, ERMEMNI0S i&& LE#ELIE,
REEERZEE, BEALAEENEREE,
mf2fE Windows & UREE2ME 5 9%,

M XenMobile #z#I&EHEE) Windows i&#&,
MISERELARER. B, REI%F,

BRIGE LR E,

MI% & RIXEA,

M XenMobile 7Nz MpRI& &

@I XA XenMobile S N—4HiE &,

m

M BE” THEREREER, HRESHE.csv X

=) 1§ &i%1#E3 XenMobile,

B E ENPRIER AR, 7 Android £, AR
T&2% R XenMobile, 7 i0S #, AFRAUESR, B

TEIR N FAEF o

7£ Android t, IH2(EREMIBREF A XenMobile ik
Fo T iOS L, ItigrEEmEREF A1 XenMobile 1h

REFTRAIINZEE R,
EEIRE L RENRM.
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ERAERA AirPlay $#1& ERBEE AirPlay i
=1L AirPlay $#1& =1k AirPlay 3.
BRARKXER HEE>RE L, TUBZHEEMEEETERER,

LFELIESIRFAE LR EEiRE, ERRAERIFEE
BEERNRENEMLIRE.

BRAERRN AEE > ig&E L, AUERARENERENNSENE
KR
RERREIMRE BLTEIREFEE “ERIRERAEN IREHK,
K& M XenMobile 1z#1& % i0S i&#&.
EMELE M XenMobile 1=H|&EH Bz I0S &&-
AP A

EILFTE XenMobile EYEIR > FF Sl L B2t P A A F 4.

RNz P
pRA A P
‘RIS
SAFHAEA
ShEA~
AR A
RENAA P8 D
PR3t A = 8

AR
EERFLAINAMBEREAMEIE. mARREER URREMRSHE.Ccsv Xt

I/ IBR AR AINEMFRE — N —E AP RIEREARBE.
wBAAA B— PR —HRF RE MR,
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SHEMBIER

R

00/ BR SR B
YRR
R
SefEERBE
SRR
i EREE

BB

N RERF

M CER” TURESEMERHBHSHE.csv XX,

AN RIS & SRBE S FR AR FF 3R AR
Boiig & RIS SN AR SR,
EHIR RIS SN AR R,

EHi & RSN AIEF R,
ERNENARERFRE,

M IRERR” TEREISRERRER, FEESH
Bl.csv X1,

BiRERBORE — T RE M RTH,

BIEHRTE XenMobile FHELE > MAREF A LEENARER,.

/MR AEER e N AR

RIBN B S e N AR

00/MipR MDX. Web #1 SaaS AR

70 MDX. Web #0 SaaS WR#ER

AN/ MIBRER

ISR AL BB ENAEFSELV N AERF (R
B MDX).

BRAHNABENAEFHEVNAREF (REA
MDX) o

£ XenMobile M= MEREA T MDX B9 AIERE.
REMEFHINEEF (Web NBER) SARMES
BN FAFER (Saas).

BXEAT MDX W AR, WEMSEPIIR HEF
(Web RIRTERF) M AHEMLEEREEI XenMobile #9
AR (SaaS).

AINELMIBRL FBFEF7E XenMobile Store FE[ )3
BZEH,
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BRst/ v RRRF DA (TA

¥ MDX/WebLink/SaaS R B2 B4 3 (14H

SHNBAREFER

8%
EEMAHNBEE GBI 8 R IF A IR R,

A0 /BIBR R AR IS S e 58
At/ PEEDELLRTA
YREEN B R L TRE

121F

AN/ BRI

IRABIR(F

RigtEn B3 (A

SHRF
3244
BERERE > AN E LB MA,

RatvAsENAEFREAT MDX N ABEFSD
FRLA3Z A B ERE

BEAT MDX. REEESER (WebLink) kB A
WL (SaaS) WELAERF 7 B4R I 4H,

M BAREF TRENARFEEHIBHESHE.csv
Xfo

ANEBPRET AR (B REIBFEYE. BER
LN AREFAM) EXARIERE KK,

BREdfARE (B REIAFARELE. ERENN
FEFRR) EXBRIERHE XXMM,

BIREDRRARTHUEEER AP IEE,
M IRIE” TURSEIRIEE R HBESHE.csv X,
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AN/ MIBRIR (4R

LG ]

BERIA

SHRTA

AMECEX S
EEIMECEX o

ARO0/ BRI ECE S 1
R MECE XM
REMEEX o EL A

®E

EERERENH LRESMRE,

RBAC

LDAP

YFAlIE

P
RHEE
IEF

BUEMIFRIZI4E, BIARIN{EE AP MAlERES. A
EF R,

BRMARMNA, BMERAPMAEREE. NAERMN
1#1Fo

AR HER,
M AR TURERFEE BRI FHESHE.csv X

RBAC #fc. nicAat. EE: INRREERETRT
L2IFRIR, BESEESHIRMEES. BEITE
2245 Endpoint Management 24hBIFIETT R
BITHRERY A P 12 F LI R)A PR

EE—RZ LDAP %EBR (il Active
Directory), USNA. HFPKFHIEXEY,

iEATF 7 XenMobile Server, BEEER Citrix ¥Fa]
JIE,

ARFPMEMIIFBERERR 2R,
BEYNRENREY, S5 KHEEEN

w8 APNS JEH. JEH SSL 2
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BRNEMR

TER

FRRHIER

PKI =&

ik PKI

ERmEM

B P s Hr

BRSNS

IZE® SMS Mx

BHIARSS 28

ActiveSync Gateway

Apple ZEitx1

Apple Configurator 1&#& i ##
iOS/itEMEIGE

B AR S IR

Citrix Gateway

P& 1E)4% 1

Samsung Knox

Ars3 28 /B

IR EEIITANRIE. SRR A P BB A
B HRER B AER,
EEATNAEFRENAFIKF IR, BEitfmeR.
AN— N RENMERMRIGEIE PN ERRMER. &
EREEFEEIERERAURSIT R R HIERE M.
BENPEMEHTA (BA. Microsoft Certificate
Services fEE CA).

fERIRE > PKI =ATTE LR “NilERE” IR HR
ARs3 28 A1,

EEAPRE LNIMEN, fINETERE, KEX
THIEHA.

REAPEASRSHAN (BFEb. BIEIZF
FIEEBFER) o

73 XenMobile Store ¢l B & X HIR A5 2 FRF1 2
AN FEEE, 707 XenMobile Store 5
Secure Hub % &M B E X ##To

REEER SMS WX LIECE XenMobile @3 izE R
SMS MK & XBIER

KB RTMAR X EFEHER SMTP MXARS 23,
BEANFEY, EERAXYAFPMIZERNIHENR,
7£ XenMobile fFmM— Apple SBEHIMF .

£ XenMobile ##2E Apple Configurator i& &,
0 Apple #tE2ME ik,

ERB MRS RME REE# BlackBerry RHft
Exchange ActiveSync i&&H £ iRk,

&R T XenMobile Server, #in Citrix
Gateway, EERTRBASMEIEURESEEERAFIE
BLUHITER I, EFREIRREER,
BERTEIRETREHAMIESHPNEN KM,
B XenMobile & Samsung Knox iAJERR
%533 REST API,

RN ENRSREY. EEERET R LEHEM
XenMobile,
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Syslog iEATF 7 XenMobile Server, FERRSIENZH
IP s BEHZE T RSB E (syslog) RS 23,

XenApp #1 XenDesktop AYFAPEE Secure Hub 0 Virtual Apps and
Desktops.

Citrix Files 3§ XenMobile 5 Enterprise tk P45 & RN : BEE

i#3#%2| Content Collaboration tkP F1EE R RS K
FUEBERFPKFNIEE, REEAME Citrix Files
IMMEER R, £ XenMobile hEREHEXIIERE
22689 ¥ XenMobile BE2& HismEEEXIREESRP
EXHIRLZEZH SharePoint i &,

KRR E TR EAF 4 XenMobile Server, EEREEE5M
Citrix RIZERFiHEIEMERE R,

Microsoft Azure iEATF A XenMobile Server, ¥ XenMobile 5
Microsoft Azure 1855,

Android Enterprise f2E Android Enterprise fR$3 23188

SR MIER (IdP) Bl B B0 EER.

XenMobile Tools A1l “XenMobile Tools” TiE,

SNMP B2& 73 XenMobile Server T2 A SNMP, 4mi8at7RN

BOAR. REETEMENN SNMP B2 UNEE
FeaPH BT E] BRI PRA (B

XHF
BRA U TR IHES
Citrix Gateway ZE#ERE i@id IP #uhkhfT Citrix Gateway HEMEZNE, &
ERFRME,
XenMobile Eiztez FIEER XenMobile 1hee (40%k#EE. DNS =%
Google Plan) #iTiEEKRE,
eilke 253l iEAT A XenMobile Server, tlIE—IH, UL

x4 Citrix AT HITHIEHR, ZXHEFREERSA
8. BE. $EEGER. AZER. BREXMHUKR
XenMobile g Citrix Gateway HWRHEEE S
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Citrix /= g2t
Citrix ®138F0

A&

BEER

pavRs {1

Java REREM

il

PKI &c &
APNS R 3RER

Citrix Insight Services

£ZENERT Exchange ActiveSync # Citrix
Gateway E#ZEBHIZERE

ERFMEUVEER

AERE

PREIZE 73 18]

EERAF A LUN AR R AER,

RETEHE

ifia A Citrix XenMobile sziih R,
ih18) Citrix ZRHA R IS RAIRENE,

BEFSFET AR EREGAHEZMAFEZNAE
GREZIESM

BT XenMobile Server, iAiRBERERXT
BT TRANER.

B F4#h XenMobile Server, pRIRBFERINTE
WRIE R

BT asith XenMobile Server, ifial Java 7R
B REFAE SMAFEDIEME S IRE,

FEREXMH. HIE. BHEMEIRE X AT RAIET
BREREREHIE. BE—RIEFHBEHEBZIRK
NAFE, AASTEMBRETRETAFPNE.

SAMSH PKI BBEES.

1232 Apple #:£MLEEH (Apple Push Network
signing, APNs) iEHiER, HEHEATF IOSH
Secure Mail APNs iE$,

¥ BE_E#H3 Citrix Insight Services (CIS), LI#EE
fRRE MR,

RIEI&E ActiveSync ID [@ XenMobile &% X 5E
FTF Exchange ActiveSync #9 Citrix Gateway i
BHIGERTS,

iEATF 7 XenMobile Server, £ XenMobile #61
BEXFaN, RANBELTaRSRAR. RSBMWE
BIRSHER, AIUERR TN > EZNEUEESR
FREERULAT Ao

BE X BERNSHRMEE XFiH 2R,
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BE:
“EEMERAR” UEATF Windows CE &%,

BEMEXNIKETEABNARXNER GINEAEBARIBANIR. RINERT, BRNRIKENFBERFAA, ]
TREEHULIRE

EHI a8

REMEAF AF XenMobile ZHIGH AT ERIFEIIR, BRAERT, UTRINEEIRTREARS,

R’E
R BrgE ERRE,
/Mg E M XenMobile FinsiMirRi& &,
RE

WEMECAP LA ETE, BXNEEDEE,

xFift

BEXFHAGNARILUARIZERESRR. RINERT, HIRERTMERR, FEMINTEFEILIRE,

BFRAat

BEAFAGNAR AR XenMobile 89U THERIAIEMIR,

A 18]

BBIARSSIIA FAF1E XenMobile AR EHE BEIARSS IR BB TR R,

I=HlaThaE

BAFPEA XenMobile #5418 LU TE R AR,
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®E&E
TERIRE B &E LM RIENINAER, 8EREF (R
REEBREFR).
EEMNIRRIRE B gE LRME ARKIENR ARER, REMALKE
MR,
EENE EERENNUE URTIRE LIREMIBKIEGRE, @1E:
Efig&E. ERERENVUE. BiFgE. BRRgEUE
RERYEIRYZE 1ho
HERE R EIRE, FHELEER.
fReligE mAEARSIRE, EHEAILUER,
UERSE mIEME R E EH I AR,
Rt AR e fEsigE ER I AR,
EEAREN EERIARTE,
&R ASM DEP/4ad #rE 8t BRRCESE, EZWEMNIOS 8&E LE#ESEHE, W0
REEEMRZILE, BEALAEBMEREE.
EIREmE w26 Windows g & USEEEME 5 5%
ENRMRE E#E5 Windows &&.
EERMHER EERE L RENRY
R
AN/ BRI AR AR E — N —E AP REAEARBE.
B m— P E—EAR KX A,
PRZH 1% 19)
NFFRENMIAAE, WARRERINERTIRE, HERNBTHRERFRYH. ELEARELAE,
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£ RBACEREAE

i#id XenMobile EFAEHIHEESH (RBAC) IhEe, ATlEAFMASEIEXMNAE (HIPRE) . XEPRIZ
H R P X RATRERIIFIRIZR A

XenMobile SSMImHEIARF G, AFEEELXDRANEENHRNR:

« BER: BTFTERGHINR,

o IGEMEC: BFIARERT Windows CE & &HE AR EERIR.
o XHr BT IHEREFRINR,

o AP HELUEMREMIGIR BBIARS A BV P A,

ERILERIABERFEEXNATIZAFA ABIRIR, AIUDEAGNR, LUARRINAEEXHINEEUINIEE
RYtIEE,

BeUSEL AR (EAFRS) 5 Active Directory 4B (IL4AHMIFRE BFREBEHBENNR) . MRBFET
%4 Active Directory 4B, NIFRERIREFHIEER, LUEXZAFBINIR, FIi, & ADGroupA BRI LUEEER
%%, M ADGroupB AFAILURMA TS, EXWERT, BFHENMENAP A LUK FHZREIEN R TANEE.

FE:
HEEhA AR PE— A,
A LUER XenMobile #189 RBAC ThEEHR 1T IA T iRE:

. SIRAE,
o FBARMEIBE,
s EAMARDEAE.

1. 72 XenMobile i=H|&, BIZE > BFAGHNIHEES. BNEERETAENIHNERNRE, HPERT
iR ERAR P A B UREZ R IIMFRE A .

Role-Based Access Control

+ ADMIN

o"
+ DEVICE_PROVISIONING

o"
+ SUPPORT

e
+ USER

X
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MRBHEENMAEELNMS (+), AECEEAUSTIAGHAENR, MTEMT.

— DEVICE_PROVISIONING

Authonzed access

Console features
¥  Devices
Edit device
Add/Delete device
Setting
Restrict group access

2. BEMIAN— AR AR, BEREZAR, FREINGAGENNEER. ENFAE, BREAEEM
HIRRET. FEMERRARF A,

o BHAMBEZEERN, BERRNABNRIEREGIH.
o BEUIRBERE, BET—PHIAHEE SERRITRREENSRE,

3. RAUTERUCIZSRERFAE:

« RBAC &7 MANAF ABIERERTR. TEEINEABIRT.
« RBAC #tRk: (AJik) BHEEMERUBEEAFACHES. MREERENEHE, WEEEFER.

RBAC RiRZFIABF A, ENEXSHABXEKNARXNRATNENIGENR. EFEEN RBAC RiRkfE, &
MTERRUHRIAMIEH S TREFRB B S ABXIKIFMENIR. AJLUERERERIR, AIUERERIIARMEES
AMEEFRPERED S A BETL

select a template -

Select a template
ADMINM
DEVICE_PROVISIONING
SUPPORT

USER

4. BHi%EER RBAC RIRFER55ARIN A LUE R TIE X B9 R RANTHREA FRIR ZE 2 A3 Il A6 & ThiBe
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Add Role Role Info %

b 1 RoleInf RBAC name*

RBAC template DEVICE_PROVISIONING - Apply

. Admin cc cess
Authorized access min console acces:
Self Help Portal access
Shared devices enroller
Remote Support access
Public api access

hb -
Console features e
Devices

App

Delivery group

m

Smart action
Support
Setting

v v v w v w vw

Enrollment i

Apply permissions @ To all user groups

@ To specific user groups

5. EHREBUHEREAHRMITH S ThREEEER B E X A,

MRBHFETUTH GINREZ AN =AK, BETRETIINENNIR, Ea]LLEPREUHEEPHENR B
TR EFER IEARIZITH] & KIRAIRIR. ERTNE TANEMERRERAXEET, fl, £ TEHR, Fah
NEcLAENAR ETT2BRRENBMRMREIED, K HIEPrIED,

Dashboard

Console features
v Devices

Full Wipe device
Clear Restriction
selective Wipe device
b View locations

Lock device

6. LARFNR: EFE— RS IEFAE, URHEESTUEENH, MREEEREAFE, BETAHIIR,
TR LM AEE— P SN,

g0, NS RBAC B G AEXT ActiveDirectory #1 MSP AP HIIAIER :

o BB REEISR ActiveDirectory 4. MSP AsiXAMARB AP BER.
- BERTZEEEMEAMAMEE AD AP, BERAIUEERTXEANFHARANEF,.
o« EERRAIMNARBIEE:

- NPRARETFA

- BFRRANEFHANRRNAR
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Apply permissions © To all user groups
@ To specific user groups
search for user groups
2 ActiveDirectory
LocalAdmin

MSP

7. BF Next (F—%), IHRKERSEIIHE,

Add Role Assignment

Assign the RBAC role to user groups

2 Assignment Include user groups Q

1 Role Info Select domain testprise net Selected user groups:

8. WATIIER, UKBEIRLAFE,

o G EVIRP, BEEME.

- BERPE: BE BR UEEMEIAANTIR, URATBRBHERMLUETIRRHINNRETES
EE=E if:NEAE I

« EETHERD, ERERESESCNARH. ZFETAFAR, HAREREEERFATITRT.

Add Role Assignment

x
Assign the RBAC role to user groups
1 Role Info select domain testprise net - Selected user groups:
% PO include ser groups : x testprise.net
- - Remote Desktop Users
testprise_net\Remote Desktop ‘:‘
Users =

Performance Monitor Users

testprise_net\Performance
Monitor Users

testprise net\Performance Log
Users

ENEERFRATIRFPMFAFA, BREAFARIREZILN X
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9. BERE.
A

January 5, 2022
AL XenMobile FEEFIAFUTER:

o SEENAFEBEUEAZ M RAEXIRE, BAURXLEBMREAFIERF. FW, £/H 0SS &&NMmE
AR, REFENNAR. FARIETRENAFF.
o AMBRREIKRE
o BEFRLEFGNESENAR (ERBEMKERME . flm:
- BTFEMIERBMELLRPIRE R EIE,
- REBHMEIIRE Root 1PRET,

BXEDRENFAER, BSREDLIEF.

ZfEA XenMobile Xi%&H, HAREMNXFEMRSEE. PILUE XenMobile PigBEiBHIARSS 28, LECE B4
EEY (SMTP) FAEEARS (SMS) MXARSEE, WERMAF KEBFHRHAIXA (SMS) BH, AT LASE BT
TERBERIZHE: SMTP g SMS,

o SMTP 2EMERN AN, B RIXTEEEIERTFNN (TCP) A< FHRHIRMANENRIE,
MMS AR EE. SMTP 2iEEERE SMTP BRI (M4 REAR) Bs<FREE SMTP BRS5 26918
VAV

« SMS 2F#. Web SiBmhBERANXAERRSEMN. SMS ERTELBENIN, FEELRHBHERIE
RERAILSHRIE X AH R

ZEB]LL7E XenMobile g BIEER SMS W%, LEBBTZERI SMS MXKXHEN, EZEBMHER SMS MX%
EMERZRETBEMNER SMS £, XEETXARIESERMELBEDIN, AFEELBHBHEIFREIM
EXAHES.

WEFM

FcE SMS WXz hl, BEENRAEERURERSRES. TH SMS RSHEESEHREEANSE ARSI £
ERSBECETHRERFHMURSEXER. EXMERT, EFERSEME Web it EHER

AJECE SMTP @RS S[BURAF LIXHER. MRIRSFFXETNM/RSS[ L, FHRARAEER LERIE
BiEE. NRIRS[BRAEHIHIRS, BERSRMHBH Web B EEHIELHNRERES.

o ALAERSEEA—1MERRY SMTP RRSS2F—1MERIRY SMS RS328. XM MBEREBAT—MIEEE.,

o MIIFRZE) DMZ 89 XenMobile 170 25 LUIEEIREIML LB SMTP fRS588. X#¥, XenMobile &
BB R Th & 1K@
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FcE SMTP Aks325%0 SMS WX
1. 7£ XenMobile Z#Hlad, BHEFAE LANERER. K EEREENHE,

2. EBAITS, BEERNRSES. KGR REMARSS 2 0E.

Notification Server

You can add and configure SMTP and SMS gateway servers to send email and SMS

Active Name Notification Server Type

3. B&HFM. ER—1MEEBTEE SMTP iR55835 SMS MIXAAAISR #,

Notification Server
You can add and configure SMTP

SMTP Server
SMS Gateway

HLLve

o EIN SMTP BRS58%, B&E SMTP fRs328, ARZHAN SMTP k585 THREEIRENT K,
o BN SMS WX, 58T SMS WX, ARZFAIN SMS WX T REERENT &,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 315


https://docs.citrix.com/zh-cn/xenmobile/server/users/notifications.html#add-an-smtp-server
https://docs.citrix.com/zh-cn/xenmobile/server/users/notifications.html#add-an-sms-gateway

XenMobile Server #iixR4s

N SMTP RSS2

Add SMTP Server

You need to configure the SMTP notifications server to send messages to users. If the SMTP server is hosted on an
internal server, you get the server information from your IT department. If the server is a hosted email service, you can
find information from the service provider's website. Only one SMTP server is activated at one time.

Name™

Description

SMTP Server™

Secure channel protocol None =
SMTP server port™ 25
Authentication OFF
Microsoft Secure Password OFF
Authentication (SPA)
From name™
From email™

Test Configuration

» Advanced Settings

1. BEEUTRE:

o B BASIL SMTP ARSS2BHKF XEXBIR R,

o BEA: (AJik) HANBRSSERAVIRER.

« SMTP fR552:: BARSB/HNENSG. ENBAURTLREMNHE (FQDN) % IP Hbit,

o RREEWNN: EFIRP, BESSL. TLS HLEFRSBEANT@ENN (WRRS[EENER
Z2BMHIIE) . RIARERT.

« SMTP fR358556 0 SN SMTP IRSZBEANKH. FIAERT, imOIRERN 25; 1R SMTP EiZfE
A SSL &e@aEhil, MitixMigE RN 465,

o BMIIE: EEFER. BIMENR.

c IRBHASMEIE, BEREUTIRE:
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- BR&: BANSETEHWEIENERNAR R,

- B BASHRIERAFEN.
+ Microsoft 22 ZB54HIIE (SPA): 113 SMTP RS #EMME SPA, BB EHF. BIAMER=.
o REASR BATFIHEWCR B LRSS SBEVE BF AR, ERELMFAERHYER. Flg, 28 IT,
o R ANBFHRE: BNRTFHAUE ARISE SMTP ARSS28 A IXHERB AR BB FHR 4 it

2. BEHNREE R ENK B FHb @,
3. RASHRIRE, ARREUTIRE:

« SMTP &% A SMTP IRS B A XMAHRMBIEIRRE. FIAERN 5,

o SMTP iRt AKX SMTP IEREFERFAURFERRTE (F))o MRMEHMEBN SBUE B RIXKKAE
AU, RIEINME. FEELLERNERIMIVG HRERTIE B R BAARIZAES. BIAMERN 30 7

o SMTP W ABELIR: BN SMTP RSB[BRENSHBFEHKAFAKE LR, FAIAMERN 100,

4. BERM.

0 SMS W<

Add SMS Gateway

Please consult with your IT department about the server info if the SMS server is hosted on internal corporate server; if this is a
hosted email service, the info is available from the service provider's website. Only one SMS server is activated at one time.

Name™

Description

Key™

Secret™

Virtual phone number™
HTTPS OFF

Country code Afghanistan +93 =

Use Carrier Gateway @
Test Configu

ration
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} =r

AR

XenMobile 123z Nexmo SMS JHEZi#, MREEEER Nexmo JEEEEHMKF, EiHE Web 3510
B,

1. BEEUTRE:

o ZFR: BN SMS MXEEMNZM. LWFEAMNETFE,

o WEA: (ANi%) BAEBERIIHER.

o B BARRBERTEREKS FHRENSRFARRM. WFEABEFTE,

o B BARKEERRHENZE (secret), B (password) ELRFFANBTIHREMNKA, HhF
ERANBETFE,

o EINEBIESHE: MItEBIESE FIEA +1) ZENERALTFR. FLFEP, KRN Nexmo EHiE
TS, BREEFERHE, AT Nexmo Web b5 ETEEINEIESH,

o HTTPS: #&EEEERA HTTPS # SMS iR E1m% Nexmo. EIAENX.

BE:
1REB HTTPS 8B T, FRIE Citrix BARAZIHERIBIEEHB X,

o EIR[MXMFT: FITIRF, RERABRPUEEARNIRIA SMS BR/MXABEIE, IWFBREU+ /S
Fk. BIMENMET +93,

2. BENKEENERISARELENRER. RARZEMONAERERER, NS HEIESENEIESHHER.
EWOH B RIRYESEE S5 ah B iE 2 B A& H S B9 ESEE R,

3. BEHM.

AAIZER SMS MX

TR LAE XenMobile Fig BizE R SMS WX, UREBTEEFH SMS MXREZMNBEH. EZEBHEHAEERS
(SMS) MX &= RE T BEMBH SMS £, XLEEFTXANESEATELBEDN, RITEEXBEIEE
BIEREIIREX AR

1. 7£ XenMobile ##l&mH, BHEHlaG LANERER. KEEREERHE,

2. BT, BHIZER SMS WX, IEERIZER SMS WXH,
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Carrier SMS Gateway

Carrier

Alltel

ATET

Boost Mobile
Bouygues Telecom
Cingular

Metro PCS

Nextel

Orange

Powertel

SFR

SMTP domain

message.alltel.com

txt att.net

myboostmobile.com

mms.bouyguestelecom fr

cingularme.com

mymetropcs.com

messaging.nextel.com

webDsmsmms.ora ﬂge.fr

ptel.net

sfrfr

Country code

Sending prefix

3. ITUUT#REZ—!

o BEMUBEHEIMMK, LERKET—IEE, EHIERNEFNEERRTIHEEEMEERE

KNERFEER.

o BEAM. AR ERANEZER SMS MXXEE,
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Add a Carrier SMS Gateway

Converts email messages passing through the gateway to a pre-defined format, such as an instant message.

Camer™
Gateway SMTP domain™

Country code™ United States +1

Email sending prefix

AR
XenMobile %323 Nexmo SMSEE %%, WRTEEFER Nexmo HEEEMNKA, §iFEHE Web
uh = DB

4. BEUTIRE:

o BEH BAZEBNEM.

o PX SMTP 15: N5 SMTP M KEXEIIE,

o BRMXAE: F7RP, 2EEEFNER/ XA,
o BFERFREAIS: (k) fEERFHARERIS.

5. BEHEAMUFINFIZES, HBEHECERMIFIEZES.

R EFmEAIENR
AILA7E XenMobile Hrol e B AT BEUIRIE. SEMAKRIXRLSA B NREERE BAEMER, BREENERLE
E=MAEMEELIEHEE: Secure Hub. SMTP 5 SMS,
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XenMobile @ &R % R FRFEHLEMTE GEFNER, XenMobile 2 Bapf 3 XERHLBERAAFNEMLE

& HIARN,

AR

NRITRIEA SMTP ¢ SMS BERAF ZEBH, SIREBERZT RS NRHERKEEE, HRM

WBHIRREY, XenMobile £1RRIEI&E@EE,

1. 7£ XenMobile Z#HIad, BHEHlaG LANERER. KR REERNH,

2. PEBHER, MG ERBHNERITE,

Templates
Notification Templates

r+

4}:\
Name Channels
ActiveSync Gateway Blocked Worx Home
Android Download Link SMTP, SM5
APNS cert expiration SMTP
Certificate renewal Worx Home
Enrollment SMTP, 5SM5
Enrollment Confirmation SMTF, SM5
Enrollment Invitation SMTE, 5M5
Enrollment PIN SMTE, 5M5
Failed Samsung KNOX attestation Worx Home
105 Download Link SMTE, SM5

1-100

Create notification templates to use in automated actions, enrollment, and standard notification message delivery to users.

Type

ActiveSync Gateway blocked device

Android Download Link

APNS Cert Expiration

Certificate is renewed

Enrollment Notification

Enrollment Confirmation

Enrollment Invitation

Enrollment PIN

Failed Samsung KNOX attestation

105 Download Link

Deletable Manual sending supported v

A IEARR

1. BERM. NRERIGEER SMS WXz SMTP RS28, 22TR—

LPURHEITBNEEFHE1&E SMTP ARs3288k SMS W%,

$RTFER SMS # SMTP BHMAER. A

NSHEFIANGE SMS 5 SMTP fRSS2R1RE, BEEMZIRENE LREMARSH[NE, RE T EFANBE
&, FILORE@AMERDIE, HERIMEEDERER.

BE:

NREETHRIRE SMS 5 SMTP RS3IRE, B ZEANMIEIEENRRISEEXLERE, XEKRE

XEBER A RER T REAFE,
2. BEEUTRE:
o B BANRIRBGEIRE R IR
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o BiEA: BARIRBYIPR.
o KA FHRG, REBNEE, NETEEREZFEE, AT APNS IEBIHER, AR
EX MR, RRTETER NS ERIFIER,

=W

WFREERER, XN TEREREERFIRE. XRTMERRE EREEFIRNIKETE LN
BHIFIERF, AFEFHEARREER, ‘T8 X HR” FRPERAUTRENEAEREE MRS
SRR UERFRRIE,

+ ${outofcompliance.reason(whitelist_blacklist_apps_name)}
AR

XenMobile Server 58 BERIE “BRE” M “ARB”, R EEFENIERHIRZ Ay XLE
RIEBEBERH “BRLEFIR” 7 “REFFIER",

+ ${outofcompliance.reason(smg_block)}

3. 'EEE TS, BERTIHENNENEBENER. AINEREMEENFERE, EEFNEEIRTERER
EEARB

« WNRi%F Secure Hub, M{X i0S 1 Android i&&#ZWOEH, BHE S REIREMBHER P,
o WMNREE SMTP, AZHAFNIZA LURIERY, EAtiIEEREBFEptrutEm.
o WNRERE SMS, WEREIREHH SIM REIAEF ZWEH,

Secure Hub:

o BE. BEUBRENEE,

« HE BABRZEAAFPIER. MNREANE Secure Hub, FEBANEFE, EXEHEHERE
BEE, BESR%.

« BEXMH: EYIRF, REAPKEIENNIFEFENES,

SMTP:
o BUE: BEHUBRENEE,
KRBETEIRE SMTP BRS58:8/5, AaesE SMTP &@xl.
o RN BNBHMMENEL A, FILARHES S/ B FHR A ittit,

o WHA kFEREERIGIBRILSMNMIFIEENNTMER, UHREMKLIXEIER SMTP I Atthit,
Citrix BIEREEBURIRFNE. BRTHP, SELUETRMUS S () 7Pk Adtat, Rt
WA (GNEEER), BRXIGINEN, sIUERITE ERANSEWRGA, BEUMERE > RENHEE
BigEHMIEA L EEN, BXFAER, FER%E.

o EE: BABMOEREER, FERABEFTR,
¢ HE BABRKRGAFPNER. AXTHERERENER, BE5HZ,

SMS:
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o BUE BEHUBRENEE,
KREEEIRE SMTP BRS383/5, A 8ERUE SMTP @xl,

o WA KFREARIEFREMUIINIFAEENNTRER, URFRENKIXEIER SMS Wi Atit,
Citrix 2WEREERIRPIE. BREIGIHER, ATLISAFERGEA, BAIUNERE > RENEE
FigE
¢ HE: BABRRZGAPNER. WFEBRABETER, BXEHERERENER, B2,
4. BERM. EHEEMEBER, BERRBUTINF 2 REEMZIRTTE: SMTP, SMS 1 Secure Hub, %
EHmREERNEERE LI EHEERER.

SRIEIBRIIEIR
1 EFENRIR, AR ERZRIRSENRIETE, BRI LELNE LB FRLUSMNIFIERS, UREE
HECHAEEE,
2. BERE.
FRIBRIBRIIEAR

TR BEMFRE SARMBBARIR, FRERIFRFE X BERIRIR.
1. EEMEBRER,
2. BEkR. LB B REIATEE,

3. BEMFRUMFRENRR, 3EHEBUEUBUEREREARIR.

R

January 5, 2022
Citrix XenMobile AT TE £ N ERIZH A AN BB S PEE LR, RIPHRLURBHIINGEE,

XenMobile Server #iREF#BMIGENTIR, W—HNFTISREREDILEITR (IMEI)/BHIgERRAT (MEID)
MR —#E X EMERIEE. BFE&EIEZTE XenMobile iz%l&®, AIUFHRMEEIMXGSNIEETIR. &
KIFETEXHFRIFAEE, BESREXPHEETBIIREREXHER.

XenMobile #ZHI&PRIEETTEFIHEMEEURUTESR:
o RE: BMETiSEETEMM. B5RE, Active Sync Gateway BE o] IR EBEBIRS
o 3 E&ERKXZE MDM. MAM X2#FE
« SREFXVEMER, N, ARA. REFE. BERFRAE. REES. ERIFEEURFEDREE.

XA E BRI
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BREMRER, BRGRE—MIELNEATE X, AEEFBERETEINEMARE, NEFFERMPRNFIETR

o

Last access

Inactivity days

+ Status

v Mode

+" User name
Serial number
IMEI/MEID
ActiveSync ID
WiFi MAC address

Bluetooth MAC address

+" Device platform

+" Operating system version

+" Device model

+ Last access

+ Inactivity days
Shareable
Shared status
DEP registered

AIAFEARMNIRE. MRETEXAHPSNRE. FEREFAGEE. RITREREURMIREREE. EBJLUSHRT
BRERBIBESHE.csv X, UBIBRBEXRSE. RSBESHMBRER. MRMALIEE, XenMobile 27F
B2, csv X IMERX LT TERR.

FohAMIRE
1. 7 XenMobile i=HaH, BHERE >B&E, HPFETRENHE,

Devices Users Enrollment Invitations

Devices show flter

i Q@ | LY | 2
Add Import Export Refresh

Status Mode User name

bl
sEns

Device platform Operating system version

Android 502

ios 241

BERM. AR RARINEENE.
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Add Device x

Select Platform

Serial Number’

3. BEUTIRE:

o WEEFTA: #Fi10S 5 Android,
o FHS: BARERTIS,
« IMEI/MEID: (773, 1XFE Android i&%&) $#AI&&8 IMEI/MEID 28,

4. BERMN. RERKFMEFFETIRERNTIRKE. EEFEHFMILE, AREETHREP, BHEFEUEER
HBAREFRES.

=W

BHREMNMEEZNNEREN, RRNXEREREIIREFET. FTUREFIRFANENTE LELTIR

AN 2RIETSE,
o £V (XME) 5 MDM #&={ FEZERY XenMobile Server
« EEcE LDAP
o MREARMATAMAF:
- — B,
- DEAEHARN AR
- RS AHANERE,
+ SNERMEA Active Directory:

- {345 Active Directory 4H#EXEX,
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5. BMNEYIHIERMIRF, HW, FFS. ActiveSync ID URTFEXBWHEMER. WFREMEN, BHEEF

. . i x
Device details | iPad
General
Identifiers
serial Number
IMEI/MEID ~ NONE
Activesync ID
WiFi MAC Address 2C1F23:2B:C1:22
Bluetooth MAC Address 2C1F23:2B:C1:15
Device Ownership Corporate
BYOD
Security

Strong ID

Full Wipe of Device  No device wipe

Selective Wipe of Device  No

A&E)Ek BYOD,

BMEETILE T IRER2EM, fld0, 58 ID. BERE. BENEIMTARENEMER. TLERIREF
BREERFH PIN 53, BIRRERE, BRUTRMANZAE. MRAATIETZAE, SR UELLAER,

6. BMTAEYILT XenMobile EMAMIEEREE. BFIRETTBFRNEENMREX4HEEMNELEREY,
ERMEBY, BREHM, AEMIIRFER—MEL. BEXETBUENENIE, B2 PDF k&R 1R TH(E,

MBS, ERVBETERITIZEBENENTE. BET—F, ARRERENERE, BERKERERER
F&RHp,

ERRFENEYE, BRESEEENRLES, ARBRHEMEM X. XenMobile iz BMHIFRZIE

7. HRNREFAEEHHEERENHERES.

BFRE%: EF-AFRBAC e, AiREM. HEWEKAMES. FTUMNLREEREHEK,,
BNECHRE: ERENERKBNKE, SFEHNE. HEMKMNRIRNE, RHUES M RIEHRIEATR.
KEM EXEEES.

MAiEF. EREt—MERNERE. BEMAMNNAREFHELRE, RENBREFRBM. RIRF. £
BMEMER.
g BERE—NERNERE. EEMAMNREFNELE,

1#BF. BTREME. HEMKWARFHME, RIELE—TEZ00RERMMETE,

RfYAE: BRI, HEMAKHNRZAARE. NTFEIMHE, REINANRFNHBHE. EF—
RYAUBEESIFAES, BERS. BEUKBESAF,

i0S FEBX M. BRE—1IOSEEXHES, GERM. XE. AAMIEA,

i0S MECEEX | Bnbl S RMREEXHESR, H UUID. SHAHUKRES
I ERENES. ECHIEBRERBIEBER, filn, XKB. BHtiER. MkE. F7IS. Iz

=
Bo
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BIRIRKR K.
o EiR BETRE-NERRSNRE—TNERRS. RESTERNARR. AMEZXRSHRIEN RS
PIRIERT L

« MDM X%&: B/ MDM RS, EXRHEEEI LR ERISEEENEFER.

MIFEX M FNI&E

BRSNS HEERRIREFEHFOXNE, HLIZECHREMEXF. EXFAER, FEREAXPEEIR
BRI

1. REEE > ig®, ARBEHSN. IFERSNRECXHITIEE,

Import Provisioning File

File Choose File | No file chosen

Cancel

2. BEEEXH, ARSMEIES AKX,
3. BEHESAN, REXRBIIHSANX M.

4. BRERERES, BRHEER, ARREHRE. BXREFAEENENESR, BERAFHHRNIZE.

MR & K IXEH
TR MNIREEMIREREEBN. BXBEHMFAER, FSHE.,
1. #EE>KRENE L, ERERHELXENN—IREMRE.

2. BEE. BERBEMNEE, B AFRIILERBGBNBPIEIRE.
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Notification
Recipients CMWWXEXKDE]BA
Templates Ad Hoc -
Channels sMTP sMs

SMTP S5MS

Sender

Subject

Message

3. BEUTIRE:

o iRk EHIRF, BRERXVBANEE, XNTFRIGRMNIEMER, TEMEEFREETOPMEERER
[Gr=1: B

o BE ERHERNAESR. FIAMEN SMTP 1 SMS, 2HEHRUEES MBENHEEE.

o RN BNEER Ao

o EE BAIREEERER,

« HE BARRCEEER.

4. BHi@l.

SHiggEx

1. RIEEHFEESHXHFETHNRATIIRIRER,
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2. BHIGEREANSEEA. XenMobile BiREUTEEMIEERTNER, FHIFHEN.CcsVv X,
3. RHGRRE, FTASRE.CSV X,

Fopfric B IRE
FJLATE XenMobile fri@id A T AR FaIRig i :

o EETEEREMIEF,
o EBBRSTIFEMIREF,
o BEBIRMISEFRBRIENIRERM

TR LUERRIRERICARBREXGE TG, FABMRSIIFEEMEEN, AURRERICAQEREHET
B, WAILFHREIRE, MR

1. 72 XenMobile i=HaH, Mg&EETREIRERINIELE,
2. FINBAFREENRERYE, ABEFATSH BYOD (RIHA).

Devices

Device details | iPhone x
1 General R
Properties

+ Battery Add

+ Location information Add

+ Network information Add

+ Security information Add

+ Storage space Add

- System infermation Add

Owned by . Corporate
B

RETNECXAF R

WFEBEERHISEHERHHIRERNIZNZENTIR, FJUFERAXLETRIBEEFHRMAKKNBZENEETIR,
XenMobile X UT =S ZHHGE LA BANSAXERE: Android. i0S # Windows,

FrtlEHATIEIEE SN XenMobile M4 4R AU TR :
F5S;IMEL 2ERERT; BER L, BHEE L, BMER 2; BHEE2; ... B4R N; BEEN

« BXBTMBMNERE, B2H PDF gEREEZTHIE,
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« /R UTF-8 fi%,

o BANS () PRARXGFHNFER. NRENFENE—BLEEHSS, BEARMMIFH (\) #TEX
flgn, XFULEME:
propertyV;test;1;2
IR B TH X
propertyV\;test\;1\;2

o X¥FI0S &%, BIUREFTFIS, FAFFISE I0S RERAF.

o WFHEMIRETE, BNEEFFISE IMEL

« OperatingSystemFamily #95%{&5% WINDOWS. ANDROID = iOS.

RETEC SR

*1050BF3F517301081610065510590391;15244201625379901 ;WINDOWS ;propertyN;
propertyV\;test\;1\;2;prop 2
2050BF3F517301081610065510590392;25244201625379902 ; ANDROID;propertyN;
propertyV$x&&ééétest
3050BF3F517301081610065510590393;35244201625379903;10S;test;
4050BF3F517301081610065510590393;;10S;test;
355244201625379903 ; ANDROID; test.testé;value;’

XHFRNESTHER—MEE. LRTRAFE-ITFENSXAT:

+ FHIS: 1050BF3F517301081610065510590391
« IMEI: 15244201625379901

o RIERFKZRTI: WINDOWS

o« BMRM: propertyN

o BME: propertyV\;test\;1\;2;prop 2

ActiveSync Gateway

January 5, 2022
ActiveSync 2 Microsoft FF &M aEIERIL i, ActiveSync 5FHFEEMAR (EER) HENRSIHEE,

AU 7E XenMobile FEZE ActiveSync Gateway #0l, RIEXLEFM, & LLsFIRIELIGEIAA ActiveSync $iE.
B0, WNSRECE “BnENBERE” #MNl, XenMobile $iEN BIEFIFRRETEEEESENBER, MREHD
WL AER, WSIELIT ActiveSync BUBMIAIE, SFEMN, ATLUERAFHIEL. BIMGBE AT,

BXNAREFFRIRERBFAER, BERVARERFHRRERR,
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XenMobile Z# L T#HIN:

EZigE: RERERTATERER. NREREZIXEIMEEN XenMobile BAZEFHIAF#THHIIE, WA
BITIAC &

Samsung KNOX IAIERN . #EIRER ST EEE Samsung KNOX IAIERRSS B289E 8,
RIFNNARER. REREESABNAERIFIREIEFEX MR LN BER.

FeslAVFFIIELE: X2 ActiveSync Gateway BIZRIAIRIE. WIS BRI E E At i K4 E & & HI&
BYIR, FIRIBZIIRAFFIESLERE, NRTAMUIRTE, WRRIAFRIRT.

REohig#%: KBRS REMS “Device Inactivity Days Threshold” (&&TEsREEME) RBEBNEN, KRER
BERFREDRES,

RPN AER: KERERERIVENAEFHIRREPEXNPIENBERF.
HEFENRER: NEREETEANARERHIPRETEXNIHEFNBER.

FENER: RERFEBEEEM. 7 10S # Android i&& £, XenMobile AILELE LN YRIZBEERE
RIXFNZIGEHNBITIHR, FlW, £i0Si&& L, MR XenMobile [izi&& %X T@1THE5%KE, MAFAITE 60 2
HRIRE®ER. TRAPKREREZE], BTEIEREM.

FEMEE: RIB‘FEMER BERTREETTEN. ZBEUHEEHBEUREHRTER, IHE=ZAFHA
XenMobile API #1778 X,

BERES: BEREIIPETCRY. BRENZH, BRENEETEER M.
23%18 root AUEH Android i & B8 i0S 8% E Android i8E 5 i0S EE 2B WL,

ERERE: RELERSNATRERS, Z XenMobile z#l. FI30, £ MAM T EMAILES BEUHEMANIRZE
HIFEE RS,

¥ Android i3 B 7 % 3% 5 ActiveSync Gateway: # i 2 #ifR XenMobile ¥ Android & &5 B £iX 5
ActiveSync Gateway,

fcE ActiveSync Gateway i &

1. 72 XenMobile izH&H, BHa LANERER. HEEREERE.

2. ERSEET A, & ActiveSync Gateway, ItETiEE R ActiveSync Gateway HiH,
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ActiveSync Gateway

All devices

Activate the following rule(s)

Android only

Send Android domain users to ActiveSync Gateway

Allows or denies access to devices and users based on rules and properties.

Anonymous Devices

Failed 5amsung KNOX attestation

Forbidden Apps

Implicit Allow and Deny

Inactive Devicas

Missing Required Apps

Mon-Suggested Apps

Noncompliant Password

Out of Compliance Devices

Revoked Status

Rooted Android and Jailbroken 105 Devices

Unmanaged Devices

1. ERGEUTRNS, EFEFEN— RSN,

2. 7R Android #93% Android 5B~ %i%% ActiveSync Gateway &, EH 2R XenMobile %

Android &&= 2 %%% ActiveSync Gateway,

3. BERE

Mi&&E1ET 2] Android Enterprise

January 5, 2022
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A3RIT T MIBAR Android i€ & EE2iF#% 20 Android Enterprise B3 EEMA RN, Google BI¥FA Android
%&EE APl, % API 23F Android 1&& LM ATERF. Android Enterprise 2 Google # Citrix ##EHIA
HEEBRS R

XenMobile [E#EE 2} Android Enterprise #£4 Android i&&HIZINEM A%, Google A API &, EIREE
B#ER T Android Q REEGEME LK.

Android Enterprise ¥R REMTFREXHiE&EN, Google Hihk¥ Android Enterprise Migration
Bluebook (¢Android Enterprise iFBHERE 1)) #MMERE T IHRIEEEES Android Enterprise W REZ 4, F
INEIEIRAE Google IREMITEBIER.

ZERYEN BT REEEIBHEINE, HEETE, AXEEHIEIBMERN XenMobile $FEREIN,

Analysis

Requirements mapping

Proof of concept

O

Deployment

Android Enterprise Migration
Bluebook (¢(Android Enterprise T#ERH)) FHREE
£ Google MIFAI TEH Ao

REEEFANZM

Google B FERB U TIZHEIE APl, 74k Secure Hub L Android Q APl & 510 B 15, X APl ¥ EEEIET
Android Q #9i&%& EiB1T:

o BN ERIRHREBENAAE,
o THZHR: EBEIAFENRENEREEREE.
o [REEE: RERFIMEEDER,

F M APl F&37E Citrix X MAM X TR &= E R,
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HiY

UTFEGERTFER Android IRIRISEEEEN TEMANLE. KEMBIRE UK Citrix (X MAM #EX T EMENIL

o
REEMRE
NEREETREEERATEM, HIARE

Android Q.

MERETREEEEATEM. IKELEALE
Android Q.

NERECEREEEEATEM, HALE Android
Q.

5 Android Q —EX{IHIIRE, HERSEERR
TEM

k& Android Q —iE23 {3t aI A4k 2l Android Q AIFTI&
Bo wEREM,

Google /A API /&, Android Q EMFHZERINGIL
BREEREEEX T EM,

7£ Citrix X MAM R T EMBIIRERNE IRE

o

IR EREIE:
o THREHIBRR Android i&E

BINBYIR(E

Big& A% Android Q Z &, EMIEEEEENT
#%l Android Enterprise,

REA LRSS EEERN, B2, TSR
#18&#5h%) Android Enterprise,

£ Google H AP| Z#i, MigEEEENTEE
Android Enterprise, XenMobile i=HlaH¥ERE
KRG ENESHS.

£ Google FH APl Z#i, MIEEEEEXTEE
Android Enterprise, XenMobile EHIaHEERE
KXLEGENEEHER.

£/ Android Enterprise BO{EAIEI&E.

AT EEFRAN Google APl &M, Citrix BiTE
Google 7/ API Z#iiE#%I Android Enterprise.
TizAZE, XLREREMIFRK

TR REEMIRIE. FAM Google APl FaIHY
MAM & T 9% & = E AR,

o EREMIBIRISE, UBEEATLUEIEMRIIEEERSTE] Android Enterprise T8

BB D

1. 7#£ XenMobile £i¥f4 Android Enterprise: 2%, @l TFEEEXH. TRAILE. TFEREXH (BYOD)

HITEERE,

2. 1838 Android Enterprise S &Y aTHIL & EENRE,

3. EREMNREEEAL,
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ZIERERIREEEAM, BFRITUTERE:
1. 72 XenMobile 14| & 2 B FRAEH T HATHISRBRAE,
2. ETOAERIBACZERIAG.
3. XFEITAG, HERUTARE:

o B
W FrEE
BFSHRE
o IREER
- B2
- B
- ARt
¢ REFR
- HEENES
- BIERGARE
. NAERF

4. XFEINBERF, BH:

o NRREFRA
LAERIER

« RERE
. MARERF
. NAREF

LRAEERER
EBEBRESIM (true/false)

]

ESRARGY

RIESTR B2, HELEM Android Enterprise ThEEER,

BINBIE KRGS
1. mEEEEANEMSTE:
o ITFECEXf (BYOD): RESH M. TREBL RE.

- TeRE: FEMEHEE, £A QRB. aip@EfE (NFC) R, i&&%KERIEHI28 (DPC) iMiRFT. =t
BANEMEE.

2. BIERARERFTBERK,
3. ¥AGIERMETE Android Enterprise Thak, iER5ERFRLRHNESMEEERNREEZA Android ARS8

TIgEs

4. RIBINEEER (7.0, 8.0. 9.0) HERIE Android 2R L.
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5. EESHER:

« EiY: 1% Google Play tkF

+ {XEERE Google Cloud Identity ZF Bt 7 /A Google G-Suite
6. BIERIREMK:

o TRME MRKEHERMIBERFLT

o PR MNRIEEZFE T UERIZIHFHIRIERS

o Bt MRBRETEEMIZIFNRERERS!

HEFBIN BiE T 5 R

FRERMSE, BEZAREFM Android F&#5%] Android Enterprise ¥&. BX&HNARFNIFMAER, 18
SFRANNNBEF.

o RHENABENBER

1. EBREIBNNBIER, ABRIENAERF AR Google Play &8, #A/51%#F Android Enterprise
ERER.

2. EERE, MRENNAEFRLFEN, BRRNAEFEHERNAPNLENBEFTIR.

RENBRFE, ZNAEFEETRE Google Play MABEF. MREETEREXH, NARFEEETRE
TEERREXHFI Google Play M AREEH.

- TA (&) mEERF
THANARFEABHALZARIE=ZSFALARFL. RINZNE[ER Google Play X% & ANARER.
1. EREIBHNNARER, AGRENBERLUER Android Enterprise fERES,
2. EHAPK X, AREENAREFIZE.
3. BEAREFRHBEIFEIIH,
« MDX I FH#ER
1. EREIBNNBAER, AR%RENARZFLIER Android Enterprise fEAFE A&,
2. £ MDX Xff. ST BERF BRI,
3. i#&#E MDX %RE&,
stFidk MDX NATER, EATEMEHEEN MDX SDK #{{T 8RN AER:

- B 1 ERAERISEARHALNTT R ARKFE Google Play #3t% APK. 7£ XenMobile &7
MDX 2%,

- %I 2: M XenMobile XN ARFEATINARERF. £ XenMobile #%# APK, #7 MDX X%
%2 F & Android Enterprise.
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Citrix & &HRETH
s+ FEBNEATF Android #1 Android Enterprise F&RISRES: 1E4miE5RESH %2 F & Android Enterprise.

53F Android Enterprise, EEEEMER, FLERBETVER TLATFIFREEXHEAHTLEEERNIEE,

B IUERR

¥R AR I 2 Android Enterprise f5, RAILUKETS NI IIELHEE R BIRIHIETT.

WENERIIAIZE

1. R EEEEMEN:
o J1&E Android Enterprise iR I3 9 4R,
+ 7£ XenMobile #E2E Android Enterprise,

2. ®RERFNAER,.

3. E2E Android Enterprise Ih&g,

4. B5B853 B4 Android Enterprise 32 {44R,

5. MiAFHIATIEE,

6. SEHEAGIMNIEEIRERE,

7. BRAPKRES R,

#E

WE, EAILIERE Android Enterprise 8B H && AP #1TE5,

BINAIERE SR

Citrix ##EFEEHRIEE R Android Enterprise MiAFME £ RS, RAREUGEERIEETR,
o EXTERT, BPA4SFERIRESSEYMESE, TN Android Enterprise BEi& B E.
o BREREARNERIIEIBNEIRE,

s EEMEGARERNEMEIEETHE Android Enterprise B2, HE, EXEEERBZRIITMRE
EE, THXERE,
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Android Enterprise

January 5, 2022

Android Enterprise 2—%&H Google 12X Android & &M IV EBASRET ANRS. &8 Android
Enterprise:

o FILUEA XenMobile BIEATHEMN Android 8EUKREHBE K (BYOD) Android i&&.

o AIEEEMEENIRE LNSMEEN . X—RIRHNEEXHFRIK,. NARFMBES MAKS. &
REFMBERET X,

o RAIUEEEATRE—ABRNLE, FINEESE, §X Google 1248 Android Enterprise ThaeRIBER, &
#(7 Android Enterprise Management,

« H%5 Android Enterprise #XMARIBFE XMFIR, &S Google Android Enterprise FFZ A GRism
## Android Enterprise terminology (Android Enterprise Ri&)., Google £&EEHXLEARIE,

« BX XenMobile Z#5# Android #ERS, ESRSZIHFHIEEIRIER T

« BX% Android Enterprise i€ BN IF RN EE B HIEEZENES, E21H Google X#HXE Android
Enterprise Network Requirements (Android Enterprise RIZEER),

¥ XenMobile 5#t% Google Play #&Em LUEA Android Enterprise BY, aJslE—P Ik, Google ¥k E
NARRERIBHER (EMM) BAARZENSE, BLETENMRAAREENFAERAMEEHMETHE,

iEATF Android Enterprise LB =M AH: EMM fBRAR. REKKIETSS (DPC) MABEFH Google ik
MAREFFE. ZH&E XenMobile 5 Android Enterprise #H5EmY, SEEMBAAEESUTHY:

+ XenMobile: Citrix EMM, XenMobile RAFRE&HFIEX KL% — XenMobile @275 %, XenMobile
7T EERREMHT A HAREEGENNARERNSE,

« Citrix Secure Hub: Citrix DPC [ A#EF. Secure Hub 2 XenMobile 89/E5#R. Secure Hub #i&&
FERFIRITHRE,

+ 1% Google Play: 5 XenMobile ££m# Google IR AEFF A, Google Play EMM API & & [ FfE
FFERBEH 2 & R AR,

TEERTEERNASXEAFHITRE, UNRAHZEINARE:
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V- V-

Purchase Device SecureHub
and Mgmt (DPC)

Approve App Mgmt Managed

APpS Google
Play

#1tE Google Play 5 XenMobile & &1
AR
B LUEAEE Google Play st Google Workspace % Citrix 7 # J & # EMM 2 #t7. &304 T €A
Android Enterprise 53t & Google Play. 1R 5ALKRER Google Workspace 123 1 A2 HIiA 1a 4%

PR, &EILUEEMTF Android Enterprise, i&&1&RTF Google Workspace (LAFi#fA G Suite) EFHIIA
k& Android Enterprise.

fERIEE Google Play BY, &g RIGEMRLERA P MEIEE Google Play k. & Google Play HFiRE3IHE
& Google play Byifia], UAYRAFRRENERERENNAER. IRFALKERAE=AFMIRS, TAILKREE
Google Play #kF S5ZELHE Sk #Ei%,

HAFXFREEAIRBERE, Bk, ETUNBEMHEREES N, FId0, ARPENERISKIEERR LU
AREREY, UEBEFRSENMNBREFES,

3F XenMobile 25, % Google Play ¥ Google Play 898 P &I N B RS S iV i&it i —A &R
BEMBEE S, EAFEE Google Play AIAIN. MZAEMNARER, WEBEDILE LM Android Enterprise T1EX,
AILUEFA Google Play SRBEM AN AR, TRANARFNE=ANAER.

SHFHREIRENAEF, 18 Google Play RN AREE. AFRAIMNKNAER. EENAEFIFMMEEURTE
XENERERF, 5 Google Play WAHIRATRE, AR RENEAERMIIEE Google Play REMN AR,

REESZMIRER

BREBELRERHMEERBENEE URMNAEEX LIRS, REREXMHEEE DPC AT iRE L EEMEFIH
TTERER,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 339


https://docs.citrix.com/zh-cn/xenmobile/server/provision-devices/android-enterprise/legacy-android-enterprise-for-g-suite-customers.html
https://docs.citrix.com/zh-cn/xenmobile/server/provision-devices/android-enterprise/legacy-android-enterprise-for-g-suite-customers.html

XenMobile Server %#ikR4s

TREEXHREWKF. RARFMEES IAKS. NARFHRERER. AXIEREXHFNESFAEE,
2i% Google Android Enterprise #81E# What is a work profile (TFEEEXHZEMH4).

BE.

% Android Enterprise €& E#%/ Android 11 &, Google
REMSETBIFNR 2 EERMN TRELE AR,
# Android Enterprise B9k E X,

SBER “ERIGEREEXHNTSEE” #1T
BXEFMAES, BEAERIFREXHFHTTTERE

REEE R TRECEXH PAFER &
RNEAENIRE T (MEIFERHN2 & Bo DPCRILMAIT (NERTHREN
2HE) BIABNIRE RESTEAVRE, REHMIRERIR
BINECE & ST o
R, BE2FHR
BEMRITH 2B,
BETFEEXH — HIFNDAER = B MM DPCERIE  LEifrAtifg
TetE HARRENILE ExEigE biafT:  EBEMAER
—MNEREREE (COPE) #i&#&.
R TEELSE,
F—PMEEEXMH
FrEERATER
TREREX . &7
LUK 82 TR B9 SR B N
REIg &M T{FEC
BEXfF.
THRE " NETRAMEEN & Bo FILMXIRMAE LREITRAQERE.
NERERIRE, MR AR, H#E  £—A& (COSU)
BlnEFIThE SR IER PRI E At Big &,
UEFTEN B,
BYOD IfficEx  #EIfFECEXMHE = 2. DPCIXEETI XUREFRER
(5 X TFEMBIDAKR RECEXMF, A8  m&EHMEH
& (XIFNEEXH BEME RENIRE.
FREERR)

*HAPRURZERRE. HAFPER

NEMRELNNARERFN, ETHERSSNARERF—X, MESKRE—H.

** 72 BYOD IfERREXH#ER T, XenMobile R%# Zebra i&%. XenMobile 3% Zebra i§&1E AR 2B IS
HELFEEEERX (EHAIGEEEER).

BEXMBRA IR S EMEENREXHAEERANGER, ESRMEEEERTHEE Android Enterprise,
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SRR
EMECE X HHE Android i&&7E MAM. MDM =2 MDM+MAM =3Eff, FHREHAFEZFRE MDM KEIR,
BXEER2LHNNAMEIMPBNER, BEALEIMLZ2EN,

XenMobile #5337f MDM+MAM MBI Android I8 & ERUTBMIEIESZ. BXER, BESMIEBMNE MR
IEFHIXE,

o I

o HMTe<TH

o BFIHIER

o BFURIERNE

. BiRMIER:
- Azure Active Directory
- Citrix &322

—MEMNERNRIEAZREFIRIIBMEZESE. BXELR, B8 https://support.citrix.com/article/
CTX215200,

3K
EFF9afER Android Enterprise Z /1, &%
o HPAERE:

- EBESHRE Google Play i&E Android Enterprise, MEZE R Google #
- ETHRM MDX X, MFEE Citrix P
- ERETANARRF (7)), WEE Google AR ARMKF

+ $3%% XenMobile F2&# Firebase Cloud Messaging (FCM), B%3iiBH, &£ Firebase Cloud Messag-
ing.
o XF Samsung Knox #zpEMt (FJik), MFE Knox SHKIFAIIE.

¥ XenMobile =% Google Play

ERHRALIEE Android Enterprise, EEZHE Google Play 3 Citrix £t 8 EMM 12458, ZigBEERAE
Google Play i&#%I XenMobile, #7£ XenMobile # Android Enterprise glEZ— ik,

TBEE—1 el Google P 7 8EE R Google Play.
1. 72 XenMobile =4G94, BEA LHNERER. LEERRIEERHE,

2. #%ZEi%E > Android Enterprise,
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https://support.citrix.com/article/CTX215200
https://docs.citrix.com/en-us/xenmobile/server/provision-devices/firebase-cloud-messaging.html
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Settlngs
Authentication Notifications Server Frequently Accessed Items
dentity Provider (IDP) Carrier SMS Gateway ActiveSync Gateway
roid Enterprise
Notification Server Endpoint Management Tools
Certificate Management Certificates
Notification Templates Enroliment
Certificates . -
Enrollment
Experience Improvement Program
Credential Providers Platforms 2
Licensing
Google Cloud Messaging
PKI Entities
LDAP
Apple Configurator Device Enrollment
Client Licensing
Apple Device Enrollment Program (DEP)
Client Branding . . .
Mobile Sen rovider
Google Play Credentials
Client Properties
NetScaler Gateway
i0s settings
Client support
Network Access Control
Samsung KNOX
Release Management
Role-Based Access Control
Server Properties

1. #&HiEE, Google Play ¥#T#.

Android Enterprise v

0 set up Android Enterprise for your company, you need to bind Citrix Endpoint Management as your enterprise mobile management (EMM) provider through Google
Play.

® If you're a G Suite customer, it's recommended to use settings to manage Android. Click on button¥ to switch back.
We are taking you out to Google Play to register Citrix as your EMM provider

When you click on 'Connect’ below, you'll see a pop-up window open. If you don't see it, please check your pop-up settings

Sign in to Google Play with your corporate Google ID. Enter your arganization name and confirm that Citrix is your EMM provider.

1. FEAREEL Google tkFEEER Google Play, BASALKZFRHHIA Citrix 2EH EMM 12145,

2. ¥ Android Enterprise &k ID, EE A Android Enterprise, i5#%/2 8 Android Enterprise 58

FIEIS
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droid Enterprise fol

Enterprise ID

Showing 1 -1 of 1 items

Android Enterprise

your co

Name

xm tools test enterprise

mpany, you nee

Created Time

%/26/18 5:06:04 pm

Items per page:. 10+

Enable Android Enterprise

F vic dBh)

d to bind Citrix Endpoint Management as your enterprise mobile management (EMM) provider through

ZH b 1D ¥ 27R7E XenMobile =41 & 5.

Android Enterprise

Enterprise ID

Showing 1-1 of 1 items Items per page

—

Enable Android Enterprise

To set up Android Enterprise for your company, you

10~

eed to bind Citrix Endpoint Management as your ent

Name

com

erprise mobile management (EMM) provider through Google Play.

Created Time

5/13/19 11:46:24 am

THIRR EERET) Google, HAERIFERNE. BUERAUAAFRHENARER,

XenMobile sTEFRAFRM Citrix BopE= IR ARF. MDX AREF. AHNARERAREF. Web # SaaS
R FfER. IR AR Web %, AXXLEXBHNAREFURAAFREXETAEFNFAEE, BESAF

IR FEIEF o

TEEERD TR T AR EE I N AERF.

@ Android Enterprise /121 Citrix #BohEr= N BZF

73 Android Enterprise P21 Citrix Boh4E= HNAEFEERITU TS E,

1. B BEFAfHA MDX NABERF. FESRBNAEFEEN MDX MNAERF,.

2. NAFPBTRRAHEE ENTEREXHFNR2RGREMN, FESHEEZ2FRE,

18 &G AZF A AT E Android Enterprise kAR E0I%E.

AR
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¥ Android Enterprise AR AEENAEFHEL Android BFEY, ZAF ¥ BE7E Android Enterprise

HriEA.

RNAEFEEN MDX MAER

2% Citrix £/ H N AEFE B AERT Android Enterprise B9 MDX M B2, BRITUTIRME:

1. 7£ XenMobile ##I&H, BHEEE > NARRF. WS RNAEFERE.

Apps tedia Actions ShareFile Enroliment Profiles Delivery Groups
AppS
Icon App Nam Type Category
82 Citrix Secure Web - VPP Public App Stare Default
u Citrix Secure Hub - VPP Public App Store Default
Classroom - VPP Public App Stare Default
il
@b MRF Android Enterprise TD Enterprise Default

Last Updated

7/21/17 1:49 PM

7/21/17 149 PM

7/21/17 1:49 PM

7/21/17 1:49 PM

isable

2. BERN, ISR BRERFEE,

Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app table after you complete the steps.

3. 2 MDX, LtEiE R ARERE R,
4. #£EAEM, #%#F Android Enterprise fENT A&,

5 ANAEFEEIET, BAUTEER:

o B BARNBEFIBRERT,. EIMEERENBEFRPNNABREFAMT,

o BEA: BN AREFRIA LR,

o MAEFER: (Fik) EFRPEEERNAEFRMEINEG, BXNAREFLINNEAES, 7S

X TN ABERFE.
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6. B Next (T—%), ISR Android Enterprise MDX B2 E,
7. BE EHEHSMEINBREFN.mdX XENXHIE, SRz, REEETH.

8. Ul i@MEMme AiEFEEREMEE Google Play AREIERESH &, EEFREF XenMobile 1z#l&
IER TSN AER, FRER.

App is not approved

App is not approved on the managed Google Play store. You can approve the app

now or later. Do you want to approve it now?
 vo

9. H#t®E Google Play M ABETIEITHEY, S,

. Managed Google Play store

&<

Citrix Files
Citrix - June 27, 2019 - § Everyone
Productivity

APPROVE

© This app is only available in certain countries

ko ko k(2 q07)

Srare by Shasef

T TEATEBED

Description

Designed for business, Citrix Files is a file manager that offers secure data sharing and storage, customizable usage and
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10. BxEdE Approve (Ht#),

11. #%#% Keep approved when app requests new permissions (£ BEFIERIFINEIHFISEHE) .
BEHERT.

APPROVAL SETTINGS MOTIFICATIONS

Citrix Files

Citrix

How would you like to handle new app permission requests?

© Keep approved when app requests new permissions.

Users will be able to install the updated app.

Revoke app approval when this app requests new permissions.
App will be removed from the store until it is reapproved.

12. SNAREFREHEHRERS, THLEETESRE, REUTRE:

o XHE: BASKAREXBRHXXHESR,

o MARFRE: BANBEFRE,

o FRIE: EEBHXIAFGENFERNE, NREE—NTAMEMIGITHNE, Ve LUEZEHEE
DELENAF. RIMERERS,

s NARFRA: (%) BANBEFRES,

« RE@ ID: Google Play ZA@EERHR AR URL.

o RERERGMNA: (FIi%) BARTERNARER, REDUSITHRERIERFRE.

o RERERGMA: (FiE) BANTERNARER, RELTETHRIRIERFMRE,

o HIBREVIEE: (AIE) BARREETRARFNIEENEIESHES.

13. BZE MDX 588, AX MDX BREFINAEFRIIIFAES, BH5H MDX S S MAM SDK #%,
14, RREEMN, BXER, BERANELR.

15. BANABERE, higEREATRENEIRE Google Play 489 Android Enterprise N2,
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v Store Configuration

App FAQ

Add a new FAQ question and answer

App screenshots

| Choose File | | Choose File | | Choose File | | Choose File |

| Choose File |

Allow app ratings m

comments

(A1) AR AREFNELRNERERETENASEFNRREE. ErILURERF 2SI UNNARER
FHITED T
« BEEUTRE:
- MNAEFERRERE . NINBREFIELRENER.
- NAEFRREE: AIERRREUSHENAREPNNAREFH#ITOE. EHHER LN
PNG #&x. FREL#H GIF 5t JPEG ElF,
- AVYNAREFTS EFREATAPNNAREFHITITS. RMIMENF.
AN ARER . EEEEATRAFTMEENNARER. RIMERF.

16. 2 Next (F—%), WIHEERERTE,
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MDX Approvals (optional) <
Apply an existing workflow or create a new workflow to require approval before allowing users to access the app

1 App Information Workflow to Use None -

2 Platform

SIZAFIKP I NKREEZEMNEATER. MRFTBREERRITIER, ATURESE 15,
EREEHCIRIIFR, BEEUTIRE:

o EfANIER: EYIRP, REONEIERRETERTIER. BAEERNT.
o MREFCEFTIER, BEEUATIRE, BXRIFHER, BBRLELIER.
o B BALIERMME—ER
o WA (FIik) |ALIERAIIKER,
o EBBFHREEHRIR: EYIRP, REEIEEHEFEHGHERER, RHLFEANMNREERN, 2T
—NIPIEHE, R AR LR TS AR
o ZIBHEMET: EHIRP, ERLTIERFAFENEEEMRIEN BINMEN 1R, AIAERIEMELE:
- T RE
- 14
- 24
- 3%
« %% Active Directory i3: 7£5IR+, EEATFIERNEIE Active Directory i,
o ERAENHEMEMRE: ﬁ%?%ﬁxqﬂﬁ)\ﬁfmﬁﬁﬁ-ﬁ)\mm&*%, ARG EHER, BT Active Directory

BIER.
s MRETRAERFERPE, EPURFZHNERE, BRMEFHREMI EREEENHEMARERETIR
F

- BENEENEMAAFRHEMETIRFPEAS, BRITUTEREZ—:
* BERRUBHEEHPIFEARTIR,
* ERFEPRBATEARABOIUS, AREHERURGHERER
* ERRERTIRD, ZENEMAFEHREVRFHOAZBRRZLE—NEREFC. RFIRK,
HEUHERERFREIE MER DN E R,

17. B& Next (T—%). IR RZAAEIETIH,
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Apps

MDX Delivery Group Assignments (optional) x
Assign this app to one or more delivery groups
1 App Information Choose delivery m Delivery groups to receive app assignment
groups
2 Platform Allusers Allusers

OA DG for Mac users

3 Approvals (optional)

» Deployment Schedule @

18. EEFRMAFL, BAUBHRRMAREETIIRPER—I IS, ERNARTERTRENBERFSE
B fFERTIRA,

19. RAEEIK, ARKEUTIRE:
o EEEBESE, BHEFLOTHIEE, NRLXRUBIESRE. RINETAF.
o TE“BBEBItRN” Ei, BEVRIHUG, BRINEBURIZED,
« MRBELE, BREERE, ARERIBENEMEIE,
o EREFMHFZL, RPESRNERNFRTNYZANBBERME . RINET S RIERN,

o ERHRABRIERIIERN, BREEFET X, BIARTURX, MREFIEERRZ 10.18.19 HESHR
As#y XenMobile, MALEREZIETRERT Android Enterprise, Fi1REINIFAMEA 10.18.19
kR Z &1 XenMobile B9 - 5 X L%

RERE > RSB[EMFEE T IHIIELEERN, WEMHED,
FRENBEBHNFAETEHER. EFMNERERTRETE, ENBARBINERIZERN
20. BHFRRE
EE FRPE, A BoEFNINAREFEE MDX AREF.

EER 2R

XenMobile BfTiEI& & RS N AP AR EIEEHEL & L Android Enterprise THFREBE XML LRigEE—A
;L)\Jo Ké}ﬁl@j“bIEEL'f—IE%:Egz#%ﬁﬂEl/\7J|Jc ﬁ;éL'f—IE%%ngljﬁémtﬂ = -lﬁ%lﬁb\_f—fﬁ%lﬁ %Ego
« NREH Android Enterprise SE8 & BYOD i&%&, B ITEEEXHEE BT RRE,

o MREHBBEFELTDVRENTERERS, BHRESFREBITHRE,
o MNREHIMBEEMGLEIRE, BERERMERBETTIERE,

BECEBITIIRE, BRITUTERE:
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[y

. 7£ XenMobile ZHlaH, BEAE > REHK,

N

. BERM,
3. BEBTEREBUBETRIEFAER. ERIETAERT, %% Android Enterprise.

4. BHAMEE LEITE,
Device Policies Apps Media Actions ShareFile Enrollment Profiles
Policy Platform Clear All Add a New Policy
05 10
Windows Desktop/Tablet 11 .
Policies most often used
Android 11 . .
macQs 8 Laestion
Windows Mobile/CE 8 Passcode
Windows Phone 9 Restrictions
1. AR EM. 2 Next (F—%),
Device Policies Apps Media Actions ShareFile Enroliment Profiles Delivery
Passcode Policy Policy Information

This policy creates a passcode policy based on the standards of your organiz
rules, such as the grace period before device lock.

. Policy Name * Passcode - AE
2 Platforms

105 Description

macO5

Android

Samsung KNOX

Android Enterprise
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2. BEEBTIHRIISE,

FERSETHRENF, UBEREFFINZ2HRTIBNIRE,
STFEEXHR2RARENF, UEEUATILFEEXHRERENIRE.

A e

A R

3. g2 Next (F—#%),
4. BREOELA—THZITRNE,
5. BERE

BIEEMEC A

NRH XenMobile #EE AT Android Enterprise, FMECEXHEILUES] Android @ &HEMA R SIETM
BB S LGEM Android Enterprise i&&8Y, AIUE B FMECE XA LUSIHSEMEE A IREMNIRE M.

- TERERE
« TARE (COSU &)
- EATFEEXHNTEHERE (COPE&RE)

EA UEEEH S Android Enterprise MBS L& BYOD Android i&&EMAN TIERE X Hi% %,

MR A& XenMobile Z3EEA T Android Enterprise, NFrE#FEMBLEHFHEME Android & & &K EM A
Android Enterprise i&#%&., BAMERT, £REFMEBEXHRFEHMHOMME L ILEMN Android §&EMATLHE
Hig#%, F¥ BYOD Android i&& M i TR B X185,

SIEIMECEX Y, FEANEDERNH, MIRAFPBTABFREBEEXHNS IR, EXTHANBIRE
ERREMEEEX . XenMobile EZRFBINFHFNRZMAFRPREETIRMNH, BXFMAEE, BT
MECEX o

AIUEREMECE X RAEZ AR, HIgn MDM. MDM+MAM F11X MAM, #i XenMobile Server AT
B (RMERSREY xms . server .mode #) RETEE > EMEEXHHHAIAILE,

ARERERERIEMEE M
RNERAT, 2REMREXHIMTERERE, BETUIEELIMEEXHUIMTLRE RS,
1. 7£ XenMobile Eflad, ®EIEE > TMEEXH.
2. BRIGEMEEX S, BRERM. £ EMER TEP, BNEIMEEHENET.
3. REFAKEEXHIRATLUIMIEEHE,
4. TFATERE Android, XERET—F, WEBER “FMEE" NH.
5. ¥E1EiGE N Android Enterprise,

6. BigEAMAERNIRENABRAENIRE.
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Enroliment Profile

1 Enrollment Info

2 Platforms

105

Enrollment Configuration

Specify device management settings for this enroliment profile

Device management @

Management

Device owner mode

BYOD work profile

Application management @

Citrix MAM

User consent

Allow users to decline device
management

Android Enterprise @

Legacy device administration [not recommended) &

Do not manage devices @

Company-owned device @

Fully managed with work profile (@

Dedicated device @

None (@

&
@

.
@

7. BYOD T{EEREXH AT B EFMECE X4 LU BYOD & MATIERRE X HiEE. BIMgENEE Y
[MRERREIMATEIE RS

% BYOD T{FECEXHIKBE AT, UAFE BYOD & FMATIFREE X HiRE. RINMERF.

+ 5 BYOD TRECEXMHIRENX, LR TZEIEEIRENEM.

8. EERETE Citrix MAM ARG &,

9. WR¥% BYOD TFECEXHIRENF, BEERFREH. EAM BYOD TFEEXHRENAFREEMER
BEIMEAIREEE, FRATAFELIREERREN.

R BYOD TRECEXHFIRBE N, NATTHAFELREEENRIAMENTF. 1R BYOD TREEEXHIRERN
X, WERAATRFERREEE,

10. EFESHER (L), MEPEERI

HEN RS,

11, FERESIMTeRERENEEZN P XS IR, AFEE Save (REF).

BTH EMEEEXH” TEFRNT ERNEREXH.

Jevice Policies Apps Media

Enroliment Profiles

Enrollment Profiles Q
Enrollment profile name Created on Updated on Device limit 7
Fully managed devices 11/19/19 21916 pm 11/19/19 21916 pm unlimited
Global 3/7/18 408:24 pm 3/7/18 408:24 pm unlimited
Showing 1 - 2 of 2 items Items per page: 10+
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AINE BEGEMECE XXM

L&H XenMobile SEEIELZAILEN, B XenMobile BERSH—/MABERFEIME N TRHILE. ERFEXLE
EEGEBIMAATNAERE, FAHUE-—IATS I B TRFEMRENEREE .

1. 7£ XenMobile =#lah, ®IIEE > IMEEEXH.

2. BRMEMEEXS, BREHR. £ IMEE" TEF, BNIMEEHENET, BREAEHILEEX AR
LUEMRYIR & EIRE N TRS,

3. £ FA TR Android, SEEET—%, EER SIMEEE" M.
4, BEEIGE N Android Enterprise,

5. BgEFMEERIIRENTAIRE.

Enrollment Profiles

Enrollment Profile Enroliment Configuration
Specify device management settings for this enrollment profile
1 Enroliment Info Device management
Management Android Enterprise @
2 Platforms Legacy device administration (not recommended) @
Do not manage devices (&
Device owner mode Company-owned device @
10S

Fully managed with work profile @
Dedicated device @

None @

BYOD work profile

Application management

Citrix MAM [ )y ®

User consent

Allow users to decline device management

6. BYOD T{EER& X H SR E FMECE X4 LU BYOD &M A TIERRE X HiE&E. HImtENEE Y
[MRERNIREEIM AT RIRE. & BYOD TIFEEXFIRENF, UAE BYOD R&TIMMN TIFREX iR
o ¥ BYOD TRECEXMHRENX, LIRFIXN QMBS EM. RIAMEAF.

7. EEREE Citrix MAM JES &,

8. WR¥ BYOD TFECEXMHIRENF, BEERFREH. EAV BYOD ITFEEXHRENAFPEEMER
BEMELIREERE, FRAVTAFELREEERENF.

905R BYOD THFEREXMHIRENF, WATAFELREEENHIAENF. MR BYOD TEEXHIREN
X, WERAAFRAPELREEE,

9. EENE (W), LEEERINAPERR.
10. FERESIMERRENEERN—IHSIRME, AFRT Save (f;RHF).

BTH EMEEXH” NEPRNT EHEREXH.
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Jevice Policies Apps Media Actions Content Collaboration Enrollment Profiles
Enrollment Profiles Q
Enrollment profile name Created on Updated on Device limit R
Dedicated devices 11/1/19 3:3036 pm 11/1/19 3:30:36 pm unlimited
Global 10/28/19 5:20:39 am 0/28/19 5:30:20 am unlimited
Showing 1 - 2 of 2 items Items per page: 10+
AERTREEXHHTeEE RS MLEMEE XM
1. 72 XenMobile 1=H&, HIERE > FTMEEH,
2. ERNIEMECEXMY, BREML. 7 FTWER” TEP, BNIMEEXHHET.
3. REFAIREXHNRRAILUEMAISEHE,
4. TFEATERE Android, IERET—F, WEBER FMERE" TTH,
5. ¥&E1Ei¢E R Android Enterprise. $§EFEERNIGENES TIFREXHRLTE,
Enrollment Profile Enrollment Configuration
Specify device management settings for this enrollment profile
1 Enrollment Info Device management (3
Management Android Enterprise (@)
2 Platforms Legacy device administration (not recommended) @

Device owner mode

10S

BYOD work profile

Application management &

Citrix MAM

User consent

Allow users to decline device management

Do not manage devices (@
Company-owned device @

Fully managed with work profile @
Dedicated device (@

None (@

6. BYOD TFEEEXH A TFERETMECE XM LUE BYOD &M TIFEEEX 48, gEMEE U
RENREIMNEATFEEXHNTE2HE RS, ¥ BYOD TFEEXHREAF, AR BYOD k&
AMATFECEXHigE. ¥ BYOD TFECEXHFRENX, MURFINEZBIR&ENEMR. FIAMENX,

7. EREREE Citrix MAM B3RS %,
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8. WR¥ BYOD TFECEXMHIRENF, BEERFREH. EAV BYOD ITFEEXHRENAFPEEMER
BELIREERE, FRATAFELREEERENF.

905R BYOD THFEREXMHIRENF, WATAFELREEENHIAENF. MR BYOD TFEEXHIREN
X, WERAAFRAFELREEE,

9. EENE (EW). LEEERINADERR.
10. FERESIMERTFREEXHNT2EERENEERN—IHEIRMHH, AEREE Save (RF).

BTH EMEEXH” NEPRNT EHEREXH.

Enrollment Profiles

Enrollment Profiles Q

Enrollment profile name
COPE devices

Global

Created on

11/1/19 1:01:51 pm

10/28/19 5:30:39 am

Updated on

11/1/19 1:01:51 pm

10/

28/

195:30:39

am

Device limit

unlimited

unlimited

AIBhRIgERINEMECE X

Google BKEFFSFAEHEEMEGEEERIKRN, Google ZMBEFEREMBEEREARMEXNHFEEEN TEEMR
& Android &%, (155 Google Android Enterprise & AGi#gmH 8 Device admin deprecation (&&%E
ERFA).]

BXHFILEN, EHRITUTRE:

« Citrix 3 Android Enterprise i&87# Android & & WERIAEER,
o IR HFEH XenMobile EEZA T Android Enterprise, NIFFEFEMBEEMA Android & EHEE
fit3 Android Enterprise i&#&.

RBATTREH K EFF AR Android Enterprise B12|RAR Android &€&, EXMIERT, ERIUBRITIREE
BREATHITER, WTEAREEEAKRA T EMILE, XenMobile 4L LIS EEE AR EEXLRE,

HIRRRIEE BB EMERE S, UARIFH Android & &AM ERISEEERE.
BN E ) EMECE
1. 72 XenMobile =fl& %, RIEE > FHEEXH.
2. ERNIEMECEXMY, BRERL. F FTWER” TEP, BNIMEEXHHET,
3. REEAIEEXHHNRRAILUEMEIRESE.
4. EFATEE Android, REFEHT—F, HERER “IMEE” NH,
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5. BERCERNARISEEE (R#EF), £E Next (F—%),

Enrollment Profile Enrollment Configuration

SpeciTy device manager
1 Enrollment Info Device management (@

Management
2 Platforms

Application management &
108
Citrix MAM

User consent

Allow users to decline device management

nent settings for this enrollment profile

Android Enterprise (?)

Legacy device administration (not recommended) @

Do not manage devices (@)

6. EEREE Citrix MAM HEMRS &,

7. EAVRATIMHRSNHELREERE, FRATAFPELREEERENF. RINMENF.

8. EEHE (EM). WRKERIHTHESEERE,

9. BERESIMETARENEERN—PHSIRNTA, AFRE Save (RHF).

BRE EMEREXH” WEPRNT ERREX M.

Enrollment Profiles

Enrollment Profiles

Enroliment profile name Created on Updated on Device limit

Android legacy (DA) devices 11/19/19 1:41:54 pm 11/19/19 1:41:54 pm unlimited

Global 3/7/18 4.08:24 pm 3/7/18 4:08:24 pm unlimited
Showing 1 - 2 of 2 items Items per page:| 10~

EEREEERRA THASRER BRIgE, BEALEEXHEIMHENEMX LIRS, ATLUBSILAR TH Secure

Hub HiR#EMARSS 288 URL KM S TIRECE X IR EXMMIREEERIRE.

e Android Enterprise T{EECB X {Hig%&

Android Enterprise TFEEBEXHEEHEREXHAEEEN T M, XEEEFRFTERMEEAME L EENIE
%o BYOD i&&EN TIEER B IR E M, EMARS XenMobile 9 Android JEHAKRAEM. FAFIEM Google

Play F#i Secure Hub #3MHi&%,
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BIMERT, MREMEEE Android Enterprise HUEM A TFECEX ik &, USB BMAMRIRIREEZIZE
ERRTRERARS.

7£ Android Enterprise 8 &5 MA TIEEL B XHIREH, EHBAH%E Google Play, HiZNAEES, AiF
Secure Hub #RAFHI M ABREX G ET.

¥iifc Android Enterprise =2t E18&

AILUEAENSHS PIRENSBERIMTERERSE. T2RERERARNWENRE, EREMBEEEAT M. &
REMBEENT, ReEEmgERMEL RENIRE.

AILAER U NMEFIEM G AR IREFMEER N TR E:

 DPCiRiRT<HE: MRFEALWEMAZE, ARERERENEEANF Fafwittixenmobile, afwH##
xenmob1ile % Citrix DPC #fRiRTF <k, LS ig&4mIREH XenMobile 1#£&# M Google Play R
JET# Secure Hub, #&AMER Citrix DPC KA ShEEAHE &

« EZE(= (NFC) RitfE: NFC MU M7 R@EE R ME & Z BERILHBEREREE. B, Wi-Fi it
BERAEMEEIME LN LENLE LA FEARS. NFC BERE TSI UERNE—BENL. ES
i@ NFC REE S o

« QR 53 QR REEMAIAFEM AR NFC IR HIRENT] (FIINFRER) . QR KIBEMAERIH
HISBEES PR QR RBERIGEHREBE REREXHER, ESAER QR RIZEMLEE.

o THE: SMEIMAFEEERBENEERITHRRN B EM. ELIE1T Android 8.0 SkES A
Android €& FEMIEEM. BSRATEMTM.

+ Google kP : AFMAE Google kP EIRIUSEHELLIZ, LhETHER TR Google Workspace g9
Ak,

£/ Citrix DPC #RiRFF S REIEE
BPETANEERME N EEMIRFLUHTIHRIEERHA Google ik BN afwi##xenmobile, IigfEE
THH%E Secure Hub, AFMGEREE Secure Hub & B2 R TiR(E, TAEMTE

MFAZHER, BIVERLEMSZE, RAEM Google Play M AREIE THRMARAH Secure Hub, S5HEthiF#
FERE, ERARMEM XenMobile Server F#i# Secure Hub,

 7£iz17 Android OS 89FrE Android i&#& L1925,

g E
1. TR ERIME L IREIRENEIR,

2. MAIREIREMBHIRRERA Google tkF, MRZEMBRENTRE, FREBNEHREETTMIRE
P
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3. EEBRFEHHEBIEFERAPRAN afw#txenmobile,

Google
Signin

with your Google Account. Learn more

Email or phone

afw#xenmobile|

Forgot email?

Create account

4. 72 Android Enterprise BR LiR#gR%E, RR=LE Secure Hub,
5. 7£ Secure Hub RERFRE LRIRTE,

6. XFIENAEFNRRIFRERAT.

7. BIRIESHMERE Secure Hub HAFHEBIRIGE,

8. Secure Hub IEB%RE, HUTFRINIMER L. FEITHIF, KEEAHLN. WRE, BRETUANEA
P& [RFEHE, HAEKD—MRSH. R, BRAFEREM URL, ARBERT—%,
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cilrix i Secure Hub

Privacy Policy
y }

9. XenMobile WEINERRE A FAFRFHEER MAM £2 MDM+MAM, MRLIEMARRT, BRZRE, i
Li%EE MDM+MAM,

10. WARAPRNEN, ARRET—T,
11. AERRTAFPEEREETH. BRREHBNETH.
12. ZGRiR AP RE TFEEEXHRNGZ. EIRAIP, BEEE, B PIN, ZABRRBA PIN.

< Unlock method

Fingerprint ID

Face recognition

Password
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13. REMEMTF Secure Hub BN AREFERRRE L. BRMEABERRNNARER,

14. E7 Secure Web, &Rk Secure Web,

15

16

17.

18

All

m Secure Web

Store

Categories

Details

. BRI,

. Secure Hub 518/ Fi4iE Google Play M A®E R4 Secure Web, RBiggi,

. BEIRE EMIRE > K, EREEBHIEEK,. BTFAZEREHEERRIF R ALK L,

=% Secure Web /5, B#%{TH, EtiabZdi@\RBERAZ S URL, FIRIEumEsmE,.
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< Add an account

a Duo Preview

This device is managed by your
organization. Learn more

G
.~
®

Action not allowed

Action not allowed

I'his action is disabled. Contact your
organisation's administrator to learn more

More details

OK

i@ NFC fitiEE s s

ZfEANFCHENERREIMNZTLRERS, FERNRE. —PEMEH RENKRE, UR—1ETT

XenMobile Provisioning Tool #9i&#&.

REERMBEFRM
+ %#9 Android &#&.
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o FMSMEHTIREIRE, 5 Android Enterprise AR E LS. AUEAXPERTER LIS EEMN
p

« 3—ME&&EAE NFC I8k, B1TEEER Provisioning Tool, Provisioning Tool # Secure Hub g Citrix
TETE R,

FMEERBEE—1 Android Enterprise BeBx ¥, BIEtE Secure Hub, 88i8& LR AU — M EEXH. 2R
ME=4 DPC R AEFEMERE 2% Secure Hub,

Bid NFC RiEEHm%uE
iR B IS BRISEREET NFC RifE &% THIEIEM Android Enterprise:

o BEMISEFFESE (I TRFISA Secure Hub) # DPC M AEFHE R,

o IGERLIMBTE DPC RAEFH Intranet/Internet (iI&.

« AFRIETFHIEEMIMN DPC R BAEFM SHAL 155,

o Wi-Fi EE34E 8, WEMEHMIEBRISEMESEEZENTH DPC ARR, & Android MERZIFE
Itb> BehfER 802.1x Wi-Fi,

o IGEIBX (A,

o IGEIHIBME (A]i%).

REFEFMIZEBY, B8 Provisioning Tool B AR BIME T IEBHIEE. ZIERERT THHERBEERILE
8 Secure Hub, MERMARXAMIEE, Android BEMIEE LEHEREE.

fid& XenMobile Provisioning Tool

1T NFC it #Z 2 /i, AECE Provisioning Tool, ItEEER/ETE NFC RiiEIIRPREMIIMEHIRERIRE.
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Secure Hub

NFC Provisioning

Timezone

FILUBHERRARIMAF R, HEEAXEIXF#HITER, T—MIERNSBENETOFEREXEAXE, HEES
BIMFERERA. BNGE, ZNARFEFAMREES, Hit, ERRRELIR— M NAXHUREZESHIGRER,

ERAXAX A E Provisioning Tool

¥ taE A nfeprovisioning.txt HIGEMBEIREH SD kK /sdcard/ XHKT, ZMN ARG LR
XA HIAETEE,

XA RE S LA TR

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION=<

download_location>

478 EMM 1R{tEFRARFH Intranet/Internet (1B, MEHMIREMNIGEEHTT NFC REEEEZED Wi-Fi 2
&, ZgEBFTERAEL U EA BE#HIT T H. & URL IEM URL, FHREHHER.

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_CHECKSUM=<SHA1l hash>
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172 EMM RHEEF N AREFHIREM, REMATIEIETHEEMM. AXFEENABNE T REREMES
B

android.app.extra.PROVISIONING_WIFI_SSID=<wifi ssid>

Ltb#72i517 Provisioning Tool #9i& &M B ¥E# Wi-Fi SSID.
android.app.extra.PROVISIONING_WIFI_SECURITY_TYPE=<wifi security type>
THRBVEN WEP 1 WPA2, 1R Wi-Fi RZFRIP, LWFENREE,
android.app.extra.PROVISIONING_WIFI_PASSWORD=<wifi password>

R Wi-Fi K2R, IWFERMMEBT,
android.app.extra.PROVISIONING_LOCALE=<1locale>

RNESMNER/MMXAE, B5RBAEERNMNEFEHN ISOBSAREG (Flwen), 0150 639-1 FAEX. EXR/H
XRBABEFRNASTFEHN ISO ER/MX A (Fign US), a1SO 3166-1 FREX. Fli0, ERAN en_US RRE
EEFTHREE, WRKRANEFRE, N2EHERER/MRAES.

android.app.extra.PROVISIONING_TIME_ZONE=<timezone>

REIBTIFIEM AT, BRAXIE/ (BRI Olson &5, g0, America/Los_Angeles RxAF#0tal, NR
FEARR, WEBHERRK,

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_NAME=<package name>
TEEHIE, FAE Secure Hub #WERIEEINBIEFT, EAXTREENENRENT RIFTEM,
MREEELEA WPA2 RiP8 Wi-Fi, 5TEH nfcprovisioning.txt X EIREIN FFrR:

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION=https

¢/ /www.somepublicurlhere.com/path/to/securehub.apk

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_CHECKSUM=ga50TwdCmfdJI72LGRFkke4Cr|
\u003d

android.app.extra.PROVISIONING_WIFI_SSID=Protected_WiFi_Name
android.app.extra.PROVISIONING_WIFI_SECURITY_TYPE=WPA2
android.app.extra.PROVISIONING_WIFI_PASSWORD=wifiPasswordHere
android.app.extra.PROVISIONING_LOCALE=en_US
android.app.extra.PROVISIONING_TIME_ZONE=America/Los_Angeles
WMREERZHEIPH Wi-Fi, 5828 nfcprovisioning.txt SXHRTEEM TR

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION=https

://www.somepublicurlhere.com/path/to/securehub.apk

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_CHECKSUM=ga50TwdCmfdJ72LGRFkke4Crl
\u003d
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android.app.extra.PROVISIONING_WIFI_SSID=Unprotected_WiFi_Name
android.app.extra.PROVISIONING_LOCALE=en_US

android.app.extra.PROVISIONING_TIME_ZONE=America/Los_Angeles

FXEY Citrix Secure Hub B9#3470

Secure Hub MK 2—MNESRE: qn70ZUtheu3IBATNzZRrrjCQv6LO06LT110jcxT3-yKM, ETEHIE
B F Secure Hub B9 APK x4, &R LT Google Play M B @& E#1%: https://play.google.com/

managed/downloadManagingApp?identifier=xenmobile,

SRER FRAZFF AR IGR]
AR

+ 38 Android SDK Build Tools 89 apksigner T&
« OpenSSL &417

ERMEANAEFHREM, FRE TS REITRE:
1. M Google Play R FE&E T HEAREFH APK 32,

2. 7£ OpenSSL &8 £ 17, Z M = apksigner T &: android-sdk/build-tools/<version>/
apksigner H#BAUTHA:

apksigner verify -print-certs <apk_path> | perl -nle 'print $& if
m{
(?<=SHA-256 digest:) .*x }
" | xxd -r -p | openssl base64 | tr -d '=' | tr -- '+/=" '-_!

<!--NeedCopy-->

ZEn LR BB MBI,

3. E4 5 QR 8, 3&E7E PROVISIONING_DEVICE_ADMIN_SIGNATURE_CHECKSUM FE&Hia A& B,
fign:

{

"android.app.extra.PROVISIONING_DEVICE_ADMIN_COMPONENT_NAME": '"com.
zenprise/com.zenprise.configuration.AdminFunction",

"android.app.extra.PROVISIONING_DEVICE_ADMIN_SIGNATURE_CHECKSUM":"
gn70ZUtheu3JBAinzZRrrjCQv6LO06L110jcxT3-yKM",

"android.app.extra.
PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION": "https://
play.google.com/managed/downloadManagingApp?identifier=xenmobile",

"android.app.extra.PROVISIONING_ADMIN_EXTRAS_BUNDLE": {
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"serverURL": "https://supportablility.xm.cloud.com"

<!--NeedCopy-->

R
Provisioning Tool 7R HER LU TE:

+ Google &f& Apache License 2.0 #2189 v7 appcompat EE. Design Support Library L& v7 Palette
E

BXEE, 520 Support Library Features Guide (Z#%EINAEHSR).

« Jake Wharton i&f& Apache License 2.0 12189 Butter Knife

fEF QR KIEMRE

Z/A QR KM eitERE, E@RIeIZ—1 JSON Higiz JSON ¥ty QR KiEk4R QR K15, BEAIE
EHENIEHE QR KB LUEMIRE.

« 7£izf7 Android 8.0 REBRAHFTE Android & & EHFER R

M JSON €12 QR K5

BIEEE U TFER JSON,

LUT =R R A A T

#: android.app.extra.PROVISIONING_DEVICE_ADMIN_COMPONENT_NAME

f&: com.zenprise/com.zenprise.configuration.AdminFunction

#: android.app.extra.PROVISIONING_DEVICE_ADMIN_SIGNATURE_CHECKSUM

f&: qn70ZUtheu3JBAinzZRrrjCQv6LOO6LI10jcxT3-yKM

#: android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION

f&: https://play.google.com/managed/downloadManagingApp?identifier=xenmobile

UTFRMERFE:
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+ android.app.extra.PROVISIONING_LOCALE: #HANE=FIER/ XA,

BERBAEERNMNEFEN ISO BRI (Bl en), WI1SO 639-1 FIEX. ER/MEXRBABEHE K
EF&1 SO ER/MXAE (I US), 90150 3166-1 FIEN. a0, EHAN en_US RREXEFTHAI%E
o

+ android.app.extra.PROVISIONING_TIME_ZONE: i&#&ifTRIFRERIATX,

ERAXE/ERH Olson &#. 170, America/Los_Angeles RxAF¥Edial, MEKRMN, WIEGEED
E7RBX,

« android.app.extra.PROVISIONING_LOCAL_TIME: M Epoch Fia&idretial (),

Unix epoch (3 Unix Btial. POSIX Edia=% Unix BSiEEk) REM 1970F 18 18 (&, UTC/GMT) #
REI T, ZAEAEEET (T 1S0 8601 Ajy: 1970-01-01T00:00:002),

« android.app.extra.PROVISIONING_SKIP_ENCRYPTION: i&E# true S E x4 oI 2 1A E BT
m=Z, REN false FERE XA ZHBEEH N,

saAYEy JSON 407

{

"android.app.extra.PROVISIONING DEVICE_ADMIN COMPONENT NAME": "com.zenprise/com.zenprise.configuration. AdmmFunct;Lon
"android.app.extra.PROVISIONING DEVICE_ ADMIN SIGNATURE CHECKSUM

"android.app.extra.PROVISIONING DEVICE ADMIN PACKAGE_DOWNLOAD LOCATION "https://www.example.com/securehub. apk
"android.app.extra.PROVISIONING LOCALE": "en US",

"android.app.extra.PROVISIONING TIME ZONE": "America/Los_Angeles",

"android.app.extra.PROVISIONING LOCAL TIME": 1507852861778,

"android.app.extra.PROVISIONING SKIP_ENCRYPTION": false

fERMER JSON BIET R (i https://jsonlint.com) IEIEER JSON, RAEFEREEEN QR KIBEME (f
@ https://www.qr-code-generator.com) #i% JSON FrFs%#%HA QR K,

MERMSERNRERFAREL QR ABLUEEEIMAITERE RS,

AR E

ML ESRME L IRENRENEIRGE:

1. ERERRE LBZZERE/ORUBE QR REEMRIE.

2. RYIRREY, E#E Wi-Fi. QRS (JSON 48) & Secure Hub BYTFH(I BRI LUET It Wi-Fi S IATE,
SEMINEEET Wi-Fi /5, ¥M Google T&E—1 QR REBiREXEEH BEhRG k.

3. BiEGxE QR KB LAEZAE.

Android ¥ M QR BB TH I E T# Secure Hub, BiFERIEPMER, L% Secure Hub HEHIRE
RIGEFREE,

EXEAEE, H2ELEA Android EMM & A &8 Google £/ : https://developers.google.com/
android/work/prov-devices#qr_code_method,
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TR
SHIEEIMAFERRERENERITHRRNRE B SN T2 E RS,

TR EAHBE Android SRE]F s EAZIE—MKP, XR— N AILERRENAIIRENKITR, 6
F Android S#E]F, EAUIR— RS SMBIMEE, HEXERBEVATHRATHKFNIZE, LA
FRZLEIGEITF IR, XEG&FBEEME XenMobile fr, HERAIGENEEE X T HB ML,

o WEMBFMIZRE Android 8.0 Fi8.

THZHEBRHERNREMKFPESR

s RESMBEIMFHINIZETMELEHFEER Google EIEMKFLME, B Android Enterprise SfitiE&
EIKEEENFIZR, 15808 Android website (Android Web i453),

o HIEHZERELIER Android Enterprise SR Ak,

« Android Enterprise SIEFIKFERERS, HENEZHEHRM,

IEEMIRECE
IEEMIRAEN, FEE—TEEX JSON LUsERENIFAER.
fEFLL JSON AR B E1EH8ER XenMobile Server EAMBviEE. EIRFIF, HFRSEEH URL B “URL,

{

"android.app.extra.PROVISIONING_ADMIN_EXTRAS_BUNDLE":
{

"serverURL" :"URL",

<!--NeedCopy-->

BIUEAREESSHMEE JSON Kit—F BENEERE. RFliEE XenMobile Server LR ER AL BRIIE
ERTERRS BB RMED,

{

"android.app.extra.PROVISIONING_ADMIN_EXTRAS_BUNDLE":
{
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"serverURL":"URL",
"xm_username":"username",
"xm_password":"password"

<!--NeedCopy-->

1. %% Android Sf#EI~, MK https://partner.android.com/zerotouch, EREMNZHIEIREEZ
ARENKAEEER,

2. #&F Configuration (F2E),

= zeroTouch Configurations #HOE
cilll
Default configuration
|| #  Configurations

[ZY Devices @ vour default
configuration will be
. APPLY applied to any new
By Users Choose a configuration - devices added to

your account by a

reseller
ah  Resellers

JA  send feedback
+

1D Configurat. EMM DPC DPC extras Company .. Support e... Support p Custom m...

2019 Google | Terms of Serv

ice -

3. BERERLHI+,

Configurations

Default configuration

@ vour default
configuration will be

APPLY applied to any new
Choose a configuration devices added to
your account by a
reseller.
D Configurat.. EMM DPC DPC extras Company ... Support e... Support p... Custom m._.

4. ZETHEEFOPHANENEEREE.
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Add a new configuration

Configuration name

EMM DPC

Select

DPC extras

Company name

Support email address

Support phone number

T W

B EF: BABALREEEFENET,

EMM DPC: i##% Citrix Secure Hub,

DPC [finigR: EItFEFMLENEEX JSON X7,

NEEBF: BANEHBHEILEWASIEDE Android Enterprise SiiEig & £ R RHBE TR,

B FHRG st BANAF A UK AR LT REBA B FHp A hl, MU 2R ETRAC 2 BT BR1E
Android Enterprise Ef#i#ig& L,

.
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o RIFHBIESIY: BAGHARAIMBRAMNIREHWBIESHE, REMEL 2, LBIESHBRERE
Android Enterprise Zf#i#i&#& L,

s BENGHEE: (AIE) HFI—1SHmNMF, UEBENBERSERR, RENEREEXHERLENE
MNBEZFMEER, WEEXCERREIREMEZ 81 SR Android Enterprise SHligig& -,

5. BEHM.
6. EQRESEE, BEESR2E 4
7. BEREENARIRE, BHRITUTRE:
a) 7 Android SR JFH, BHRE.

b) Eig&FIRTHIIEE, AREREAHIERNES,

Search for devices

Choose an identifier
SEARCH
Enter IMEI, MEID, or seri... IMEI

Devices (Total: 4) :

IMEI or serial number Configuration Deregister

868160030116860 No config DEREGISTER

C) BETH,
AILUER CSV XMHEERE N AEIFZI1&E.

BEXNAEEENAIFZIEENELR, 521 Android Enterprise #81E & Zero-touch enrollment for IT
admins (@@ IT ERAMNSHIZEAM) . Lt Android Enterprise BB XA EXNAEEESEHEHNAIIEE
HIEAE R

¥ific £ A Android Enterprise i&&

%M Android Enterprise & BT R2RE®RE, TRTHERREIAM. TAREXMALNTNE. 2—HE
(COSV) wig &, BRXLEREREIANNITIAGIRERTHESHEN—MLAEFH—MARARERF. EEEHELE
AR BREMNAREFREIRE LITHEMIRE,
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EAATHMATERERENEMEMAEIMEAIRE, WA Android Enterprise T2t E%&. METHRE
BETIMZAHITESZIRE,

BT AIRE, BRITUTERE:

AAGFEER XenMobile SFZEHEMZ Ai&&EH XenMobile BRI FMECE X . ESHCIRIMEZE
Xfto

AVFEITHFETRRENENNAERF.

HE, BRATFETHNARFRENAFIEESER. SETUAREFLTHEESENN, BRITARIZN
BEFREEEIRERS, WEBARTEMEIIRE, HFERERALTERRS. BRERRIZIIZNAE
FHRO—TURERHZNAER, FIIEHE.

LA IMAEMEEX FEMENIRE,.

SHEME iR &RSZRFA Android 6.0 22 M.

ARFEITNAEFHIRENEESRR

BEEERBATFEATFETHNARFUREEMEESER. BABERT, AFE1T Secure Hub 1 Google Play

ARS3o

ERMBEERE, BERITUTERE:

1.

2.

£ XenMobile 1zHI &9, BHEEE > KEHK, WK ERIGEHEEIE,
BHRM. A RRARINHRIEIEE,

BAEZ, REHE ‘“RE2H” T, REEA. KNS RBEEEIE.

£ “E&” T, % Android Enterprise, EREMTA,

£ “RERER BT, BARREEMAALERE,

BET—F, RRBEEHHFM.
EAWBITENAEFHATIELZNARFNMEESKRR, BERITUTERIE:
MIIRFPEFERVFTITHRAER.

ERAWIREETAFRBHNAEFNEEIIRERENNAREF, EFRELTIRETEENNABERF. A
RERN I
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ShareFile

-
o

Media Act

Device Policies Apps

Kiosk Policy Kiosk Policy

1 Policy Info

screen on the device.

Allowed apps
2 Platforms
Apps to whitelist
Cosu App
A Enterprise

» Deployment Rules

This policy lets you whitelist apps onto a Kiosk for Corporate Owned
supports lock task mode and when lock task status of that app is set to allow

- & Allow

es. Ifan app

ill get pinned to the

Lock task status

Save Cancel

Deny

Back

8. BER.

9. EATEBITE—TMTNAEFHATHELZNAEFIMEESEKRN, BRERM.

10.

AR E

EEEEMNHEZRRZME, BXFAER, FERIREER,

1. BHET—SREFATERE Android ., LB ER SEMERE” Rim,.

2. ¥EEILZE N Android Enterprise.
3. BigEFMBEEELILBEAARHENILEE,

1 Enrollment Info Device management

Management
2 Platforms
Device owner mode
105
Windows

BYOD work profile

Application management &

Citrix MAM

User consent

Allow users to decline device management

Device Policies Apps Media Actions Content Collaboration Enrollment Profiles Delive
Enrollment Profile Enrollment Configuration
Specify device management settings for this enrollment profile.

& Android Enterprise (@
Legacy device administration [not recommended] @)

Do not manage devices @

¢ Company-owned device (@

Fully managed with work profile @
Dedicated device @

None @

(o o
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4, EESE (EM). LEKERIFAPERR.
5. BERESIMEARENEESN—IHZIRNIA, ARRE Save (RF).

MREEMRBEXGHRZSHAT BYOD TFEEENH, NIEMEEHEENLRENEEREM A TIFREEXHIEE.
EBIFEC Android Enterprise T{EERE X141,

R TR E X457 Android Enterprise T£t&i%% (COPE i8%&)

ERIFEEXHNT2EERE (Uaii COPEkE) BRARMENRE, BATIEEN, AT IABN., &
HARNRERERMRE. JUS—ARBYARIRE, Z—ARBNAETFREEXM.

£ XenMobile iz8&%, AETFEBEXHNTLREREFETUTAIE:
o REFIBER “Bk”,

+ i%% Android Enterprise RERE R “tAFIEEEBHM AR,

« M Android 8.0 2 Android 10.x 744, ZiFFIMEE T ERBEXHNT2ITEIRE.

NEBIFEEXHNTEEEIRENLEIMECEX

NAEMEE TFEEX N2 REREEIMEEX S, DRALIREEXHFNRGATNERRAILUEIMES
IFREEXHHNTERERE. ERRXLEEEREBIMAMENFRAEIRE, BAHSIR-MRFES AR TREEM
RENIMEEX S, BRHEEXHSEAESIMEEIFREXHNTERERENEERNRNIA,

1. 7£ XenMobile Eflad, ®EIEE > TMEEXH.

2. BERMEMEEXS, BRERL. F IMER" TEF, BNIMEEHNRT. BHREREMILEEX AR
LUEMBYIR &M EIRE N TRE,

3. BEHT—SoEF A Ti%E Android Enterprise, ILEPEER EMERE” HE.

4. BEMEEIGERLU TR Z —:

« TE2RE[THEEXH:. MREREENLM REMNKEIMTLHEE, BYOD REEREERNIIF
B # TEM.

« COPE/T{RECEX M. MRENEEENH REMNREIMEF TR EXHNTLIEERE. BYOD &
HERGEENTREEXH#TEMR.
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Enroliment Profile

1 Enrollment Info

2 Platforms

105

Enrollment Configuration

Specify device management settings for this enroliment profile

Device management (3

Management

Device owner mode

BYOD work profile

Application management @

Citrix MAM

User consent

Allow users to decline device
management

¢ Android Enterprise @
Legacy device administration [not recommended) &
Do not manage devices @
¢ Company-owned device @
Fully managed with work profile (@
Dedicated device @

None @

&
@

.
@

5. EEHE (%) RBEHT—F

LB 2R A AN EEFR.

6. BEFESIMETARENEERN—PHZIRTA, AFRE Save (RF).

Device Policies

Enrollment Profiles

Enroliment profile name

COPE devices
Global
Showing 1 - 2 of 2 items

Items per page:| 10+

BTH CEMECEXH” ERRNT EREEX .

Created on

11/1/19 1:01:51 pm

Enroliment Profiles

H

Updated on Device limit
11/1/19 1:01:51 pm unlimited
10/28/19 5:30:39 am unlimited

MRABFRBTREFREMEEXHEY

pEdiinka:s

EPRME, ZRTANBIOREERIMEEXH. XenMobile EZFRF
BIRFHFINRMATRPREETHRTH,

FgEMEENLMRBMIGEMER DPCAMAT <M. EHidE (NFC) ftiEsk QC RIS IMANAE TR EXH
e ERE. HSAEMA Citrix DPCARRRFShEMILE. Bid NFC BRI AREHER QR KiEMitSE.

S EHEENHIRENISETMATEEREXHIRE, WA Android Enterprise T1FECE X% EDEIR,
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7£ XenMobile iz#|&F%%E Android Enterprise i&%

1. 7£ XenMobile &z#laH, BREEE > i&&,
2. @ RE ENREENNEE AN ERA7T Android Enterprise 1i8&?,

Enrolled Devices | |  Device Whitelist Search

Use the Endpoint Management Analyzer to analyze and troubleshoot issues with your Endpoint Management environment

(4] | Q@ @
Add Import Export Refresh
Status Mode User name Device platform Operating system version Device model Last access Inactivity days Android Enterprise Enabled Device? &4
[ofo)as]x<] MDM mbbowlin i0s 5/7/19 1:01:50 33 days + Status
: “mbbowlin" pm  Mode
O] s} MDM || MAM |  testing2 "testing2"  Android 9 Pixel XL 6/10/19806:51  0day + User name
am + Inactivity days
Shareable

Shared status
DEP registered
Apple bulk-enrolled

Showing 1 - 2 of 2 items Items per page: 10~

ASM DEP device type
ASM DEP shared
ASM logged-in user
ASM resident users
Administrator disabled
Amazon MDM API available
Android Enterprise Device ID
+ Android Enterprise Enabled Device?

3. EEEVANT2ERE, BERTE2RERE, ARRT%R2, RETSHER, ZT2BRRETA, BiEFt
BRADH. ZENRENEENAFRBEAE Google Play MABENNAEF. AP EEMNAHNAEE
LENBEFIEDR, FARMNRERRE LNMERS.

Security Actions

Device Actions

% a 4 ©
| Revoke Lock | Full Wipe | Enable Tracking

@ B
| Locate | Certificate
Renewal

fdE Android Enterprise i& &1 FBIZRF RS

BXRERENEARFRINTHINHRIERER, 1§28 Android Enterprise 250918 & 58571 MDX 5B,
XTREFEETRLUTRE:
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+ Data loss protection (#{iEE1R) : XenMobile MAM BERE AR ERMBME M EIESKHP
(DLP) HARRIF R AR, 3TEAT MDX MRMAiER. A Citrix MAM SDK 3t MDX Toolkit,

o IREMRE) BTN EREI A IFEEH LT I8

- ERREREGX
- EIFEEEXHS N AEREXHZEIEAEHFENS

« PerApp VPN: £/ “IHEEE" i8&5&A Android Enterprise B2 & VPN EEEX 4,
o EFHBMFERES: WAVEWNER “RERLE” RERBKREELAER.
T&RYE TERT Android Enterprise & &HF A& &5,
BE:

3t F7£ Android Enterprise M H R MDX ZAREFRIGE: A LLEE MDX #1 Android Enterprise 1%
HIFLRE, 3t MDX ERARGIMHEREHRISISE, FH&Z Android Enterprise 12458,

Android Enterprise lZF#2F4#  Android Enterprise £t &E& AR ER
MR

VAZEEESE k= BHEHRENRRER ERIRMERAEN
EiE BEX XML Exchange

X REEE kiosk

ug BT PR

Samsung MDM ¥ #[iEZ$R el Wi-Fi

XenMobile &7

ERTREEIFREXHNTERERENIRENRK (COPE&E)

NFEEIFREXHNT2EERE (COPERE), AMUERARELRERIEKSBIIRENAIEMLEM IIFL
BXff. AJLUEAEMREREIGRENTAZBMRERNNAIAE TFREEX N2 EERENTFREEXH.

BRI EANER

Android Enterprise Fz 2R TEECENX
Android Enterprise {tEE & TEECEN
R RiEFER THrREEXH
[ A2 ENE TRECEXH
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BRI EAWER

BaEREENAER TrECEX M

IR RAEN TiER

&1 TrECEX %

BEX XML TiER

Exchange NER

X TrECEX

REEE REMIIFREXH

kiosk TER

g ®&E ((WREMUER)

BITHD wEMIIFREX S

PR RENIEEREXH (WRENTIIEREXAEIZRIR
HIERER)

Samsung MDM i =]iE% A TER

el TRECEX

Wi-Fi B’E&

XenMobile %I TFECEXH

515%i# Android Enterprise Z#5#9i& & 5B8H0 MDX 5B5#1 MAM SDK #E:&,

REBRIE

Android Enterprise U TRL1E(E. BXSNLTLRMENNRA, ESRLSENE,

REIRIE TREREXH TeHE
IEPBEIT b =
TR £ =
B = =
BE = =
WEHEEZN £ =

@Rl (Ee)

#0
il
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T2RE TRECEX M et

M = =

PR IEERR = ES
REIR(FILER

o BRIE B REEBBRENUERNRBENSHBERLRBTIE, SNEURLBERRK. BEEAMEEE
R

o £i517 Android 8.0 ZATARZsHY Android M TEE B X Hig& L
- A EHEMEBEZDIEE,
« 7£ Android 8.0 i E SR T BB X8 & L :

- RENEHEFHETFEEX S, KERSFBE,
- MRKRELFREXH LIRERITH:

* NRKRRIXBITHEHLXBITHRAFTEBITHER: RELFHUERS.
- MREITFREXH LIRE TETH:

* RKRRIXBEITHE, RELXOBITRANFEETHRER: THEEEXHEDNE, BIREEFFHUE,
s EEATFEREXHNTeRERE (COPEKRE) L:
- LS “BiE” ReRFRIRT ARIRE N TR EX

EX;&5EA Android Enterprise 1

NREFIEEFA Android Enterprise ik, NETBGE EAZE L,

IR

H .
= .

ECHEEM LG, @ EEMRIEE 8 Android Enterprise EAREFRBEBAERIARS. Google FBE
BIgE, WMREEMEIF Android Enterprise ik, MATMITE Google Play Bt IBLANIN BEF. A
&, ATLLM XenMobile &I & B#miX LR AEF.

EXGHEA Android Enterprise il f5:

o A RAFEMAIREF AP 2% Android Enterprise BEFEE N HINIARS. LETR A Android
Enterprise BB R B IME(E.

+ XenMobile A ER@E I FMINIEE. M Google AERE, XLEGERIFEE LT, ETERMMTH
Android Enterprise NBEF. EFX;AMA Android Enterprise TEEEE g, ALUSE MRS (Flg0 “it
7. “E8” # IRE”) MATIXLIGE,

o WNRZA7E Android Enterprise g, XEIREFEMA Android i&&, Ik Android Enterprise
%,
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£/ XenMobile Server f=§1& %1 XenMobile Tools B E At Android Enterprise ik,

HATIEES A, XenMobile $#T# XenMobile Tools s E O, FiaZ AT, &R XenMobile BIFEEERR
FEBRPITHARBEEO, FLEXE (B30 Google Chrome) ERE AL E OFELEIHAEH K XenMobile uh Ry
UEARINE 3 & DR R FFIRSP,

EEGEEM Android Enterprise ik, EHRITUATIRME:
1. 7£ XenMobile &&Hl&H, A EANEREIT. KSR REERHE.
2. £ 948" W@ L, #& Android Enterprise,

3. BEEUEEM.

Android Enterprise

0 set up Android Enterprise for your company, you need to bind Citrix Endpoint Management as your enterprise mobile management (EMM) provider through
Google Play.
Enterprise ID Name Created Time W~
xm tools test enterprise 9/26/18 5:06:04 pm
Showing 1 -1 of 1 items Iltems per page:| 10+

Enable Android Enterprise

4% Android Enterprise R 2R

January 5, 2022
XenMobile EEEEINEEHINBIEF. TTALMZE L THEM Android Enterprise RBERF.

- TENABENBRER: XENAREFEIERE Google Play MARETRHNEBHGENBERF. F,
GoToMeeting,

« MDX: fEF MAM SDK &K BIEFHER MDX Toolkit #HiEMMN BIEF. XN AEF EE MDX 5K,
R LM ER SRR A LR A IS IREX MDX R 2R, 8 Citrix BmpEr= AR BREF1FH MDX L BREFEE,

o b EREIMEMRFERRNZBNAER. TJLLUESIEE Google Play M AREIE R A RALX LR Big
. % Google Play R AEER Google IV RIS,

+ MDX-enabled private apps (EA 7T MDX WEHNAER) : A MAM SDK #&i&id MDX Toolkit
HEMNT W RRER,

ALLEI R AR AR AN BREFNEAT MDX NERBNARERF.
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o BEARFEAELEARERNE XenMobile 12614, aXHmdlmARFMNEAT MDXNERARA
1EFER D AR,

o EAZM Google FAEWSKHNARERFEEARAIE Google Play ZA®EE, AEENARFERME
XenMobile ZHI & AR EN ABIENAER. BSRARENABENABRER.

WMREMER Google FREWF LMN AR, ABMHREIER XenMobile iz41&, NREARFHFABENEEHRAE.
EXMERT, BERAMIBERENNARER, Citrix BER—MR S —M5 AR K BRER.

NREBEMILE Google Play B AR ETHIREBIEEBMNN AERF, B@ Google FII— 1 Eif, FAETUER
BREEMIBRITE Google Play ki AR [E IR FAIERF.

UTEESABIRMETHEX Android Enterprise UARFREN#MAEE. EXDRXUARFNES, BSRHFNL
FiERF. ZX8E:

« FF#I Web #1 SaaS R AiEFal Web #HEM—RTIERE
o HREVMARNAEENREFNOTENAER TER
o WmESER TN AERFS Citrix RERF/L (CDN) 4L AiERF

RENABIENRERF
AILLUEIEE Google Play M A/EIE A AN S EM T # N AR RE XenMobile,
AR

EEA] MFEE Google Play iR Google Play M AAEFTHFFENBIER, BERALAEE Google Play
MNABERNRENAEFRSBEY. BSRARSEEME. BLHEMIEE RN true 2 A FATE Android
Enterprise AP ipIRl A+ Google Play NABIEN AR, AR, 0] LIERRHIISE RIS SRITHIXIX LR /A
EFIIEIE,

SR 1. FIINEENRRER

1. 7 XenMobile izHlaH, SMIEE > LAREF. BHRMN.
2. BERHNABIE,
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Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app table after you complete the steps

3. EAEFEEEEF, BAUTER:

o B BANAEFNEREZT. ZETRETETLAEFRPHNNARZFZET T,

o WA BN ARERFRAIER A,

- WARFER: (Ah%) EFRPREEFNARFERNINES, BXEARFLINEAEE, ES

[ESE VAL s 2=l

4. 4% Android Enterprise {fE5T 4,
ERREFRALARFEMEARGE ID, RELEER, ATUE Google Play AEEFHKI KA 1D,
% ID U TR AR URL A, fIg0, com.Slack A https://play.google.com/store/apps/
details?id=com.Slack&hl=en_US Pp%Ea 1D,
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Managed Google Play store

' Google Play [ podio

Apps
Podio smrtPhone Podio Generazio Arabic Podcasts
Podio ApS TEI SOFTWARE 57 Gilbrush Podeo, Inc.
* & 1 * & ok K * ok ok Kk

6. ERRETRTSRRFMNNAERF. REFMRNARER, AERE Approve (Fit),

Managed Google Play store X

& [ Search n (7]

Podio

Podio ApS *xk k1 - 3379 2

€ Everyone

@ This app is only available in certain countries

7. BREE Approve (),

8. % Keep approved when app requests new permissions (7 BREFERFNRIMRZFEHE) .
B HRTF,
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APPROVAL SETTINGS

Citrix Files

Citrix

How would you like to handle new app permission requests?

© Keep approved when app requests new permissions.

Users will be able to install the updated app.

Revoke app approval when this app requests new permissions.

CANCEL SAVE

App will be removed from the store until it is reapproved.

NOTIFICATIONS

9. BENAEFENHEENRBERS MR,

Public App Store

1 App Information
2 Platform Clear A
Phone
Pad
Android (legacy DA

} Android Enterprise

p/Tablet
Windows Phone

3 Approvals (optional)

(optional)

4 Delivery Group Assignments

Managed Google Play

Type an app name or keyword in the field and search for your desired app. When you click your app in the results, you can configure how the app appears in

the store.

Search results for com.pedio in Managed Google Play

Podio
Podio ApS

App Details
Name Podio
Description The flexible way to manage projects, anywhere
Product track Production - 20.9.0 -
Version 20.8.0
Package ID com.podio

Image @

10. BEARMNENELANAER, ARBEERTF. BXER, FEHINELR.

TR 2. EENRAREFIE

1. SMEEKE > RXUH, ARERERENRYH. SERE.
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Delivery Group Apps

1 Delvery Group Info

DEP Secure Hub by Citrix

Google Chrome - RGTE

d.play - RGTE
2 Assignments
DEP Citrin Workipace
3 Resource (optionalj
Palicies
Evernate - VP
Media
Fie Helpei
Actions
Fikes
ShareFile
Enroliment Profile
Google Maps - Trans

GaTaMeeting - RGTE

IFS Trip Tracker 10 - RGTE

2. ENAERED, BPIENNBREFEEIUENBIEFES,

elvery Greups

b=

‘wod - RGTE

Required Apps

Optional Apps

3. ARENE L, BEHRFRF.

4. EXANELE, ERERXVH, ARREHE.

MDX 2

& MDX x4 1n%| XenMobile HERE N Ai2F ¥ SMEKIEE, R Android Enterprise B2& Citrix #zh4

FEHONARER, BRHEFNA MDX LBiEF. EXEMRETAXRETANNBREFERNES, B5H:

« MAM SDK #ff
o MDX SREEH#EYS

SR 1. FNMEENRRERF

1. WF Citrix Bl HNARRE, BTHAENABE MDX X #: #¥32 https://www.citrix.com/
downloads. 12l Citrix Endpoint Management (XenMobile) > Citrix Endpoint Management

EFEHNBER.

SHFEMSERE MDX A2, EIREX MDX XX,

2. 1 XenMobile =&, REHERE > NARRF. 2HERN. WEBERFNNARERFEE,
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Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app table after you complete the steps

3. BFE MDX, FHEET MDX YAREFERERE. EFNAEFEEEET, BAUTER:

o B BANBREFIEAERT. Z2EETENBREFRPNNAREFZT T,

o BB BANABREFBIRIERA,

o WAEFER: (Fik) EFRPEEESNAEFRMENEG . BXNBAREFLINNERES, FS
X T NAREFE.

4. 4% Android Enterprise {fE5T 4,
5. g FHHSMEI MDX X, Android Enterprise {Xz#%f#/A MAM SDK 3§ MDX Toolkit &&HIR BEZRF.

o Ul 2 BHMEMMBNAEFEETEMTE Google Play AREERFIUE. EEFREF XenMobile
EHaNER TERNARER, BEER.

App is not approved

App is not approved on the managed Google Play store. You can approve the app
now or later. Do you want to approve it now?

7£1t% Google Play ABMEIEITHG, RIBHBEMHRELARERF.
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Managed Google Play store x
&
Citrix Secure Web
Citrix - August 15, 2019 - B Everyane
Business

APPROVE

@ This app is only available in certain countries

whk ok (2 4704)

Multiple tab views:

A secure browser that you
can trust

Add your favoriles, save
offline pages and

ru o
g Ol -1

1he new networking narm

Fethink beyand traditionsl neiworking
AOWar Asecire (R peEE

Hybrid and multi-cloud is
the networking norm

Description
Citrix Secure Wehb is a simple, yet robust mobile web browser that does the job. Keeps you connected. Securely. On the go.
Do it e b, ra InLVialinl i " o £, dligtisrm s srceabile Aeud ot blnin, 1 il A thn Lt

BIARMNBRERFE, BETNAEFFHAESITH.
6. BEEUTIRE:

o XHR BASNARERFXBEBXHSE,

o AR BANBEFRAE,

o MAREFRE: (FE) BANBREFRES,.

s REEID: BAMEERN Google Play BEREMN AEFEE D,

o RIRRERGMNRA: (A1) BANTERANBRER, REYUSITHRERIERTRE.
« RERERGNRAE: (FI%) RANTEANBRER, REVFSITHRIMRIERTRE.,
o HIRREVIRE: (AIE) BATEETHARFIRENFIESHES,

7. EcE& MDX 5RB&, MDX JREEEFAMR, HEESEMRBKIEAEDR, SFESHIIE. RERXENNAREFR
Hl. EEHEH, SHERBHEENABLRBNRET,. EXEMRETAXYTBNNBEFRENES, #S

i

« MAM SDK ##t
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o MDX ZRB&#HE T
8. RENEANALAEERE.
9. BEMRKMESRANRERE, ARLERE, BXEL, BERNELR

TR 2 RENVAEFHE
1. SMEEKE > RXUH, ARERERENRYH. SERE.
2. ENAEFES, BAIENNAREFEEIUENBREFED,

Belrvery Grosps
Delivery Group Apps *
Deag the apps that you want 1o include in the delivery group.
1 Delvery Group Info
Regquired Apps
dplay - RGTE
2 Assignments
DEP Citrix Workspace —
3 Resource foptional) el
DEP Secure Hub by Citrix
Palicies
EvRrnate - magds - Ve
vernote v b=
Media
File Helper - macOs - RGTE Optional Apps
Actions
Files
ShareFile

Google Chrome - RGTE
Enroliment Profile
Google Maps - Transit & Food - AGTE

GaToMeeting - RGTE

IFS Trip Tracker 10 - RGTE

3. ARENE L, BEHRFRF.
4. AXANELE, ERERXVH, ARREHE.

eI RER

XenMobile i REFRRAMER MAM SDK =t MDX Toolkit E&MERNAEF. AUECHAXENBEFHE
ENEMRRRE. ERNEWVNARER, ERESZNAERXEN APK X, iE524%F Google Best practices
for private apps (BN BEFHNRELRE).

SE L FINNEENRRER

B TG EZ — A I B
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s REARFEELAHIRE Google Play AL, RERBHEENIEE Play MABERNAREF RN
XenMobile #=#1&, FSH Google X1, THRMAAGEHLAER, REREBRENHBHENAEFHS

A
RS BHI TR,
« B AREFEAR VN ARFRNE XenMobile i2#l&, EHRITUTSE:

1. 7£ XenMobile ZHlaH, BHECE > NARF. REFN. IR TR AERIEE,

Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app table after you complete the steps.

2. BEdkl, TUAEFEEERTS, BAUTES:

o B BARBREFIERERTR. LEMEETRE ‘NARRE" RPN “NARFER To

o BEA: BN AREFA LSRR,
o MAREFER: (E) FEINRPEEERNAEFRNINE. EXNARFEINFARES, BS

% TR BEEFE .
3. #%# Android Enterprise 5T A&,
4. EEIRHARITHRE Google Play NAKE, BT IMALEKFAIAGERANARF, 2HE AN
SEMRLALREE,
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Managed Goagle Play store X
’ Google Play

AT

Upload private apps

Upload apps that are developed just for your organization.Learn more

a) MARARFNEMH LH.apk X, FElE, BHtlE. ENEANARFRESTUETE 10 SH16
FLich
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Managed Google Play store x®

' Google Play

< Private app

Maximum 50 characters

Title

APK file Upload APK

Create

b) & FEpH it LIRENE X IEH R TR BB .
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Managed Google Play store

Enter your email address

You will get updates about your apps and developer
account.

CANCEL OK

) RGENEBREFE, BEERANBEFRNE. IREFRINNBIEFRE. BN BREREFUKRITEM
#1E, 5% % Make advanced edits GEITERHE), &N, BRHFEFUITFNBEFEERE,
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» Google Play

< Private app

Title

APK file ‘ 1.0

Advanced editing options
I ; Add a detailed app description, screenshot, and more in the Make advanced edits

Google Play Console.
Google Play Console

5. B Next (T—%). B ETFAHNNAEFESRHE,
6. NTEXBERERE, flu:

o X (%) BANZBREFIHEMT,

o MARERFHA: (FIE) BANNMAREFIMIRA

o NAREFRE: TEERLTFTR.

s B8 ID: NAREFIME—IRIRT,

o RIRRERGMNRA: (A1) BANTERANARER, REYUSITHRERIERTRE.,
o RERERSENRE: (FIk) RANTEANBRER, RELVISITHRMRERTRE,
o HIRRIRE: (AiE) BARERBITNAEFRENFIEEHES,

7. RESEAUNRLABERE.
8. BEMXNANRANMES, ARLLRE, TXEL, FERNEAF,

TR 2. BENAREFIE
1. SMEBIECE > RY4A, AREREERENRMA, BEHkKE.
2. EBEFESD, BAATENNBEFEEIOTENAREFETR.
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Delivery Group Apps ) ) *

1 Delivery Group Info
Required Apps
2 Assignments
3 Resource {optional)
Palicies
e
Evernate - VP (.j*

File Welper - macOs - RG T Optional Apps

Media

Actions

ShareFile

Enrpiiment Profile
Google Maps - Transit & Food - RGTE

IFS Trip Tracker 10 - RGTE

3. ERENE L, BERE.

4. EXMANELE, ERERXNVH, AEREHE.

BRT MDX v E AN ABRERF

2% Android Enterprise ZA#EFFMARBAT MDX Wi AR, EHRITUTRE:

1. 8IE %A Android Enterprise i AEFH AN AEFEH MDX.
2. ¥ AEFAHME XenMobile =518,

+ 1E#t%E Google Play NAEIEFHEM LGN BERERF.

« BRI BREFERNE XenMobile #=Hl & ERE LN BEF.
3. ¥ MDX xf## 1%l XenMobile,

MRERE @D Google Play E ABEIEHEMAMNAIERF, BAEEZEMEH Google IEHXE., AEFEAATFET
MDX BRI BREFNERIERBNNBEF#HITER, BXAMNBAEFNIFEAES, 1558 Publishing your app
(RAEMRAERF) # Signing your app HEMRNARF#HITER) £H Google Xt4, MAM SDK R %R AfE
F, B ERREATAREAREFHIESUIMIER,

BXi@BiT Google Play izl X mEANARFNIEMER, BSRBEXIMMEAM Play ZHla X EHNAEFH
Google 3214,

Zi@id XenMobile R AERF, BESHUTE.
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EZ— 1% H Android Enterprise I BiEF

B % A Android Enterprise R EZFR, EE4%4E1E Google Best practices for private apps (A% RARA
BRI RERE) .

BI2% A Android Enterprise R B1EF/E, 151 MAM SDK S5 BEFERK, FEA MDX Toolkit #2ENAERF.
RIE, BERMXHRINE XenMobile,

AILUEE FHERNEN.apk XHEREFMLAREF. UTHENET BT MDX Toolkit 2N AEFHNEZ,
1. 8IEEME A Android Enterprise R BREFHER— N ERM.apk X,

2. UTFRAIXHEEFEEMRE, EF—LRIETEFERTENIER. ERAFTANKERERBE, £AU
TEHe)E XML 3¢ff:

<?xml version="1.0" encoding="UTF-8"7?>
<MobileAppPolicies>

<PolicySchemaVersion>
1.0

</PolicySchemaVersion>

<Policies>
<DevicePasscode>false</DevicePasscode>
<AppPasscode>false</AppPasscode>
<MaxOfflinePeriod>72</Max0fflinePeriod>
<StepupAuthAddress/>
<RequireUserEntropy>false</RequireUserEntropy>
<BlockRootedDevices>true</BlockRootedDevices>
<BlockDebuggerAccess>false</BlockDebuggerAccess>
<RequireDevicelLock>false</RequireDevicelLock>
<NonCompliantDeviceBehavior>AllowAppAfterWarning</

NonCompliantDeviceBehavior>
<Wifionly>false</WifiOnly>
<RequireInternalNetwork>false</RequireInternalNetwork>
<InternalWifiNetworks/>
<AllowedWifiNetworks/>
<UpgradeGracePeriod>168</UpgradeGracePeriod>
<WipeDataOnAppLock>false</WipeDataOnAppLock>
<ActivePollPeriod>60</ActivePollPeriod>
<PublicFileAccessLimitsList/>
<CutAndCopy>Unrestricted</CutAndCopy>
<Paste>Unrestricted</Paste>
<DocumentExchange>Unrestricted</DocumentExchange>
<OpenInExclusionList/>
<InboundDocumentExchange>Unrestricted</
InboundDocumentExchange>

<InboundDocumentExchangeWhitelist/>
<connectionSecuritylLevel>TLS</connectionSecurityLevel>
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<DisableCamera>false</DisableCamera>
<DisableGallery>false</DisableGallery>
<DisableMicrophone>false</DisableMicrophone>
<DisablelLocation>false</DisablelLocation>
<DisableSms>false</DisableSms>
<DisableScreenCapture>false</DisableScreenCapture>
<DisableSensor>false</DisableSensor>
<DisableNFC>false</DisableNFC>
<BlockLogs>false</BlockLogs>
<DisablePrinting>false</DisablePrinting>
<MvpnNetworkAccess>MvpnNetworkAccessUnrestricted</
MvpnNetworkAccess>
<MvpnSessionRequired>False</MvpnSessionRequired>
<NetworkAccess>NetworkAccessUnrestricted</NetworkAccess>
<DisablelLocalhostConnections>false</
DisablelLocalhostConnections>
<CertificatelLabel/>
<DefaultLoggerOutput>file,console</DefaultLoggerOutput>
<DefaultLoggerlLevel>15</DefaultLoggerLevel>
<MaxLogFiles>2</MaxLogFiles>
<MaxLogFileSize>2</MaxLogFileSize>
<RedirectSystemLogs>false</RedirectSystemLogs>
<EncryptLogs>false</EncryptlLogs>
<Geofencelongitude>0</GeofencelLongitude>
<GeofencelLatitude>0</GeofencelLatitude>
<GeofenceRadius>0</GeofenceRadius>
<EnableGoogleAnalytics>false</EnableGoogleAnalytics>
<Authentication>0fflineAccessOnly</Authentication>
<ReauthenticationPeriod>480</ReauthenticationPeriod>
<AuthFailuresBeforeLock>5</AuthFailuresBeforelLock>
</Policies>
</MobileAppPolicies>
<!--NeedCopy-->

3. {8/ MDX Toolkit $mmiER., H2EM MDX Toolkit BiEE, EBEEE Android Banm Rz,
1% apptype £332E % Premium. £ FENENHSBERE—H5 XML .

MR IEENERN 2RI AREE URL, 18% storeURL 28088 AN ARIE URL, XGNAIEFE, AFPEM
ARG URL THNBER.
TERATEHESEHR SampleAEapp R AZFH MDX Toolkit s rIRfl:

ENIENIEN

java -Dfile.encoding=UTF-8 -Duser.country=US -Duser.language=en -
Duser.variant
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-jar /[Applications/Citrix/MDXToolkit/ManagedAppUtility.jar wrap

-in ~/Desktop/AEAppFiles/SampleAEApp-input.apk

-out ~/Desktop/AEAppFiles/SampleAEApp.mdx

-MinPlatform 5.0

-keystore /MyKeystore

-storepass mystorepwdl123

-keyalias key0

-keypass mykeypwd123

-storeURL "https://play.google.com/store/apps/details?id=
SampleAEappPackage"

-appType Premium

-premiumMdxPolicies <Path to Premium policy XML>

LIRNIREN

<!--NeedCopy—-->

HENAEFRER— M EERN.apk XEHEN—D.mdx XX,

ANEEN.apk X4
B IR ER S A2 — RN BiER

c BRARFEZEKRFIITE Google Play MABE, REFHMENRE Play MABENAEFRME
XenMobile #£#l&, E58 Google X#4, TRMMAFEZANARER, AERBRENABENAEFHS
PR BHITERF.

s B AREFERR N ARFRINE XenMobile iz#l&, EHRITUTSE:

1. 7 XenMobile izHlaH, BHEE > WARRF. IEIEITHRNAREFRE.

2. BERNM. ISR BREFEIEE,

Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app table after you complete the steps
MDX Public App Store
Web & SaaS Enterprise
Web Link
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3. Bk, ENAEFEEEET, BAUTER:

o BIR BARAREFHNERERT, KRFEERE ‘UNARERF" R “NARFET To

o BEA: BN AREFRIAERER,

o MAEFER: (Aik) EFRPELEERNAEFRMENEG, BXNAREFLINNEAES, 7S
X TN ABERFER.

4. ¥#% Android Enterprise {fE8T &,

5. EHIZHIBITHIE Google Play ARE, EEFIMALKEKFIRRKHGEANARR, 2EHTHIM
SEMRUEE,

" Google Play

Upload private apps

Upload apps that are developed just for your organization.Learn more

a) BANBEFNAMH LH.apk X, TRE, REHERIE. ENERNAREFRZAEEE 10 D¥ 8
PZie
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Managed Google Play store x®

' Google Play

< Private app

Maximum 50 characters

Title

APK file Upload APK

Create

b) & FEpH it LIRENE X IEH R TR BB .
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Managed Google Play store

Enter your email address

You will get updates about your apps and developer
account.

CANCEL OK

C) RHNAREFE, BHEETRNARFNER, AGRHEEUTHANAREFESENHE,
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» Google Play

< Private app

Title

APK file ‘ 1.0

Advanced editing options
I ; Add a detailed app description, screenshot, and more in the Make advanced edits

Google Play Console.
Google Play Console

6. BE Next (T—2%). B ETFENNAEFESRHE,
7. NTPaXBERERE, fl:

o X (%) BANZBREFIHEMT,

o MARERFHA: (FIE) BANNMAREFIMIRA

o NAREFRE: TEERLTFTR.

s B8 ID: NAREFIME—IRIRT,

o RIRRERGMNRA: (A1) BANTERANARER, REYUSITHRERIERTRE.,
o RERERSENRE: (FIk) RANTEANBRER, RELVISITHRMRERTRE,
o HIRRIRE: (AiE) BARERBITNAEFRENFIEEHES,

8. MEEBEBMNFILNAEELE.
9. 7£ Android Enterprise /W AIEFEF, BHET—F, WIGEREMAE,

EFEAIEREATRAPBRNAREF ZAEXRIE, BERANATER. RTHFHERIER, JURESR
13,

10. #& Next (F—%),
11, B ERRSADERNE. EREMTE ERITEMEIE. AN.mdx XHE, BTUALEARFEER A
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MERE IR, BEREF

Ak ANEERNAEE URL
MREEHENAREFNAMENARE URL, BIEIRNMARE URL,

1. EBRE Google Play 2 AEERIIR AERF. EENARFE, ZABE URL B 2REN KNI AR, K
URL REFEHINAEFNREEEMMAIN:https: //play.google.com/store/apps/details
?id=SampleAEappPackage, EHIH URL ATBELL https://play.google.com/work/ Fke
H{R% work e store,

2. A MDX Toolkit ¥Rz AEE URL #RINE.mdx XX

java —-jar /Applications/Citrix/MDXToolkit/ManagedAppUtility.jar \

setinfo \

-in ~/Desktop/SampleApps/Sample.mdx \

-out ~/Desktop/SampleApps/wrapped/Sample.mdx \

-storeURL "https://play.google.com/store/apps/details?id=
SampleAEappPackage"

<!--NeedCopy-->

An.mdx >4

1. 7£ XenMobile £HI&H, BHECE > NARF. RER I ETRINIEAEREIEE,

Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app table after you complete the steps.

2. BEH MDX, ItERET MDX NAREFESIH. EFNAEFEEERS, BAUTER:

o B BANBREFIERERT. Z2MEETENAEFRPNLAREFZT T,
o BiER: BANAIEFEIAERER,
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o MAREFER: (ME) FEHRFPEEERNAEFRNINE. EXLARFEINFRES, BS
X TR AEFER.

3. #%#% Android Enterprise {fEAF &,
4. BE EFHHSME MDX 3¢, Android Enterprise X235/ MDX Toolkit #2EH R AEF.

o Ul 2 BMEMMINEEFEETEMIEE Google Play MAEEXEHUE. BEFREF XenMobile
BEHaNEL TERVARER, FRER.

App is not approved

App is not approved on the managed Google Play store. You can approve the app
now or later. Do you want to approve it now?

& Google Play LAEIEHTHE, RRRARMHRENHEZR,
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Managed Google Play store x
&
Citrix Secure Web
Citrix - August 15, 2019 - B Everyane
Business

APPROVE

@ This app is only available in certain countries

whk ok (2 4704)

Multiple tab views:

( o
frut o A
- Tabs
oud is i Hybrid and multi-cloud s
e the
 Frss - et

A secure browser that you Add your favoriles, save
can frust aoff ages and

1he new networking narm networking norm

Fethink beyand traditionsl neiworking
AOWar Asecire (R peEE

Description

Citrix Secure Wehb is a simple, yet robust mobile web browser that does the job. Keeps you connected. Securely. On the go.

Do i i, eom DV senes mom Ficlondlio biiem soruir sl slesdios ot baicin tral o A thoo lmd,

BIARMNBRERFE, BETNAEFFHAESITH.
5 EBEEUTKRE:

o XHR BASNARERFXBEBXHSE,

o AR BANBEFRAE,

o MAREFRE: (FE) BANBREFRES,.

s REEID: BAMEERN Google Play BEREMN AEFEE D,

o RIRRERGMNRA: (A1) BANTERANBRER, REYUSITHRERIERTRE.
« RERERGNRAE: (FI%) RANTEANBRER, REVFSITHRIMRIERTRE.,
o HIRREVIRE: (AIE) BATEETHARFIRENFIESHES,

6. FtE MDX %88, MDX FBAFAME, FEESEHEERXIEAER, GESHIIL. REREMNBIEFR
Hl, EIEHIAT, SMHEIBHEENBIEENER. XSS TFALETHANNBEFERNER, B2
i

« MAM SDK ##t
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o MDX 5= B2 RE&HL R
7. REIEBMNFNEEELE.
REIRE > RSB[EMEFEE TiHHEAEBEERN, NNBEBBIERSTZER,
YL B IR

o RERTFFAMER 10.18.19 siE=ARASH Endpoint Management 89 Android Enterprise &/
o REWFFAERARZS 10.18.19 ZFi89 Endpoint Management #9 Android Enterprise &/

ENBEHAETEHER. EFMENERERTRETE, ENGBEREBIERIZERIN

8. BEMXNANRANMES, ARLHRE, BXEL, FERHNEAF,

BN AER
ZE# Android Enterprise KA, EHEH LHEMGEMN.apk XH:
1. A MAM SDK 5k MDX Toolkit £ EHEMNBIEFEN.apk X1,

2. 1 XenMobile =&, RERE > NARERF. WEEITHNARRNH,

Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app table after you complete the steps

3. BERM. IR RN BREFIEE,

T~
4. BEcl. FNRAEFEEERT, BAMUTES:

o B BARZBREFERERT, LEMEETRE “NARE" RPN “NARFEER To

o PR BN AREFRAERER,

s MAREFER: (ME) EHRFPEEERNAEFRNINE. EXLARFEINFRES, BS
X TR AEFER.

5. 1%#% Android Enterprise {fEAF &,
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6. B Next (T—%), IFHEE R Android Enterprise &\ N REFTTHE.

7. BFHEH,
8. I#tE Google Play NABSENEYT, HEEEHINARER,
9. EHARFERIET, Pif.apk XHEZLHIHRE.

Managed Google Play store X

> Google Play

< Private app

Maxi n S haracters

Title Private app

APK file i 10

Advanced editing options
p Add a detailed app description, screenshot, and more in the

Google Play Console.
Google Play Console

Make advanced edits

10. SMzIE.apk XHH EHZ XX
11. ##%E Google Play LAEIEREH, BEHRF.

iEATF Google Workspace (L{#i## G Suite) ZF189/HAR Android Enterprise

January 5, 2022

EAE|BAR Android Enterprise, Google Workspace (W#i#i G Suite) % 7E A HAR Android Enterprise

RE,

|BkRk Android Enterprise FIEK:
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B AFFIAIRIAYIE

Google EE MK

SIFRERE X BizfT Android 5.0+ Lollipop #9ig#&
247 Google Play 89 Google &k

« APRELRENTFREXH

EFAECE IRRR Android Enterprise, i5# &% XenMobile“i2&” # Android Enterprise TiE #9184k Android
Enterprise,

Android for Work v

Android for Work To set up Android for Work far your company, you need to bind XenMobile as your enterprise mobile management (EMM) provider through Google Play

@ If you're a G Suite customer; it's recommended to use legacy Android for Work settings to manage Android. Click on button ¥ to switch back.

We are taking you out to Go to XenMobile Tools and follow Upload File you just downloaded
XenMobile Tools to complete a steps there from XenMobile Tools
few Steps once you download the Google file from XenMobile

Tools, upload it here.

Once it's done, come back to this page to upload the
registration file to XenMobile on step 3.

62 Android Enterprise ik~
& Android Enterprise kP, #%74iA Google WIEEAIHE,
NREM Google WIFEAIHE, ATLBLELLSE: 1&E Android Enterprise BRs3t 3 T# Android Enterprise
TEHo
1. S£#13 https://www.google.com/a/signup/?enterprise_product=ANDROID_WORK,

LB 2R OUE, SR UELRRNERRANEERINAEER.
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G Suite

Bring Android to your office

Sign up to use Android devices at your company.

@ About you

Name
s email.

Doesnthave to be an official busines:

Current work email

Phone

+1

B

2. RABERBFER.

(1) About you

Name

User
Doesnt have to be an official business email.

Justa
W

Current work email

justa.user@gmail.com
Phone
BE - 415551234567 7

3. BAEHREEE (BEEAKAESRFIN.

408
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About your business

Business name

EXAMPLE CORP

Business domain address oull need to verify thatyou own this domair

example.com

Number of employees Country/Region

Ak

1 employee - United States

Your Google admin account

Username Create an account to manage Android fo

®

justa.user

Create a password B-character minimum; case sensitive

RPN E—NPRESTH, FHSEE TENH.
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" ""_ 5 )

Bring Anroid to ycjur office

With Android, you can manage your company’s devices and keep them secure.

° Create your domain admin account

e Verify domain ownership —
Werify you're the owner of your company's domain and protect its security.

@ Connect with your provider
Allow an enterprise mobility management (EMM) provider to keep your

organization's devices secure.

IEFRAAY
¥ Google @i LU AR Z —3 I :

« 3 TXT 5 CNAME iR =N Web 55,

o [ Web AR%528 E3 HTML X4,

o AEHERHM <meta> 17id, Google BIMFERAE—FAE. ANFEERIEFHMENNSE, BEATUM
BUFRIEREIFr RS B https://support.google.com/a/answer/6248925,

1. g Start (Fr98) FARRIEEAE.
kB 27~ Verify domain ownership (3IESFrER) WE. ERBLIAE E2RAVHARIEZE,

2. B Verify (183),
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e Verify domain ownership
Before you can use Google Apps with domain example.com,we need to contact your domain host to verify that
you own it. Doing this helps ensure that no one can pose as you on Google Apps and send email from your
domain. Learn more
After your domain is verified, we will set up Google Apps email for your users on example.com. This will
automatically re-route your emails to Google Apps. Learm more
We have detected that example.com is hosted at GoDaddy.com. If you're having trouble, try to
Note: Before you route email to Google Apps, make sure that you create a user on Google Apps for each
person receiving mail at example.com.
VERIFY
0 Meed help? Search the Help Center or call 844-390-7627 and provide your unigue PIN 12345678
e Verify domain ownership
Verification checklist
Follow these steps to help Google verify that you own the domain example com.
Learn more
I have successfully logged in.
I have opened the control panel for my domain.
I have created the CNAME record.
I have saved the CNAME record.
VERIFY

3. Google ¥IFEHNHFIEN.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 411



XenMobile Server %#ikR4s

e Verify domain ownership

Verifying your domain ownership

The domain host is updating your information. This might take a bit—you can close this window and come back to
admin.google.com later without interrupting the process.

Learn mare

Estimated time remaining: 5 minutes

4. RIS, BETUTRE, BEHRE,

e Verify domain ownership

Your domain is verified!

CONTINUE

5. Google gIZ—EZEM Citrix 121489 EMM #8E<h2, &7EECE Android Enterprise i#BENEEFRZS
W, SRHERFZTE; HEMNEEIRTEECRZSH,

@ Connect with your provider

Waork with an enterprise moebility management (EMM) provider to administer your company's devices. Contact
your provider directly and provide the token below to set up your device management system. If you don't have an
EMM provider, you can choose one for your organization.

Learn more

Mumber of days left before this token expires: 30

FINISH

6. & Finish (52) LU5ER Android Enterprise &8, SR T—NE, ERETHRINEIEEHE,

8 Android Enterprise BRSSP E, AILUER Google BEEEHI A BRENBIMEERILE,
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1% E Android Enterprise RStk 7 T%i Android Enterprise if$

Z 7% XenMobile Bx% Google Play # Directory BRSS, #fEREMF X AR Google EITF IR ARS tk
Fo kAR BT XenMobile 5i&ATF Android B Google BRE Z BINIRS BERSH[ERE. EXEANTMHK
IEMIX A4S S, iEiAIA https://developers.google.com/identity/protocols/OAuth2ServiceAccount,

1. 7 Web %28, iaial https://console.cloud.google.com/project HEREM Google BEEFEIREE

o
2. 1z Projects (11H) Ik, #i Create Project (RIEMA).

%

= Google Cloud Platform e

; IAM & Admin Projects CREATE PROJECT
t a proj
= All projects Project name
EMM Project
w2 1AM EMM Praject For AFW
@  GCP Privacy & Security
! Projects shut down and pending deltion
%  Settings
oF  Service accounts
Q@ Labels
Bl Quotas

Columns ~

3. 72 Project name (MB&#) F, BAMBHE,

MNew Project

Project name

Your project ID will be based on your praject name Edit

Show advanced options...

:] Cancel

4. 17z “Dashboard” (iz#lik) L, 2 Use Google APIs (£ Google API).
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Google Cloud Platform

ﬁ Home

11 Dashboard

Dashboard

= Activity

Project: EMM Project For AFW

1D: emm-project-for-afiw (#452316334090)

Try Compute Engine
Spin up virtual machines using Google
Compute Engine, Node js, and MongoDB

to create a guestbook app in this guided
walkthrough

Get started

Try App Engine

Create and deploy 2 Hello World app

Get started

EMM Project For AFW =

Documentation

Use Google APIs

Enable APls, create credentials, and track Bocgle Cloud Platform documentation

your usage
Cloud Platform solutions

Enable and manage APIs: Cloud Platform tutorials

Create a Cloud Storage bucket

Store your unstructured data safely and
with high availability using Cloud Storage

Get started

5. g Library (%), £ Search (&%)

Google Cloud Platform My First Project ~

H, BN EMM, AEEEHERER,

API API Manager

«%+  Dashboard
am p
fiH Library

O Credentials

Library

Google APls

[ Emm]

Back to popular APls

Name

Boogle Flay EMM 4P

6. 7£ Overview (%) WEL, % Enable (BA).

AP to manage corporate Android devices
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Google Cloud Platform My First Project ~

API API Manager

4»  Dashboard
i1 Library
o=  Credentials

& Google Play EMM API

p ENABLE

About this API

APl to manage corporate Android devices

Using credentials with this AP

Accessing user data with OAuth 2.0

You can access user data with this API. On the Credentials page, create an OAuth
2.0 client ID. A client ID requests user consent so that your app can access user
data. Include that client ID when making your AP| call to Google. Learn more

Server-to-server interaction

You can use this API to perform server-to-server interaction, for example between
a web application and a Geogle service. You'll need a service account, which
enables app-level authentication. You'll also need a service account key, which is
used to authorize your APl call to Google. Learn more

Documentation  Try this APl in APls Explorer

Your app User consent User data

2l

Your service

Autherization Google service

7. 72 Google Play EMM API 554, #i Go to Credentials (%ZZiE).

API API Manager

& Ovenview

o.  Credentials

Overview

Learn more

Overview

1 Disable

Server-to-server interaction
You can use this APl to perform server-t
between a web application and a Goog|
which enables app-level authentication.
which is used to authorize your AP ¢

Google Play EMM API

£ This AP is enabled, but you carit use It in your project until you create credentials;
Click "Go to Credentials" to do this now (strongly recommended).

Quotas

APIto manage corporate Android devices

Try this AP in APIs Explorer

Using credentials with this API

Accessing user data with OAuth 2.0

You can access user data with this APL. On the Credentials page, create an OAuth
20 clientID. A client ID requests ser consent so that your app can access user
data. Include that client ID when making your API call to Google. Learn more

0 &

Vour app User consent
o — |
ice. You'll need a service account, oD
also need a service account key,
o Google. Learn more
N Your senvice Authorization

EMM Project For AFW ~

Go to Credentlals.

User data

Google service

8. 72 Add credentials to our project (FFA 1IN E FRMNER) FIRT, £ % 1 PEE service account

(ARSHKF) o
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= Google Cloud Platform Q

API API Manager Credentials

& verview
< Overview

Add credentials to your project
o~  Credentials
1 Find out what kind of credentials you need
We'll help you set up the correct credentials
If you wish you can skip this step and create an AP key, client ID, or service account
Which AP are you using?
Determines what kind of credentials you need
Google Play EMM API -

Where will you be calling the API from?
Determines which settings you'll need to configure.
Choose... -

What data will you be accessing?

User data
Access data belonging 1o a Google user, with their permission

Application data
Access data belonging to your own application

What credentials do | need?

2 Get your credentials

Cancel

9. 7£ Service Accounts (fRs3tk/) TiE L, & Create Service Account (BIEIRSKF),

= Google Cloud Platform Q EMM Test Project ~ %
z |AM & Admin Service Accounts CREATE SERVICE ACCOUNT +2 PERMISSIONS
EMM Test Project - Service accounts for project "EMM Test Project”

A service account represents 8 Google Cloud service identity such as code running on Cempute Engine YMs, App Engine apps, of systems running outside Google. Learn more
IS Allprojects

1AM

= Service acco Sarvice account 10 Key 10 Key creation date Options
@  GCP Privacy & Security 3 App Engine default service account Nokeys

£ Settings 2 Compirte Engine default service account No key;

&3 Senice accounts

@ Labels

& Quotas

10. 7£ Create service account (BUEZMRSSHA) &, Rz, sA5%ES Furnish a new private key (i2
HFAEA) SikiE, #E P12, %+ Enable Google Apps Domain-wide Delegation (/A Google
Apps ESEBEMZEIR) Si%iE, AGHEE Create (81E),
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Create service account
Service account name

testemmsvcacct

Service account ID

testemmsveacet @ c

" Furnish a new private key
Downloads a file that contains the private key. Store the file securely because this key

can'tbe ed if lost

Key type
JSON
Recommended

e P12

For backward compatibility with code using the P12 format

~" Enable Google Apps Domain-wide Delegation
Grants a client

s to all users’ data on a Google Apps domain without manual

authorization on their part. Learn more

To change settings for Google Apps domain, product name for the
OAuth consent screen must be configured. Assign the product name
below or configure the OAuth consent screen.

Product name for the consent screen

‘ anynamewilldo|

Configure consent screen Cancel

EH (P12 XXtF) BTHIENIHEN. BSEZEBRER—REMNUE,

11. 7 Service account created (BERIZRSKF) HBIAREL, #E Close (i),

Service account created

lhe service account "testemmsveacct” was given editor permission for the
project.

on your computer. This s the only copy of the Key, 50 store it E":"L'.ITE'":.".

this password to use the private key. Learn more

notasecret

The account's private key EMM Test Project-37cb73ad0169.p12 has been saved

This is the private key's password. It will not be shown again. You must present

O

12. 7z Permissions (1YfR) &, % Service accounts (FREMKF), ABEEMIRSHAIINAY Options

(&m) FA, g View ClientID (ZEEFi% D).
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= Google Cloud Platform Q EMMTestProject ~  §§ @ 0
A IAM & Admin Service Accounts CREATE SERVICE ACCOUNT +2 PERMISSIONS
EMM Test Project - Service accounts for project "EMM Test Project”

Aservice account represents  Goaghe Cloud service identity, such as code running 6n Compute Engine VM. Aap Engine apps, of Systems funning outside Google. Learn more
= Allprojects
2 M Servico a me Service account 1D KeyiD Key croation date Gptions
@  GCP Privacy & Security +3 App Engine default service account Noke
& Setings 3 Compute Engine default service account No keys
o] Service scoouts o3 testemmsveacet testemmvcacel@ Jun27,2016 owd

View Chent 1D

@ Labels
B Quotss

13. WEPEER Google BIRIEHI & LRI IRINFIRHI#4E S, & Client ID (F/ i ID) 71 Service account
(ARSHKF) 1D ERFIUERBMPRRZEENUE. FERMIESURAE, FTEERXA Citrix AL
LUE AVFIETTo

= Google Cloud Platform Q

API API Manager Credentials
< Overview
4~ | | Download JSON | | Delete

o Credentials R
Client ID for Service account client

o Service account clients are created when domain-wide delegation is

Manage service accounts
enabled on a service account.

Client 1D 117851552156881497534
Service account testemmsveacet
testemmsvcacct@
Creation date Jun 27, 2016, 4:41:12 PM
Name

| Client for testernmsveacct

o [

14. £ Library (%) fimLt, % Admin SDK (B SDK), RAEREIERER.

Google Cloud Platform My First Project ~ Q
API API Manager Library
43»  Dashboard Google APIs
i1 Library
Admin SDK
- Credentials

Back to popular APls
Name Description

Admin SDK Admin SDK lets administrators of enterprise domains to view and manage resources like user, groups etc. It
also provides audit and usage reports of domain.

15. 7£ Overview (%) WE_L, % Enable (BA).
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Google Cloud Platform My First Project ~

API API Manager € Admin SDK B ENABLE
<3»  Dashboard
About this API Documentation  Try this APl in APls Explorer
m Library

Admin SDK lets administrators of enterprise domains to view and manage resources like user, groups ete. It also provides audit and usage reports of domain

?

Credentials

Using credentials with this API

Accessing user data with OAuth 2.0
You can access user data with this API. On the Credentials page, create an OAuth
2.0 client ID. A lient ID requests user consent so that your app can access user

data. Include that client ID when making your API callto Gaogle. Learn more

Your app User consent User data

a web application and a Geogle service. You'll need a service account, which
enables app-level authentication. You'll also need a service account key, w
used to authorize your APl call to Google. Learn more

Server-to-server interaction -
‘You can use this AP| to perform server-to-server interaction, for example between

il
.

ich is

Your service Authorization Google service

16. ITHEMERE Google BRI, AEHT Security (%),

GOOglE Q Search for users, groups, and settings (e.g. create user)

- i v » 9 =

Users Company profile Reports Security Support Billing
Add, rename, and Update information Track usage of services Manage security Talk with our support View charges and
manage users about your company features team manage licenses

17. 1z Settings (i&®) mim L, $F Show more (27¥E%), AE%H Advanced settings (BRILE).
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Google Search for users, groups, and settings (e.g. setup billing) n

ecurity

Security

citrixaw.com

Basic settings

Set password strength policies, enforce 2-step verification.

Password monitoring

Monitor the password strength by user.

API reference

Enable APls to programmatically manage provisioning, reporting, or migration via custom-built or
third-party applications.

Set up single sign-on (SS0)

Setup user authentication for web based applications (like Gmail or Calendar).

Show more
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GO gle Search for users, groups, and settings (e.g. setup billing) “

Security

citrixaw.com

Basic settings

Set password strength policies, enforce 2-step verification

Password monitering

Monitor the password strength by user.

API reference

Enable APIs to programmatically manage provisioning, reporting, or migration via custom-built or
third-party applications.

Set up single sign-on (SS0O)

Setup user authentication for web based applications (like Gmail or Calendar)

Manage EMM provider for Android

Keep your company’s devices secure with an enterprise mobility management provider

Advanced settings

Manage advanced security features such as authentication, and integrating G Suite with internal services

18. #i Manage API client Access (ZIE APl EFiRisE) .

GO gle Search for users, groups, and settings (e g. setup billing) “

= Security

Monitor the password strength by user.

APl reference

Enable APls to programmatically manage provisioning, reporting, or migration via custom-built or
third-party applications.

Set up single sign-on (SS0)

Setup user authentication for web based applications (like Gmail or Calendar).

Manage EMM provider for Android

Keep your company's devices secure with an enterprise mobility management provider.

~ Advanced settings

Authentication Manage API client access
Allows admins to control access to user data by applications that use OAuth protocol.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 421



XenMobile Server %#ikR4s

19. 7£ Client Name (EFmE#) &, MAEZHRENZEF ID, £ One or More APl Scopes (— %
™ APIERIH) A, AN https://www.googleapis.com/auth/admin.directory.user, A&
5% Authorize (B),

Manage API client access
Developers can register their web applications and other API clients with Google to enable access to data in Google services like Calendar. You can authorize these registered clients to access your user data
without your users having to individually give consent or their passwords. Learn more

Authorized API clients The following API client domains are registered with Google and authorized to access data for your users.
Client Name One or More APl Scopes
1234567891011121314 |https:, in.direc| Authorize Learn more about registering new API clients
Example: www.example.com Example: http:/fwww.google. dsi ({ delimited)
102668191251038864577 View and manage the provisioning of users on your domain htips:/fwww.googleapis.com/auth/admin.directory.user Remove

4EF EMM

RAFEE R Citrix A FHRHENIEHE. RSKAFBESHE, #EEEA XenMobile B89 Android & &.
Citrix 2% <h43E S XenMobile tEA® IV #sht &I (EMM) IRIEEF. BHX Citrix RAZHNEKRAER, S
17 Citrix S&AZ R

1. EMIASE, BER Google BIEIIP, AEET Security (Z2).
2. #i# Manage EMM provider for Android (BIZERT Android 89 EMM 21H12%).
% E2IB 2K Google Android Enterprise kP48 5 Citrix, FAfE EMM 121E12F,

WA SRR ERS, TLUFFAER XenMobile 4| 8 &2 EM Android &%, SAESE 14 hEMA P12 5E
H, i&E Android Enterprise [REBIGE, BEET SAML & EHER (SS0), #HEDEX— Android
Enterprise i&& %88,

~ Manage EMM provider for Android

Manage EMM provider Your currently selected enterpise mobility management provider is:
Citrix
The authorized service account credential:

[@developer.gserviceaccount.com

Want to change your provider? @

General Settings Android @
[ Enforce EMM policies on Android devices

SAP12iEH

ERBLUTHES AN Android Enterprise P12 iE$:

© 1999-2021 Citrix Systems, Inc. All rights reserved. 422


https://www.citrix.com/contact/technical-support.html

XenMobile Server #iixR4s

1. &% XenMobile 15418,

2. BEEFIEA LANERERLUITARENE, ARRHIES. KEKERERNE,

Settings > Certificates

Certificates
You must restart XenMobile on all nodes to commit and activate your changes to the S5L and Android for Work SAML certificates. To restart XenMabile, use the
hypervisor console or command-line window.

+ +

= | o

Import Add
Name Description valid from | Valid to Type Private key s

3. BESN. HRETRSATHEE,

Import
You can import certificates or keystores used by PKI components. You can import several certificates,

but you can only have one certificate active at a time.

Import Keystore il
Keystore type PRCS#12 >
Use as Server ax
Keystore file™ i it Browse
Password™ SEABEBEBRISRIBENS
Description

FEEUTIRE:

o SN EIIRD, BEERE.

o TIAERE: 7EYIRD, Bd PKCS#12,

o BfE: EVIRD, BERSSR.

o WIAEXM: BERE, ARSME P12 IS,
o TS BARAERE.
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o WA (FIik) BNIEBRINEA.
4. BESN

1% & Android Enterprise RS2 E

1. 7£ XenMobile #HIad, BHEHaE LANERER. KR REERNHE,

2. ERSEEE T4, & Android Enterprise. IthEHi§ SR Android Enterprise TimE.

Legacy Android for Work v

Provide Android for Work configuration parameters.

Domain Name

Domain Admin Account
Service Account ID
Client ID

Enable Android for Work

REUTRE, ARREHRE.

o HZ: BNER Android Enterprise 8%, 130 domain.com,

HEERKF: BACHHERRNAFE, §l30, AT Google FF& ARITTF I FHEEIKF,

BRSStK A 1D SBNERIBRSS MK 1D, 5140, Google ARSS i P FhRBXAY R FHR 4+ (serviceaccountemad L@XX X XXX X
.iam.gserviceaccount.com).

ZPFim ID: BAER Google RStk HEFZEFim 1D,

5 Android Enterprise: &Z2EA:EA Android Enterprise,

BREETF SAML 2S5 F
1. &% XenMobile 15418,
2. BEIEHAEE ANERENR. EEREERHE,

3. BHIES, MR RIERRE.
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Certificates
You must restart XenMobile on all nodes to commit and activate your changes to the SSL and Android for Work SAML certificates. To restart XenMobile, use the
hypervisor console or command-line window.

U B B S I
Import Add Detail Export
Name Description Valid from  Valid to Type Private key |
XMS.example.com Self 2015-09-14 2025-09-11 SAML v

Signed/Generated

4. FEIEBFIRF, BdF SAMLIEHR.
5. BESHHRERREFIENITEN.

6. EAEM Android Enterprise B REIEE R Google BIEIIF, BXITFRIAFIRNIE, iE58H Google B
BIF.

7. B Security (22),

Google Q Search for users, grou

- 8 ~ - o =

Users Company profile Reports Security Support Billing
Add, rename, and Update information Track usage of services Manage security Talk with our support View charges and
manage users about your company features team manage licenses

8. 7f Security (£%) T/, #i Set up single sign-on (SSO) (§BE&SEF (SS0)), AEREUTIRE.
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~ Set up single sign-on (SSO)

users sign in for one web applicatien, and are automatically signed in for all other Google web apps. For desktop a
POP access to Gmail), users must sign in directly with the username and password set up via the Admin consale.

Setup S50 with third party identity provider
To setup third party as your identity provider, please provide the information below. @

Sign-in page URL https://example.com/aw/saml/signin

system and Google Apps

URL for signing in to yo
Sign-out page URL https://example.com/aw/saml/signout

URL for redirecting users to when 1t

sign out
Change password URL https://example.com/aw/saml/changepassword

fet users change their password in your system; when defined here,

Verification certificate CHOOSE FILE

n-in requests, e

The certificate file must contain the public key for Google to ver

[] Use a domain specific issuer 7]

Network masks

SAML-based Single Sign-On allows you to authenticate accounts for web based applications (like Gmail or Calendar). With S50,

shown even when Sing

DISCARD CHANGES SAVE CHANGES

+ Sign-in page URL (BR7@E URL) : BARFEREMNRLM Google Apps E/AH URL, #in:

https://<Xenmobile-FQDN>/aw/saml/signin,

 Sign out page URL CGE#mm URL) : BABFPEHENMEBEM URL, FM: https://<

Xenmobile-FQDN>/aw/saml/signout.

+ Change password URL (24%#3 URL): A\ URL UAFRAFERERFARNEZR, FlI: https
://<Xenmobile-FQDN>/aw/saml/changepassword. MIREX TIFE, BFIEEIIIE

T, BN SSO AT AR Eantt.

« Verification certificate (Z2iEiE$): #d CHOOSE FILE (GEiFxtft), SAESMEIM XenMobile

SHAY SAML IEH.

9. B SAVE CHANGES ((REEN).

1% & Android Enterprise & &5

REBEITIERE, UWERFREERIMNOIERILE LOEEITH.
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Passcode Policy Passcode Polic *
This policy creates a pa i 1 the nd
formatting r passcode rules, such as the g
1 Policy Info
Passcode Required @
2 Platforms
Passcode requirements
(] Minimum length 6 -
(] Biometric recognition
o Required characters No restriction -
Advanced rules
Android for Wi
| @ Android for Work Passcode security
=, Lock device after (minutes of inactivity) (0-999) None =
(] Passcode expiration in days (1-730) 0
Previous passwords saved (0-50) 0 @
Maximum failed sign-on attempts Not defined - @
» Deployment Rules

BREEAIRERBNELSRUT,
1. &% XenMobile =&,
2. BERE, ARRHIRERK,
3. BERM, ABERNFREFEREFERMAER, FHREIF, BREBETHE.
4. SERUIRBR(E B DIMH,
5. % Android Enterprise HE & HERIZE,
6. RERIEIBCRIAIE,

it E Android Enterprise tkFigE

HHE XenMobile #1i& & Android Enterprise Sk A58, A REFARERIGE LM Android M BRI,
B, 1E7E Google L52pk Android Enterprise i€ BESLUSBIHEE R, HIREARSH 1D FI4E<ShE,

1. 7£ XenMobile Web iz#|&7, #HA EANERER. LIEE RGBT,

2. ERSET A, & Android Enterprise, ItbEi5 2R Android Enterprise BtE T E,
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Legacy Android for Work v

Provide Android for Work configuration parameters.

Domain Name

Domain Admin Account
Service Account ID
Client ID

Enable Android for Work

1. 7= Android Enterprise TiH L, BB TIRE:

o A BAEE,

o WEERKS: BAGHHBERAF S,

« RSP ID: BAEH Google RS 1D,

« P ID: BAEH Google BRSES A H9%E % 1D,

+ =M Android Enterprise: %% 2% /S Android Enterprise,

2. BERE

77 XenMobile i&E Google Workspace & E{k iR R
Chrome WE Lin S BEINEEER Google &1E ¥ API £ XenMobile 5&1 Google Workspace i3z [ali#17:&
Zo f5lg0, XenMobile ER3E R FEAFRERNE Chrome THEERIR & RIS AP,

EZBAERE API, 3E57E XenMobile =5l &g BER Google Workspace i, SAGFEEE Google Workspace
1.9

7£ XenMobile % E Google Workspace (LIFi#i7 G Suite) i3
E2iF XenMobile £ Google Workspace @5 AP| #1TiE(s, EREIRE > Google Chrome ELEHEE
®E.

+ G Suite i3: #£% XenMobile FrF&# API #9 Google Workspace 1.

« G Suite EERAMKA: G Suite IHHBEERMK,

+ G Suite EF i ID: Citrix WEF % ID. EFERALLERER Google Workspace IHEE & EIN IR R,
+ G Suite 2\l ID: EHKFMNEF I ID, MER Google dikikF1EE,

BERAXER Google Workspace 13/ H9i& &M A P W& TR LIS AR

1. &% Google EE#zHlE&: https://admin.google.com
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2. #i Device Management (R&EIE).

PO 1 o g T L I AT Ty T B e Ty

5. 1% Chrome Management - Partner Access (Chrome EI& - SFKEIFIANIR) o
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= Googe Admin @

R S SRR ) ] et R R e
Fl e e e e

Earear Javem
[Ey— [ b e Mg P v

CECEEG R

6. 3% Enable Chrome Management - Partner Access (5 Chrome B2 - S{EEIBITNIR) Sik
HEo

7. AREERARERASHEARFHRENR, 2HRT.

8. £ Chrome EEREY, # Device Settings (8%i&E),

L el

9. #% Chrome Management - Partner Access (Chrome &2 - /B EHIINIER) o
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- Gocgle Admin 0, [ ] =
e -
e - rp e e =T e
s g
g
o s o s vy e e
o g e i e b s i el T e ey T T et pd el S S
iy e bt P Fon g g p——

¥y agamae e dncast W

P A vt v M T A e

10. 3% Enable Chrome Management - Partner Access (E/ Chrome B - S{EEIBITNIR) Sik
HEo

11. AREEBRAFERAAEUEIFRNIR, REHFRRF.
12. ¥%ZE Security (Z£) 7|, A% E Advanced Settings (FRIZE).

B l;:-n:-:-_;lt B, a

Bl gl g e LT

Mgy |t poeandn B bttt

~ hdvarcad dltifgs

= Y
i P W A R W R BT B AR B n e e

13. #i Manage API client Access (ZIE APl EF s .

14. £ XenMobile &&#l& %, %EIRE > Google Chrome A& H £ %I Google Workspace E i ID HI{E,
%Xf5, 1E[E%] Manage API client Access (12 API 2R ik5E) EMIGEFIMERENEE Client Name
(BRIHAM) FEF,

15. 7£ One or More APl Scopes (— 1% APISEE) &, #i0 URL: httpss://www.googleapis.

com/auth/chromedevicemanagementapi
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Wity P Gl pDri e
I e wam ] e T — - -
ety o i Pt il Lrw e
B L T vy A ey e g e e Do o —
[ mgma g i oo A Sy
e L —urm s i mgmETy W A s
i, oo sargm e VS I e A T R R Tl T
PEHTH I TR by

16. #F Authorize (1E#),

LB 2E S “Your settings have been saved” (BREENIZE).

Allow USB restricted mode m @

Force delayed software m @

updates

Enforced software update 30 ®
delay (days)

Force classroom request OFF @
permission to leave classes

;i1 Android Enterprise &%

MREMREIMIRERBFAANBFBHAR ID, EIHRAIUAT R XenMobile Server BEENRAF £ 48
# (UPN) 2 SAM kP ZFRRIEZRAF,

MR XenMobile Server B2&f3z UPN 2ZHAF, BPRXTEUTEEN UPN:
s AFRE @3
WM& XenMobile Server B2 & 3% SAM #ZBF, BRXIURUTERZ—1A\ SAM:

s AFZ @3
- B\ARE

BHRENEH XenMobile Server EBEBRMEF Z R, BT TIRE:
1. £ XenMobile Server #ZHlas, BHA EANKNRELN. KNS RIGETHE,
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2. 5& LDAP LIZEE LDAP EEMECE.
3. ERETNHEKBHNLE, EEAFPERKIETR:

« 1RiIGE N userPrincipalName, XenMobile Server $§i&E 7% UPN %,
o MRIZEHN sAMAccountName, XenMobile Server & & 1% SAM %,

EXGH3EA Android Enterprise i
A LUfERA XenMobile Server =4 &%0 XenMobile Tools BG# A Android Enterprise ik,

HITIHES R, XenMobile Server $§4TH XenMobile Tools B#HE O, FFIaZ i, iEHR XenMobile Server
ENEEERNNESPITABHEN, FEXEE (Bl Google Chrome) EREFMHE A IEThEEHIE
XenMobile 5 s aytthhitFRin 258 H & OBELE A TR,

KA.
=

i

H

BGHEM G, @i EEMANI&E 89 Android Enterprise MBREFRBEBEIHIRINRS, XEGERER
H Google #£&E, MNRF#H—F#HITEE, £ Android Enterprise Al hEFEMX IR E A RER RS LU
BThBE,

EGH A Android Enterprise /5.

o EEEWEMEIGEFMAA 2% Android Enterprise ZBEEFEBEIHBINRE. UFIN A/ “Android
Enterprise RABIEFPR” #1 “Android Enterprise R BIZRFRE” HEABHE Ko

o BEERIEREIZER XenMobile 318, 187 Google BRKIEE. TERMETMAFHI Android Enterprise
R AR, TiEMAMEM “Android Enterprise A EFAR” 5t “Android Enterprise [z 2 RHEI” 5%
BEo {MAART LU EABSREE (g0 “it&0”. “Z2637 A0 “FR&I”) R FXLRE.

o INRZA7E Android Enterprise #iEfh& %, XLEI&EREMA Android i&&, Ik Android Enterprise
®&o

EEGHEM Android Enterprise ik, 3EHRITUATIRME:
1. 7£ XenMobile z#l&9, BEH LANERER. LEEERIEERE,
2. £ “RE” M@ L, %% Android Enterprise,

3. BEmEREL,

Android for Work

Andraid for Work To set up Android for Work for your company, you need to bind XenMobile as your enterprise mobile management (EMM) provider through Google Play.

Enterprise ID Name Created Time

LC01e0a050 AFW enterprise 1/8/18 2:26:18 pm

Enable Android for Work
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4. FEE—ER. EERT TP RNEELEDA 8T

RRECH IR, RSB EEUEEM.

Settings > Android fo

Android for Work

LC01e0ao050 AFW enterprise 1/8/1

Showing1-1of litems  Items perpage:| 10+

Enable Android for Work ()

Android for Work To set up Android for Work for your company, you need to bind XenMabile as your enterprise mobile management (EMM) provider through Google Play.

Enterprise ID Name Created Time

822618 pm

ord then press Unenroll to initiate the process to remove the enterprise. \

Specify a pa
Please disab!

popup blockers as this step requires opening XenMobile Tool tab
New password:

Confirm password:

m cancel

u will need to provide this password in the next step.

5. “XenMobile Tools” WETHE, EMAEE L—FBHAEIRHZD,

All Management Tools > Android fo

to continue un
process

d must be least 4

Unenroll Android Enterprise

6. BEEUEEM.
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Unenroll Android Enterprise

7£ Android Enterprise H#iftse 2t &g &

[AEATPABENRERIURERT Android Enterprise WRE£IEERE. ERSAERE L, BMEE (MFRUE
TREEEXH) HABRALRES, TeRER&FHRANTIEEERSE.

XenMobile XL REREFERUTEMAE:

+ afw#xenmobile: MNRFEALEMSE, APEIREIGENGMATR afwi#xenmobile, L HFIE&ET
IRAE# XenMobile #£&3# T# Secure Hub,

* QR F3: QR RIBTEERTACFZHF NFC I HNIZETI (FIMITAREM) EESR. AIUEEREH
BTG E LA QR RiEEMAE. QR RiZFEMAEEIIHIEERNSFHN QR KB RIEEHRERS
REKRE.

o E3iBfs (NFC) iiiE: SUEEEBEREIRBRIYIIG& L6ER NFC RiEEM 575, NFC RifE@EERm
&EZIEMERIABEREHHE, BF. Wi-Fi IEMBERAERS M IEBNEE LA TFEARS. NFC
RURE TS A LSRR —BE L

afwi#xenmobile

LEEM A AEIT NS HMEH MR BEMNIE S UEHITINRRERFER. RARTHEA Google tkFBS, AP
afw#xenmobile, IHREE TFEHFHZE Secure Hub, AP REEIEEE Secure Hub i B TETI2ME, REM

UK N
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HFARSHER, BiERILEMAZE, BAZM Google Play MAREE T H&EHMiAH Secure Hub, S5EHEhH
FERR, ERBRMHEM XenMobile Server T## Secure Hub,

MR
« #5517 Android 5.0 RREREKIAFTE Android g% HE %,

QR 55

Z6EA QR RBEIRERIUEMLE, HBEEIE— JSON #H#iz JSON #i%h QR RE3RER QR K8, #EMA
REMBENEE QR KIBLUEMIE &,

WEFM:
« 7£izf7 Android 7.0 REBRAHFTE Android && E¥E R

M JSON ¢ QR 13
AU TFEEMN JSON,
T Y AT
#: android.app.extra.PROVISIONING_DEVICE_ADMIN_COMPONENT_NAME
f&: com.zenprise/com.zenprise.configuration.AdminFunction
#: android.app.extra.PROVISIONING_DEVICE_ADMIN_SIGNATURE_CHECKSUM
f&: gn70ZUtheu3JBAinzZRrrjCQv6LOO06LI10jcxT3-yKM
##: android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION
f&: https://path/to/securehub.apk
AR

NS Secure Hub £ # 3 Citrix XenMobile Server fE R W AR, ME UM https://<fqd
>:4443 /xinstanceNamex /worxhome.apk FT#HizMN A ERF. Secure Hub APK B2 % BE 58T )
BEECHAENERZ RN Wi-Fi EZ#TIA R,

Xa >

LU FEEETE:

« android.app.extra.PROVISIONING_LOCALE: #AE=HER/HX R,
BEREAEERNMNEEZZMN ISOBESNAE (Flwen), wW1S0 639-1 AEN. BR/MXABAEEH MK
58 1SO BXR/MX AR (FUS), IS0 3166-1 FiEX. B, EimA en_US ®RREEEFHAE
B

+ android.app.extra.PROVISIONING_TIME_ZONE: i&#&iEfTRIFRERIATX,

EWMAXE/ M ERH Olson &#F. 130, America/Los_Angeles RRAF#E3iEl, MRKRHN, WIGEED
ERIX,
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« android.app.extra.PROVISIONING_LOCAL_TIME: M Epoch FFia&idpordial (Zf),

Unix epoch (gt Unix BYial. POSIX B$iElag Unix BYiE)&) @M 1970F 18180 (5%, UTC/GMT) 7
SRETMT L, ZETEIREEET (£SO 8601 #4: 1970-01-01T00:00:00Z),

« android.app.extra.PROVISIONING_SKIP_ENCRYPTION: i&EH true EEERE X462 E BT
&, &E A false GERE X OIZHAERHI N,

AR JSON 41T

{
"android.app.extra.PROVISIONING DEVICE ADMIN COMPONENT NAME": "com.zenprise/com.zenprise.configuration. Adm:.nFunct;Lcm
"android.app.extra.PROVISIONING DEVICE ADMIN_ SIGNATURE_( CHECKSUM
"android.app.extra.PROVISIONING DEVICE ADMIN_PACKAGE DOWNLOAD LOCATION "https://www.example.com/securehub. a.pk
"android.app.extra.PROVISIONING LOCALE": "en US"
"android.app.extra.PROVISIONING TIME_. ZONE Amer:.::a/Los_Angeles“,
"android.app.extra.PROVISIONING LOCAL_’ TIME 1507352861?73,
"android.app.extra.PROVISIONING SKIP ENCRYPTION false

fERAEE JSON IET R (g0 https://jsonlint.com) eI JSON, REEREEEN QR RIBEMSE (f
@0 https://goqgr.me) iz JSON FRF LN QR K3,

mERMSERNREFEELL QR ABUETFEEREER T EMEE.

MRS
ZRREIMATERERE, ZRELIVTFEMELRERT.
1. ERERE ERRZER/ B QR KB RE,
2. RGN, &EED Wi-Fi. QR (JSON 4583) # Secure Hub By FHIE R LUET I Wi-Fi B AR,
SERINEEET Wi-Fi /5, M Google T&E—1 QR RIBiREXEEH BEhRG k.
3. BEGIE QR KRBT HIZARD,

Android M QR RIBHM T &I B T& Secure Hub, WIFSRIEBME R, L& Secure Hub HKHISE
MG EFEE.

BEXEHES, HSEEA Android EMM & A R 9 Google 57 : https://developers.google.com/
android/work/prov-devices#qr_code_method.

NFC fitiz

ZEANFCRENREEEIMATLRERS, FEFMRE. —TEMELHMREMNRE, UR—DETT
XenMobile Provisioning Tool #9i&#%.

WA

« 755217 Android 5.0. Android 5.1. Android 6.0 XE=kRARFIE Android i&& 195 %%,

+ 3 Android Enterprise iEA# XenMobile Server 10.4,

o FNEREHTIRBERIEE, 9 Android Enterprise it h e EIRE. AIUESXPELERILNESEMEF
Egﬂ}giﬁo
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« S—M&EAE NFC 1088, izfTEEEM Provisioning Tool, Provisioning Tool #£ Secure Hub 10.4 5§
Citrix FETIE LR,

EMEE REEERE— Android Enterprise BEREXfF, @l BshMERE (EMM) EARFERE, 7£ XenMobile
#, Secure Hub 3 EMM M ABEF. NAUESMEE LRE— MEEXH. ZRXFMNEZN EMM MAEFIERBR
E£— EMM RAER,

i®d NFC iR imiie
ECIRE H I BAISEFEEET NFC RifERIX T HIE LUK Android Enterprise:

o BERIREFIEL (FEILTAFIFN Secure Hub) B EMM 2N BEFHNEE T,

o RETLUMPTE EMM RHEFNBERFM Intranet/Internet i1E,

o ATRIETFTHIETRINN EMM RIEIEFNBEFHN SHAL 185,

o Wi-Fi E2#AE8, UEMEHEENISEMESERNTEH EMM REEFNARF, 2 Android 7
FEFFELUSBHRER 802.1x Wi-Fio

o IREMNX (A%),.

o IGEIHIBME (Fi%).

REFEFMZERS, B8 Provisioning Tool BB A X BIEH T IRBIIEE. ZIUEHERT THERBEIERILE
B9 Secure Hub, NRFKWANRNXFMMERE, Android BEHIEE L BHEEE,

f2& XenMobile Provisioning Tool

1T NFC it E> /i, AEZE Provisioning Tool, ItEEER/ETE NFC i@ EREIME RIS BERIRE.
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Secure Hub

NFC Provisioning

Timezone

FILUBEERRARIMAF R, HEBEIXAXXFHITER,. T—MIEFNSBENETUOFNEREXEXE, HEES
BIMFERERA. BNGE, ZNARFEFAMREES, Hit, ERRRELIR— M NAXHUREZESHIGRER,

ERAXAX A E Provisioning Tool

¥ tFang 7 nfecprovisioning.txt FHIEEHKBEEIRER SD £y /sdcard/ XHETF. %R RIEFRER LIRS
IXHFHIERE,

XA RE S AT R

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION=<

download_location>

478 EMM 1R{tEFRARFH Intranet/Internet (1B, MEHMIREMNIGEEHTT NFC REEEEZED Wi-Fi 2
&, ZgEBFTERAEL U EA BE#HIT T H. & URL IEM URL, FHREHHER.

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_CHECKSUM=<SHA1l hash>
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172 EMM RHEEF N AREFHIREM, REMATIEIETHEEMM. AXFEENABNE T REREMES
B

android.app.extra.PROVISIONING_WIFI_SSID=<wifi ssid>

Ltb#72i517 Provisioning Tool #9i& &M B ¥E# Wi-Fi SSID.
android.app.extra.PROVISIONING_WIFI_SECURITY_TYPE=<wifi security type>
THRBVEN WEP 1 WPA2, 1R Wi-Fi RZFRIP, LWFENREE,
android.app.extra.PROVISIONING_WIFI_PASSWORD=<wifi password>

R Wi-Fi K2R, IWFERMMEBT,
android.app.extra.PROVISIONING_LOCALE=<1locale>

RNESMNER/MMXAE, B5RBAEERNMNEFEHN ISOBSAREG (Flwen), 0150 639-1 FAEX. EXR/H
XRBABEFRNASTFEHN ISO ER/MX A (Fign US), a1SO 3166-1 FREX. Fli0, ERAN en_US RRE
EEFTHREE, WRKRANEFRE, N2EHERER/MRAES.

android.app.extra.PROVISIONING_TIME_ZONE=<timezone>

REIBTIFIEM AT, BRAXIE/ (BRI Olson &5, g0, America/Los_Angeles RxAF#0tal, NR
FEARR, WEBHERRK,

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_NAME=<package name>
TEEHIE, FAE Secure Hub #WERIEEINBIEFT, EAXTREENENRENT RIFTEM,
MREEELEA WPA2 RiP8 Wi-Fi, 5TEH nfcprovisioning.txt X EIREIN FFrR:

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION=https

¢/ /www.somepublicurlhere.com/path/to/securehub.apk

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_CHECKSUM=ga50TwdCmfdJI72LGRFkke4Cr|
\u003d

android.app.extra.PROVISIONING_WIFI_SSID=Protected_WiFi_Name
android.app.extra.PROVISIONING_WIFI_SECURITY_TYPE=WPA2
android.app.extra.PROVISIONING_WIFI_PASSWORD=wifiPasswordHere
android.app.extra.PROVISIONING_LOCALE=en_US
android.app.extra.PROVISIONING_TIME_ZONE=America/Los_Angeles
WMREERZHEIPH Wi-Fi, 5828 nfcprovisioning.txt SXHRTEEM TR

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION=https

://www.somepublicurlhere.com/path/to/securehub.apk

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_CHECKSUM=ga50TwdCmfdJ72LGRFkke4Crl
\u003d
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android.app.extra.PROVISIONING_WIFI_SSID=Unprotected_WiFi_Name
android.app.extra.PROVISIONING_LOCALE=en_US

android.app.extra.PROVISIONING_TIME_ZONE=America/Los_Angeles

FXEY Secure Hub #3070
EREMERRZARFRRIEHN, BRINZEARFEAEINBRER,
1. 7£ XenMobile ##lah, RERE > NARER, RERHHR.
WA R RA I BRSO,
2. gaEdl,
B B AR = B T E.
3. ERUTEEHREET 5,

ItbE% &= Android Enterprise 1\ W B2 TTH.

Enterprise App Information N

Mame l Secure Home

Descriptior

1 App Information

4. 1Rift.apk MR, ARBHT—HULEXH,
EHEME, AARET EHRHERFARER,
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Enterprise Android for Work Enterprise App "

1 App Information

2 Platform

» Deployment Rules

» Worx Store Configuration

5. BFTFT—¥LUTHTEH JSON XHMmmE, e UEzRE+ LS Google Play, 34F Secure Hub, R
FE LHZ Google Play, BFE JSON X7 BE MAIREX SHAL (&,
ARy JSON X!
6. £#%l file_shal_base64 {E#1f Provisioning Tool ®2#9 Hash (15%) FEH{ER.
AR
ZREXNNZE URL Z2B%E.

o BEA + FSEIRA -
o BEMA [ SN _
 ¥%ER \u003d Zigy =

MREERFEEMHEILZEN SD £LEK nfcprovisioning.txt <, ZNBREFERTRERKR, B2, W
RIAEFHRNERE, BRAFHRER URL L2,

fEFRRE
Provisioning Tool fEE RS EALUTE:

+ Google &f& Apache License 2.0 {21£#) v7 appcompat . Design Support Library L v7 Palette
=

BXEER, 581 Support Library Features Guide (Zi3EINAEIER).

+ Jake Wharton &f& Apache License 2.0 #2189 Butter Knife

7£ Android Enterprise H¥ift TFECE XHi&&E

#£ Android Enterprise R TFREEX & L, BREMAMTIRE LW EUKIFS M AXIE, Flw, BYOD i&
BRI URIEREXHIE®E, TIFEEXHFIZEENEMARS XenMobile 89 Android JEMAIREM. FBFEM
Google Play T# Secure Hub it HEig#&.
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BINMERT, MREMEEE Android Enterprise FiEM A TRECEXHI&%E, USB BRMARFRIZEEZILE
ERRTRERARS.

e

7£ Android Enterprise g &M TIERRE XIS ER, FHBLEE Google Play, EiZMARES, 2
¥ Secure Hub EAF BN ABRE X ETo

i0oS

January 5, 2022

E7f XenMobile Server &R i0S &%, HIRE Apple 2489 Apple #X@5MRSS (APNs) iE$H. BXEE, 18
2% APNs iE+,

AMEEXHHE I0S REREE MDM+MAM X FAM, HHH AP AEFRE MDM #YiEI, XenMobile
Server ZHixtbF MDM+MAM R=89 i0S iR E AU THMHRIERE, EXER, BSRIEHBHSHKIETHXE,

. 15
o IR

o BFIRIER

o BPIRIERNE

i0S 13 A AfSIERHIEK:

Apple 3¢ TLS BRSEBIEBEMNER, WIEFMHIEREA S Apple WIER, 517 Apple HiRY https:
//support.apple.com/en-us/HT210176, BEXxEERIFBAHEHZEEE), ESHEE XenMobile Server #1
IEH.

BXRZFHHRERE, BRSNS RIFRAS,

i0S 14 %A

XenMobile Server # Citrix # N RIEFS i0S 14 %7, EERIAZIEFHRM i0S 14 1h8E,
JHFZEEMNIOS 8%, EBREZTLUSHEFRIEE 90 X, EEAT i0S 89 “IRHl” E&HEKT , BERAUTIRE:

o SRHERITIERAYER ¢ R
o BHERITRRHERTER

FZRI0S &E, XEREFERTHAIMERNRELEE (£ MDM) EXTRYILE.

RITRIFATRESH Apple £H13

FHit Apple ENMBHBTRHTFRES, LUHAEF I0S. macOS #1 Apple App Store MIEEin T, FELIEXLEFN B ATAE
REMUTHRNRE, EMMERRME: 10S, i0S ZAERF. MDM EUKRISEMNARF M. EXEHAEE,
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https://docs.citrix.com/zh-cn/xenmobile/server/authentication/apns.html
https://docs.citrix.com/zh-cn/xenmobile/server/authentication.html
https://support.apple.com/en-us/HT210176
https://support.apple.com/en-us/HT210176
https://docs.citrix.com/zh-cn/xenmobile/server/authentication.html#uploading-certificates-in-xenmobile
https://docs.citrix.com/zh-cn/xenmobile/server/authentication.html#uploading-certificates-in-xenmobile
https://docs.citrix.com/zh-cn/xenmobile/server/system-requirements/supported-device-platforms.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/restrictions-policy.html#ios-settings
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E#17 https://support.apple.com/en-us/HT201999,

SEREM TS &
AIATEEMECE X HHIEENAERE i0S 8%, FJLUAFREIMAFEM MDM,
EHI0S BEEEIMSE, BHIIERE > FMEEH >i0S,

Enrollment Profile Enroliment Configuration
Specify device management settings for this enrollment profile
1 Enrollment Info Device management @
Management @ Device enrollment (@
2 Platforms Do not manage devices (@
Android Application management @

- Citrix MAM [
L oS | on @)C

3 Assignment (optional) User consent
Allow users to decline device m @
management
T&RFIET XenMobile Server 2 i0S & & M EM A E:
7k X
Apple ZEitx1 =
Apple REH S EE =
Apple Configurator Z
Foniim =
AR =

Apple HIE T @R LMBEEKS IIEETMITR. WFFEUkr, BEE “Apple HEIHRI” FEMAsEER Apple
R&EEMITRITE XenMobile Server #iFMAIEEI&E, ZitkIERE i0OS #1 macOS &%, E&RET Apple ZE
ITHIERE IR &

SHFHEWF, BEE— Apple REBSEEMHF . Apple REASEBES— T HEIHIMMEME, Apple &
EH S EENER AHE Apple BERE, ESIHS Apple HBEIEEAESEM.

BILAEEA Apple BRE TRt &1 I0S 1 macOS &&. FIUEEM Apple. B51H1IH Apple BREHBEHEE
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https://support.apple.com/en-us/HT201999
https://docs.citrix.com/zh-cn/xenmobile/server/provision-devices/apple-deployment-program.html
https://docs.citrix.com/zh-cn/xenmobile/server/provision-devices/apple-deployment-program.html
https://docs.citrix.com/zh-cn/xenmobile/server/provision-devices/integrate-with-apple-education.html
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A E XL, TICEETEEM Apple X i0S 1&#%&, #aLUER Apple Configurator SEAXLERE, 158
EApple & &RIHEEE M

Fhm i0S &%
MRBFHAM I0S ®E BFIUAFNRER), BREBUTTEH#ITERE.

1. 72 XenMobile Server izHlah, BHEE > 8&, HPERRIZENHE,

Devices

Devices
Status Mode User name Device platform Operating system version
EBEROE Android 502
O] 2s] <] ios 841

2. BERMN. IR RARINKERE.

Devices

Add Device x

select Platform

Serial Number

3. BEMUTIRE:

o ERTE: 2FHI0S,
« FHIS: BAREFIIS

4. BERM. REKAMEFFETIRERNIIRKS. EEEHWIAKEFAGEE, FRITUTERE EFEEHRM
g%, ARTERTHRES, BEHKE.

AR

BEHREMNREZNNEREN, ENXBEREREVNRLAET. ATUBRIZFIRPNENTIR UELTIER
AN Erkms s,

« EEcE LDAP
o MREARMATAMAF:
- — B AA,
- DEAEHARN AR,
- RS AHANERE,
« SNERMEA Active Directory:

- X3485 Active Directory 4H#EXEX,
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Device details | iPad

General
Identifiers

Serial Number
IMEI/MEID  NONE
Activesync 1D
WiFi MAC Address  2C:1F:23:28:C1:22
Bluetooth MAC Address  2C:1F232B:.C1115

Device Ownership Corporate

BYOD
Security
Strong ID
Full Wipe of Device  No device wipe

Selective Wipe of Device  No devics

5. BANEYIHIRERRE, flM, FHISHTaRENHEMER. WTFREMEN, &

#EE Q55 BYOD,

EMNEETIHTIRER2EM, fId, 38 ID. BERE. BENEIMTaLXENEMER. TEERREF

EREERFH PIN i3, BifxigERE, BRATMANEZNE. RAPTIETZME, SR UELRLAER,

6. BMTIEYIH T XenMobile Server ZEFEHIRE RS, IRETTAFRIEENAEXGHEEHEE
RERML. BERMBY, BRERM, ARMIIRPEE—FEE. XS MEENERE, 5% PDFRERE

MHRHE
MBS, ERVBETERITIZEBENENTE. BET—F, ARRERENERE, BERKERERER
F&RHp,

ERRBENBEYE, FRESEEEVIRLES, ARRHAEMM X. XenMobile Server &7 BRI R,

7. HRNREFAEEHHEERENHERES.

BFRE%: EF-AFRBAC e, AiREM. HEWEKAMES. FTUMNLREEREHEK,,
BNECHRE: ERENERKBNKE, SFEHNE. HEMKMNRIRNE, RHUES M RIEHRIEATR.
KEM EXEEES.

MAiEF. EREt—MERNERE. BEMAMNNAREFHELRE, RENBREFRBM. RIRF. £
BMHEMER. X I0S M macOS ER % (5170 HasUpdateAvailable) #93iB8, E&RAZ 5%
FEE (MDM) i

ik BERE—NERENERE. EEMRMHREFNELRE,

1#F. BTREME. HEMKWIRFHME. RIE -1 EZ0RIFERMMETE,

RAH: B, BEEMANORGARE, WTFE HE, RENHNAIMEBERE, &EFE—1
RMBUBEBELFMES, SRS, RIEUSBESAF.

i0OS BEBX M. BRE—1IOSEBEXHES, GESM. XE. ARMHEA,

i0S MECACEX | BRI RFERREEXHES, F50 UUID. SHiEEIURIEE RS,
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https://docs.citrix.com/en-us/xenmobile/server/downloads/device-property-names-and-values.pdf
https://docs.citrix.com/en-us/xenmobile/server/downloads/device-property-names-and-values.pdf
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o B BTRAXER. EIHIERRERHFHIERER, FlW, XKE. REHER. MLE. F7IS. dHZE

BIRI R K IR

o B ERE-NERRSHIRE—MERRS. RESMERNAR S, AME ZRINIIEN LIRS

IR 8],

« MDM X%&: E/R MDMRZS. EXRHEEEE LR ERISEEENEEFER.

ACE i0S 18 %Eg

fEAXLERIEAIAE XenMobile Server 55517 i0S W& EA X, FTRIETERT i0S REMFEIRE R,

AirPlay i AirPrint APN
IVAZEEESE AN MAEFRENE NAREFEE
Az e RS R 2 P& e
[ FfE RN R [ FAfE AN B (CalDav)
FHMLE BXZR A (CardDAV) ERIRMERAEN
i RERR HBICE
Exchange FIE TREGR
S\ i0S #1 macOS EE LDAP (A=
R REE MDM 3£
HAER BT PARSR
FEEXHRIER FABCRCE X 1 B FRECAC & X 4
R PR Bk
SCEP HAM iPad - RAEEAFH HA® iPad - BITHS BT IRER
SSO kP ik =hapial:s=15]
SRR VPN BEAE
Web m&SIEaE Web 5338 WiFi

AR I0S 8%

EEBORBNBAFPWEE I0S &% (12.2 HESIRE) EME XenMobile Server, X i0S IMHVEMES, &

FTH LA AR50 -
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https://docs.citrix.com/zh-cn/xenmobile/server/policies/airplay-mirroring-ios-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/airprint-ios-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/apn-policy.html#ios-settings
https://docs.citrix.com/zh-cn/xenmobile/server/policies/app-access-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/app-attributes-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/app-configuration-policy.html#ios-settings
https://docs.citrix.com/zh-cn/xenmobile/server/policies/app-inventory-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/app-lock-policy.html#ios-settings
https://docs.citrix.com/zh-cn/xenmobile/server/policies/app-network-usage-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/app-uninstall-policy.html#ios-settings
https://docs.citrix.com/zh-cn/xenmobile/server/policies/apps-notifications-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/calendar-caldav-ios-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/cellular-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/contacts-carddav-ios-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/control-os-updates.html#ios-settings
https://docs.citrix.com/zh-cn/xenmobile/server/policies/credentials-policy.html#ios-settings
https://docs.citrix.com/zh-cn/xenmobile/server/policies/device-name-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/education-configuration-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/exchange-policy.html#ios-settings
https://docs.citrix.com/zh-cn/xenmobile/server/policies/font-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/home-screen-layout-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/import-ios-mac-os-x-profile-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/ldap-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/location-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/mail-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/managed-domains-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/mdm-options-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/organization-info-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/passcode-policy.html#ios-settings
https://docs.citrix.com/zh-cn/xenmobile/server/policies/personal-hotspot-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/profile-removal-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/provisioning-profile-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/provisioning-profile-removal-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/proxy-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/restrictions-policy.html#ios-settings
https://docs.citrix.com/zh-cn/xenmobile/server/policies/roaming-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/scep-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/provision-devices/integrate-with-apple-education.html#configure-shared-ipads
https://docs.citrix.com/zh-cn/xenmobile/server/provision-devices/integrate-with-apple-education.html#configure-shared-ipads
https://docs.citrix.com/zh-cn/xenmobile/server/policies/sso-account-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/store-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/subscribed-calendars-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/terms-and-conditions-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/vpn-policy.html#ios-settings
https://docs.citrix.com/zh-cn/xenmobile/server/policies/wallpaper-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/web-content-filter-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/webclip-policy.html
https://docs.citrix.com/zh-cn/xenmobile/server/policies/wifi-policy.html#ios-settings
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Enroll using Secure Hub

=

7£10S i&& £5#%3 Apple B, T Citrix Secure Hub M ABERF, ABRIRZNAREF.
LRAFIRRLTENAERN, BRT—F, RAEEKRLE,

=%k Secure Hub 5, BT,

MANERIEIER, 5130 XenMobile Server RS2 &#R. AP EAZHR (UPN) St FlptHtht, AfF, 8
%,

> wnN e

© 1999-2021 Citrix Systems, Inc. All rights reserved. 448
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citri | Secure Hub

Please enter the credentials provided by your

organization. (&)
o]
J U

Privacy Palicy

citrix. | Secure Hub

Please enter the credentials provided by your
organization.

Back

Privacy Policy

As requirec

collecte:

share any data
W third parties for any

5. BRRE, EMLUEM i0S i&#&.
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ciltrix | Secure Hub

Please enter the credentials provided by your
organization. (i)

i

Enroll Your iPhone

Enrolling secures your iPhone and your work
apps. Do you want to enroll your device?

A -
AS ata

col iny
Yes, Enroll

6. LB E2R XenMobile Server ISrIIEY IR, i Next (F—%). BRAKMAERZEIBIRE, #
& Next (F—%)o
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citnx. | Secure Hub

Device Management Information

By enrolling, your organization may have
access to the following details:

+ Device model

« Serial number

« Operating system
« List of apps

This application does not enable access to
features outside Secure Hub, such as:

« Call and web history

«» Personal Email and Text Messages
« Personal Contacts and calendar

+ Photos and Videos

« Voicemail

citrii. | Secure Hub

Device Management Information

How does your organization use these details?

The device details are required to enable your
organization to provide you with secure access to
Secure Hub and the mobile apps it delivers

Your organization may also be able to protect your
information if you report your device is lost or stolen.
Your organization may :

« Wipe the device or Secure hub and the apps it
delivers
« Detect the location of a lost or stolen device

Contact your organization's IT administrator for more
information about how your organization may use this

information

BARER, FHIRERTHERATUTHEEEX . THEEXHRE, BIRXH.

This website is trying to download a
configuration profile. Do you want to allow
this?

Ignore  Allow

Profile Downloaded

Review the profile in Settings app if
you want to install it.

Close
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8. EIREFREP, TEIOSIERHFEERMIIFEHIRF,
o BINGE > FH > REXH > XenMobile BBEX RS, ARRRZEURMNEEN .
« EMENEOHR, BiREE, BENREIMIITEEED,

Cancel Install Profile

XenMobile Profile Service
XenMobile

Signed by *xmga.cloud.com Remote Management

Verified + Do you trust this profile's source to
Description Install this profile to enroll your iOS device
with XenMobile

enroll your iPhone into remote
management?
Contains Device Enrollment Challenge

Cancel

More Details

Remove Downloaded Profile

9. EMBLINGE, T Secure Hub, MIRE A E MDM+MAM: IEEIEE, 7EHIMEREEIEHRIAEH
Citrix PINo
10. IfEmiEsemfa, AMiRE. MEREARNASEREEERETE i0S ’E LMN AR,

REBRIF

i0S TR UTR28MF. BXEBIRLBIENRE, BEAZ2EF

AUESSSY VAL e VAL E 2 S
ASM ErE LT APRIRS]
BR/BERERER B /2 RRER TEER
B BE MEEe
ERER/FLLEER AirPlay 56 BB/ XA  $H /424X
priie e o e
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E i0S &&

TEILPERKR I0S 8%, ANEREHRAELETEEMBIESH,

BHEMENSEE LRNHEMBIESHE, 157 XenMobile Server 24| & BT RIRIZE A true, AP WATLF

fEiRE LB AEITH.

1. BEEE > 8%, MIMEERISENH.

Devices Users

Devices

Status Mode User name
CEOEE
O] ]3]

Device platform Operating system version
Android 502
ios 841

2. EFBMEN IOS i8&.

ERIRESUNEREL R TIRETIR L ARNETRE, BEFRPIVEMERMUEAETIRENETETRE,

Devices

Devices Q
Status Mode User name ActiveSync ID Device platform = Operating system version = Device model Last access | Inactivity days

e]o]sk=] Android 444 GT-19305 0 day

[o]o]ss]=] 932 iPhone 0day

Devices

Devices Q
Status Mode User name ActiveSync ID Device platform = Operating system version = Device model Last access | Inactivity days
e]o]sk=] a Android 444 GT-19305 0 day
[o]o]s]>:]

XME Device Managed

3. FERTRES, EERERE, IR TRREBIENEE,
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https://docs.citrix.com/zh-cn/xenmobile/server/policies/passcode-policy.html
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Security Actions

Device Actions

4. BEUE, IPRETRREBRFRIATHEE,

Security Actions

Are you sure you want to lock this device?

Message

Phone

Cancel

5. (Ai) BARETREREMRFELAESNEBIESH,
i0S &% “E&m iPad” FHKMIMEIEEEEFBRARANASTE.,

MREHEFTRBS, HREEIESHE, Apple BEREHMRAELERHES “FUREE",

6. BEHEIRE.
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¥ i0S igEBETERER

XenMobile Server ZELEHIGEBE MG I0S KEBFELEN. 5 Apple REZXIRKXARE, XenMobile Server
EREXFERAARITUTEIRERBAEMREE: BBEEHEDN iPhone/iPad &34 Citrix Secure Hub
BREMRS.

7£ XenMobile Server Z%#ER T, 248 XenMobile Server seifEH118E, (5MtER, MNREFEHR XenMobile
Server & EBIEINEE, AP LUERERMERN PIN KB EZEIILSE,

ERARERAELARRN, EREEE > 8E, EERHENIOS ®E, HEEH%Re, AL, PERAEREXHZRE
KR

Security Actions

Device Actions

App Actions

MRBTFEAEREN, FRANRELTEREANETIRE LETHER,
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Security Actions

Are you sure you want to enable the lost mode for this device?

Message |

Phone number

Footnote

Cancel

AIfER U TERGEREEEZRRIVRS:

s BRERFEEFOP, WINERESHERAEXRERL.
o FEE > REPEINAMFENRE2 TS, EERE X “BRERER F “BREXERX” #B1F

Devices Users Enroliment Invitations

Device Shutdown

Device details

Device locate
} 1 General
Device Enable Tracking
2 =’rcpert|es
Device Disown
3 User Properties

DEP Activation Lock

M~

Assigned Policies
Activation Lock Bypass

v

Apps
Device Clear Restrictions
Actions

o

Device App Wipe
7 Delivery Groups
Device App Lock
8 105 Profiles
Request AirPlay Mirroring
9 10S Provisioning Profiles
Stop AirPlay Mirroring
10 Certificates

No device shutdown.

No device locate .

No device enable tracking

No device disown

No DEP device activation lock

Mo device activation lock bypass.

Mo Clear Restrictions.

No device App Wipe.

No device App Lock.

No request AirPlay mirroring

No stop AirPlay mirroring.

Enable Lost Mode
11 Connections

Disable Lost Mode

No lost mode enabled

No lost mode disabled

12 MDM Status

o HEE > REFHBHET+L, HILEEAE MDM ZXRERNIRENERSIER.
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Devices

Activation lock enabled No
Device details

Hardware encryption capabilities Block and file levels encryption
1 General nternal storage encrypted No

Jailbroken/Rooted No

Pa: de compliant Yes

Passcode compliant with configuration Yes

Passcode present No

Supervised No

- Storage space Add
Available storage space 1092 GB

Total storage space 1228 GB

- System information Add
Active iTunes account Yes

Cloud backup enabled No

Back

MR i0S %%F LB A XenMobile Server £4i%3, XenMobile Server =H|&tHaENR, WM TFR:

o EECE > 1#1F, BFFIRTEEXEEHERE RERE. ERUERRENTEERRILSE.
o HEE > KREP, R2BRFEIRTBEERBENERIEBIRRENRE. ENUURETECRT2BRERRT
TR,

i0S 23§ “E&8 iPad” FHMMIIGER LR ERBNEEFRAANNASE,
NRFHEET, FHRMHETFESH, Apple BEREHMRATALERHEE “FUREE,

4o 10S BUES!

BEPR—I “ZIEM iPhone/iPad” Thig, AFHILEMRERRIRENZHRE RS, FEBFERFH Apple
ID MZRS, ZEAPARERITIUTRIE: XA “EEM iPhone/iPad”. #ZRRISEXEMBEILE. WTARFEEN
R’E, KIHEME (FI) EEHEHDEIRENLERF.

ERREBED, BEEHEE XenMobile Server MDM &S & 5B, Z/aA LM XenMobile Server =& 12
®&, MAZERFH Apple &£iF, BT EEHIMN Apple EIBEX, i5M XenMobile Server 5§18 & H “#6E i
g’ BLIRME,

a0, MRAFRERITRLERIBMEZAISZEITET BRNFNHIRETIRE: FIURTHAAN Apple App Store i
FEIERY, LB M XenMobile Server iz#& & H “BUESiLed” ReRERETZILE.

BESGEIREENR
« i@t Apple Configurator 5¢ Apple SBEi+%I#TSHE
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o BEEE&T iCloud tkF

- BEA “B#HIEM iPhone/iPad”

« B27£ XenMobile Server #3E A1

o “MDM #EM” G &R (BAETEEY) BHBILE
BHEAHRENTSIERIREZISHTBUED, BRITUUTIRE:

1. BEEIE > 8%F, &FgE, pHRe, ARRTEEDS.

2. B®i&E. BERETEIRRIEELEFRET.
BHEAHRENTSIERIREZ BETBUED, BERITUUTIRE:

1. EEFIERIES, FEREERFIRELEFET.

2. BREEE >RE, &FRE, BERe, ARBEHEMNSD,
3. BiRigE by “RE” R, HEBETERE,

o BIEHWARTEXE “EHEN iPhone/iPad”, BEZIMEERITEEIBMRIZE AXEBRT, RAERT
AR iCloud kP23, WIEKFE, APERRFIERSMNIEERKERT “HE iPhone/iPad” R&.

s WFABERAMNBEHSAIBHAEBRATHEMMNEE: NRERITELEBERIBERLT ES5T “HE
iPhone/iPad” T, MFEZEM XenMobile Server FiExigE, ESHAFA TR Apple BAZIFARK

ERE#EIIRE.
o« WINEMEREEF, XenMobile Server BEMREHREBFEAEMEIE, RGBT, RESKH

BES3
&1%x%) XenMobile Server, zfa, BMIgEF MRS, EM XenMobile Server =418 %1% “BrEpiLe
it” ReigtE, kBT, XenMobile Server #1 Apple ¥ B &SI EFRFENLITH,
o “BUEBILT” REBIEKE Apple IRESMTTAY, MRZIBELEISIT, EaURINTAAREIIEE, FiEE
£, Fahf@A iCloud tkFEYER, HE, K “AFE” FREE, H1E ‘B FRPBASKLE, BEEHs
B, FREEE > 8%, RFRE, PEKEE, ARRERY. WIHGIBETELL2ERET,

macOS

January 5, 2022

Z1f XenMobile H&E macO0S &%, 1E&E Apple 1289 Apple #2EBHBRSE (APNs) iEH. BEXER, ESHA
APNSs jE$,

XenMobile %% macOS i&&;:41 % MDM &1, XenMobile £33t MDM &89 macOS & ERA U T M B HIIESE
Bl

. 35

o HEM—KRIEZ

o #3& URL 1n—xi4235g
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macOS 15 X r[{EIEPEXK:

Apple 33 TLS IREBIEPEHMNER, WIEFFEIEBETE Apple I ER, 5519 Apple LAY https:
//support.apple.com/en-us/HT210176, ExEEIEHHEIIEE, 15557 XenMobile #_EFHIiEF,

Bah macOS K& EEN—RTIERENT:

1. & macOS ig&HiK,

2. 7t macOS i&&.

3. RERENNAEFRZ2RE. BEAR2IEE
BXZRNRERSR, BERAENEEIRIERTL

BIARFFRFRSH Apple &

Hi Apple ENBMBIRFHTFRE, LUHAR I0S. macOS #1 Apple App Store BIEEIE T, PELEXLEEHZATEE
REMUTHRNRE, BEHMMERRME: 10S, i0S ZAERF. MDM EURIEEMN AR, EXEAREE,
E207 https://support.apple.com/en-us/HT201999,

EBEMTS A

T&RFIHET XenMobile £#H macOS & &HEM A %!

Bk HF
Apple ZHEitH) =
Apple RE#H S EE =
Apple Configurator £
Farint i~
EREIE =

Apple HIE T ERELMBEKFFIRETMIT. WFEikF, FEE “Apple BEi+1” FiEmAaefER Apple
R &EMITRIZE XenMobile M ERIR &, ZitXIE® i0S 1 macOS i&&, EF&EEDL Apple 2ZEi+1EE
g

SHFHBEWMF, FECE— Apple REASEEIKF ., Apple REHSEERSL— T HEHLIMMEWE, Apple &
EHSEENERHE Apple BBEBLE, EBIAS Apple HEIEEAESE M,

BJLAEFA Apple ERE iRt & A I0S 1 macOS & &. AIUEREM Apple. £51H%I# Apple BREHBHIEE
A R X IS o
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fEFAXLEKATACE XenMobile 53517 macOS WIREMNREAR. TRIIHTEATF macOS RENFEIREE

FCE macOS & & HKg

B,
AirPlay #% R FRfER AR
BX%& A (CardDAV) IEHRIRIERAEN
RERR Exchange
N FIR
LDAP HR
[Si=e eyl PR
VPN Web 573§

7 macOS i&&

B% (CalDav)

&R

FileVault

SN i0S 1 macOS EEEX
B1ThY

SCEP

Wi-Fi

XenMobile R#tFFH7EFEMETT macOS MIigE, XM A EEEE macOS AFEBEEMNEIRE LM,

o MAFRREEMZE: WEMRSEARFEN MacOS KREREUTEREIMRLRN:

- BR& + &5
- AFP&+PIN
- WESMHRIE

BFREREMZIBEPRBAFITIREN, RER—MESTAFRBHNERES.

« MARPREIMERE. LEMRSEERTF macOS &%, MAFRKXE—EMERE, AP ALUIE Safari 5t
Chrome R BHPITHZEE, AFRBEEIREEBFP SMZLHITEM.

EPHIEXS macOS &&FERIMERE, BERSBEMEEA macOS OTAE 2 E 5 false, Aitt, macOS A

P RBEfEREM B E T EM

M macO0S AR kX FAEE

1. FmEm macOS AR EMBEIE. BSR0EEMEE,

2. APREIBEH R SRS, UWTHRESE Safari ¥+ 2R, XenMobile EERAF &, RERIHLE

RAEEWNE, WRETH— T,
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https://docs.citrix.com/zh-cn/xenmobile/server/policies/font-policy.html
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https://docs.citrix.com/zh-cn/xenmobile/server/policies/restrictions-policy.html#macos-settings
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MacOS Over-the-Air
Enrollment Logon

Before you proceed, it is strongly
recommended that you install the XenMobile

root certificate; otherwise, enroliment may fail.

XenMobile root certificate

Sample

Password

3. BAFRIEFERRILR. APEEWEIREIFHNRTERTEREN macOSEETUTIES: ARkEEN
SSLIEBMAREENKFERIER. BXIEBNES, BFSHIEENS 0I5,

4. APREERNER,
RH Mac i8&HER, METTLUEEEBIIGE—EA XenMobile &I macOS i&&.

M macOS AP kXL iEE

1. RIXEMEERE https://serverFQDN: 8443 /instanceName/macos/otae, BPEILITE Safari 5
Chrome 55 88 T FFi% 5,

« serverFQDN 2i&1T7 XenMobile HIRRS RBHZ LR EEHZ (FQDN),
o im0 8443 AR ReKO, MREEEHMIKO, BFEMZKORR 8443,
« instanceName (BEETH zdm) NERSBLETETIEENET.

BXRERREERNFAER, BBRAREIMER.
2. APRIBREREIEH, MREH I0SF macOS BE T ARGHEN SSLIEBMBFERIES, BREEIIR
FIEBRT. BXIEBNER, BERIEENSHEIL

3. ARERHE Macig&&.
R Mac Ig&HERR, METUEEEBGE—EA XenMobile &1 macOS &&.

L IR(F

mMacOS XFUTRLIRIF. BXEBNR2RFIIRIA, BERAL 2R
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B BE prige e c
e IERLRIT

S$E macOS ig&

AILLERESIE ERA mac0S &%, XenMobile $iEi&E. SHEZER— PIN RBHERETHITIERE. EifEig
%, BPEEEANZ PIN 5B, FERBGHBIERM XenMobile #5414 R IBR8iE,

AILAERETHRIREERBEES PIN BXEBEMNELIZE, §X¥MAER, B2® macOSKE,

1. REHEE>8&, BIPEETIRERNH,.

Devices Users Enroliment Invitations
Enrolled Devices Device Whitelist Searc Q
Use the Endpoint Management Analyzer to analyze and troubleshoot issues with your Endpoint Management environment.
(81 9 & B
Add mport Export Refresh
Status Mode User name Device platform Operating system version Device model Last access Inactivity days
1] Windows 10017763379 Surface Pro 3 20-1-14 62 days
Desktop/Tablet 63256
[1s] <] Windows 100.18362.535 Surface Pro 4 20-1-93:30:38 67 days
Desktop/Tablet

2. EEREBIEMN macOS i&&E.

ERIRESUNEEEURTIRETIR EARETRE, WAlUSEEF LT E ENEMERUE, UERTIFT
AN EREDRE,

Devices Users Enrollment Invitations

Enrolled Devices | = Device Whitelist Search Q

Use the Endpoint Management Analyzer to analyze and troubleshoot issues with your Endpoint Management environment.

(&7 4 =] < &
Add Edit Notify Delete Import Export Refresh
Status Mode User name Device platform Operating system version | Device model | Last access Inactivity days ™
[:s]<] 10017763379 surface Pro 3 20-1-14 62 days
63256
ng 10018362535 Surface Fro 4 201-953038 67 days
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Devices Users Enrollment Invitations
Enrolled Devices | | Device Whitelist Q
Use the Endpoint Management Analyzer to analyze and troubleshoot issues with your Endpoint Management environment.
(i1 | Q | Q
Add Import Export Refresh
Status Mode User name Device platform Operating system version Device model Last access Inactivity days v
[s]>2] | maom| Windows 10.0.17763.379 Surface Pro 3 20-1-14 62 days
— Desktop/Tablet 6:32:56
[as[<] | moma | Windows 10.0.18362.535 Surface Pro 4 20-1-953038 67 days
B Desktop/Tablet
[o]o]as]<] | mom | Windows 10.0.17134.1365 HVM domU 20-3-16 0 day
B Desktop/Tablet 153819
@e |[wvom| Android 10 SM-GO70F 20-2-11 34 days
B 19:36:49
mE  |vom| macos 10.12.3 MacBook Air  20-2-11 33 days
o 20:15:18
B [vov) Android )
4 ] ] Q | [}
olols]=) Windows Edit Notify Delete
Desktop/Tablet]
[olo]]) NEM | Windows Device Unmanaged
— Desktop/Tablet
Deliver ) Policies 0
Showing 1-8of8items  Items perpage: 10~
Actions ) Apps ]
Media 0

Show more >

3. FEATERES, EERD, I ETREBIENIEE,

Security Actions

Device Actions

% 5] o (I
| Revoke Lock | selective Wipe | Full Wipe

| Certificate
Renewal

4. BEYME, EIEERRESRIFMIAHEE,
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Security Actions

Are you sure you want to lock this device?
Code
The lock action fails if the code specified does not
meet the existing device or work profile passcode
requirements.
Cance

5. BEBITEIRE.
BHE:

ERILEEER, MAZRER XenMobile £MMHE, MREENRBAFEIRERINE TFREXHHRD
2R, SERETRK.

Apple g&EHIHE M

January 5, 2022
FLUBE S R E XenMobile F5EaAE i0S. iPadOS #1 macO0S i&&.,

. 558 Apple BB REMEEEM Apple. Apple BIZHEHEEHAMSE i0S. iPadOS #1 macOS
8%, HHISEERE iPad, XenMobile %1534 Apple B i1 Apple HEEIE (ABM), BT
55 Apple KERSEE (ASM). AXABIIARS I8E SEN ABM KM, X7 ABM it LURI%
ABM i/ 5 XenMobile RBt#9f5 8, EBMIET Apple HEHHIHEEE, 5% Apple REHSEEIKF
WIE8, B85 Apple HEELIEER.

3FF macOS i&&rEM, XenMobile ERi&&iz1T mac0S 10.10 SiESZ R,
« EAILUER Apple Configurator 2 7E#f i0S &%, TiCXLGEEEHEM Apple WX, &+,
& ABM:

¢ BAFEMBRNESRE. AFEIRTKREFTISHKWITRES, AAIEEHIMLE.
« XenMobile FAHEERE, FILUEHIREARBIAGERAXERENAF, B ABM REIREN, sIURRIT
BREERBHRENFETRNREEIRENES R,
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« BXIEE ABM Wi¥AE R, 1E2H Apple @5 EIERREMAY,
£/ Apple Configurator 2:

o BERI0S 1&&EEENETT macOS 10.7.2 E=ARZA LUK Apple Configurator 2 R 2R Apple i+8
Mo ¥E&@id Apple Configurator 2 & i0S REHEBEERRK,

o NIGEMEFAENERE, EXGLEERES XenMobile B, XE§EEM XenMobile 1ZUs s, EZ G0
MU EIRIE &,

+ BXfEM Apple Configurator 2 Wi¥4HM= 8., &2 Apple Configurator #8f,

DERMN

FTFFRERIHOLTE XenMobile 5 Apple ZBI2ir%iE, BXFMER, BSRIKOER,

¥% Apple B &2k~ 5 XenMobile B
MREEHEER XenMobile i&E ABM ik, E5ERET Apple SBEITRIEEIEEFHNUATES B,

+ 72 Apple BEEESTM.

« BEM Apple S EEIKF S5 XenMobile #8xE8x.
s BRATITREEZBITIINIES,

- BEEBATHERFRE,

A EFMSERINRSS 2R
Z3%10S. iPadOS 1 macOS &&HARITHE SR MDM RS5E8, AILUE XenMobile & & HERIARRS 2.

1. FREERMIGEIMERRKPERE Apple 55 EE,

2. EiLkEH, BHIGE > ISEEERE,

3. EEIMAMN MDM ARE83. 7 Default Device Assignment (ZRINgEHE) T, &3 Change (EX). 7
FIPIELEEIRBIAN XenMobile Server, B,

ECE ABM i/ B9i% & SRBEFN N 12 7 B BRZ N

AILMEAEE > RS RN E > MAEF THEEMNE S ABM tkP 5FRRIR & RN BZF XK, AILUE
ERN RSN AER:

o (NERHFER ABM tKFERE,
o STXIBRFTIEIKF SMAIFRE ABM K ERE

ABM ik F T RN BIERSHECAAELANK,, R ABMIKFEERA, ABM R&RFTETZKF. Alt,
XenMobile R A2F KRR BRI ZIRE.

ELUTTRGIF, REREBXEXS ABM tkF &7 “ABM Account NR” B9ig&#1T88E,
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Device Policies Apps Media Actions ShareFile Enrollment Profiles
MDM Options Policy =~ MDM Options Policy *
This policy lets you specify the MDM options setting to be applied on the device
1 Fo\i(y Info Enable activation lock m i0S 7.0+
2 Platforms
¥ Deployment Rules
| & o
Base
gn
Deploy when All = conditions are met. New Rule
DEP account name - only - DEP account NR  ~ =

AMERT Apple BEITXIAIGEEHI AP K5
AFEMBAT Apple BBEitRIFg&EN, EALRIMNT,
1. BFEEAT Apple BEitRIAVigE.
2. XenMobile ¥7E XenMobile =& HERER Apple HEITHRERRERBAT Apple HEiTHIAIEE,
3. APEHIKRE LEREBERILE,
4. ZIREIFBEE) XenMobile & & E 12,
5. ARM#SEEHIGE FRREEMRIRE,
6. BXRETR, RATAESIRTHAAESR Apple App Store, LUEf 1] AT Citrix Secure Hub,
AR

INREHE XenMobile BB AFEREF SN EWLL 2R HEREE Secure Hub AR, Mt
TEZNES R, EXMERT, FRECIE Apple App Store kP, B RFEERRBEK,
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7. FF$TFF Secure Hub HRANEHEIRE, MRKKEER, RAREESIRRARF IEZHRIE Citrix PIN,
XenMobile ¥ ERERUE N AREFIHERILE.

fcE Apple Configurator 2 i &

AILUER Apple Configurator 2 3k Apple S SR EFREEFEFE iPhone # iPad 8%,

$12 1: £ XenMobile 1 EEiZE

1. 7£ XenMobile #z#lad, #%=i&E > Apple Configurator i&&:+ 1.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 467



XenMobile Server %#ikR4s

Settings »

Apple Configurator Device Enroliment

Use Apple Configurator to mass configure and deploy iPhone, iPad or iPod Touch.

= §

Enable Apple Configurator device enrollment ﬂ_)

Enroliment URL to enter in Apple  https//example. domain.netB443/zdm/ios/otae/dobulkenroliment
Configurator

Require device registration before enroliment

Require credentials for device enrollment E‘}

2. %=/ Apple Configurator & &g E AR,

3. Enrollment URL to enter in Apple Configurator (Z1f Apple Configurator s A\ #95E 41 URL)
AN RIRF . Iig E1R 4 XenMobile Server 5 Apple @584 A URL, &7 Apple Configurator
2 R EIR BN S5 H ML URL, Mt URL 218 XenMobile Server ¥R £ R EHE (FQDN) (fin

mdm.server.url.com) & IP ik,

4. BRHIEEMARMIGE, BRERTEEMZATMEERENR. FE: DRLIEEHNE, LF5EHE XenMobile
RFmEiEE CSV XHISEBEMSERMIEIEE > 188, RAEEHRTEM.

5. EREERBEREAETRLEIMLBENR, THEERFER IOS EENAFPEIMNEAREEE, BRANTRE
RIZMHEM IR,

6. ;E=: MR XenMobile Server FEHE a5 SSLIEH, BHHILMS B, BHESHHBSIEH, RAEE
certchain.pem X##®%E2 macOS $ARLES (BRFARHR).
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Settings » Apple Configurator Device Enrollment

Apple Configurator Device Enroliment

Use Apple Configurator to mass configure and deploy iPhone, iPad or iPod Touch.

Er

Enable Apple Configurator device enrollment ﬂ_)

Enroliment URL to enter in Apple  htips://example domain.netB443/zdm/ios/otae/dobulkenroliment
Configurator

Require device registration before enroliment

Require credentials for device enroliment (&Y )

$1% 2: 72 Apple Configurator 2 HEEIZE

1.

2.

M App Store == Apple Configurator 2,

A Dock #8338 USB B 45§18 & 15123517 Apple Configurator 2 89 Mac. RZAILRREE 30 A8
EENIRE. MRLEEEED, BEA—ITEHZMER USB 2.0 SEEARERIRE.

Exh Apple Configurator 2, ZEEE2R& B REEEE EE B ENIMLEE,

L EESBELHITHRE:

o NREITH S EHIE N BB RREHEFHEFIN, 5% Supervise devices (MEig#&E), &
& Next (F—%),

BE:

RigEBETFREEERN, RABIERE LREFMERAR I0S, ANTLERIRE EUFTFE
BRI P #E S N AR o

« 7£i0SH, B Latest (&), RENVEERENSMARAR i0S,
7272 MDM fRSS28397ERR, E4E MDM RS328. ERMMRS R, BRET—F
EEX MDM 5588, 1RIEARSEEMEIM, ABEM XenMobile ZHI&#EME MDM ARS338 URL,

. ERERLARD, EREREIRENAR,

Bx&@d Apple Configurator 2 #&i&&EIIFMESR, 1520 Apple Configurator FEIRIE && 4%,
HEESMERWTRET, HEHITFLUSE i0S I8BEMIE, WEANERERESTIESE.
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¥ Apple Configurator 2 i & 53 B2 Apple BSERE

ALK Apple Configurator 2 8 iPhone # iPad 1&& 5% Apple B Bk P HEXEL, HRINEEE, EI1EE
TRERESDH, XEGEAFBEEET Apple Configurator 2 S EREMEE. BXFAES, BSIEM Apple
Configurator 2 FINAIE&E 9 ERL Apple BSEE,

£/ Apple BE I XINSEITHERIES

4T XenMobile Z£E#F 2 (SSL) iEHEY, 357E XenMobile G ML E > IEBH LHIER. ESAIHFIE
BIFRE, i SSL Mfrds, WUEFZIEBATF SSL, EFERS#/E, XenMobile &R SSLIEHR, BX
XenMobile FHEEBHIFMESR, ESIAE XenMobile A EHIET,

TSR SSLIEREY, REEE Apple #Eit%I5 XenMobile Z BIEHBIEEXR. B2, FILURBREAXHZ
B S B EMAECE Apple BEITIIRE,

BX Apple BERIFFAESR, BB Apple S0tk

4277 Apple ZEit%)5 XenMobile > j5)#viEiE

BEhig&EMARS 2 SHLTHARY, XenMobile 2 B/RIFrANEHAE &,

A License Expiration Warning

The following Apple Deployment Program Tokens are nearing expiration. Upload new tokens
[Settings > Apple Deployment Program) to prevent interruptions for your users.

Apple Deployment Program Tokens

(© Test 1 days left

Sl Go to Apple Deployment Program |

Eift Apple REHSEE/Apple ASEENSH,

$E 1. M XenMobile Server TH2A4A

1. 7£ XenMobile z#laH, ®EIZE > Apple HEITRIUTHHT Q.
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SR 2: 1251 Apple tkF eI H THARS SBShE XX
1. BR Apple BSEERUATHM,
2. IMREHERTECHIRS . RERE.
3. £ MDM RS8R ET, LHEM XenMobile THIF ASAHRIFER.
4. BETHLEUTERM,

S 3: 12 XenMobile RSB/ REXHF
1. 7£ Citrix XenMobile &, #%ZIi&E > Apple HEitHl.
2. EEEEITIIKF,, RERE, AR LBENRSSESEXME,
3. BET—SREFEL

EZFinEE

January 5, 2022

EFRHEEMESBFIRE EEHERMS Secure Hub WE B, AIUEARAXERHEESHRIEE, W Citrix PINe M
Citrix ZHEHFHERE P IRE T,

FR%& Secure Hub LUIRENAGEFIHNAREFEN, HaBXEFHEYE. AXEEELENETFIHBERFME
B, BERAEXRENEFKEIEEE,

1. 7£ XenMobile Z#flah, BHa LANERER. HEBERZENHE,

2. ZRFIH T, REEFEREE. EEETEFREMEIIE. ATLMILTITERN. HIEMMEREF imE .

Client Properties
To change a property, select the property and then click Edit.
Name Key Value Description 2
Enable Citrix PIN Authentication ENABLE_PASSCODE_AUTH false Enable Citrix PIN Authentication
Enable User Password Caching ENABLE_PASSWORD_CACHING false Enable User Password Caching
Encrypt secrets using Passcode ENCRYPT_SECRETS_USING_PASSCODE false Encrypt secrets using Pin or AD password
PIN Strength Requirement PASSCODE_TYPE Numeric PIN Strength Requirement
FIN Type PASSCODE_STRENGTH Medium PIN Type
PIN Length Requirement PASSCODE_MIN_LENGTH 6 PIN Length Requirement
PIN Change Requirement PASSCODE_EXPIRY 90 PIN Change Reguirement
PIN History PASSCODE_HISTORY PIN History
nactivity Timer NACTIVITY_TIMER nactivity Timer
Enable FIPS Mode ENABLE_FIPS_MODE false Enable FIPS Mode
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AINEFinEE

1. BERM. RS ERAINIEF kBN E.

Add New Client Property

Key Select an option 7
Value™
Name™

Description™

2. BEUTRE:

. @ fEHIRD, BEBANNELRE. BB SRXERRIY, BRE Citrix BAZS, EFRE—
METR,

. EERME

. BT BHENEH

. BIEE: EAEROBEA,

3. BERE

RIEEFIREN
1. ERFIRBERED, ERRRENTFRE.

EREF B SN EEER, ETRERERETFRBMLTIR LS, AIUREHTIRPIENIE UL
REAN ERETERE,

2. BERE. EIPSETRRESFIREENE,
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Edit Client Property

Key ENABLE_PASSCODE_AUTH
Value true
Name Enable Citrix PIN Authentication

Description Enable Citrix PIN Authentication

3. EHEMMUTER:

. B TAEERULTFE
. H: BE

o B BHEBR.

o HEA: BI4iHER.

4. BHRFREFEUREEMIEN, HEHIUEREBMEARZ.

MBS P iR
1. ERFIRBMERESR, EEERFRNEF kR,
ALLEdEPESMNEESANEIRE, ERESIERREM.
2. BERRR. IEETREIAIEE. BRBEERR.

ERmEESE
XenMobile FiE X & F it B M R EERIAR BN FFIRo
+ CONTAINER_SELF_DESTRUCT_PERIOD
- BREM: MDX AR BERHAR

- BRINEEMELEELSIEERMNIEBENRSEIAE Secure Hub MITER AERF. @3 EIREIG, [
AEFBABIR. BRMEEEERERENINAEFNAREFLE SENBEFEFNARY
o

FEDREIREEEIHERBIRKER, RSFBFAREREHINEERURIERR. fli, mRItkE%MN 30
X, HERRTMERMNBRERFMEEREY 30 X, WHREEER.

teFHE2HRERT i0S 1 Android £ 4, XM ENBEFIENIRRREISAIEE,
- EREE/RI, ERERE>EFPIHEM, AERINBENX# CONTAINER_SELF_DESTRUCT_PERIOD.
- E: X#K

. DEVICE_LOGS_TO_IT_HELP_DESK
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- BREM: | ITEAZRARRXIEEHE

- LEMBARZAR IT FAZRARLZEBHENINEE.
- TIRERI(E: true g false

- BAE: false

» DISABLE_LOGGING
- BREM. BRAEEIER

- FERALEYRELEAA MEZEREM EHAE, EMEMA Secure Hub MUKk EZR%ERFIE MDX A
BEFNBAEICRINEE, APTEN ‘S TAAXEANAREFNEE, BMESRTHHREIHEE,
FHMEE. WEEER—FKES, BTRESICREEERA, I&BZEMELEEE XenMobile =4I &5
E#f Secure Hub #1 MDX M BiEFHAEIRE.

tEMIZE R true BY, Secure Hub 2% MEIENBREFHEIRE N true, Ftb, NAFHREE, MDX
MAEFBELEREER,

- TFIRERYME: true I false
- AE: false (FEZABEICR)
« ENABLE_CRASH_REPORTING

- BB BARRRE

- WMRIGE R true, Citrix FUE R TIR SN2 815 2 LUEEBNRT Secure Hub for iOS #1 Secure Hub
for Android X imHITHIEHR. MRIGE S false, MIRUETMEIE,

- TTEERI(E: true g false

- BIME: true

« ENABLE_CREDENTIAL_STORE

- BREMN: BRSEEEX

- BREEFEHEXENKE Android 3 i0S AP EISABMEF NN ARFNBAN—REERE, aUER
EREFEX, TitRSRBA Citrix PIN. MRABA Citrix PIN, AF#AE Active Directory &3,
XenMobile R3¥ Secure Hub f1AH R BEEN BEF 15§ Active Directory ZIB AT ZIBEME X,
SNSRI Active Directory ZIBRAFEEREHEX, XenMobile #7%#F PKI H1311E,

- E7f Secure Mail FE=IEM, FERFLEMIZER true,

- ERBIBEXEFHER, BHREILE > TP mES, ANBEEX3%2 ENABLE_CREDENTIAL_STORE,
HRERER true,

« ENABLE_FIPS_MODE

- BB BA FIPS &

- WEMEBDSE LERANER FIPS X, BHMUtER, Secure Hub STERIT T —REXNZ 5 I0IEET
BHEERIIgE,

- TIRERI(E: true g false

- BAE: false
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« ENABLE_PASSCODE_AUTH

Er&#F: B Citrix PIN {3383

LB M AYFEFTFF Citrix PIN ThéE. BA Citrix PIN 0817885, RAERTRAPEXEFERM PIN (M
JEH Active Directory ZH2), MR EMAT ENABLE_PASSWORD_CACHING, &% XenMobile
FERIERSHRIE, WSEEBMEMA.

WATHIN S HIRIERY, Citrix PIN SEAIOIE, HEATFBFIBRERNEZAEFIANT. RITHNS
RE8IERT, Citrix PIN @178 Active Directory B aEH, MRS LR ZFBEEIES LHED
XenMobile H117 54331,

%1% ENABLE_PASSCODE_AUTH i& &% true, ENABLE_PASSWORD_CACHING & &% false, Bk
MESHIIERRLIRTRNES, EA Secure Hub RMRTFIZEE,

AIBERE: true =X false
ZiAE: false

« ENABLE_PASSWORD_CACHING

EREW:. BRRAFERERE

thEM A FEBRIGEE EAMEE Active Directory 3, Bt EMIRE A true B¥, EHXTF
ENABLE_PASSCODE_AUTH EMi&E N true, (IREAT AP ZEB4EE, XenMobile B =ARF
RE Citrix PIN @171,

TTRERYME: true g false

BIAE: false

+ ENABLE_TOUCH_ID_AUTH

ERE¥R: BA Touch ID B14&3IF
FF 245 Touch ID BHIEIERYIEE, WEMEEIRE EBEAZER Touch ID SH38E, EK:

BRIgEXFBEA Citrix PIN 5% LDAP, #13R LDAP S#4IiFAFXARA (Flin, EAMRE TRETIE
PHSMHEIE), MWARKRIEE Citrix PIN, EX#MERT, XenMobile ExfE/A Citrix PIN, BMfER
PisEE ENABLE_PASSCODE_AUTH 7y false ti 2401k,

1% ENABLE_PASSCODE_AUTH i&& X false, LUERF BN ARERN, Mi1X%FmNIERUEER
Touch ID,

AIeEME: true =X false
ZHiNE: false

+ ENABLE_WORXHOME_CEIP

2B BB Worx Home CEIP
LEEMEITAR P ARHREIT. ZINE
2% XenMobile Mg F. AIEMAMA
f&: true 5 false

2EHAm Citrix REEZREMEARIE, ZEIEFHE) Citrix
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ZiNE: false

+ ENABLE_WORXHOME_GA

BB 7 Worx Home #/E/ Google Analytics

tEEMEERREZEAE Secure Hub F4ERA Google Analytics WEEIBRIThAE. BEXULIEERT, XY
HPTRER Secure Hub (LUFi#fA Worx Home) BYA & E#{E,

TTRERYME: true g false

ZIAE: true

« ENCRYPT_SECRETS_USING_PASSCODE

BTREW: ERBITHRMENS

B SURSIRF IR & £H Secret Vault A (MAFRTFEEMAHEFGEHR), FI90i0S $FRtR, It
BEAVERBRMENESR, BEXIAMBFE. BRBRAFRERNREBSHERREN PIN A3,

Citrix B Z B AILEE LB REAFIRENR2M. Ait, ARFBIIZMERBA Citrix PIN N5
IR o

ATREMIME: true = false
ZRiAfE: false

« INACTIVITY_TIMER

RRBM: AEEITESES

EMEX AP UREHEELTRENRSEZEHRNAERFERSRTAA Citrix PIN 30&17534H
BEHKE, 22X MDX NAEFEAIRE, B8 “‘LRRFETHE REI’N “A’. R “‘NARFET
1B gEIRAX, BPEREERE Secure Hub MAITRE S HINIE, BRULIEER, ZEBERAT
REZRBFEITE ORI £ K.

7£10S £, FEDITEIEREREIE MDX R FBF2FEF13F MDX [ZA#2F3F Secure Hub #3418,
ATRERYME: ERIERH

BiAE: 15 (D)

+ ON_FAILURE_USE_EMAIL

SREM: KMEMERBFHEE T EASZHARKRIEEEE
RS AR AR BT rm 1T RiXigEHEHNINEE.
ATRERYME: true g false

BRINE: true

« PASSCODE_EXPIRY

KRB PIN EHER
tEMEX Citrix PIN SUB{TRNEXMEKE, BditNEE, R8s AR EH Citrix PIN &
BT, BoRigER, RIELH] Citrix PIN 5@THid AR A I8 B (&,
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- FIRERYE: 1 2 99 (). A T KIEAREE PIN, BRIZEIREA— M ERRBIERE (%1 100000000000),
RRVNK BRI IR T 1 2 99 R2i8), AREXMNERAERNERNIME, PIN GRS
R, BZEXRFIH

- FiME: 90 (R)

+ PASSCODE_HISTORY

- BREM: PIN BELIER

- EEMEX ZEfERR Citrix PIN sti@17ipskE, AFEERE Citrix PIN SUETHRNTEER. 0
REXRULIRE, AP TREEH Citrix PIN 3BT L E#HE,

- HJEERYME: 1399

- BAE: 5

+ PASSCODE_MAX_ATTEMPTS

- BR&IR: PIN 28

- EBMEXAFTUEIREAEIR Citrix PIN SU@1TRMRE, ZRRABRTAF#EITE2SHRIL
ARRIITRESMRIEE, RFERTHEAIE Citrix PIN 30&176,

- AIREMVME: ERIEEH

- BUAME: 15

+ PASSCODE_MIN_LENGTH

- BREM: PIN KEEX

- EMEX Citrix PIN R/MEE.
- FIRERY(E: 4%/ 10

- #AE: 6

+ PASSCODE_STRENGTH

- BRE#: PIN 2BEEX

- EMEX Citrix PIN siB{7500958E ., EALIRERN, RARE T IRTAFP#TEHNIIERRTHEE
# Citrix PIN 23&1763,

- FIRERVME: MR, . BEGE

- FRINME: #

- SMEREIRENZMAN TR, BEEBURT PASSCODE_TYPE RE:

Her @ TR RN :
BIThY5RE by ER IR RS W RVF RV
&% FREF, AWERER 444444, 123456,
I 654321
B (BARE) FREEFReeMER, R 444333, 124567, 444444, 123456,
BEIESE, 136790, 555556. 654321
788888
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BITHISRE

=
=

R

F R FBITEIMN

BITHISRE

(i

B (BIARE)

ot

o8

« PASSCODE_TYPE

BB TR

GERI:NES NG E I

BNERR—HRSEIR
Ko BMESRFER="H
BZESHT, BMER
ROIFFERA=ITHES
ELERTF,

FRERFBTIHRENM

-

PRELBE—NEFM
=

=

bR K7 BITISSRERIM
g, FEMFAEHTFE
THEMER. FRMKFH
T HEESR,

ELEE-—NKREFEM
_/FIJ\Eio
EVEE-— T —
BHAS. —IMAKEFS
BR—MNEFE,

- BRRM: PIN 238

s

123512, 134134,
132312, 131313.
987456

102983. 085085.
824673, 132312

FVF

aallbl. Abcdl#.
Ab123~, aaaall.
aallaa

aallbl. aaallb.
aaalb2. abcl45.
xyz135. sdf123,
abl2c3. alb2c3.
Abcd1#. Ab123~

Abcd12. jkrtA2.
23Bc#. AbCd

Abcd1#. Ab123~,
xY12#3. Carl2#.
AAbcl#

RAY

080080. 112233,
135579, 987745,
919199

132132, 131313,
902030

g

AAAaaa. aaaaaa.
abcdef

aaaall. aallaa &
aaalll; abcdl2.

bcd123. 123abc.

xy1234. xyz345 =%
cbal23

abcd12. DFGH2

abcd12. Abcdl12.
dfgh12. jkrtA2

- EEMEX AP RBEXHFE Citrix PIN E2FSHFRBITHE. EFHRFHN, BRREEXHF

(Citrix PIN), #RFBHFN, BPAINERFSMNRFHNES (BITHE).

NRERUIRE, BFBFERSA TRIRTHITEHIRIENIZER Citrix PIN 30&1758,

- AIRERVME: BFHFEHF

- RAE: BF
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+ REFRESHINTERVAL

- R&M: REFRESHINTERVAL

- ZUAERT, XenMobile &8 3 X&3%t Auto Discovery Server (ADS) $147 ping e < B EIEIEB.
EENRIFATEER, BFEZIEE > TR HEYE, FINBEX%E REFRESHINTERVAL, HEEIEER
AN:SE oS

- RiME: T2/ 3R)

« SEND_LDAP_ATTRIBUTES

- 33F Android. iOS 2 macOS &&HX MAM ZBE: aJLUEE XenMobile, LS EFARMEEIRETE
Secure Hub H3Mmm A A eEm B 507 Secure Mail 53, Eitt, AR R EERETIMNIEEHNIT
IS BENAI7E Secure Mail #3EA1,

- ERRBENSREFIHELR, BREIRE > B mEY, FIMBEE X% SEND_LDAP_ATTRIBUTES, #
BINTFARgEE.
- {&: userPrincipalName=${ user.userprincipalname } ,sAMAccountNAme=${

user.samaccountname } , displayName=${ user.displayName } ,mail=${

user.mail }
- 5 MDM %R, BHESIEEAR.
- MUTFRHINET PRS0 RmE R

<property value="userPrincipalName=user@site.com,sAMAccountName=
engl,displayName=user\,testl,email=user@site.com\,user@site.com"
name="SEND_LDAP_ATTRIBUTES"/>

- WFUEY, XenMobile 2FESFHANFHRALLR, Hit, MREUESE—ES, BEHEHAE
A= RFL. REMDEELERPRERANESERANBHEENER. RMMIFZHFERTA "\

+ HIDE_THREE_FINGER_TAP_MENU

- EEMRIGERIRER false 1Y, AP AILUESERIEE EHRIT=IRERIBIERIARRENINERS, R
BEVINRERBEARVTAF EEN AREF IR FItEMIREN true FRILAFRFEEAITIRER .

- BERBENI2REFIHRKRE, BRERE>FFHEN, ANBEXE HIDE_THREE_FINGER_TAP_MENU,
REIREE,

+ TUNNEL_EXCLUDE_DOMAINS
- BB wEHRRE

- RiAMERT, MDX &M Micro VPN @&k XenMobile SDK I B 2F A F EMINEEN K LIRS
ihme i, XEimRERREERIEWMERENARS, §l0 Google Analytics. Citrix Cloud
Services # Active Directory BR%. BIfERLEFiHE M EEHFRNBIARTIZR,

- BERBEI2BEFIHKRE, BHRERE > TP RENE, ANBEX% TUNNEL_EXCLUDE_DOMAINS,
HIREE,
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- B BERRINTIRBIRAZENBEDHRREE, BREANUES SRIEERTIR, EEBELEEREHE,
BN none, BRIAE:

app.launchdarkly.com,cis.citrix.com,cis-staging.citrix.com,cis-test
.citrix.com,clientstream,launchdarkly.com,crashlytics.com,events.
launchdarkly.com, fabric.io,firehose.launchdarkly.com, hockeyapp.net
,mobile.launchdarkly.com,pushreg.xm.citrix.com,rttf.citrix.com,rttf
-staging.citrix.com,rttf-test.citrix.com,ssl.google-analytics.com,

stream.launchdarkly.com

@it Apple BE B IRE

January 5, 2022

Apple HIE T EBASABREKFABNEEEMIT. TRk, FEE “Apple E8EiHR)” FEMAseER Apple
A ERE (ABM) 5 Apple REH S EIE (ASM) 7 XenMobile fEMMEERIRE, ZitXIE®H i0S. iPadOS #
macOS &%,

Apple BEITERAATMIEN AR, BRIURHEASEWIFAEBUREIE Apple BEIRIKF FRIRHNES,
Itt, PJRERE—LERYiE)A BETTRIK P BRIEH IR EIBK P Bt 45 3R

SHFHBEKS, BEE— Apple REKSE@iKA, ASM 4i—T Apple BEit1I#1 Apple BT, Solz
Apple REHSEIIKS, B8 Apple REH SIS,

7Eft Apple ZBEit+x!I

B Apple BSEEFIM, 1B E business.apple.com. BHIEVEMEBBERIKS, REMERERTHLOMNS
FHA#AE, FI90 deployment@company.com, SEMSZAIAERE/IKRAE, IKBIBRERGE, 1E5RE Apple &
SEERREN S BRONEH,

AR

SHFHBHF, ESIAS5 Apple BB THRERE M.

#1EH Apple FE S 5 XenMobile f8<Ex

E¥% Apple 5SS EEIKF 5 XenMobile B§E48XEX, i57E XenMobile 1ZH1&% Apple BSEEHRNER, 1HiZ
RIAT S BHITIRME:

$12Z 1: M XenMobile Server T#H A4

1. £ XenMobile =#&m, ®%=FEILE > Apple ZEitil,
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Settings > Apple deployment prograrm

Apple deployment program

experience and assigns the profile to specific devices. For more information, please visit the Apple deployment program pag

Education) with your corporate Apple ID.

« Navigate to Settings > Device Management Settings in ABM
portal or in ASM portal. Click Add MDM Server.

« Entera MDM Server Name, then click Choose File... and
upload your Public Key.

m « Download the Server Token file provided.

2. ETHRAAT, BEHTH.

FI 2 1EEH Apple tkF el H THARS SBShEXXH
1. ERAEERFREIMEERKFERE) Apple 5 EHE,
2. LERER, BEHIRE, ARRHREEEIRE > 70 MDM fRS5E5.

@& Business

Organization Personal Settings.

Activity My Profile
Locations

Organization Settings

People . N
Aceounts o Enrollment Information Device Management Settings
Roles 1 Device
@ Device Management Settings
Devices 1 Device Q M
Devices MDM Servers Show Add MDM
Devices  Server
Assignment History

1 Device

Customer Numbers ®

Add your Apple Customer Numbers or Reseller Numbers to manage your devices in

Apple Business Manager.

Default Device Assignment

Manage the automatic assignment of devices.

Apple deployment program streamlines the enrollment and management of iOS and macOS devices in Endpoint Management. The Apple deployment program notifies Apple servers about a device profile, which customizes the setup assistant

Download Public Key Create a Server Token file Add Apple deployment program
A Public Key will be automatically generated for you and signed by Citrix. « Sign in to Apple Deployment Programs Portal (Apple Account
Business Manager for Business or Apple School Manager for Follow the wizard to add the account.

3. 7Z MDM RS E8EZFREER, A XenMobile Server &, BANRSB[BEMXMUESE, EXRRRSERH

URL &7,

4. 7z Upload Public Key (L#H2X$H) T, #i#% Choose File GE#Fstf). E#HM XenMobile FHMAA,

REREEX.
5. g Download Token (T#$H) LUSIRSH[BSHEXXETHIEMNITEN.

HFFEE XenMobile FiRiN ABM ik BY RS B, SASHEXHE, &8 ABM SHESRKE

XenMobile =#HI &8 ER.
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6. 1z Default Device Assignment (Bti\ig&5E) T, % Change (B3, HEFRENDERAR, AR
?ﬂi{ Fﬁéﬁmfmluo ﬁ*ﬁ:lu_.\, 1ﬁ |;ﬂ <<ABM %F?Eﬁ»o

#12 3. @ XenMobile #7550 ABM gk~

BJLLA XenMobile iM% ABM 1k, BT ILIhEE, AIMRER/ XSS EARRNEAHENIR B BHIEE
T, PR ABM kP 5 R ER L& SRE&HE KB

a0, FLUERBRARER/MXMETE ABM ik &EdER— XenMobile Server £, USANFYEFRA ABM i&&,
BEIRER]. AL BEREMREMENBENCEMSENIGEIEED, REIFEENALHIRMESENINE, BFPE
RIFE L AYEEBS,

1. 7£ XenMobile &&Hlamh, #ZEigE > Apple HEitHK, ABERM Apple HEHLIKA T, BEHHFM.

Apple deployment program
Apple deployment program streamlines the enroliment and management of iOS and macOS devices in Endpoint Management. The Apple deployment program notifies Apple servers about a device profile, which customizes the setup assistant
experience and assigns the profile to specific devices. For more information, please visit the

Download Public Key Create a Server Token file Add Apple deployment program

A Public Key will be automatically generated for you and signed by Citrix. - Signinto (Apple Account

Business Manager for Business or Apple School Manager for
Education) with your corporate Apple ID.

« Navigate to Settings > Device Management Settings in ABM
portal or in ASM portal. Click Add MDM Server.

« Entera MDM Server Name, then click Choose File... and
upload your Public Key.

« Download the Server Token file provided.

Follow the wizard to add the account.

2. ERSHBLHETIET, EELHRSBIEXHE, ARRELEH,

Apple deployment Server Tokens
program Account Upload the Server Token file that you downloaded from Apple Business Manager portal or Apple School Manager portal.
untitled_mdm_server_token_

Select Server Token file

Consumer key

Consumer secret

Access token

Access secret

Access token expiration 10/30/20 6:25:52 pm
Server name Untitled MDM Server
Server UUID

Apple admin ID

Organization ID

Organization name

Organization type Education

Organization version v2

Organization email

Organization phone

Organization address
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LB 2R ERBRS B hEE S

3. AKFPESREF, BFEUTRE:

program Account Specify your Apple deployment program account information
Apple deployment ASM Deployment (]

rogram account name
1 Server Tokens preg

p 2 Account Infc Business/Education Central High Schoo
unit
Unique service ID 2359487
Support phone number 5555555555

Support email address

Education suffix suffix

Apple BEITIKF EFR: 1t Apple BBB It RIKF HME—Z TR, 1BERRMEMAEAR Apple EBE L
A (BINEE R/ X RABRRRLEN) BB,

US[HERM: BIREDBRFIMNL S BRI T, LFEABEFE,

o E—RRSS ID: BEFEH—LIRFIKABYRTEM— IDo

XIFRIESH: XFHRIESHE, APTREREKRITILSEIRER, LFBRAGEFR.

SRR FERFUAE . PRAR P R ERANES R F ARt

4. 1TI0SIREH, EEUTIRE:
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Settings = Apple Device Enrollment Program (DEF) = Edit DEP Account
DEP Account I0S Settings
Specify the settings to define the enrollment process and the made of i05 DEP devices.
1 Account Info Enrollment settings
> Server Tokens Require device enrollment i yﬁ. ©)
3 Settings Require credentials for device enrollment NO
] 105 Wait for configuration to complete setup e}
macOs Device settings
4 Setup Assistant Options supervised maode @ G
05
= Allow enroliment profile removal NO
macO5
Allow device pairing NO & B
AME:

o BXRIREIM: BREERAFAIMHRE. RINMENR

s TERMEETRTHIRETIM:. ABM REIRHEESHREAFPBAETEE, Citrix BEERMER
P& EMBPERAEZTE, MMXAFRNABFERRSE. BRAMENR.
MREEERIGEZAIEA ABM BREFIEED, XenMobile %8I ABM A, LtheliZaiE ABM A
F. Secure Hub. %555 ABM BEBAEAM, WRKIEZFILIET, XenMobile FReIZXLH A,
Eitt, MREFEURBRRIED, WERGMAEZENAFPEITAE ABM i, EaXE ABM A+
B, EXMERT, EHMABM A%, BZRHEA ABM 1k,

 ESHEREERE. BERERAPNKRE—BERFE REPE” B, EF¥HAE MDM HREE T
o IREEATATREERANIKRE. MAMENS.

o Apple X#4#, Hig&AT “REMF KRB, UTFHSRRELEER:

InviteToProgram

InstallApplication

ApplyRedemptionCode
InstallMedia
RequestMirroring

DevicelLock

RERE:
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o ZIAEEL: NREMEHA Apple Configurator EIE ABM EMIIRERBRA T HFEHECEIRE, YN
RBRRB. RIMEAR. BXK I0S KEETSUEBEXNFMES, ESRER Apple Configurator
¥ i0S BEBFZHEER.

o AVFMIRCEMEEN 4. BEA RS ERREZERRNEE X 4. BRAERE

o AFIEERX: BEEAFER ABM EMAIGEES Apple Music #1 Apple Conflgurator HITEE,
BINMENT.

BEHH
WMEFEA GroundControl TR, WA LGRINES RITLL FIRIE:

o BERECIRE], DUBRETR “SELEN BT

+ @id USB LIRIEBEIGEBREUNITREXHRESER, MERAFRXE, XEMIEAY GroundCon-
trol BARENARFEAMIEEELLHITE L,

» BEHBIERES ABM &%,

A% GroundControl Hi¥4AER, & GroundControl Web s,

5. £macO0S iKEH, IEEUTIRE:

Apple deployment macOs Settings
program Account Specify the settings to define the enroliment process of macOS Automatic Device Enrollment devic
Enrollment settings
1 Server Tokens
Require device enrollment E @
2 Account Info
Wait for configuration to complete E @
3 Settings setup
. Device settings
105
Allow enrollment profile removal E @
105
macOs
AMNSE:

o BXIREIM: REEERAAEMHEIKRE. RINMERR.
c SHERERERE: REFER, macOS §EFARYLEE “KEIE” TR, BEFIE¥ MDM HRETTH
BERRE, HEBECIRAMKS Z AT, IREERT macOS 10.11 XEERAEIRE. FRINME

Sy
Mo
REIRE:

o AFRFREMEEXH: BREAFREEMAEBITERFNEEXF. FRIAMENS.
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6. 72 i0S BEMFETH, ERAPEERBHEILEN i0S RBFIINS R, RidRRE, BXINEEEE
B#iNgE. BRALUERESTHEREEBNINIIEE, RIFET2RBINXLETIRER . BXRHEIXITHEER
BRNER, FERARGILEER. FENENRIMRERRED, LUTRBHER T ERETIREN R ENE .

Apple deployment iOS Setup Assistant Options x
Prog ram Account Select the Setup Assistant items that users won't see when they start their iOS Automatic Device Enroliment devices for the first time.

skip setup

1 Server Tokens
2 Account Info
3 Settings

i0s

macos

Apple TV

4 Setup Assistant Options

macos

Apple TV

o EfifRS: PEALAPEIEE LIRBEMRS.

» Touch ID: FHIEAFTEi0S &% E£igE Touch ID &S ID.

o BITESE: FEIEAFP AIREIEEEITH. IRAEFEETHE, AFRBEEEEER Touch ID 5 Apple Pay.

o IRBRAMSEWITE: FEIEAFFIZEIRENIMEEHEM iCloud ¢ Apple App Store EHIER,

+ M Android #zh: PELERAFEEHIEM Android 1&& %5 i0S &%, LETNEEEFRIEBAMTR
FIEFENTTA (AIBGIENSE) .

« AppleID: FHIEAFPRIZEIZERE Apple ID tF,

o ZRMMIFM: HLEAFRAEHESEFRMEGUERIRE,

+ Apple Pay: [HIEAFIEE Apple Pay, MNRAERILIZE, BPHFULE Touch ID 71 Apple ID, &#s
RIBERXLEIGE,

« Siri: [EIEAPEE Siri.

s NREFS: EIEAFIEERES Apple HEFREHIBNERBERAIHES.

o R4 BRIEAFTEIOS &% EISBERDME IRERER) -

o F¥: MEIEAPIREBEE R UGS EE R RN AT,

o ETURH: PRLEAPIRERIBHNETUHREE,

s MIMEERS: PEHLEAFETER Apple RFHILINEEE BHNRR.

o PRfA: PELEAP EREIEMPEFAENE, EATF I0S 11.3 RESRES.

o MEEH: PELEAPE I0S EMEIRIMARE, EATF i0S 12.0 REBRZ,

- REMNE: EIEAFPEARENE. EATF I0S 12.0 RESHRZA.

o SIMI&E: FHIEAFIREFIINEES, EBTI0S 12.0 XEShRE,

+ iMessage 71 FaceTime: fHILAF/E/A iMessage # FaceTime, EATF i0S 12.0 RES RS,

o SMNR: PRI PIRIEIMNIRT. BT I0S 13.0 REERRE.

o Wil: PFRLEAPEIINIREE. ERTI0S 13.0 RESEIRZA,
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ExBER: BIEAFREITFEREEREIEFTR. EATF I0S 14.0 RESRE.
BmER: HIERAFREIRGEMEETREIEFTM. EATF I0S 14.0 RESMRAS,

ABM tkF 2R E > Apple ZBE il Lo

7. £ macOS iREBFRLF, ERAFEERBHHEIREN macOS REMFRINSE. BIRREN, BX
DRERERARINRE. ARAUERETHRGEEEEIININGE, RIFET2RHEIXXLEIIRERAR. B XRE

MWINRERIAEINIER, FERARGILZEHRE FATBNRIMERRED, UTHBRRE T EERETIRERNL
QEE,‘J‘rE /Ro
Apple deployment macOS Setup A55|stant Optlons
program Account Select th up Assistant items that users won't see when they start their macOS Automatic Device Enroliment devices for the first time
Skip setup Set up as New
1 Server Tokens Location services
Apple ID
2 Account Info Terms and conditions
Siri
3 Settings FileVault
App analytics
105 Privacy
Cloud Analytics
macQOs
Cloud Documents and Desktop
4 Setup Assistant Options fepesrance
105 Local account setup Create primary account as a standard user
options
Admin full name
Admin short
name
Admin password
Show administrator account in Users and Groups

REAMEEIER: BIEAFRRERENMIEIMN “Hiafs” SHERIRITRETS.
EAIARSS . FEIEAFRERE LIREEMRS. EATF macOS 10.11 REShRA.
Apple ID: FRIERAFHIEEIEEILE Apple ID tkF,
FRMFM. BHIEARRRAESFRMF G UERRE.
Siri: PELAFEE Siri. ZAF mac0S 10.12 REShRES,

FileVault: £/ FileVault T B, IRAZEE— M AAP KA HBEZKAEZRE iCloud,
XenMobile 1Rz FileVault 12 &,

B LUEA macOS FileVault B ME B MBRABEHNS (https://support.apple.com/en-
us/HT204837) RIFFRFSE, MBEIERITIT FileVault ThEEMFHEEER Mac LETgBENE, &
FETRER RS FILINRE, ZIRREM AL LURALE 0S X 10.10  10.11 WELAHET, BRYR
SKAF— I AMEERKFHAZIKFEERE iCloud BET.

R FARRFSI: BEIEAFIEERETS Apple RERREMENERBRAITHES.
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Pefh: FEIEAPERIEIEMRAER. EATF macOS 10.13 RESRA

iCloud £1f: FALEAFEERER Apple £i%i12H7 iCloud ¥iE. EATF mac0S 10.13 REBARA,
iCloud x#4f=m: FEILAFEE iCloud REMXE, EAF macOS 10.13 REShRZ.

S PRLER P EESMIET, EATF macOS 10.14 RESRZA.

HWBhThAE: PRLLAF BERITER. (IESEEZIIUAMBNAT A, EATF macOS 11 XESRES.
EYFAEIRG: FHIEAFIRE Touch ID MIER 1D, EAF mac0S 10.12.4 REEhRAS,

FE¥: IR IRENEEF RSB UDSABRERSBNETE. EATF macOS 10.13.6 REFhRZ,

Apple Pay: BRIERFIEE Apple Pay, MEERILIEE, AP XMIEE Touch ID #1 Apple ID. HfR
7&bx Apple ID FIEMHHEIRFIE B, EATF mac0S 10.12.4 REERZA

FREE: FEIEAFERRENE, &EHBTF macOS 10.15 REShRZS,

AMIKFIRBERD: EEETRELZEERKIANIRE, BAREALKERERH macOS k&,
XenMobile & EAIEERIE S REIEZKF,

- SIBEKFERIERF . XenMobile SIZEARANRNAF, MIHRFIAFWIRENEER
PR, BHF macOS FEEERMKF, Flt XenMobile &&tlE—MEERKF, REEIER—M
BURRAENK P R EIRE A EKF.

- BEER2R BARSKNEEGRKF ERHET.

- BEAEEN BAREAEXHRETHEMAE shell FETHEM,

- BEREN: BAEERKFANZ 2N,

- ERAPMARNERRKS . MRBRIEDR, EERKAFRETE macOS RERHAFMA
o, MRECIZEWRFIERERR, BRAIIZE ISR XenMobile BELIZHNEERIKF,

BERTITEEETREIRE

BB M Apple R T BEHHNEBNEREREEHLITHERT BEHMEE. BM Apple T, ##E
Apple BB+ 1/ iRt Es Apple Z7 1D, Apple ATUBTENERS ID BEMTMIGE 5 EM Apple HEit1)

K KEXo

ENEHBREEBLITY, BKR Apple REEFREERD, WIAEEEMAT Apple BEitkl, BWEIGE, BE
KRIBHEHEM Apple ZEIHRI ID, B EMN Apple BEHRIZHBHRMIIEN Apple HEITRIM B, Apple B
RIZHELIES, FINEHEH Apple 2EitRI ID &, EEKEIEHEITRIZEF ID, BRAKKEERESEITIEF ID, £
HEBERZ ID BEWEMIEENEXERIERS Apple. BXIEAEER, BBRAIL Apple ERAIEEEMILES,

EERATHEEFNRE

iTBARE, EaILUEi0S. iPadOS #1 macOS i&&5 XenMobile Server #8%Ex,

1. FRBERFREIMERRAKFBERE Apple BSEIE,
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2. fEintteh, BEIEE. BEiEM Apple WEMIEE KB ER. BHi&&EM Apple Configurator 2 53 ficss Apple
BEEE, B2 (Apple BSEEAFER.
3. E5IRA, EE—MEEHRELY, ARRERBREEE, BERMEE:
o BFIRE DAL MDM IRSES, 57E Assign to Server (DEC4AIRSSE) TiEBREM XenMobile RS
BB, BEHEMER,
EEMLEMENEL Apple BSEE, EHIREIIA XenMobile Server LU#THE, HXFMAEE,
FEERAAMEFMEERIARS 28
+ EM XenMobile Server BUH S BCI& %, EERECHD BLo

&89 Apple HEIT G EMEE SEE XenMobile Server 18xE%.

WMEEEA i0S. iPadOS 5 macOS B FIRMHEIRS, MEEM Apple BSEEDMIRIZILE. KRERHRSHNIEER,
WIFZIGEEF S LS XenMobile Server, BH#ISER, ALUERITESEMEEHEL XenMobile Server,

EEEENENIRENHLIER, FRITUTERE:

1. EREERFRESIMEERKFPBERE Apple BSEIE,
2. Fiat=h, BEHEREIER. AREFE—NDEUEEESZESR.
3. BETHUTH CSVXtH, EFESMEENRMRDENRENFTIS,

MRGEEHE. WARTAAEE, MAILUM Apple BSEEHMER i0S. iPadOS # macOS &#&.

1. FRABEARISEIMEERKPERE Apple S EE,

2. EistEH, REHGEHIERRE,

3. &R E, AEET Release Device (BMILE) . EIHEESF, HINEAMEZREPHIFRIEEFAMMINER,
BEIAM IOS A iPadOS &%, i&fERA Apple Configurator 2, &% Apple Configurator 2 #xin
macOS &&.

AL E

January 5, 2022

AT ReMZEERAFIEE, E7 XenMobile XL &, & XenMobile B IRHR G REE AP IRE LHIE
APPSR, A, T XenMobile IAFREX Y. Z/a, BEILITE XenMobile =5 FPHITIREERES. &
AN FRERES. BRENAERF. BHIBRHEXIIREURME. BFFEMZRIWBIRE,

iOS. Android #1 Windows 10 #1 Windows 11 i&#& 3z #f Azure Active Directory i¥ft. BHxi§ Azure EBEERN S
1322 (IDP) MiE4RE R, 1581% XenMobile 5185 IDP #9 Azure Active Directory BY5R%.

AE:
SR APNS IEBZ 8EFM iI0S IR&AF . BXFAEE, BSRIEPMEHEIL,

RHWAAMSEEMERERED, FREEE > IMEIENE. BXEAER, BERAEXPHLXIMEIR,
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Android &%

= .
AR

HXFM Android Enterprise &85 %, &5 Android Enterprise,

Nk~ e

£ Android i&& E#%I Google Play B, T# Citrix Secure Hub RRiER, RBRBIRZNBAERF.
AGIRTRENARERE, RHET—F, ARRHRE,

#%k Secure Hub /5, BIEITH.

BNEHEER, FI90 XenMobile Server &%, AP E&E#R (UPN) SiEE FobHHHILE, AT, BEHET—F,
£ Activate device administrator (EEIREEER) BET®, BEEE.

RAAREE, RAERRESR.

RRFRESERE I — Citrix PIN, BE4£EURTF XenMobile WEE AR, TTLUERZ PIN ZEF Secure
Hub St EtE AT XenMobile BRI FER, Fl40 Secure Mail A1 Citrix Files, &% Citrix PIN fx, £
Create Citrix PIN (g2 Citrix PIN) B&EL, mA—" PIN,

EFHHEA PIN, LtBS$TFF Secure Hub, XESERA]IfIA] XenMobile Store REFER UL EE Android &
& MR RRER,.

NREIEEMERE XenMobile BeBE A BohMISEHEN AR, RAABRTAFREXLENARERF, b, &
£ XenMobile FEBEHRISIGHBENILE. RRTEURENBER.

EUHEMAE R EM Android i&&

FAFEILLM Secure Hub MEREUH M. FAF@E TS REUEEMEY, RER{IFATE XenMobile i=H SRR &EFR
HhET. BETEERE ERITIRE, TERRIRE, BTEBIREESMAM.

1.

2.

BIRLITH Secure Hub MAERF,
RITUTRE, RERURTFEABENEFIERE FIREM:
EFHL:
 MNEBAMERLITHREER,
o FORIIZEEDL tKPFIBIBRIK,
TR e L
o BiRA AR BT HRE IS INET K,
o FOREBIZEEDL. WK FIBIBRIKS
BRREFIM. BRET—FHEE, BRRCHINESEENIME SRS,
BRIRMTE,
TR ERBECH M
FREBFS LRRBAEIMEE.
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R I0S &%

EBIRBNBRAFNER I0S &% (12.2 HEEMA) EME XenMobile Server, HX i0S AMHEMESR, 1B
FTFFLLT A3 :

1. 7£i0Si&#& L% Apple iZA®EE, T# Citrix Secure Hub AR, RERIZZNARER.

2. HRARRTRENVAREFN, BRT—F, ARRRRE.

3. %% Secure Hub /g, B#&iTH.

4. WMAEHELERE, 5190 XenMobile Server Z#f. AP E&&AF (UPN) S FipFitutt, A5, 2ET—F.

5. Bi%2Z, AMLUEM i0S &&.
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Enroll Your iPhone

Enrolling secures your iPhone and your work
apps. Do you want to enroll your device?

Yes, Enroll

6. MARER, FHIRTHERATFUATHEEX K.

This website is trying to download a
configuration profile. Do you want to
allow this?

lgnore Allow

7. THEEXHRE, BEXH,

Profile Downloaded

Review the profile in Settings app if
you want to install it.

Close

8. EIRFIGEP, RE IOSIERHBGERMEIAEFIRF,
o BINGE > FH > REXH > XenMobile BBEXHIRS, AERRZEURMNAEEN o
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Install

Cancel

o EEHMEOR, BIREE, BENREIMITEEER,
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Remote Management

Do you trust this profile's source to
enroll your iPhone into remaote
management?

Cancel Trust

9. &% Secure Hub, MREFME MDM+MAM: WIEEREGE, FHRIRREIZHFHIAER Citrix PIN,

10. IfEmigsertfa, AMigE. MEREARNABEREEERETE I0S ®RE NN AER,

i0S %%
1. Mi&& £ Apple iTunes App Store T2 Secure Hub [ A%ERF, REEIRE LREZNARER,
2. Ei0S®kEFREE L, B#% Secure Hub ARER.
3. Secure Hub MAREFITHE, MARARZIFARIRMIARS B
ETHRERSRERXETRAMS, BEERT XenMobile WEEES .
4. RFRTH, WATHAFRZMNEEE PIN, 2& Next (T—%),
5. RGRTEMEY, BERE, I, ARERIURTHEEANENERE,

6. BiggELI %L Citrix Profile Service,
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#8000 etisalat 4G 3:27 PM 22% 0

Cancel Install Profile Install

XenMobile Profile Service
XenMobile

Signed by *= ' ‘.com
Verified

Description  Install this profile to enroll your 05 device with
XenMobile

Contains Device Enrollment Challenge

More Details

7. BRET

Remote Management

Do you trust this profile’s source to
enroll your iPhone into remote
management?

Cancel Trust

8. BIITH, ARRWAEHNERE.

macO0S &%
XenMobile R EFEMEZIT macOS MIRE, XIFhyTEERE macOS AP EEBEIEMEIRETE M.
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s MAFRREEMEE: WEMRSERFEN MacOS KREREUTEREIMRLRN:
- BR& + &5
- AFP&+PIN
- WE
BRREREMBIEPIRAHITIRGN, RET—MESTAFRRNERFER.

« MARRRREREE: IWERSZEATF macOS i&&, WA RE—EMEERE, BFRUE Safari
Chrome RSB RHITHZEE, AFRBEEIREEAR SMELHIT M.

EMHIEX macOS & ERAEMEER, HERSBESER macOS OTAE 18 E / false, Htt, macOS A
P QAR A MRS HIT E M.

B P & EAEIE
1. (7I3%) 1% XenMobile i=#I& & E macOS B&EEI, EXEERBHEMER, BBHISEHL,
2. 7pnmErR macOS AFEMBEIE. BXEAER, BEREAXPNRIXEMES,

3. BPKREBIEH p RS, UTRERE Safari JKE+TER, XenMobile HEBAF &, MRENEMRRE
RIVEENE, WRETRH—TFRo

MacOS Over-the-Air
Enrollment Logon

Before you proceed, it is strongly
recommended that you install the XenMobile
root certificate; otherwise, enroliment may fail.

XenMobile root certificate

Sample

4. APREFERRIIR. AFRESIWEILREIERHRTERTERE N macOS BE T UTIES: AaRkEEN
SSLIEBMAREENKRFERILEL. AXIEBNFAEES, BSIEBNE DT,

5. APEMEERIER,
R Mac ig&HER. METUEGEEEBN&E—H##ER XenMobile & Mac.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 496


https://docs.citrix.com/zh-cn/xenmobile/server/policies.html
https://docs.citrix.com/zh-cn/xenmobile/server/authentication.html

XenMobile Server %#ikR4s

MR REREEE
1. (|I3%) £ XenMobile =H|&HiI&E macOS R&EHK, HXEERBHIFMER, BBHAILEHE,

2. REEMBEE https://serverFQDN: 8443 /instanceName/macos/otae, BPAE Safari 5
Chrome %5 88 T FFix 5,

+ serverFQDN £iz1T XenMobile HIIRE RBHT2REHS (FQDN).
o 150 8443 HEIAR2 RO, WRBEEHMIKEO, BFEAIZFEOER 8443,
- instanceName (BEETl zdm) NERSBLESZERIEETHRTR,

BRERRERENFAEE, BEBRARELERE,

3. APRIEZEEREIEH, MNRERIOSF macOS BE T AREEN SSLIEBMBFEZIES, AFRFERIR
HIEBHIRR, BXIEBNERER, BSRIEBANSHRIE,

4. AFRERH Mac k&,
=% Mac ig& %, MIERNA UG EERBNI&E MR XenMobile &2 Mac,

Windows 8%
AE:
AT E1EX Windows Phone 8.1 i&%& 5| A, Microsoft B¥izig &N X iFE R AR E 201747 8 11 H,
XenMobile % #xt Windows Phone 8.1 i§&#17 MDM 31,

Windows 10 #1 Windows 11 1&#&3&id Azure ;M1 Active Directory B4 IIERNERE AR ATURBTIIAE
2—¥% Windows 10 # Windows 11 i&%&%#%%! Microsoft Azure AD:

o BURTHFIRE RIREITE Azure AD BRI EHR7E MDM FiEft,
- EEBigEE, M “Windows &E” SIEHT Azure AD BX#Eid#2-h7E MDM A8,

A L7E XenMobile #5317 LT Windows & 1ERZHIEE:
« Windows 10 Phone
« Windows 10
« Windows 11
« Windows Phone 8.1
BRA U EEETHIGE M.
R
3tF Windows 10 RS2 Phone #1 Tablet, E#EhdiEd, RATRRTHAFRMEIRSES URL, EffRILRI,
BERBESE, E, TEFHMEMIREREF, BRREEEZEIRSTHX UEERS2E URLTTE, X2E=
T3 8],

WBIARFEMEE BRI Windows KIARSS, 7 aEBANZ XM Windows &&HERE,

WFETE XenMobile HEZE Microsoft Azure ARZ328, Windows i8& B A8 A Azure #1T5EM,. BXi¥AE
B, 1585 Microsoft Azure Active Directory [RS#I&E.
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HEEBEBTRAUMNER T M Windows i&&

E3¢ Windows i&& #1781, Citrix Bi/EEE AutoDiscovery Service #1 Windows IR . BXFAER,
3E£(% XenMobile AutoDiscovery Service,

1.

2.

&L, HEHREMERAN Windows &,

33F Windows 10 #1 Windows 11: £zl Erh, 28, AERIRKFE > ipla TIERUsFER >
EEITERMAHER. F Windows 8.1 Phone: RBIRBIZE > MK > TEX,

s+ F Windows 10 #1 Windows 11: AR AT B FHbF#iAE, ABRRELE, 3F Windows 8.1: 1
# Turn on device management (ITHIZEER) ., BAMAAHMEF, BRANTEEREZNREZEN
BEFEREMAE (130 foo@mydomain. com), XA FELLIEL Microsoft FR%, BENEAE Windows £
NWREIREEERIT, HEEERIRSTIFER, AASEMAR XBNARENEE, KEN2B0LN
XenMobile Server HFF a2,

MANEHER, ERASEKFEXNZD, ZIKFRiZE XenMobile AR AMN—ES,

53 F Windows 10 #1 Windows 11: ZEFEREZHHEEF, EREEREEECHNRE, ARRRES, WF
Windows 8.1: AN IT EERIRENTAMRSIHEETR, EPREREREBCHNILE, RERRITH.

EAREEBTRUMIER T M Windows &%

BIUEFRRE B R MHER TR Windows &&. B2, Citrix BINEREBNAN. ATERLE RIS
ATHTIMESHREEERIFAFER URL siRARKO 80, Alt, XFBAFTEFIHENREME, Citrix BIERIE
MR BB R IR Z P EA IR,

1.

2.

EigE L, HEHZEMEIAN Windows Eif.

53 F Windows 10 #1 Windows 11: F8RiARER, BIRGE, ABRRKF > BRI TERURFER >
EEITERMURFR. FF Windows 8.1: RBIRBIEE > ML > TIEX,

NTEAL BB FEp At

53 F Windows 10 #1 Windows 11: MNRKEBBEZHKI, MWERR—MET, Er]TEIENARS 23140
E8, MBS HFR. F Windows 8.1: iR BENENIARS BMAUHEERFF, ERIZLK A IEET,

3+ F Windows 10 #1 Windows 11: 74 ARS8t F &, BAMAIL: https://serverfqgdn

:8443/serverInstance/wpe.
MRBAFREEHIIE SSL EZMNIEOARE 8443, BEFRAMENNE O S ittty 8443,

3FF Windows 8.1: BRUTHRIVBAIRSSBH#HE: https://serverfqdn:8443/serverInstance

/Discovery.svce
MRAFREFHIIUE SSL EZWIHOFRE 8443, BFEAENYROS Bkttt 8443,

BNER,
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7. 3F Windows 10 #1 Windows 11: EERFZFIIEESR, EACRAEREECHNIRE, ARERES, T
Windows 8.1: 7£4iF IT B2 RIRMHA N AMRSIEETR, 1EATRAEREECNIEE, ARRIRITH,

it Windows Phone &%

Z1f XenMobile #’E#ft Windows Phone i&&, AFRHRZEMAHE Active Directory siPIEBRMILE B8 FHF 4 11k 71 2%
B, MRKIEBEBAM, AFREEE XenMobile Server #IERSS 28 Web titit, S35, i1EEIREBIEREISSE L
SEREM

EE:

MREITRET Windows Phone AT BAREERSEN BIZRF, WERFEME, BRECESEEDWHOE

B (BEEEEM Secure Hub. ERTFEXZFNENFEESM Windows Phone R

1. £ Windows Phone MERE t, BIRiEEER.

o ¥F Windows 10 #1 Windows 11: RBigik /P > i8] TIEREAISFER > EEE TERUSRER, HiRR
P > TERALARIMGR > SFMBNGREIE, BEBUATEERNRE,
o 3FF Windows 8.1: RITHNIGE > WL > T1EX, ARRIRHFMNKA,

2. TT—RE&RL, WARTFEREFMUNETG, ARRRER.
MRNFEET BEIRM, RIS RIFAENEERZEER. #EHITTE 8,

MRZEANIREEDRN, FHERTT—F. BEIMATMAR, BRATE EREINAFENEFERE
ik (30 foo@mydomain. com), X AWFELLI B Microsoft BRI, EEMEEZDIRSIIEED, B
NS P XEXBIR P B,

3. #F—REL, %A XenMobile Server #9 Web ik, fli: https://<xenmobile_server>:<
portnumber>/<instancename>/wpe, ffl#l, https://mycompany.mdm.com:8443/zdm/
wpe,

=

AR
KBRS A MERTENEN, ZsOXNSEET i0S EMaisOERE.
4, MRBIAFR BN ITEMIIE, BRANBPRNE, ARRIZRER.

5. £ Windows Phone 8.1 £, ik es, aJLii%# Install company app (REQFNAER). IRE
EEEERE Company App Store, iEEHLLIED, AGRERTTH. WRBUHETRIGAD, SREEHMEME
&7 geiElk Company App Store,

6. 7£ Windows Phone 8.1 &, HEFNMKARE L, BIR7TM.

7. ERfhEEIE RS, BRI R Eif. MRIGELEEFEEIRSSE, XenMobile 2=idE#HZE
. XenMobile &% 3 H#E4L 5 REFZILE, RBERSN 2 MB, EAIMTERSBEEFH Windows
WNS N1 S iafRetiEZR, EM5EmE, Secure Hub BiEE&FM. REXHNARRT. EFFE
M RREFREF, &% Secure Hub,
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RIXFAHEE

7£ XenMobile #&#1&m, AR i0S. macOS. Android Enterprise #11H Android i& &8I H P &% F A1
o Iksh, EATLLAMEER i0S. Android Enterprise (I8 Android & & B & IX L EHEE,
FEABIER &IX S I AR

o MREMBIFEEAEAMA A Active Directory BF: AP RBBIEIEENBIESHMNSERWEIRE SMS
HYBIE,

o MREMBIEERMA: AFFKEIRE SMS 895, 1R Active Directory BF1E Active Directory #E%&E
B FHR BT EBIE ST, MEWEIZEIE, ANMAFP B EAP BIEPIEE RN B FHR 4 BIES D E

BiF,

BFEfE, HREEERE > RELBETHRERE. &5 URL EIREERABE IR,

W&
o £k (XME) 3¢ MDM & FEZE R XenMobile Server
« BECE LDAP
o MREAARMANAREF
- —PREPEMA,
- DEAAHARN AR,
- A SAHARRE,
« WNRfEMA Active Directory:

- {345 Active Directory A#8XEX,

BIRIEMERIE
1. 7£ XenMobile #zHla/H, BEHEE > FMEE, G EREEIERE,
Enrollment Invitations Q
Status User Platform Enroliment Mode PIN Token Vvalid until Create time B
No results found.

2. BERM, WIEER—MEAETSRE,
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Enrollment Invitations

User Platform

o EMAASREREEMRE, BRERIEE,
o Ej@Ed SMTP ¢ SMS MR AFIRREEMLEERE, BREEREREER,

A REEABIEM R RS EXES B FHITNE.

3. BEANER. BETEMBERR.

Add Invitation Enrollment Invitation
Recipient® Select a recipient type -
select a platform* Android
05
macO5
Device ownership Select an ownership type -

4. BBEUTIRE:
o WfFA ERATAF,

o EETE: MRBHEARE, WRIAEZRFAEFE, JUEXRFMETS. MRBEARBR, WRERE
fTaE. EEFEFE.

5 Android Enterprise i&& 611818, 151%F Android > Android Enterprise.
o GEMAEN: ERARHRT.

L 2 TAPRANIRE, WMATETHAR,
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| P RE RIS
Add Invitation Enrollment Invitation
L 1 Er z Recipient* User -
select a platform* Android
05
macOs
Device ownership Select an ownership type v
User name* @
Enrollment mode* User name + Password -
Template for agent download Select a template v
Template for enrollment URL Select a template v
Template for enrollment Select a template -
confirmation
Expire after Never
Maximum Attempts 0
Send invitation

1. BEEUTHFIRE:

s PR BANAFPR. BPYAEREMBF S Active Directory B P 77T XenMobile Server
o MRAFEAMBF, BESHISERFPNBFHEREYE, UEEBRZAFRLZEER. MRAFE
Active Directory /1, E&wECE LDAP,

o GERER MREERTZENTE, HBMERT macOS, WEBERFER. #EEFSIS. UDID 5
IMEL, EZREMNENE, BER— TR, ERIUELLRNIEENENE,

o HIESE: MRIGERTEZITE, REERET macOS, HEEERET. (A% BABFPHNHEIES
53,

o TEH: NREERTSIFE, REMCEET macOS, MEEBFET. ERESHAFNEIESHEX
BEER.

o EMER: AAFEEERREER. BRAERAFRE + 55, TEXSENANMEEEaaM:

- AFR&+ B

- 5R2M

- #iF URL

- 835 URL + PIN
- %35 URL + %13
- W&

- AF& +PIN
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BRIFEMBIE, ReefEARIE URL. #i5 URL + PIN 5(#1i%5 URL + Zi8 ML &R, WFERAFRE +
B, WEHAFE + PIN MRS, AFRYUHATE Secure Hub RFENE &R,

AT EME PIN X#A—K % PIN, 1t PIN XERF AR ER.

} =

AR
EEEE PIN NEEIMLZ BN, sE50FM PIN BiRFEL, 7Eitals2 430 PIN,

o RETHER: EFR2NTHERN THIEHERR, ZRIREBTRFNFEFE,

o JEA URL Rk &FEBE.

o EMBEIAMER: EFEMBIL

o ItAHEIEEHE: WFREREIMERNMNISE, BT EHEMIRRE, AXEEIMRRANIFA
=8, BERLEIMZ2EN.

o RAZBAN: WFERBEEREIMRNNRE, BTREIMIBRENRARE. EXEEIMRRLE
RANWFEAER, BERALE M Z2EL,

o RIXFIE. BEFRBULEEE, EEXFEEMEIENE ERRERRMEBE, BRRX,
2. MREBAREAIE, FREREHAE. &N, BRERE. BIERERTEMEENE ERIREF,
Enrollment Invitations
Enrollment Invitations Q
Status User Platform Enroliment Mode PIN Token Valid until Create time A
PENDING Android User name + 05/03/2017 10:32:24
------- ord am
PENDING macos Username + 05/01/2017 07:33:38
“““““ ord pr
PENDING 05/t 7:20:0
pm

E4H R MEE

TEHERT BFEERALERIMEENILE,
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Add Invitation Enrollment Invitation
b 1 Enrollment Invitation Recipient™ Graup =
Select a platform* Android
05
mac0s
Device ownership Select an ownership type -
Domain* Select a domain =
Group™® Select a group =
Enrollment mode* User name + Password v
Template for agent download Select a template v
Template for enrollment URL Select a template v
Template for enrollment Select a template -
confirmation
Expire after Newver
Maximum Attempts 0
Send invitation

1. BEEUTEE:

o i REERUERIERARIE,
o B EEFEERWBIENA,
o IR EEHBATNAFPRBIGEMRAR. RINENBFE + Ei8, TEELERDANHAEEET
A

- AF& + &g

- BR2M

- #i5 URL

- #i& URL + PIN

- &i& URL + &1

- WE

- P& +PIN

ERFFAMBIE, ReeFEARIE URL. 235 URL + PIN 50&i5 URL + Ei3 ML 2B, WFERRFS +
2D, WEHAF S + PIN AMIILE, AFRXME Secure Hub FRIRAEZIE,

RETWNEMNEEN T BRI ERR LR,
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} =

=W

HFEEE PIN NEREMR RN, SEEM PIN RiRFE, Zibe] 2534 PIN.

RETEER . &R N TR THERER. ZRREBTRZFBOME TS,

A URL 181k . ARG,

EMEIMRR  EEREMREIA

tEEE e WFRAEREIMEARIRE, ATFEHEMNIHNE, AXEEIME2EIFH
B8, BBREEIMZ2ER.

RASIERE: WFESERE HER HRE, BTFREIMIBLENERORE, EXEEIMET
2EANFRES, BEAREIMLZ2EN,.

RIEBE . EEFARILAREER, EFEFEEAZIETE LRREPANEIE, EFRX.

2. MMREBARERIE, BRIHEREFHLE. BN, BRHERF. BIFRKERTEMZIETE LARER,

Devices
Devices Q
status Mode User name serial number | Device platform | Operating system version | Device model
[v]O]as] <] ios 1011 iPad
[T]o]as]=<] ios 1011 iPhone
[o]o]s]><] ios 1011 iPhone
showing1-3 perpage:| 10
S ML s by
RIXBRFE

s ET IS ENETE MRS R FEEE®E (SMTP g SMS), FReRiFTALEEiE, X AR, H5F (B
#0] (/zh-cn/xenmobile/server/users/notifications.html
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Send Link Send Installation Link
I 1 Details Recipients* Email* Phone number*
Channels @
EsmTP
Sender ®
Subject D
Message E r device to gain access to con nd For instructio £ 58 . ) @®
Osms
Message Download Agent: ${zdm ostPath}/enro ®
4

1. BEXERE, ARRHRF.
o WA IFERMBISMREN, RBERM, AFRITUTERE:

- EEFERMF: AU AR FERME, e FERAMEFES,
- HIESHE: BARGANEIESE, FRANEFTE,
AR
EEMAEWREAN, BEBRTEEEESIHIIRNIT LS, ARREAMNMLIRERR. WIIEER
HIAXTIENE. SBEMBRUMMBRTIR, HEEBUEURETIZR.
BRENMERHEAN, BREERTEEEESIIIRNIT LS, ARREANNBERF. FHMIEK, A
BERHFREUREENENTIR, SR ERUEMUREBIIRTE.
o BE: ERATRZTMLEERENEE, JLUE D SMTP = SMS %XiEH, EiEMNRSSEMNIGERT
LTHRBRSFEGER, THEREXLEEE, BXFAEE, BHSREN,
« SMTP: BEMTAIXIRE, MNEFREXLEFERPRANEMAAS, BERAAMEFESEENBMNERPIE
EHERIAE:
- RN BANTERH A
- T BAEEMNEETM, i, SEREEE,
- HE: BABERRARGANEEER, 5130, “EMENIEE REVALR N BERF B FH4S
AR, 7

o SMS: EEELITIRE., NREFELFEIBANEARS, BEBNFMET S EBNBENERDIEENBGA
&:

- HE! BAERZAREAES, WFETF SMS 1EH, XZHIEFH,
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AR EiEE, #8d 160 MFRR SMS HEREE ZHRIE B RIE,

2. BERIZE,

AMReEX (%Ta)

=W

MRBEMFEFEA sAMAccountName: EHRFIREIRIEH B EEER, NARERFPETRETRE
PHI8IE, AP &I sAMAccountName@domainname.com X8R, B %7 @domain-
name.com Zf45

TRETRTAHRTEMAAIRENT2ER. 2K, BRIPERET S XFEATREMECE X BV E M

EERN,
Citrix
Gate-
way £
#9 2SN
MDM MAM F89E Android iOS (B
MR MR BEE MESE  Android Enter- FiEAR
2% 2k R X4 (IBhR) prise =50 i0S macOS Windows
Azure  EFim  MDM+M; 2 b~ b~ z = = £
AD 0 I )4
Okta MDM
GIptibus
Citrix
Cloud
ERS
iR
=2
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Citrix
Gate-
way
#9 SZEEN
MDM MAM FRE Android iOS (B
FE ER  BEE MEEE  Android Enter-  FUEAR
2 28k R X4 (IRRR) prise 1&30) i0S macOS Windows
BAF#&  LDAP. MDM+MAMKR = = = = = =
+ &85 LDAP+ MDM
P
JEHAN MAM
REF (X
IRIEP MAM
BHE
Citrix
Gate-
way Lt
REFF
BFiH
IEH)
B EFiz  MDM+Ms 2 = = & z & =
URL IEF )4
MDM
BiE EPFis  MDM+MAKE I~ = S = = £
URL + HE$ 5
PIN MDM
BiF LDAP. MDM+M; 2 =z = = = = &
URL + LDAP + &
=g EFi&  MDM
JEFAN
&R
BHIEH
WESH LDAP. MDM+MANE = = ) = = S

7I¥iE  LDAP+ &
(BFP& EPF&®  MDM
+ &I+ EBMN
PIN) &R

IE

=]
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Citrix

Gate-

way

9 THEHR
MDM MAM FRE Android iOS (&
FE ER  BEE MEEE  Android Enter-  FUEAR
2 28k R X4 (IRRR) prise 1&30) i0S macOS Windows
AR B ih MDM+M; =2 =z = ) = = &
+PIN IEF )4

MDM

TENAT EMRLERE i0S. Android # Android Enterprise i&#& EH1TRAT:

o AFPE+EB (BIAEE)
- MAFPRZEESEM URL B NMEM, HAFEE URLES, Secure Hub BiTH. ARG, BRREBAA
FRAFZEBLE XenMobile HiEahigE.
« #i5 URL
- BARZZEEEEMN URLMENMEM, YHF #E URLBY, Secure Hub 38317, IltB4& 27~ XenMobile
RSB BIAE, MR, BRAURERE, FMUTE XenMobile #5EA& &,
« &35 URL + PIN
- BRPEREUTEFHRE:
* @EEM URL BIEBFHRE, ZHRE AR @i Secure Hub 72 XenMobile #iE a1,
* GE5—xPIN (BREEMESESAENEZ PIN) LURBAFH Active Directory (gi7ih) 2
FEHY B FHR 1
- FERXT, AP REEIERENPREM URL #1TEM. MRAFERTIENRE, BRELEEE
fte B2, EaIEREMEIE,
#iE URL + %13
- BAPAZEEEEM URL pyt @M, YA B E URLEY, Secure Hub $3T7, ki 27~ XenMobile
RS 88 &R, UNATFAPBNEBHNFE,

.« WE
- MAFXZEEEEM URL M—Xt PIN Bave @M, YAF &8s URL B, Secure Hub i&3T#. It
HE £ XenMobile RS 2882 R, URAIFAFEANZEM PIN BHENFE,
+ AFP& +PIN
- MAP AR TEFHRE:
* E&FM URL BUBBFHRA, ZEMEARVFAF THHRE Secure Hub, Secure Hub 1 THE, 4
BIRTAPFBENBFPEMEG, LUEE XenMobile 3EM& %,
* BE—RM% PIN (BPTEFMEEESHTENEZ PIN) UKRAFH Active Directory (F4sith) =
oY B FHR
- MRAFEKXTEMBE, APEEETM. B2, EAILUREEMEE,
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TENETEMRZEEAE macOS K& EMNITHAR:

- AFPR +EE
- BAPXRZEAEIM URL ENER, YAFSEE URL B, Safari MWEETH. KREER—ER
TE, BTBFBNBFPRIMNZD, LUEE XenMobile #iEaigE.

« WE
- MAPRXEEEM URL F1—R1H4 PIN B2 MER, AP $E URL &Y, Safari JIBe8TH. It
RREER—MERNE, HPETHEMRITFAFRAZEM PIN 387K,
« AF& +PIN

- MAREZEUTRFHRH:
* EEEM URL MEEFi. YAA BT URLBY, Safari JISsEiTH, EEER—ER0ME,
RTAPRBNBPEMER, LUETE XenMobile FiFii& &,
* BE—RM% PIN (BPEFMMEEESBTENEZ PIN) UKRAFH Active Directory (F¢4sith) =
TR ER T HR 1,
- MRAFREXRTENRIE, ARETEEM. B2, EaIMAEEMRIE,

AR gem Windows & & R EMEIE. Windows AP EEEIHIG &,

Firebase Cloud Messaging

January 5, 2022
AR
Firebase Cloud Messaging (FCM) 89#i#54 Google Cloud Messaging (GCM), &Lt XenMobile #=#I&
FEMHSSEARE GCM,

Citrix 2/ Firebase Cloud Messaging (FCM) k=& Android 1&&1%#% XenMobile ¥4 X iEl, A
ERERA FCM BF, XenMobile 2iGiEzi@ Mk EF #3 FCM EAK Android i&&, EARLSBERHDEH SR
ARMERER, LUIRT AP EMEEE XenMobile,

FERAXFNRESBEAEMEESNG, ZI&EFEME XenMobile Server iy FCM RS, ZiEEAFBEER
FCM 7£ XenMobile fR$ 5 &M1& Z B R PHAF R AEE, FCM EMERATMEEEMAUATTEMREILE,

% XenMobile EER5IEEMEEN, TREED FCM RS, RE, FCM RSEBMIZIGEHITER, XHER
HERES Apple BT HHERBHARS HIEREL M.

WEFM

« BRFfhiZs Secure Hub B is
+ Google Fr& A Gtk ZiE
« EEAT FCM B Android i&& E2 %8 Google Play RS
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kiR O

+ 7£ XenMobile t#TFgM@E fcm. googleapis.com# Google . com MimM 443,

o 1EIR[O 5228, 5229 1 5230 £AHig&E Wi-Fi {7TFEH Internet i1z,

o BAFEHERE, FCM BiAFERRND 5228 21 5230, BXAM IP R, B2, MNREFHE IP REI, FCM
BINAYER IPv4 7 IPV6 SRAPBIERE IP otk XLEBKEE Google ASN 15169 5, BAEMZFIR.

BXBEAER, BERROER,

RREEH

HEES R T IMBFAEMNEF FCM BERER.

External Network

mdm.mydomain.nl —443/8443

Demilitarized zone

mam.mydomain.nl - 443

android. apis. google.com - 5228,/5229/ 5230

fcm.googleapis.com - 443
£oogle.com - 443
-

FCM

Y _V netscaler

¥enMobi

Firewall

77 FCM E2E Google </

1. ERAEH Google FFRARKPERERIT URL:

https://console.firebase.google.com/

2. BEHFMIEB.

Internal Network

L1E

FCM APNs nternet
5228 5223 8443

243
2 ((ﬁ))

Wi-Fi AP

Firewall
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Recent projects

+

Add project

O Explore a demo project

3. tlBmBRE, BEWEIKRE,

@ Firebase Test Project v

A P t Overview Project&pettings

Users and permissions

Develop

4. B Cloud Messaging &M+, S5IRSBVBEAMEGEA ID H, ET—NIED, TLUEXLEERENGE
XenMobile #=Hl&ad, 8ZE 2016 &£ 10 B, %77 Firebase 154 & 8 ZRS B H,
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Project credentials

Key Token
. -
Server key

Legacy server key (3

Sender ID (%)

37601

B %7 Android EigE FCM ZFRmN AREFNE B, B2 Lk Google Developers Cloud Messaging X E:
https://firebase.google.com/docs/cloud-messaging/android/client,

73 FCM &2 & XenMobile

£ XenMobile =&, #ZEi&E > Firebase Cloud Messaging.

« 4548 API Z5, #H % A\7E Firebase Cloud Messaging BEE B &/E—# &89 Firebase Cloud Messaging
ARS328 28R,

o WEAMAID, HFRNEZHHIIERERBLGA ID E,

Firebase Cloud Messaging
Configure Firebase Cloud Messaging (FCM) in order to send connection notifications to Android devices that are enabled for FCM. For steps to set up a FCM client app on Android, see the Google Developers Cloud Messaging documentation.,

API key

Sender ID

FTERIREE, FTLERITRISERE, Br] USRS E S R RERIAR,

WA EHEE
1. it Android i&#&.
2. RIFREE—RNERATFERRE, UEHES XenMobile #iF &z,
3. &% XenMobile iz#l&, #EHEEE, %% Android i&&, AEREERS.
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Devices Q

Status Mode User name Device platform  Operating system version | Device model | Last access Inactivity days  DEP registered | Activation

BB Androic 6.0.1 Nexus 9 07/27/2016 2 days No
06:05:25 pm

4. EIRFRIETH, BEEEMER.

Security Actions

Device Actions [

INECESG, BIRIEIRE ERITIERERR.

5 Apple BB INREMEER

January 5, 2022

715/ Apple #HEThEEMIRES, T LUER XenMobile fERIEMBENIRE EIE (MDM) RS2, XenMobile %%
B3 Apple KEHSEIE (ASM) ME @ iPad BRE N AERF. XenMobile WH B BI&E RREBHHMFEN
RE LU Apple BBIHEEER.

FHRABBNFERUNREEH BZHEN iPad, ZEE 835 XenMobile ##y ASM 5. ERETHHBENEEN
Apple ID it LU R A B B9 2T L R FAFEF iBooks,

T&E=Z XenMobile 33 Apple BHBEINREMXZIFN LR EEE I,

Apple REHSERE

ASM B—T0fRS, BIEZMRS, EALUSE. BEMNEEHENMMERL i0S (iPadOS) &&HM macOS EiEXitE
Mo ASM BFE—NETF Web WP, EZIMIFH, IT EEERTRITITERIE:

. MAEM MDM RS54 Apple BEHEIEE.
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« MXERTFEMRAIZRF iBooks Ytk E M SZIFRTIE

o tE20EEEN Apple ID, XEEFE XK Apple ID {2E3& 51 Apple BREHIARIER, FIg07 iCloud Drive
FRTERESCRS AR TE Apple App Store 3123

BJ LA XenMobile iFMZ A~ ASM kP 30, f&BNILINEE, ERILURE B RUNEI VERAFTENEMREMIZE
Y&, AR ASM KPR 5 RRYIE & SRESHE X EX,

| XenMobile 1=#] &N ASM #kF /S, XenMobile BieRIEMEZ RER. €&EIEBEIZH, XenMobile &
T EE:

. 55Eﬂﬂ'i§%o
o KREHMBELRENZR, IINMLERR HERE. TREMEH).
o LEOh, ERREEIHEE MW E W EHIN FEZFF iBooks,

EHEERBINMFERMUTEENRS. URREERRIWE, ATUEA MDM ERERAINEMEME LIRS

ERT iPad 19 “IRE” AR

WILEAT iPad B9 “RE” NARRF, BT LUERTFERNIZE AR o BAINEBRERR. EiPad £
TR FAER LR S ZRIFTH Web %,

“IRE” MAEFTE App Store &R, ERERZUAERF LHT XenMobile #6158, MEEAYBEREERE
RIECE “RE” NARF (BZEARFBEBINBIMIRE).

BX Apple HBTEEEMES, BSIH Apple ABUERFIRBR =K Apple (BBEZELER).

WEFMN
« Citrix Gateway
+ 73 MDM+MAM ECERVEMBCE X 4o
o RE7i0S9.3 (RfEARA) 89 AppleiPad E=1 (RfEARZS) 3 iPad Mini
AR

XenMobile &%t+3F LDAP & Active Directory &iFf ASM BF kP, B2, BTLUE XenMobile iE#2 LDAP
g% Active Directory UEEIES ASM BT FE T XM B A MIgE, 10, sTLUER Active Directory ¥
Secure Mail #1 Secure Web 1244 E i Apple ASM s 5, 6l IT EERMEE,

BT Apple ASM I EHEBAMAS, Ak, FEERAHIEEIE Citrix Secure Hub,

4#E Citrix Gateway S4I8IER MAM SEMAR LRt - (X2 #F Active Directory FF). Elitt, XenMobile
XEHBTAZEEIREIHBEL R EM L AEFH iBooks,
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HAM iPad X &EFH

« £& iPad Pro. iPad &M, iPad Air 2 iEShrALUK iPad mini 4 SiEERRAE
« £/ 32 GB =gz

. BUE

it E Apple KRE#H S EIEF XenMobile

M Apple 3t Apple BREHBREEFAMXE iPad /5, BRBATNENIERZIZEEN Apple ASM ik F1i&
&o ILTIERBEIEETE ASM TP F XenMobile 1£#I & HHITH S B,

BERBRLERAAEGE—N—RR (BNFE—1iPad) TREANER iPad 5t#)T iPad (k=) BESEM. ERE
®FA iPad, BZARE AR iPad.

SE 1. ¢l Apple REHKSEEIKFHTHIRENF

MEEM Apple BEITRIFEK, ES1A Apple x#xXE Upgrade your institution to ASM (&8I F R E
ASM), Bt Apple REHSERIKF, B8 ZE https://school.apple.com/FHiRBRi%BH#IT M. BHXER ASM
B, &BEIFRITH

o HX ASM H&EZM. RBBIFNEEESHNES, B51@ Apple School Manager User Guide ({Apple #&
EHSEEAPERE).

 i8E Apple ASM BY, i&(E M 5 Active Directory Bl & RREIRIE R, 40, iE7E ASM B9t shifsin appleid
ZRBIFIE,

o 1 ASM EERIEME 2 HIEN, ASM BAmMFEeZEEN Apple ID, SRHEGELD. FEMUL.
BXME ASM "IN BEHEENER, B2HHE3IBN (ASM BFRERE).

o TIAEMNMEEXEEL Apple ID 180, 08T 3IAK “ASM BFER” BEHR,
BE:

¥ ASM 552 A\ XenMobile /7, E7ESIEE Apple ID,

c MRERBIZLHBHZEBWENEE, BHXLREHET Apple ASM. BXER, BSHAES AR
(ASM BFPEmE).

S8 2: % XenMobile i2E 7 Apple KEH 5 EER MDM fRSEBHEEIRE N
ASM I"JF &5 MDM RS 2832+, HEEA XenMobile FHASAXH A REFTMIZILE

1. %589 XenMobile WA THEIEH AT EN: 7 XenMobile #4148, #ZEGE > Apple HBEitxl.
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Settings > Apple deployment progra

Apple deployment program
Apple deployment program streamlines the enroliment and management of iOS and macOS devices in Endpoint Management. The Apple deployment program notifies Apple servers about a device profile, which customizes the setup assistant
experience and assigns the profile to specific devices. For more information, please visit the Apple deployment program page

Download Public Key Create a Server Token file Add Apple deployment program
A Public Key will be automatically generated for you and signed by Citrix. « Signin to Apple Deployment Programs Portal (Apple Account
Business Manager for Business or Apple School Manager for Follow the wizard to add the account.

Education) with your corporate Apple ID.
« Navigate to Settings > Device Management Settings in ABM
portal or in ASM portal. Click Add MDM Server.
« Entera MDM Server Name, then click Choose File... and
upload your Public Key.

_ « Download the Server Token file provided “

2. ATHQAT, BETH, ARKRE PEM X

3. 7z Apple REHSERIIFH, 2EHRE, ARRHIREEERE. $$ Add MDM Server (711 MDM AR
5880

@& Business

Organization Personal Settings.

Activity My Profile
Locations

Organization Settings

People . N
Aceounts o Enrollment Information Device Management Settings
1 Device
Roles
@ Device Management Settings
Devices 1Device Q M
Devices MDM Servers Show Add MDM
Devices  Server
Assignment History

1 Device
Customer Numbers @

Add your Apple Customer Numbers or Reseller Numbers to manage your devices in
Apple Business Manager.

Default Device Assignment

Manage the automatic assignment of devices.

Settings

4. )\ XenMobile W&, BANRSBZRULESE, HFAERS2 URL HETF. 7 Upload Public Key
(EEHA$A) T, #dE Choose File GEFEXH),
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Devices
Device Assignments
Assignment Histary

Content

Apps and Books
Custormn Apps

Settings

Personal Setlings

My Profile
9 Apps and Books
Organizstion Sattings

o Enroliment Information

& buiness. spoie. com

Untitled MDM Server

0 Devices

MDM Server Info

MDM Serves Nime

| Citrix Endipoint Managemaent MOM Sereer

B alow this MDM Server 1o release devices, Learn More

MDM Server Settings

Gerarate New Senver Token
You ean download the server token after saving. After generating and
downloading a new token, you must install this new token on your MDM server.

5. EHEM XenMobile THHAH, REHE Save (R7F),

6. E£HRBRS#/ThE: 23 Download Token (TF#H<h) LUSIRS B ShEXXH TR IIEHITEN.

Institution
Activity
Locations

People
Accounts
Classes
Roles

Devices

Device Assignments
Assignment History

Content

Apps and Books
iTunes U

Settings

xms
0 Devices

0 Devices
Upload Get Edit
Key Token

Name

xms

Last Date Connected

Never

Last IP Connected

None

Devices

None

[ Set as Default ] [ Delete Server J

7. 72 Default Device Assignment (2i\ig&59E) T, #E Change (B, EFGENHESARX, RE
REFMENGER. BXER, ESH (ASM AFERED.
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18 3: 1% XenMobile 57511 Apple REHKS E=ikF

1. 72 XenMobile iz#Hl&H, ®EIZE > Apple BEITL, ABEHRM Apple BETRIkr T, REFM,

Settings > Apple deployment program

Apple deployment program
Apple deployment program streamlines the enroliment and management of iOS and macOS devices in Endpoint Management. The Apple deployment program notifies Apple servers about a device profile, which customizes the setup assistant
experience and assigns the profile to specific devices. For more information, please visit the Apple deplayment program page

Download Public Key Create a Server Token file Add Apple deployment program
A Public Key will be automatically generated for you and signed by Citrix. « signinto Apple Deployment Programs Portal (Apple Account
Business Manager for Business or Apple School Manager for Follow the wizard to add the account.

Education) with your corporate Apple ID.

« Navigate to Settings > Device Management Settings in ABM
portal or in ASM portal. Click Add MDM Server.

« Entera MDM Server Name, then click Cheose File... and
upload your Public Key.

+ Download the Server Token file provided “

2. ERSB/OMIAET, PFHLH, AEEEREM Apple ASM TP THIRS RS (PTM X)) XX, LETR

=A =
ETRSEER.
Apple deployment Server Tokens
program Account Upload the Server Token file that you downloaded from Apple Business Manager portal or Apple School Manager portal.

I Select Server Token file untitled_mdm_server_token_. Upload

Consumer key

Consumer secret

Settings
Access token
0S
Access secret
macos
Access token expiration 10/30/20 6:25:52 pm
Apple
Server name Untitled MDM Server
4 Setup Assistan
Server UUID
0S
Apple admin ID
macOs
Organization 1D
Apple

Organization name

Organization type Education

Organization version v2

Organization email

Organization phone

Organization address

&
« A 1D 73 Apple ZEitIHZEF ID.
o ASM KPP RVARLBNHE, ALMRAH V2,
3. EKFEERES, BEUTRE,
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Apple deployment
program Account

1 Server Tokens

Account Info

Specify your Apple deployment program account information

Apple deployment
program account name

Business/Education
unit

Unique service ID

Support phone number

Support email address

Education suffix

ASM Deployment -

Central High Schoo

2233222323222

suffix

« Apple ZETHIKF BRIt Apple BEIHRIKF HME—R, EEARMREWNFER Apple BE it
A (BINIEE R/ X AR RREN) BB,
o IS[HEERM: BEDENBB LU T FEAVEAFE.

o ME—RRSS ID: BETFEH—DIRFIKA BYANEME— IDo

o IFHBIESH: XIFBIESHE, BAAUUERERELITIIESEI KA, FRABIEFTER,

o IFEBFERML MREA P RHEYRNES B F B,

o BBREL: NATE ASM BBEHIIKANMRIRERS. MEWXERITCHLEHEMNELIKF NN RRERF
1 iBooks,) EIIF MK, ASM EEI+1IF ASM #t EMLERERMNGELR.

4. B Next (F—%), 7 i0SgEH, BEUTRE,
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DEP Account '05 59“'"95
Specify the settings to define the enrollment process and the mode of iOS DEP devices
1 Server Tokens Enrollment settings
Require device enrollment ©)

2 Account Info

3 Se‘[‘[ings Require credentials for device @
enrollment
’ Wait for configuration to complete @
setup
macOs

Device settings

Supervised mode @ @
105
Allow enrollment profile removal @ @
macQOs
Allow device pairing @ @
o EAHSE

BXig&EEM: BEXRAFEMRERS. BRIILREER AT,

FERMETIESRETRIEEEM: ERAFE Apple FBIHHIGEIEPRARZE, WFASM 5
XenMobile HI5ERE, RIAMERT, IIRENR, TEEEX. Apple BEITUFEEES EEMEE.
ERFTARERE: RERERAARE—BEREE “REPE” #X, HFKME MDM HIREEE]

&, ¥F ASM 5 XenMobile B%rL, BIMERT, IIRERT. RIE Apple Xi4, Hig&LTF
“REBTF BB, U TR aREREER:

*

InviteToProgram

*

InstallApplication
InstallMedia
ApplyRedemptionCode

*

*

o 9EIGE

ZHEERN: Bi0S REEFTZHEEERN. B7NELRIAMER. BXF I0S REETRHEEAN
BMER, E8AER Apple Configurator ¥ i0S & B TS MEE,

HEZRR: £ iPad LEAREER. FHRREERNIEETERE,

AFRBREMECE X . F ASM &R, RFBFRMEERRIBREMEE X G, BELLIREERN
=

AVFIGERIT: JWTF Apple REHBSEEER, AYFLREXUEEEER@ET Apple App Store #1
Apple Configurator BIEXLEigE, ERLIIZETR R,
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5. £ i0S G BEMFETH, ERAPEEREHEGENEHN I0S KBEHFSE, RINERT, KEBFEIE
PR, HER, MRBEBFPRERDSBSE LR 4,

BE:

Citrix 52202 B E1E Apple ID URFRNEZHTE, XESBERERNNF EEBRETNEER

Apple ID BEBHESHENERAE .

Apple deployment iOS Setup Assistant Options
program Account Select the Setup Assistant items that users won't see when they start their iOS Automatic Device Enrollment devices for the first time.
Skip setup
1 Server Tokens Touch ID
Passcode lock
2 Account Info Set up as New or Restore
Mave from Android
3 Settings Apple 1D
Terms and conditions
105 Apple Pay
Siri
aces App analytics
4 Setup Assistant Options Bisplay zoom
True Tone
Home Button
New feature highlights
macOs Privacy

Software Update
Screen Time

5IM Setup

Message & FaceTime
Appearance

Welcome

EMARS: EigE LIREFEMURS.

Touch ID: 7£i0Sig& Li&E Touch ID,

WBITRRE: g EeIEEITE.

RBARNRERR: BIEHLBENFILERM iCloud =X Apple App Store &1HEEIRE.

M Android #%zh: ERM Android i&& M@ i0S &R, LETNEEEFIEBEARTRIER
(BPBKI L IR) BIRTAR,

Apple ID: EEi&&EH Apple ID tF, Citrix Bk G ELLS BN E EE,

EMMEN: ERAPESERNZGTEFERILE. Citrix BIUEEPEELPBNEIRE,

Apple Pay: 7£i0S &% L& Apple Pay.

Siri: BE1EI&%& LER Sirio

NAREFSHT: IRERTS Apple £Z 5 RHIBEIFERBERFIHERo

BRgEl: Ei0S 8 LIRBRROME WRERER -

True Tone: 7£ i0S i&& Lig&E True Tone B

FOURH: 8B “EIRH RESRE.,

FIEINEER S 7 i0S 11.0 &% (RiRRAE) LIRBANINEERE. MERMEAR Dock URERAE
FARR AR Z a1k,

pafh: PHIEAFTE Apple BEITHIEEIEBEIRHEIHIBMIZAEE. EAT i0S 11.3 KESIRA.
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o MHEH: BEILAFE Apple BE TG EREIRTEI RN RGHENRER. EATFI0S12.0 RER
7

« FEAE: PLEAFTE Apple BEITRIZELESRFTED “RENE" BR. EAFI0S12.0 xEn
iR 7S,

« SIM RigE: FAILAFE Apple BB ITHIEEREIEPER “BFMFNMERL” BR. EBTF Ii0S
12.0 RE=ERZ,

+ iMessage #1 FaceTime: FELLAF7E Apple SBEHRIIE &L B 2HEE] “iMessage fl FaceTime”
RB&. iEATI0S 12.0 REEARES.

6. ZikP 2R1EI%E > Apple BEiTH L. EiX XenMobile 5%/ ASM 1k Z [BI0ERE, 15 EZZMF H3
MR ER

pple Deployment Program

Apple Deployment Program
Apple deployment program streamlines the enrollment and management of i0S and macOS devices in Endpoint Management. The Apple deployment program notifies Apple servers about a device profile, which customizes the setup assistant experience and
assigns the profile to specific devices. For more information, please visit the A def

Download Public Key Create a Server Token file Add Apple Deployment Program Account

A Public Key will be automatically generated for you and signed by Citrix. + Signinto Apple deployme (Apple Business Follow the wizard to add the account.

Manager for Business or Apple School Manager for Education) with
your corporate Apple ID.

+ Navigate to Settings > Device Management Settings in ABM portal
orin ASM portal. Click Add MDM Server.

- Enter a MDM Server Name, then click Choose File... and upload your
Public Key.

+ Download the Server Token file provided.

Apple deployment program account name Business/Education unit Status Organization type Organization email Created on Server token expires on v

No results found

LB 2R —F RS H R,

>¢ Test Connectivity

v Connection Successful

No#E, ASM RBEFIKFEEREER > AFREL. XenMobile RIES ANEMAFNEER Apple
ID gl kP, TR, ARkFIBEEX Apple ID BiE&#TZ 7 appleids
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Devices Users

Users

Show filter

y . a
Add Local User | import Local | Manage Local
Groups

Username

Showing 51 - 60 of 83 items

Enroliment Invitations

@
Export

First name

Brooklyn
Lucas
Alex
savannah
Aiden
Ava

Liam
Brayden
Gabriel

Gavin

Items per page:  10%

Lastname

Baily

Leong

Mieuli

Cashman

Westover

Meinerth

willson

Anderson

Zeifman

Tien

User type

Roles

USER

USER

USER

USER

USER

USER

USER

USER

USER

USER

Groups

SAMPLE-CLASS-1010SAMPLE-CLASS-1014

SAMPLE-CLASS-1013 SAMPLE-CLASS-1014

SAMPLE-CLASS-0001

SAMPLE-CLASS-1010, SAMPLE-CLASS-1011

SAMPLE-CLASS-0001

SAMPLE-CLASS-0001

SAMPLE-CLASS-1013 SAMPLE-CLASS-1014

SAMPLE-CLASS-0001

SAMPLE-CLASS-1012, SAMPLE-CLASS-1014

SAMPLE-CLASS-1012, SAMPLE-CLASS-1014

Domain

local

local

local

local

local

local

local

local

local

local

Created

6/6/17 3:21PM

6/6/17 3:21PM

6/6/17 3:21 PM

6/6/17 3:21PM

6/6/17 3:21PM

6/6/17 3:21PM

6/6/17 3:21PM

6/6/17 3:21 PM

6/6/17 3:21PM

6/6/17 3:21PM

Last authenticated

6/12/17 5:04PM

6/12/17 5:04 PM

6/12/17 5:04 PM

6/13/17 6:46 PM

6/12/17 5:04 PM

6/12/17 5:04PM

6/12/17 5:04 PM

6/12/17 5:04 PM

6/12/17 5:04 PM

6/12/17 5:04 PM

ASM account name

US ASM account

US ASM account

US ASM account

US ASM account

US ASM account

US ASM account

US ASM account

US ASM account

US ASM account

US ASM account

Page 6

of9| <€

b

BEERGE ASMIKPRFIERF, BES M AP ERTIERPRNIKFA BT,

S 4. 73 Apple REHSEERRBEHNEREMIIK,

AT, &5 XenMobile #smATF AR AR iBooks MEi#t &ML IFRNHEAI EMZHKF o

1. ZRASMEEBREMEWEK,, BHRE Apple #tEMZPRGEAFITRE, “FMBEWIIKF” FEER
BREATLHE, FEENEHNEEHEBNIZIKF TH AR EELZIRINTt BHEKF R,

Volume purchase

Volume purchase

Volume purchase Accounts

Name Suffix

test Volume Purchase Acct

Organization

Citrix Systems

Store user password in Secure Hub

User property for Yolume purchase country mapping

Country

United States

Configure these iOS-specific settings. When saved and validated, the Volume purchase apps are added to the table on the Apps tab

Expiration Date

10/24/20 10:43:54 am

User Login

Last Sync Date

10/28/19 400:00 pm
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Add a Volume purchase account

Define Business to Business (B2B) credentials will make this Volume purchase account available as a

45 aCCouUnt,

Name [2]
Suffix

Company Token @

User Login @
User Password ® @
App Auto Update @

Cancel

2. FRLO%, BEEMEWEZFTIES AT XenMobile .

S8 5. 73 Apple REHSEERAF RINED

N ASM kP[5, XenMobile M ASM S ANEFAF. XenMobile BHIRMAAttuE, HEEHEPEARIE
“B”, INRENPIRIE ASM REBAEFR, XenMobile & ZARMDELIIR. BN, XenMobile ¥ HHAME
FiR%EYS 1D, XenMobile RABLEMERIRIEE, EA ASM hiiREZIFAR—,

XenMobile fERERE Apple ID eIiZAFXE N ASM HZAAF, XEAPBTAMAR, AR ASM Sl EE
S5FEMNSURRE X, Eit, XenMobile REMH B RARS 2BIX XL AP #H1THHIRIE,

ASM R&m XenMobile ZiXIEES AP %G, AILUM CSV XHESARFhRMXLRRE, ESNIGRAFEL, ER
TTIAUTESE:

1. REX ASM 762 &2 Apple ID GBS ZEEET &£ RRY CSV 31

2. 4548 CSV X%, BIREIZBERANAFE XenMobile i EAEHREHNFZEL, ARIX—BH, FWHEAR
REERRE,

CSV & BRI TFR: user@appleid.citrix.com,Firstname,Middle,Lastname
,Password123!

Hrh:

FF: user@appleid.citrix.com
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&F: Firstname

HiglE: Middle

¥EK: Lastname

iy Passwordl23!

3. 7Z XenMobile iz#l&ash, REEE > AP, LEEERAFTH,

TENERE > ARRERFIERTMASM FSNNEFNTIR, ERFFIRSP:
« AFBEREER Apple ID,
« AP%E) ASM, 15RRE ASM 89K,

o ARTHR,

Users

Filters Users Q

> Local groups

P Role
» Domain u m First name Last name ser type Roll Groups Domain Created
Julia Rome Sh USER SAMPLE-CLASS local 21
¥ Education title 1013 - HS,SAMPLE- 14:43.00
CLAS5-1014 - HS
aaaaaaa USER SAMPLE-CLASS I bil
013 - HS SAMPLE. 4:4;
CLASS-1014 - H
Other 0 Brooklyn Baily ASM USER SAMPLE-CLASS- local 21/07/2017
1010 - HS,SAMPLE- 14:43:00
CLASS-1014 - HS

4. BESAEHAR, IR ERSNRE X HRHEE,
5. WFRKX, HiEEF ASM BF, SMEIEESRE 2 PSR CSV XM, ARRESN.

Import Provisioning File

Format User (3
User property

Fila*®

Cance
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6. BEERENMLHABFNEN, BERZAR, ARRGHEE.

- User Properties

Active Directory failed logon tries -
ActveSync user emai "
ASM data source
ASM managed Apple ID
ASM org name
ASM passcode type
ASM person ID
ASM person status
ASM person title

™
Lt

ASM person unigue
ASM source system 1D
ASM student grade

BES user email

Company

BRRMEMESS, BEAILIERALLT ASM Eit:

« ASM #iEIR: PIRAVEUEIR, flin CSV s( SFTP,

« ASM E12x{ Apple ID: 2 Apple ID FTREBIEEHMNUMG B IR appleid, F130, % ID AIREMF
johnappleseed@appleid.myschool.edu, XenMobile ZZFEAEER Apple ID #ITHH1IE.

+ ASM AALRZ7R: &7 XenMobile Atk P 1EERI B FRo

o ASM BITIIRE: ARMTEERE: 82 (B8 8 M MHESKRFNFENIEFLERERD). four (4) (&
F) Z®six (6) EHF),

+ ASM AGHIMHE— ID: AFBARIRR.

+ ASM ARRE: EEEER Apple ID RS REMNEERERN. AP REHEEEN Apple ID Bk 95
ElfE, WRSTHED.

o ASM ARERFR: “EUm”. “PAE” 5 “HAth”,

« ASM AGHM—ID: BAFHHE—IRIRTT.

+ ASM BZ%4 ID: R4FENITIRT,

o ASM Z2EFR: FENFEREE (BARER).

SE6: (FIik) FMBENRR
BRI N FEMBR . RBMER Apple“iRE” HARRF, BARBELNARFERER.

RN
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o SHEEE: 256 x 256 BE (T 2x 1&& LIV 512 x 512 & R)
« ¥830: JPEG. PNG = TIFF

ERMER, BREEE> AR, EFEINAF, BERE, ARREHERERK,

Users

Edit Local User x

User name
Password

Role USER h
Membership = Manage Groups
local\SAMPLE-CLASS-
1012 - ASM

local\SAMPLE-CLASS-
1013 - ASM

local\SAMPLE-CLASS-
1014 - ASM

ASM student image (256 x 256 or 512 x 512 pixels
on a 2x device)

- User Properties Add
ASM account name Us ASM

ASM person title Student

ASM person unique ID

SBRT: MYFHRMERRAMZ(IEZE XenMobile

RTAREBRHEINZLNNAFRNFR. Fla0, FJUABRMFEECE—IRGH, HE, TUEIESIRGH, U
BIEREBEEXRELTRABNHFENNAIERF. HEMKE, ATUASTHRRE—IHZIRME, ETUNE
ER (HEMPNEMRT) gIB— 1 EHEIRME,

HEIAFIGENZREESEER. HEMINAERT iBooks,
o IGEERS:

MRHIMER RE” LARERF, WRBREHNFLERSER. FSYRTHMIRERE, UAEEHREMNE
ELE RSB F LR iPad,

- HEWINAERF:

XenMobile ERERYUEMINARFEHENHERFNLTRARREF. XenMobile R EHEMT
N FBE R R A PN A2 1T AR B

INREGER Apple“iRE” AR, BUEHEHBEIHMNILE,

BEERUARTRFENEAMEMNARER, AERSEFREM Citrix Secure Hub AERE, Hit, 7F
ENBINHFERZE,
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o HtEWX iBooks:

XenMobile EZF|a ASM kP 5, EMEZH iBooks 2 R7E XenMobile 154 8WECE > Bik+, %51
E L5 iBooks RILURINEIZF4EH, XenMobile {%#51§ iBooks NN TR,

RBURRFEMYZRMRZ LA, FIUTE XenMobile 1F#I &P eI LT H,
1. SIZENBARFEREDENEMIERE, EXYBEERERBOES, BEAHEREREERK,

Education Education Configuration Policy ¥
Configuration Policy ngs for ce

1 Policy Info

2 Platforms
SAMPLE-CLASS-0001 - HS »a;.p\eld itrix.com.

Bappleid.ci
|

SAMPLE-CLASS-1010 - HS 2appleid citrix com
SAMPLE-CLASS-1011 - HS @appleid citrix com
SAMPLE-CLASS-1012 - HS @appleid.citrix.com

Allow students to change screen observation m @

permission

Policy Settings

Remove policy selact date

BXRERENER, BERAREERUNERIEXE,
2. BEBENARRF (BB >AIERF) fiBooks (ELE > ##F):

« BRIMERT, XenMobile EAF A5 B AZFH iBooks, EAEEIRZHR, BIRMFERKE—%K
REMSI ASM BT, ERBIERE, ARSEETROSEF (6 VNHR) WEHE ASM NAERF
#iBooks. Citrix 2z 0% ASM P EEX AIEFH iBooks, A, IHEEFERFAH R ERE,

B LUARTEIRE R DL AERF (Midk iBooks). Alt, B3RS SIEEETIFANEXBIEEBHRAF -
BRI DELAEFR, APRRKEIMA Apple &1 E08iE,
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Device Policies Apps Media

Public App Store

1 App Information

Actions ShareFile

Enroliment Profiles

Paid app

Remove app if MDM profile is removed

Prevent app data backup

«@o
| o\ @)
| o' @)

Delivery Groups

2 Platform
Phone Force app to be managed @
} Pa | Force license association to device |
Google Play ~ Deployment Rules
Base Advanced
Android L
—_— Table Deploy when Al - conditions are met New Rule
Windows Phone Deploy this resource by ASM... ~ only - Instructor &
3 Approvals (optional)
N o [N . .
o BARTBENARERF, BERNEERMORGH, ECHUTEHREAN:
Deploy this resource by ASM device type
only
Instructor
<!--NeedCopy-->
Device Policies Apps Media Actions ShareFile Enroliment Profiles Delivery Groups
Public App Store Paid app
Remove app if MDM profile is removed
1 App Information m
— Prevent app data backup m
atform
Phone Force app to be managed m @
} Pa Force license association to device
Google Play + Deployment Rules
. Base Advanced
Android fo L
Windows Desktop/Tablet Deploy when All - conditions are met. New Rule
Windows Phone Deploy this resource by ASM... only - Instructor - &

3 Approvals (optional)

Group Assignments
optional)

o BXAMMEWMENBIZFIED, BERAIAHENEEENEERF.

3. A&, 1RIE ASM BREMEIZIR(F. W, ERRIEIBENNAEFRERAFEIRELEBNNIEREF. =

Z, AILIEIZAF BIEARRAIRIE, MUATRBIRAR.
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ce Policies Apps Media Actions ShareFile enroliment Profiles
Actions Action details <
Choose a trigger event and the associated action for that event.
1 Action Info Trigger”
| 2 DEEL: User property

Select a user property

Active Directory failed logon tries

ActiveSync user emai
Acd

ASM data source

ASM managed Apple ID
passcade type
person ID

person status

Sy [ASM person title

ASM person unique 1D

ASM source system 1D

ASM student grade

BES user email

EORIRME, BREKE > BFf. BXEERENER, FSREMLEE

4. EECE > RMNAD, ABTNZELIRTGH, EFEM ASM FSANRIER. 15, BABITMFELIZEEMN
o

flgn, TR SEHYEIN. SREMN:

Limit by user property
ASM person title

is equal to

Instructor
<!--NeedCopy-->
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Device Policies Apps Media Actions ShareFile

. User Assighments
Delivery Group

Select domain
1 Delivery Group Info

} 2 User

3 Resource (optional)

Include user groups

Policies
Apps
Media
Actions
ShareFile

Enrollment Profile

Deploy to anonymous
user

¥ Deployment Rules

Advanced

Base

AND OR NOT

UTRRPARHNFEE. SBERNA:

Limit by user property
ASM person title

is equal to

Student
<!--NeedCopy-->

4 summary )

Limit by user property -

EDIT New Rule

Enrollment Profiles

local\SAMPLE-CLASS-0001 - HS
local\SAMPLE-CLASS-1010 - HS
local\SAMPLE-CLASS-1011 - HS
local\SAMPLE-CLASS-1012 - HS

local\SAMPLE-CLASS-1013 - HS

or And

OFF

ASM persontitle  ~

Delivery Groups

.

is equal to -

Selected user groups:
local
SAMPLE-CLASS-1013 - HS
SAMPLE-CLASS-1014 - HS
b8d22143-e8c8-4c30-92db-d0f497151137 - HS
SAMPLE-CLASS-1010 - HS
SAMPLE-CLASS-0001 - HS
SAMPLE-CLASS-1012 - HS
MSP

SAMPLE-CLASS-1011 - HS

+ =
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Device Policies Apps Media Actions

. User Assignments
Delivery Group

Select domain

-

Delivery Group Info

Include user groups

ShareFile

Enroliment Profiles

local

Delivery Groups

Selected user groups:

local

SAMPLE-CLASS-1013 - HS

) local\SAMPLE-CLASS-0001 - HS
- SAMPLE-CLASS-1014 - HS
local\SAMPLE-CLASS-1010 - HS
Policies b8022143-8¢8-4c30-02db-d0f497151137 - HS.
local\SAMPLE-CLASS-1011 - HS
SAMPLE-CLASS-1010 - HS
\SA 4 ASS-: -
e local\SAMPLE-CLASS-1012 - HS AMPLE-CLASS-0001 - 115
local\SAMPLE-CLASS-1013 - HS h SAMPLE-CLASS-1012 - HS
Actions
MsP
Sharel
SAMPLE-CLASS-1011 - HS
Enroliment Profile
4 summary ®) o And
Deploy to anonymous OF|
user
~ Deployment Rules
Advanced
imitby user property = M persontitle = sequlto - + &
AND || OR || NOT || EDIT | NewRule
S \ u] fivd ERR
HE]LAERET ASM AR ZIRRIEREFND 53 fH4E,
Device Policies Apps Media ShareFile Enroliment Profiles Delivery Groups
Delivery Group
1 Delivery Group Info
} 2 Assignments 5 -
v n
3 Deploy to anonymous user OFF
~ Deployment Rules
Base | Adva
Deploy when All - conditions are met. New Rule
Actions
ASM org name - only - ASM &
ShareFile
Enroliment Profile
4 summary

5. BHRRDBECLLIRTE,

UTRBIERT RGAFEEH iBook.
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ment Profiles Delivery Groups

Delivery Group Media (i05)

Drag the books that you want to include in the delivery group.

Required Books
a

No Books to add Th

1 Delivery Group Info

2 Assignments

3 Resource (optional) e Spider
Policies

&=

Apps
Actions
ShareFile

Enrollment Profile

Diari

es, Boo

k 1: The Eight-|.

UTRAIETRT EEERRAH B HHEN B RBHRIATHEE,

*¢ Deploy Delivery Group

You are about to deploy the resources assigned to all devices and
users in these delivery groups. Do you want to continue?

DG_instructor

Cancel

BXEMER, BBRANEZTRHN “REZGA” M BEIRGA”,

SB 8. MMM FERIRE M

AILUEE AT AEZ — A&

o FREEIFUEREEERTE XenMobile 16 & FIREM AR EIIMBUTNF E18&E. Eit, ATUBARR

HIRE T N AEFMEENIRE.

o WEIgEN, APERZRERENAFZEEHITIM. EMTME, XenMobile Bmig&ERKXIGERE, N

REFFEE,
TR, EFEREER ASM B9 Apple BE &%
1. MRREREET ASM, FBEIHITEEERIBFRERNTMILE,
2. ¥ ASM ig&EMa#Im. A%, & ASMig&EEMAFE,
3. EEE > GENEF, KE ASM IEEREEN MDM #EXX A,
AILUR ASM g RS ISRETIE: 23 ASM. EH= ASM. HITFF 4,
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Devices Users Enrollment Invitations
Filters Clear All Devices Hide filter arch Q
> User Group o | ] | ] | B
Add Import Export Refresh
P Device Mode
status Mode User name Serial number IMEI/MEID Operating system version Device model Last access Inactivity days AsSM
P Device Status ; .
] MDM 1032 iPad 06/22/2017 0day Instru|
> Platform/Version sEns ‘—‘ 07:00:03 pm
P Device Ownership
b Shared Status showing1-1oflitems  itemsperpage: 10+
P Inactive Time
> UserLocation
P App Restrictions
¥ ASM Device Status Clear
v ASM registered 1
@ instructor 1
Student a
SIE R NS MEE EHE WE, BRITU TR HEeE, RERE, ARLES
4. ERIERENESMEBERIET MDM FR, BRITUUTERE: EFiLE, i, AEKMERIIH.
Device details @appleid.citrix.com | iPad %
1 General .
Delivery Groups
2 Properties Success (1)
3 User Properties Delivery Groups Time ~
DG_instructor 31/07/2017 08:00:11
4 Assigned Policies -
5 Apps 1
6 Media
7 Actions _ Details
| 8 Delive Status Action Channel/User Date v
Success nstallation result : The Spider Diaries, Book 1: The Eight-legged Monster (Book 2lready @zppleidcitrixcom  31/07/2
installed)
Success nstallation result : MY LITTLE PONY: Magic Princess Quests - VPP (No need to install) 7
09:00:11
Success Mobileconfi response : EDU (Profile already installed) @appleid.citrixcom  31/07/2017
9:00:11
Success nstallation result : Classroom - VPP (No need to install) @zppleidcitrixcom  31/07/2017
09:00:11
Success nstallation result : The Spider Diaries, Baok 1: The Eight-legged Monster (Book already \@appleid.citrix.com  31/07/2017
installed) 03:00:11

FRI: DRIEE
Apple BIERDGER, UERBRFIZE D RABITMFE,
WMRKRDRIEMNIRE, ERBEAXLEAFRUEUTEINES!
« FAFEA XenMobile &5
« B3 Apple ID 89 ASM (GBS Z 1,

BRAP AT,

1. AFPEBEEGEXEHEIEEN, XenMobile BiEEMRREFIRTAF EMEILE,

2. AFRMEAT XenMobile #1TEHIIEHMEER Apple ID #1 XenMobile Z#3,

3. 7 Apple ID RESBH, BEFRTAPREEEEN Apple ID 7 ASM MIGE 2L, XLEFEE Apple

ARSIIER P S H,
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4. ®ERTAFPAEEER Apple ID 8I%R, AFERP iCloud HEVEUEE,

5. fEIRBBIFLRAY, XenMobile Bamig &P RERE. NARFNER. WFERAPELIDENRBRER
#iBooks, BB FHRABITMFEIMSMMEMNE, HIRIER, BPREEFRIBEHR (6 ™M
M) WEIEH ML AZFH iBooks.

FcEHMAm iPad
REFH SN EERTUHREZ—A iPad, FI—Usi S UBTBIERNTREFER,

EHBDEMILAR iPad, AERHLEHRE. NARFNEFNEIXLRE, 25, FERMEEER Apple ID &
EUBRLAN iPad, MRELUATAFERET “UWERE” KK, XEFERFBLU “HttAR” SHEIHZIRE,

XenMobile x4#t A iPad AR MEEBEE: BREEMEE &F) NAGSEENERNSFERAR (35) MA
Fi@i&, XenMobile fERXLEERN Apple ZRNERLRIEEHH MDM &<,

BERSEENENEIROT:
o RERE, OINBBERE. SRFAEER. RAXEEAFAHMBITIHMERE
« BT IRENHEVINABERF

Apple Az#57EH AN iPad EEACIVEARFHETAFNOREVINARERF. HEK iPad LRENFTA
EFRRENERNARER, TETHAF.

« ETHFH#EME iBooks
Apple ZFEHAR iPad EHEEFRHFHHEME iBook.
B AP EENENRRNT:
o IREREE: WAREFEN. TREREMRE
XenMobile X% 5@ i F BB R B X L% & KK,

REIRERIN, JUERKREREXHERETEENZEE,

Policy Settings
Remove policy Select date
Duration until removal (in hours)
=]
Allow user to remove policy Always ~ @
Profile scope User -

EMFEIAFBEEENIREREE, BSUN “REXHRR KEEFHNECTENAF
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BEMIERE

BEBERT, SBARARMRENREH AZEENHAN iPad, BMZERXLESHDRAFE, NRERADHMSH
EMFTAMBIELARN iPad: ESXABMIREE XenMobile Server &5, LIERESEMEILE.

FREMEMHEAR iPad WEMITIEREZNT,

1. 8 XenMobile Server B4IaFIEMA T =B ASM i/ (RE > Apple BEH) . BLEMEE,
EREIE TR A iPad B2 ASM KA,

2. NAIMAABEANA, B XenMobile chRMFFEAISEEIE, WARFNERGE. XKLL TRAZME,

3. EHUPEREN iPad LRTEEE, HRESRERIRN TREE" RE.,

4. BUTEMEAL iPad.
XenMobile SRR BN ARBBIE N E ML iPad, BANEHENE, KIHEIUSSERTXER
&, LAY iPad EETRE ST,

5. SERIRUR, REWAEEBESR Apple ID A58 ASM (ASM) 2553,
£ iPad 1 ASM TS HIIE, FHBT2ENE ASM B0, MFTABSLMA Pad, PERRMNE
ASM =,

6. [EFERAM iPad WE—NEEZ EAILUET B8 RS BHTER,

A+ iPad B2 ASM itk

YNRER XenMobile 5 Apple BB ThREL & ER: EG7E XenMobile ARHZMIGE (FIMNBITERAINILE) B
BRIE ASM kP, AILIRIBTAHZMIERZIGEMEAER ASM #4ERFH XenMobile Server,

XenMobile Z#FUTEETS:
o §NYIE—AHEN iPad

FigaP, SREMY iPad SEL—MIRNFE, iPad BTERER, ERIATFERAREFRBEIHER
—4BAERK iPad.

o EMIR—EHAR iPad
IR F, ERHEAY iPad SEAEIT, BMABRNEMREERXL iPad,

B iPad AREERIGEAS
ASM RiFEET 8IZ S MDM RS BI/IREAARIEDN S MAP, FHAR iPad DAL MDM RS 288T, 1EIRIER
SHREIMAE N EAEN iPad BIE—MEEAE:

 HAMiPad 4 1>18%&4 1 MDM BRS 23
 HAMiPad 4 2 > 8% 2 MDM BRS 23
« /A iPad 4A N > &% N MDM fR$588
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HNEMgEAZRIM ASM KPP
M XenMobile Server I=HIAEIZ %M ASM #KFEY, ERBSANZ AR iPad 48 (B MUHRSHIT—1E)
g% 1 MDM fR3328 > k&4 1 1kKP
&% 2 MDM R348 > ik&E4A 2 1KP
+ 2% N MDM BRS588 > ig&4H N kP
HAM iPad BREERINT:
« BMREA-—NASM KR, HEAUTRE:
- BEREMRE
- REERN
- #HERR
o WFEENHBNMN, ESBAPE ASM kR ERERNAEEE.
ZRMKF, EREIRE > Apple HEIHL.

Apple deployment iOS Settings .
program Account Specify the settings to define the enrollment process and the mode of iOS Automatic Device Enroliment devices

Enroliment settings

1 server Tokens ——
Require device enroliment 7

2 Account Info
Require credentials for device enrollment

3 Settings
Wait for configuration to complete setup
Device settings
macOSs
Supervised mode ) G
Apple TV
shared mode
Allow enroliment profile removal
ios
Allow device pairing
macos
Supervision Identities
Apple TV P
Name Description Valid from valid to v

HAM iPad W AR

HAK iPad IFHEEFRENMEWINAIERF. EHAN iPad LEELAREF2H1, XenMobile %M@ Apple
MEWEZRSB/RE—MERUBMEMEFELENEDEE, EREHEVIHE, BHRERE > LHEF >iPad
HEAHEBHE,

HAM iPad B9iE A

HAMW iPad ZIFHEE TR WHEWXE iBook, EAR iPad £2BE iBook Z#i, XenMobile ¥ Apple #t
EMERBB/EE—MERUEHEVZFALES L FE, EREMEBWIHE, FRELE > 1845 > iPad HEF
#HEW=E,
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Device Policies Apps Media Actions shareFile Enroliment Profiles Delivery Groups

v Deployment Rules
iBook

Base | Advanced
1 Book Information Deploywhen Al - conditions are met. New Rule
A (lERT Deploy this resource by device model - only - iPad -
iPhone
Device operating system version - is greater than orequalto  ~ 93
} iPad

Supervised - True -
3 Delivery Group Assignments
(optional) Apple Deployment Program account name only - ASM Automated Device Enroliment

¥ Volume Purchase
Volume purchase License  Use Volume purchase company token

Volume purchase Account  test

Volume purchase ID Assignment

License ID Usage Status Associated User
7545903139 Used
7545903138 Used

—
License Usage: 2 of §

~

Back Next >

HAK iPad BIZEEMRN

SHFHAM iPad BE, ERMTARIIMNRER, NAXERNSEARBEEX. BASMREATIERE. KA

PG, BRITUTERE: RIBKS BMAZRANEZR. F90:
o WFIREH LK, FIREMEBENN:

Apple Deployment Program account name
Only
Device Group 1 account

<!--NeedCopy-->

o WFIREH 2 KPP, FIREUEBENN:

Apple Deployment Program account name
Only
Device Group 2 account

<!--NeedCopy-->

o WFIREH N WKF, FHREUERZEMAN:

Apple Deployment Program account name
Only
Device Group N account

© 1999-2021 Citrix Systems, Inc. All rights reserved.

539



XenMobile Server %#ikR4s

<!--NeedCopy-->

Device Policies Apps Media Actions ShareFile
N . Calendar True
Apps Notifications
Policy Mail True
Maps True
1 Policy Info
Wallet True
2 Platforms
Policy Settings
} @ ios

3 Assignment

v Deployment Rules

Base Advanced

Deploy when
Deploy this resource by device model
Device operating system version

Supervised

Enroliment Profiles

Apple Deployment Pragram account name +.

True

True

True

True

Remove policy

Allow user to remove policy

profile scope

Al

only

Delivery Groups

& Select date

True

True

True

True

Duration until removal (in hours)

Always

User

is greater than or equal to

True

only

conditions are met.

iPad

93

True

True

True

True

True None
True None
True None
True None

[
- @
- i05 9.3

New Rule

ASM Automated Device Enroliment ~

o [

BRXWHIT (EAIERMAR iPad) #5E Apple RENRER,

Deploy this resource regarding ASM shared mode

only
unshared

<!--NeedCopy-->

Deploy this resource regarding ASM shared mode

except
shareable

<!--NeedCopy-->

B ASM HZRE& @IS LU T EREARNZ

TERIR:
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Device Policies Apps Media Actions Sharefile Enroliment Profiles Delivery Groups

Paid app

Public App Store

Remove app if MDM profile is removed m
1 App Information
Prevent app data backup m )
2 Platform
B Force app to be managed ®
iPhone m
} @ iPad Force license association to device (@I )
Google Play ~ Deployment Rules
R Base Advi
Android for Work
Deploy when Al - conditions are met. New Rule
Windows Desktop/Tablet
Deploy this resource regarding ASM ..~ except - shareable - &

Windows Phone
3 Approvals (optional)

4 Delivery Group Assignments
(optional)

» Store Configuration
» Volume Purchase

R Next>
. —
M iPad B3 f34H
AN AN .
TSN HIINEMEA:
2< 3 [ ” =3V
o BEE—MRH, XNTFHW, BHE “UBERE" RIEE XHFE YR,
Device Policies Apps Media Actions ShareFile Enrollment Profiles Delivery Groups
Delivery Group User Assignments x
1 Delivery Group Info Select domain testprise.net - Selected user groups:
} 2 Assignments Include user groups. Q ezl
SAMPLE-CLASS-0001 - ASM DEP
3 Resource (optional)
SAMPLE-CLASS-1011 - ASM DEP
Policies
SAMPLE-CLASS-1010 - ASM DEP
Apps
Media
Actions
ShareFile e or And
Enroliment Profile Deploy to anonymous user OFF
4 Summary v Deployment Rules
Base Advanced
Deploy when Al - conditions are met. New Rule
ASM org name - anly - Citrix Systems - &
Back |LIIES

o B FHAMTEIELUT MDM FiE:
- IR
* HERE
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*

*

BRFEES

N Rz FF Al
TRBEH
PR
RAREARHK
BITHY B BE PRAR

- BENHEMINBER
- BAHIREME iBooks

Delivery Group

1 Delivery Group Info
2 Assignments
3 Resource (optional)
Policies
Apps
Media
Actions
ShareFile
Enroliment Profile

} 4 Summary

Device Policies Apps

Media Actions ShareFile Enroliment Profiles Delivery Groups
Summary
Review the resources you are about to assign to the delivery group.
General
Name i0S Education DG
Description
User
Include local user groups  [0CANSAMPLE-CLASS-1011 - ASM
locah\SAMPLE-CLASS-0001 - ASM
localSAMPLE-CLASS-1010 - ASM
Logic: OR
Resource
Policies [E7) Apps 1) Media [
DEP Software Inventory MY LITTLE PONY: MAGIC PRINCESS - ASM Rome - ASM
Test1 HSL Classroom - ASM The Spider Diaries, Book 1: The Eight-leg... - ASM

Test 1 Notifications

SAMPLE CLASS 0001 Restrictions

Test Maximum Resident Users

ASM DEP Edu Config

Test Passcode Lock Grace Period

Actions

ShareFile
Disabled

Enroliment
Profile

Global

- B3

AR iPad IR LIRE

BMIMBERLIRMEIN, TTUNEAR iPad ERUTRLERME:

« FRBHAF: JIHEYAIRE LAEENKFHAR, RIERFENEIRES XenMobile 1Z4I& Z E#{TH

s

o EHEERF EHEEHELSRIAR.
o MERBEAF: BRSERFANSFASE. ZBAFRIUERER.
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Security Actions
Device Actions
(7] C ] H
| Lock | Full wipe I ASM | Request AlrPlay
Activation Lock Mirroring
[Ch [y W Y
| stop AirPlay | Enable Lost Mode | Restart | Shut Down
Mirraring
User Actions
5 a o4
Get Resident Users | Logout Resident | Delete Resident
User Usear

BERBFERRRE, AILIEERF B,

Security Actions

Are you sure you want to delete resident user for this Shared iPad?

User name * Bappleid.citrix.com @
Force deletion )

S
Cancel Delete Resident User
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RERFNEREERE > 8% > BHNERE > ig& > [TARE LER.

RESHAN iPad EXMER
BEEE > RETUA LEHRHAAN iPad FENESR:

o BFEH:

- REEEHA (ASM #A/)
- ERIHMRENEF (BER ASM WAR)

- DELHARENFRERAR (ASM EHAF)

P Inactive Time

11232 iPad
P user Location
- App Restrictions

¥ ASM Device Status

ASM registered 2

nstructor

Yes

Devices
Q
Serial number Device platform Operating system version Device model ASM device type ASM shared ASM logged-in user ASM resident users
eid.citrix.com ios 122 iPad nstructor Yes I
leid citrix.com
iR ASM g ERAT IR &I
. .lﬁ& ASM = m.\ﬂ/:mlﬂ 7;' .
Devices
P Device Status Q
P Device Ownership
» shared Status
platform Operating system version Device model ASM device type ASM shared ASM logged-in user ASM resident users

- HEE>RE > EERAFNENENE LEZESERIAAN iPad WAFEXWIFHAE

E.
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Devices Users
Device details

1 General
2 Properties
3 User Properties
} 4 Logged-in User Properties
5 Assigned Policies
6 Apps
7 Media
8 Actions
9 Delivery Groups
10 iOS Profiles
11 iOS Provisioning Profiles
12 Certificates
13 Connections

14 MDM Status

Enroliment Invitations

User Properties

User name

Password

Role

Membership

VPP Accounts

Enter

USER

new password

local\Android Default Group

local\Android SD Enroller Group

local\Android SD Group

local\Apple Configurator Group

local\CWC GRP

ASM VPP

| iPad x

Devices Users
Device details

1 General
2 Properties
3 User Properties
| 4 Logged-in User Properties
5 Assigned Policies
6 Apps
7 Media
8 Actions
9 Delivery Groups
10 iOS Profiles
11 iOS Provisioning Profiles
12 Certificates
13 Connections

14 MDM Status

Enroliment Invitations

— User Properties
ASM DEP org name
ASM person title

ASM person unique ID
Name

ASM source system ID
ASM person status
First name

ASM person ID

ASM managed Apple ID
Suname

ASM student grade
ASM passcode type

ASM data source

Citrix Systerns

Student

Brayden Anderson

525-008

Active

Brayden

SAMPLE-STUDENT-0008

Anderson

a

four

SFTP

Add

Back

o EEE>®RE > XMANELEEATARCAFNRNNAFRBERRNBE, BE/AFHETEE (RE
HAF) M EIRHFEE).
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Devices Users Enroliment Invitations

Device details | iPad x
1 General .
Delivery Groups
2 Properties Success (1) | Pending (0) ailed (0)
3 User Properties. Delivery Groups Time ~

SAMPLE CLASS 0001 DG 11/30/17 5:48:04 pm

4 Logged-in User Properties
5 Assigned Policies Showing1-10f1
6 Apps
7 Media - Details @
8 Actions Status Action Channel/User * | Date v
} 9 Delivery Groups Failure NotNow response : Securitylnfo MDM command (PARK) 11/30/17 5:48:04 pm
Success Mobileconfig response : Test 1 Notifications (Profile already installed) 11/30/17 548:04 prn
10 iOS Profiles
Success Package deploy end : SAMPLE CLASS 0001 DG 11/30/17 5:48:04 pm
11 iOS Provisioning Profiles Success Mobileconfig response : Test 1 HSL (Profile already installed) 11/30/17 5:48:04 pm
19 Certificates Success Mobileconfig responise : SAMPLE CLASS 0001 Restrictions (Prafile already installed) 11/30/17 5:48:03 pm
Success Installation result: The Spider Diaries, Book 1: The Eight-legged Monster (Installed) 11/30/17 451:22 pm
13 Connections
Success Installation result : Rome (Installed) 11/30/17 451:22 pm
14 MDM Status Done Software inventory requested 11/30/17 450:49 pm
Success Software inventory response 11/30/17 4:50:49 pm
Done Installation result : The Spider Diaries, Baok 1: The Eight-legged Monster - ASM (Installing) 11/30/17 450:49 prn

Back

s RMEEHAFABEXNER:
BEETHNE: APERSREERD IR,

- HEERH: NAPRENSIRLET, RUNFT. NRAFRHENXHANAREX A, Bl
FEERo
- BEEANKE. AREANKIEE, 2UNFT. NIRAFZREEEIEPHNEIR, EITEFIET.
- BER: APESEERIKS.
Devices Users Enroliment Invitations
Device details | iPad *
1 General .
Connections
2 Properties First connection 8/30/17 12:42:38 pm
3 User Properties. status  Active
4 Logged-in User Properties Last connection 11/30/17 5:48:04 pm
5 Assigned Policies User name i icati Last Has data to sync Data quota Data used 1s logged-in v
6 Apps ios 10/12/17 10:15:34 am 10/12/17 10:19:00 am
11/23/17 3:45:28 pm 11/23/17 3:45:29 pm
7 Media
11/23/17 54803 pm 11/23/17 548:03 pm
8 Actions 11/30/17 54803 pm 11/30/17 5:48:04 pm
9 Delivery Groups 11/30/17 54803 pm 11/30/17 548:04 pm Yes Yes
11/29/17 7:0232 pm 11/29/17 702:32 pm No 120.82 M8 No
10 iOS Profiles
11 iOS Provisioning Profiles showing 1 -6 of 6 items
12 Certificates
} 13 Connections
14 MDM Status
Back
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Device details | iPad

2 Properties System channel
3 User Properties
4 Logged-in User Properties

5 Assigned Policies

Last reply time  1/24/18 1:00:03 pm

6 Apps

7 Media User channel

Push status
8 Actions

Last push initiation 1/24/18 1:00:03 pm
9 Delivery Groups

_ Last notification completion  1/24/18 1:00:02 pm
10 iOs Profiles

Lastreply time  1/24/18 100:03 pm
11 iOS Provisioning Profiles

12 Certificates

13 Connections

Back

BIBHN. FEMVIREE
BN, FEMPIRIIEN, HEIRU TS
« 3% ASM EE 8\ XenMobile /5, E7E%#tE Apple ID. XenMobile =8 ASM BAFRARTIIRFIBF,

o MREEE—IHZA “BBERE” IREHEKETE ASM FRIMSER T YIREIE, BHIERE, AREMNE
XL,

o MRMEHNBMEEHERBLERERBERET TN, FOEHRILUBRELE XenMobile EFIA#TTE
#, AEEMBEZER,

o MRETE ASM TP HREFHTAFEMY, XenMobile BEEEH AR EXLREM, BR, XenMobile Fi@id
S HMBEEER A NEK ASM ARIRSEY, B “BUT7, “F47 5 “Hit”. RAit, MREE ASM HE
BT ASM ARERSS, BT ELUTE XenMobile R BUZER.

BRERMIE, BRITUTERE:
1. EASM M)A, EMFPEFRHBRBITER.

2. MREFZEKRP BRARIMKS, B AR MERPRNZETIRFRER. RS, AR RNEE—IRK
HAMBEER R ATEUMT IR F,

MRERBIMIKA BLXANFENKS, BB MERFMER. 2AE, %A RNEE YRR E IR
FHEFIRF, EREFZETRESE XenMobile Iz5l&H SR (RINEERASEMR 5 28 IR (K
INBSE)EIFR A PR 24 /BT o

3. REHEHEIRRREUNAERHENRDE.,
o WMREM ASM 1P RBIBR T EANAF, XenMobile 1 7E£12EXVEM XenMobile =% & RIBRZAF o
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A LUBE B A T RS 2B M AR Aasam MR 4 2 BV ET a)i8)FR - bulk.enrollment.fetchRosterinfoDelay
(BUAER 1440 58,

o BERRE: MRFEMANTENE, FERNREBZZENRME, HARFEBERR.

o MRENFERBMEKRT IRHET, BHEKR ASM BE5, EIERA LR HIGR BB RER— T
(=S

E127% Apple REHSEIE Apple BEITHIF EMHELI W R ILE

Apple 89 “E#H K iPhone/iPad” RS EIERUEMINEE, BUEBIRI A L RIZINM A A EASEETE Apple BEitk!
RIEMBIERTARE IR

XenMobile @2 ASM BUESiR2181F, EEEBRHERBDRETIEEM ASM Apple ZE IS,

£ ASM BUESI R £12(FBY, XenMobile FREAFBA “EHH iPhone/iPad” IRSEIFRIE L& &E. ASM &&
wEEENTLERGE, APREREHEER Apple ID MZB A ERESIZIEE,

ENEHEPRREE, FRERSBEIENST. BXEGIREMNER, BB 10S BEi. APERLUE
ERRBANT, HRN ASM BUEHLSIBIEATE, ZESERIEERN -+ EANR&EIFAES Pieft.

BIREMED, BREEE > ig&, EFKE, Bhkel, AREE ASM BUES,

Security Actions

Device Actions

Bt ASM £ EZAM ASM BUEHSE B B REIREFAEEF.
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Devices Users Enrol ations
Device details - Security information Add
ASM Automated Device Enrollment escrow key
1 General
ASM Automated Device Enrollment activation lock bypass code
2 Properties
Activation lock bypass code
er Properties Activation lock enabled No
A A ed Policie: Hardware encryption capabilities Block and file levels encryption
. nternal storage encrypted No
Jailbroken/Rooted No
MDM lost mode enabled No
Passcode compliant Yes
Delivery G oacec mpliant with c i
Passcode compliant with configuration Yes
S Profiles Passcode present No
1 Pr Profiles Supervised Yes
11 Certificate _
Storage space Add
12 ectior Available storage space 2558 GB
\DM Status Total storage space 27.05GB
SR AN NNy R T T
ASM ZESIE RBAC R MigE > B ASM Sl BiE .
Settings > Role-Based Access Control
Role-Based Access Control
]
Add
+ADMIN K
+ DEVICE_PROVISIONING K
+ SHARED_DEVICES_ENROLLER i}
+SUPPORT Kd
- USER s
Authorized access Console features Restrict group access
Self Help Portal access ~  Devices
Full Wipe device
Selective Wipe device
¥ View locations
Locate device
Track device
Lock device
Unlock device
Lock container
Unlock container
Reset container password
Rings the device
Reboot the device
View software inventory
Enable lost mode
Disable lost mode
¥ Enrollment
Add/Delete enroliment
Notify user

% Apple N BiEZF

January 5, 2022

XenMobile BIEZERIGEHNAERF. EaUALMEETHEAEM i0S/iPadOS #1 macOS N EER.

o AHNABEE (PR i0S/iPad0S): XLENARFEIEAXNARE (F1a0 Apple App Store 5 Google
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Play) srigftavsezesitBtR 2R, s, GoToMeeting,
« 1l (i0S/iPadOS/mac0S): kEA MDX BFRE& 5 MDX N AIEF < BRI YN B2,
« MDX (%R i0S/iPadOS): &8 MAM SDK /& /R AIEF R MDX Toolkit #2EMNBIERF, XN A
2P 1E MDX 56B&, &AT LU MPIERRIEH AR AR EIREY MDX [ AiER.
o #tEWX (iI0S/iPad0S/mac0S): A& Apple #EWTi+X SR IENNBIER.
+ i0S BEXNARERF (YR i0S/iPad0S): ERHBHE=AFLNEFR I DI AERS.

BXATRXEENNBEFFERER, BERAFINERER.

RLIEFE Apple BF5EIE (ABM) 3t Apple REHSEIE (ASM) kP, BXEMER, BESEUTEHD

NFEMRBNNARFNSL75E, Citrix BIUREB—ARERH,. BXHNEMTESIRUBREFNER, BEAR
AR WTFEEHIABRMTHEX I0S EARFEENFMAER,

NAREFDAN—RRTE

=2
=

NHENBEENBERF,
&4E Citrix B BiEF

@it Apple #it & L1
AN AR ERN AR,
&3E Citrix o BiERF

N BERF

S8 1 FEIENK

RiER

7£ Apple SBEi+RIFEM
7£ XenMobile : %3
RE > HEMWE LUt
BWEKF,

TR 2. RMMEENA
B

7£ XenMobile #: 7£E2
&> NARRESR, HImE
BT iPhone & iPad B9
AHFFABEERNBERF.
BN AEFHEE SR
BT,

7£ ABM = ASM 7: M
“RIFATERET A0 “HEET
EMFMNBARER. &
XenMobile #: #%ZIE
B> NAER, BENA
BF, AEBEDRAR
148,

7£ XenMobile &: 3|
& > AR, BER
m, AEeLiedl, L&
IPA X, BCENARER
HEESERLARITH,

TR 3. REXAHE
ENARER

7 XenMobile #: {#H
RATLABLBFERE N FHIE
Fo

7= XenMobile #: {£H
RATABLBEMEREN FIE
Fo

7z XenMobile #: £/
RAT4ABC B AN ERE [ FTE
=28
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=
=

MDX N FEF

£/ Apple #tEWX 5%
B MDX Rt

BEXMNARERF

BER7T MDX BB E XK
BiERF

S8 1 GBS

TER

7£ Apple ZREiT RIS iEM
7£ XenMobile : %3
RE > #EMWE IRt
EMWEHS,

7£ Apple SBEi+RIFEM
7£ XenMobile : %3
EE > EMWE LR
BWEKF,

£ Apple ZBEIHRIFEA
7£ XenMobile #: %3]
EE > EMWELURINH
(0B

TR 2. RMFMEENA
B

7£ XenMobile : %)
BB > AR, 2EHEF
m, SAEEE MDX, HfR
TREERET
iPad/iPhone, t#
MDX x4, BCEMNFERF
HEESERARITH,

£ ABM F: M “RIFTE
B 1 “HE8” MEFARM
MDX B2, B AT
FFHEZRIEM ABM Bk,
7£ XenMobile : 3|
& > LAERr, BEEN
B, ARRKHESES
LANEEN

£ ABM & FITMR A
BEIERATAC A BERR
IR FAREIETR. EER
HEFEERIEN ABM
i, 7£ XenMobile
i RIEE > NARER,
BN AER, AEEH
HECAITMTA,

7£ ABM /& E1THIR A
BEIEATCARBRRER
MBI FAEIER. B
BiEFEERIEHN ABM
kM. 7€ XenMobile
i RINEE > NAERER
F_E# MDX X4, BLE
R HEE DA
148,

TR 3. REXAHI
ENARER

7 XenMobile #: /A
RITAERRBENEIENRIE
=2

7 XenMobile : {FFA
TR B EE N B
o

7= XenMobile #: £
RATLABLBEFERE N FIE
Fo

7= XenMobile &: E£/A
RATLABLBFERE LN FIE
Fo

RHENAEENBER

ATLUE App Store iR RIS BRI (S B2 R FFEF A0 XenMobile &,
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Thaer A4

RELBLE =
SERT RS =
BREM i0S/iPad0S

SR 1. FNNEENBRER

1. 7= XenMobile ##H&amH, SMIEE > NAERF. BEHFMN,
2. BHRAHNARE,

Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app table after you complete the steps.

MDX Public App Store
Apps wrapped with the MDX Toolkit to include app policies. You can deploy Free or paid apps available in a public app store, such as iTunes or Google Play.
MDX apps obtained from internal and public stores for download.
Example: WorxMail Example: GoToMeeting
Web & SaaS Enterprise
ssed from an internal network (Web apps) or over a public network Native apps not wrapped with the MDX Toolkit and that do not contain the

s or choose from a set of app connectors policies found in MDX apps.

ingle sign-on authentication to web apps -
- Example: Quick-iLaunch

Example: GoogleApps_SAML

Web Link

A Web address (URL) to a public or private site or to a Web app that doesn't
require single sign-on.

3. AFEE%ERE iPhone 5 iPad
4, FIRFTEMBANBEFZIR, ARRTIEE,
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Public App Store

1 App Information

2 Platform

iPhone

iPad

Google Play
Android for Work

Windows Desktop/Tablet
Windows Phone
3 Approvals (optional)

4 Delivery Group Assignments
(optional)

Device Policies Apps Media Actions ShareFile

iPhone App settings

Enrollment Profiles Delivery Groups

Type an app name or keyword in the field and search for your desired app. When you click your app in the results, you can configure how the app appears in the store.

‘ podio|

af -]

Search results for podio in iPhone apps

Podio Podio Chat
@ Podio Podio

5. R ERFTEERFHNNARERF. BERENNEER.
6. BRMENELNBER, ARRTHRT.

TR 2. EENAREFIE

I S

7£ XenMobile izHad, SMIEE > KAREF.
ERERENNAER, ARBEHHE.
Citrix 2SI F B2 AR FThAE.
DEEARGAE, ARRERT.
SMEERE > ZIH > LAREF.

KFrE N BIEFITIC AL T

Analyze Manage Configure Moriitor

1 Delvery Group Info
2 Assignments
3 Resouwrce {optional)
Palicies
Apps
Media
Actions
ShareFile

Enroliment Profile

Wedia

Delivery Group Apps

wag the apps that you want 1o inciude in the deliwery group.

d.play - RGTE

DIER Citrix Workspate

DEP Secure Hub by Citrix

Evernate - macOs - v

Evernate - VP

File Helpei - MmacOs - RGTE

Files

Gacgle Chrome - RGTE

Google Magps - Transit & Food - RGTE

GaTeMeeting - RGIE

IFS Trip Tracker 10 - RGTE

Debvery Grewps

Regquired Apps

Entesprice

tal 4

Optional Apps
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7. SMEERE > X 14H,
8. ERITAHBEHIE,
9. APWEIRENAEFIER, AEAPEREERERENARER,

App Installation

i s 1o

Wil TTurels SeoCoasnil vwill ron B
charged for this 0.

Cancel Install

Bid Apple #HEMTRHUN ALY BEER AR

AT LLGEE Apple #tEM X it R &8 i0S/iPadOS M AREF A BEREBUTSBERStEMINBRERFMNE
XenMobile,

INRERT A%

EENELE =
BERTAPEMER =

BB i0S/iPadOS/mac0S

B 1 HEEHS
1. 388 Apple BEEIE (ABM) 5 Apple KEREEIR (ASM) HEE TR, GXXEHNEAES, HEH

Apple 3%,
2. B ABM/ASM k5 XenMobile #8xBk, BxiHEMEMIKMNIFMAES, ESHE Apple HIEMWE,
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3. A EWEKF N, BRNBREFBENR. SERHERY Apple RABERLINENN, AP &S ENK

BEF=BhE.

S8 2: M Apple FKENN BIE2FMIFATE

7E1869 ABM/ASM i P /iR INR RTEF. ATLUM Apple App Store 3¢ Apple BEFRIMWEAZR (IR i0S/iPad0S).

BiclE, BBIMEFRENAER, BMEEIREENTFML.

BRI ARFERHEN I ERNES, 1E51 Apple S0t

TR 3. EENAREFIE

7£ XenMobile i=Hlas, SMEIERE > NARERF.
ERERBMNMEWINAER, ARBERE.
%ETS: iPhone. iPad 3 macOS.

DERAFRNAH, ARRERT.
SMBERE > RIH > AR,

Nk~ e

Citrix 2= ARG SN ARFIEE (IR i0S/iPad0S),

RPN BEF IR L Fo

Delivery Group Apps

1 Delivery Group Info

d.play - RGTE
2 Assignments
= Wo
3 Resource (pptional)
DEP Secure Hub by
Palicies
I b macs - VP
Evernate - VP
Media
teiper
Actions
File:
ShareFile
Gaogle Chrame - RGTE
Enrpiiment Profile
Google Maps - Transit & Food - RGTE
aMeeting
IFS Trip Tracker 10 - RGTE

Required Apps

b=

Optional Apps

8. SMMEEkE > Xf14H,
9. EERRMMAHBELEIE,

10. BRREIRENBIEFIIEKR, HERFEREERERENARER.
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App Installation

Wil TTursls SeoCoasnil vwill ro B
charged for this 0.

Cancel

eI RER

AT LA E KEXMER MDX SREEHI AN BIERF. HZRU TSR App Store EREFENNABERF.

ThEERT A1

FEBEEISE S
ERATRAPERER =

BERS i0S/iPadOS/mac0S

SR 1. FNNEENBRER

1. 72 XenMobile izHad, SMIEE > NAREF. BHHR.
2. BEdk,
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Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app table after you complete the steps

3. ZFNAEFERENEL, EBEMUTRE:

© N o 0 &

B BANBEFHNERER, ZBMEETE “WARER" RPN “CARFEM To
WAL BN BERFBIAIER .
NMABEFER: (FIE) EFIRH, RHEERNBRERNNZIAZEZ,

gF Next (T—%)., EEERNAREFFAINE.
#EF4: iPhone. iPad 5 macOS,

E# IPA XXt (i0S/iPadOS) 5 L #; PKG XX (mac0S)
& Next (T—%), R ETRNARFIFMESITHE.
EEEUTIRE:

Xf&: (FIE) BNNABREFEVHET.

RZFRRERFRER: (RAIE) ANNAREFB9HILA.

R FRfERFhRA: TR BRI FER.

RIMRERGRE: (1K) BANTEBRARER, REFTUSITHRKERERGR.
RERERFRE: (L) BAANTERRARER, REGISTHRMIRERFARE.

HRRRIRE: (i) RATFRBITNAEFMNIRENFISHRES,

fiE% MDM ECE X 4 BtBMIFRN FAERF: MR MDM EEEXHRESMNIREFRIREARER. BRINME
73 “FF”. (XPR10S/iPadOS)

PSRN AREFHIE. ERRTHENAEFEHEIE. BIMER ‘A7 ((WRi0S/iPadOS)
EREIEENAER. REFRENAERFN, IRFEFAREERE LNAFRBIIATEENAEFNRE
W, EEEF. MRAFEZRT, WEREBERARERF. (R i0S/iPad0S)
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Anabyze Manage Configure Monitar ~
Device Polices Apps Meda Ations Content Colaboration Ensoiment Profies Delvery Graups
Enterprise i0S Enterprise App .

1 App information

upiesd an ips e [[E)

2 Platforrn
App name * Hebo Cartva
=]
mac0s Decoription © Helo Cordova
Androkd (legacy D,
App versian
Samaung KNOX
Minimum OF verslen )
Andro Lo e

isrimum 08 versian

Windews Desktop)Tablet Excluded devices

hile/CE Fackage 1D

BMemove app if MDM profie is removed

A

Prevent app data backup o ]

Force app to be managed

T
g

¢ Deployment Rules
» Store Configuration

9. BRMENELNBER, ARBEHRT.

TR2: EENAREFIE

1. 7 XenMobile 4lat, SHEERE > XA, EESRBNINE, AELENHREFNE.
2. BEREMARFRENYE,

Analyze Manage Configure Monitor £ o 2
evice PoiCies Appa heedia Actions Content Collaboration Enrcilment Profilkes Delvery Greups
Delivery Group Apps x

Drag the apps that you want o include in the delivery group.

1 Delvery Group Info

Required Apps
dplay - RGTE
2 Assignments

DEP Citrin Workipace "
3 Resource (optianal) nierprise

DEP Secure Hub by Citric

Palicies
Evernate - macls - Vi
Apps
Evernate - VP J:I *
Media
File Helpei - macts - RGTE Optional Apps
Actions
Files
SharefFile
Google Chrome - RGTE
Enrcliment Frofile
Google Magps - Transit & Food - RGTE
4 SUMTArY

GaTaMeeling - RGTE

IFS Trip Tracker 10 < RGTE

3. SMEBIEE > R4,
4. ERTMAHBEHNZE,
5. BRWEIRENAREFIER, AEAPEREERERENAER.
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App Installation

Wil TTursls SeoCoasnil vwill ro B
charged for this 0.

Cancel Install

MDX 1z FiERF

A MDX REEMZ 21088, HRMBAT MAM SDK 5t MDX HEMNNBEERF. FIUERAREUIHTERARED
FkERE MDX N FEF.

TheERT At

RELELE =

ERT AR 2

BREH i0S/iPad0S

SR 1. FINEENBRER

1. 7 XenMobile i=HlaH, SMIEE > LAREF. BHRN.
2. B&E MDX,
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Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app table after you complete the steps.

MDX

Apps v
MDX apps obtained from internal and public stores

Example: WorxMail

apped with the MDX Toolkit to include app policies. You can deploy

Public App Store

for download

Example: GoToMeeting

Free or paid apps available in a public app store, such as iTunes or Google Play

Web & Saas

for single sign-on authentication to web apps

Example: GoogleApps_SAML

network (Web apps) or over a public network
or choose from a set of app connectors policies found in MDX apps.

Enterprise

Example: Quick-iLaunch

Native apps not wrapped with the MDX Toolkit and that do not contain the

Web Link

require single sign-on

A Web address (URL) to a public or private site or to a Web app that doesn't

3. AEE%EE iPhone 5 iPad,
4, t#H MDX X%,

5 EENAREFFRES. HBIHENIBENTAEFIRENX. Citrix BZiNE AR EENAEFIE.

Uke the MDX Senvice on Citrix Cloud to wrap an app for delivery.

File name *

App Description =

App version

Package ID

Minimum 035 veriion

Maximum 05 version

Excluded devices

Remove app if MDM profile is removed

Prevent app data backup

Force app to be managed

App deployed via Volume purchase

* MDX Policies

Authentication

Device passcode

Secure bl

Managed Enterprize Application

100

108

6. ECE MDX 5B, BERBAEHNARIRENF .
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Miscellaneous Access

Disable required upgrade m

App update grace period (hours) 168

Erase app data on lock

Active poll period (minutes) &0

Encryption

Enable encryption on =

Database encryption exclusions

File encryption exclusions

App Interaction

Cut and copy Restricted =

Paste Unnestrictied -

7. BRABENELNBER, ARBRHRT.

TR 2. EENAREFIE

1. 72 XenMobile izHaH, SMIEE > 32I4A > NAEF.
2. BFrENBREFITICALE.
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Delvery Graups
®
Delivery Group Apps
Crag the apps that you want 1o include in the delvery group.
1 Delivery Group Info
Required Apps
d.play - RGTE
2 Assignments
DER Citrin Workipace
3 Resource (optional)
DEP Secure Hub by Citrix
Palicies
Bverngte - macls - VP
Evernote - v b=
Media
File Helper - macOs - RGTE Optional Apps
Actigns
Files
ShareFile

Google Chrome - RGTE
Enrpiiment Profile
Google Maps - Transit & Food - RGTE

GaToMeeting - RGT

IFS Trip Tracker 10 - RGTE

3. SMERE > XI4H,
4. EEZMAHREHE,

BRBRIRENBEFINER, HETRAFEREEREZENARER,
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£ Apple HHEWE 9 %K MDX N BIEF

S5/ MDX SBSFIR L ThE, SERIEAT MAM SDK = MDX S5 Biek. BEEMHLBNISELARS, X
ey AR R A U 7E T R PR RS R

ThEERI B
RELELE &
EATRAERER 2

BHEH i0S/iPad0S

SR HHEKP
1. 188 Apple 55 EHE (ABM) 3k Apple REHSEIE (ASM) HEHEFEM, BXRXLETHIFIEMAES, BB

Apple sz,
2. BfEmy ABM/ASM ik 5 XenMobile #8xBx. BXxiEHEMEMIKAMNIFMES, ESHE Apple HIEMWE,
3. HAEWEKFE, SRANAERFBMER. LSSTHREY Apple RABEFHINERN, AFI&E LN

BEF=BE5hE.

TR 2. FINMEENBRERF

1. 7£ XenMobile E#lad, SMFIEE > LAER. BEHHR.
2. 8 MDX,

Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app table after you complete the steps.

3. AFEE%EE iPhone 5 iPad,
4, t# MDX x4,
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5 EENAREFFAES. KBIHENIBENTARFIRENF. Citrix FZiNE AR EENAEFE.

File name * Secune bail
App Description * Managed Enterprise Application
App version
Package ID
Minimum Q% version 100

Maximum 0% wversion

Excluded devices

Remowe app if MDM profile is removed

Prevent app data backup

Force app to be managed

AL

App deployed wia Volume purchase

* MAM SDK Policies

Authentication

6. EcE MDX 5RB&, HEBFAZENARKENH.
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Miscellaneous Access

Disable required upgrade m

App update grace period (hours) 168

Erase app data on lock

Active poll period (minutes) &0

Encryplion

Enable encryption on =

Database encryption exclusions

File encryption exclusions

App Interaction

Cut and copy Restricted =

Paste Unrnestricted =

7. BRAENELB N TENVAER, AREHRT.

REFSBENBEFIIRFALNAEFTIIHR IR, ERERENNAEFN, HEFRLEN MDX AT
o

TR 3 BEVAEFHE

1. 72 XenMobile i=HaH, SMIEE > ZI4A > KAEF.
2. BARNHEMINBEFTCAYE.
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Delvery Graups
®
Delivery Group Apps
Crag the apps that you want 1o include in the delvery group.
1 Delivery Group Info
Required Apps
d.play - RGTE
2 Assignments
DER Citrin Workipace
3 Resource (optional)
DEP Secure Hub by Citrix
Palicies
Bverngte - macls - VP
Evernote - v b=
Media
File Helper - macOs - RGTE Optional Apps
Actigns
Files
ShareFile

Google Chrome - RGTE
Enrpiiment Profile
Google Maps - Transit & Food - RGTE

GaToMeeting - RGT

IFS Trip Tracker 10 - RGTE

3. SMERE > XI4H,
4. EEZMAHREHE,

BRBRIRENBEFINER, HETRAFEREEREZENARER,
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BENXNABER

BEXMNAEFEEENE I FAERF, AILUER XenMobile #1 Apple #2MERITLR 2N X EENA
BF. AILRNARF 2 RABENSHERE. A HIFEEFNARNE T,

ThEERI B

RELELE &
EATRAERER 2

BHEH i0S/iPad0S
B X R AER B R

« Apple Fs3 &R Apple REHSEIRHK -
+ Apple #tEMEIKF (RERET iI0S 7 REShRARILE)
o EALT Apple iEatiER 2 —7E XenMobile #5AigE:

- BahfigE

- IREEM

- FAPEA

SR 1. FEHEKF
EFARENIBEREXLAER, BB EM LK #%5 XenMobile,

1. &% Apple B EIE (ABM) HEEAEM, AXXLTRINFMRES, E28 Apple ik,

2. BEm ABM tkF 5 XenMobile 18XEk, BXEEHEMEMIKFRIFMESE, ESE Apple #H B,

3. A EWEKF N, BRNBREFBEN. LISERHERY Apple RABERLIMENN, BFI&E LN
REF=BER.

$% 2: 7£ ABM LRRENARER

£ ABM 1k PRI BEF. AT EHMDREECHBEEXNARER, HEMMEMARMNEEEXNBEFNITFH
iE, BX7E ABM EAMMBRBEXEARFHFRESR, ESE Apple XX,

$1 3: 7z XenMobile +iRINAER BN HIZF

£ XenMobile F#laH, SMARE > NAKREF. HEWENAEFEERENAREFIIRF,
ERERBENNARERF. PEHERE.

#EFA: iPhone. iPad 5 macOS.

ERERESZNARFNRAH, BHERE.

:'>S*’.N!—‘
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TR 4. EENAEFIRE

1. 7 XenMobile E$lat, SHEEE > {4 > LBEF.
2. BB RN ARFATITLR,

Analyze Manage Configure Mornitor s © A
Delvery Groups
Delivery Group Apps *
Crag the apps that you want to include in the delivery group.
1 Delvery Group Info —
aqul Apps
d.play - RGTE
2 Assignments
GEP Citrin Workipade End L
3 Resource (optional) nierprise
DEP Secure Hub by Citrix
Palicies
fvernate - macOs - vi¢
Apps
Evernate P ol 4
Media
File Melpes - maeOs - RGTE Optional Apps
Actipns
Files
ShareFide
Google Chrome - RGTE
Enroliment Profile

Google Maps - Transit & Food - RGTE
GaTaMerting - RGTL

IFS Trip Tracker 10 < RGTE

3. SHEERE > fY4H,
4, EFBHENRMNE, ARBEHEE.
5. ARZWEIMENBEFNER. NAEFERAFEREERERE,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 568



XenMobile Server #iixR4s

App Installation

i s 1o

Wil TTursls SeoCoasnil vwill ro B
charged for this 0.

Cancel Install

BRT MDX WBEE X AERF
E£fE/A MDX REEFR2Thie, BAMBAT MAM SDK 5t MDX HEBEX K ARER.

ThEEFIFAtE
RELELE =

ERT AR 2

A i0S/iPad0S

PR L. gEEKP
EERANENIBELEXNAER, BB %S XenMobile,

1. &8 Apple B EE (ABM) HIEHFEM, BXXLETHINEMER, ESR Apple ik,

2. B&EH ABM tkF 5 XenMobile 18XEk, BAXEHEMEMIKFFMESR, ESE Apple #HBMWL,

3. RINMEBWEKFE, BRANPREFEMEN. LIRBRHEAY Apple NABERHINERN, AFi&&E LN
BEF=BEN.
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$18 2: 7£ ABM LRRENARER

£ ABM 1k PRI BEF. AT EHMDRIEECHBEEXNARER, HEMNEMARMNEEEXNABEFHITH
iE, BX7E ABM EAMMBABEXNAREFIFRESR, BESH Apple XX,

$ 1% 3: 72 XenMobile FiRmMMEE R HIZF

1. 7£ XenMobile E#lad, SMEFIEE > LAER. BEHF.
2. 8 MDX,

Add App

Click an app type and then follow the steps to add a deployable app. The app appears in the app table after you complete the steps.

3. #%#% iPhone & iPad E£4&,
4. FHBRIMNNBERS MDX X4,
5. RENAREFFAEE, HEdHEWTRENNBIEFIRERNF. Citrix TEINEBEHEENBZEFINE.
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Authentication

File name *

App Description *

App version

Package ID

Minimum 05 version

Maximum 0% wversion

Excluded devices

Remowe app if MDM profile is removed

Frevent app data backup

Force app to be managed

App deployed via Volume purchase

* MAM 5DK Policies

Device passcode

Segung kail

Managed Enterproe Appication

piek]

AL

6. ECE MDX 5#g. KHERBFFEHIARIRENF .
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1.

Miscellaneous Access

Dizable required upgrade

App update grace period (hours)

Erase app data on lock

Active poll period (minutes)

Encryplion

Enable encryption

Database encryption exclusions

Flle encryption exclusions

App Interaction

Cut and copy

Paste

168

&0

on -
Restncted -
Unnéstricted -

RBRNAERELANBER, ARRERT.

REFSBENBEFIIRFALNAEFTIIHR IR, ERERENNAEFN, HEFRLEN MDX AT

o

TR 4 EEVAEFHE

ok wnh e

7Z XenMobile i=HaH, SMIEE > LAREF. HEVINARFEETENRRZFTIRF,

ERERENNARERF. RERE.

EREESTTE LRESZANAREFNRZMNE, BHFRF.

SHMEEE > YA > NARERF.
RED RN BEFIRCALE.
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Delvery Graups
®
Delivery Group Apps
Crag the apps that you want 1o include in the delvery group.
1 Delivery Group Info
Required Apps
d.play - RGTE
2 Assignments
DER Citrin Workipace
3 Resource (optional)
DEP Secure Hub by Citrix
Palicies
Bverngte - macls - VP
Evernote - v b=
Media
File Helper - macOs - RGTE Optional Apps
Actigns
Files
ShareFile

Google Chrome - RGTE
Enrpiiment Profile
Google Maps - Transit & Food - RGTE

GaToMeeting - RGT

IFS Trip Tracker 10 - RGTE

6. SMEEE > X14H,
7. EEBRHENRMGHE, RAEREHEZ.
8. AR ZREIENBEFIER. NARFERFEREERER

pic
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RN AEE (R i0S/iPadOS)

Citrix BWIRIER BHENAREF. MENLARFULTRIARNEZEEAFREL, MIRARERAIVRE, BA
LEThEEE R AP B F BEhEH

AN ARF AP EEERENNARR, BRFXIET Secure Hub FraiEzs%E.

BERENENAER, BPYJUSE) Secure Hub, HEIMARE, AMERARFERFMAER, ARREHRM,

i Microgsoft PowerPont

ekl

January 5, 2022

AT LAE R MRS RE S (NAC) f2 R 75 2= B Android # Apple i& &/ Endpoint Management & & % £ ¥4
289 NAC f R /5 RGEH XenMobile R4 EENEIE LB F M I RE. BE NACIRERE, KREIRITE
XenMobile HE2E#9I&E FBEF NAC T 525,

¥ XenMobile 5 NAC iR 5 REGEAFRSE Q0S, HNMEBNIMHIREFHITERANES, HXENACS
XenMobile EMHMBHIEE, ESI G,

Citrix Z#LUF5 XenMobile SRR AR:

« Citrix Gateway
« Cisco Identity Services Engine (ISE)
« ForeScout

Citrix ARIEEM NAC R A RIER.
fERMEHH NAC ig&:
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« XenMobile z# NAC 158 i0S. Android Enterprise #1 Android i&&riE R L2 IN8E.
« FILU7E XenMobile s midiEeE, MEREBANSKEMELEIZE RN NAC EMIFE]. Flan:

- R XenMobile PRI ERERFTRIEEN KRG, XenMobile 2R Zig&EFZRFEM. NACRES
FRLERLE B R G RlIZ &

- R XenMobile HHMIREERERET FAMMN AR, NAC TSR ATLFE LR VPN &%, A,
FEMBARIEETEET VPN hiaAi2Fsk Web b,

- R Citrix Gateway BF NAC, MeTUBAFHMEE, LU LE Citrix Gateway f&# @ Citrix
Gateway REFHENMERE. BEXFHBENFAEE, BSHALERDEE,

1 NAC &304 E2S
XenMobile Server &z# T NAC &R 828!

ERiLE. NEREEDNTERER, NREREZXEIMEEN XenMobile TAEFHWAFR#THHRIE, WA
BITIAE &

Samsung Knox iAIERN: #EIREE ST /ERIE Samsung Knox JAEARSS 2RMIE M,

BIFMNARRER: RERERTESE ‘NARFEN RERIEPEXNREILNNAER. BXZRBENER, BSHAN
AR &R,

TEEHRE . RBIRSE2EM T Device Inactivity Days Threshold (GEEFEMNREEE) RBNEN, HwER
BERTFREDRS. BEXEAER, BBRARSSHEM.

BROFIRNNAER . KEREESHRVENBREFHNREPEXNERRENRBER.
HEFNRRER . KERERTEANAEFHINREPEXNIHEFENBRER.

FEMER: KERFBEBREEM. 7 i0S# Android €& £, XenMobile JUBERE LW LUHZBEEHE
BRBNZIGEHBE TR, FI30, Ei0Si&& L, MR XenMobile AiZi&& £1X T EITHHHKREE, WAFAE 60 5
HRIRERD, FAFRETEZAE, BTETEREM.

FEMEE: RIE “FTEMRE BERERERSAEH. BEBERT, €M XenMobile API WBNEFHE=F%
Bz ER M,

BHEHRES: REESITIHETERH. BAENZE, ERHEMNISELTEEN M.
25%18 root Y fRA Android & & B A i0S 8% #Z Android i&&5 i0S §& 2T B WHf,
EREIRE: REREETMATHEERE, = XenMobile #%l, #1830, £ MAM TEMAISEREECH EMBNILE
NSRS,
AR
“BRIEM/AEM” iTERIE XenMobile BEMIEE LIRBEINE, Fli0, EARETHIEMNNBREFRIFRE
BENSEEIEWATIEN “FEN”. NAC IEEZEMELLEEHIME P RYX LIS E,
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FCE MR
BB EZBYIEMIRFRE NAC Ao
1. EEBEIREHEMIUZHE NAC:
34F i0S &% EBIREE VPN & E5HIELIZF NAC,
34F Android Enterprise i&&: E£i@4 Citrix SSO 62 Android Enterprise {1 EE &,
34F Android &% : &£ Android & Citrix SSO 1%
2. £ XenMobile /2 NAC i 523,
3. f2E NAC iR AZ:
« Citrix Gateway, #¥WFE# Citrix Gateway LI #EF NAC,
ERIEEIRE LR Citrix SSO. &2 Citrix Gateway & i,
+ Cisco ISE: 557 Cisco Xi%,

« ForeScout: E£i# ForeScout 314,

72 XenMobile 4= B8 NAC i3 &8

1. 72 XenMobile =fl& 9, HIIZE > WAKIHIEEH,
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XenMobile Server %#ikR4s

Network Access Control
Enables device compliance.

Set as not compliant Anonymous Devices
Failed Samsung KNOX attestation
Forbidden Apps
nactive Devices
Missing Required Apps
Non-5uggested Apps
Noncompliant Password
Out of Compliance Devices
Revoked Status
Rooted Android and Jailbroken i0S Devices

Unmanaged Devices

Cancel

2. EhEEANRAF ST IERZ LR EEE,
3. BERE

B Citrix Gateway FpgLI%#F NAC
#HE VPN ESIRS28 ERREBSR (JEESR) FMHIRIEM VPN SiEHEE,
T HBRERUTE—REER Citrix Gateway:

« 5 XenMobile Server IFiEER,
o HE, F¥ VPN &E, M3k XenMobile Server IFBHI—E84, HBBILAE XenMobile,

TEEREM VPN BRS5233 £, MIERI QB OPRITUATRME: S<SMnfFHRen IP k2 Eiae,

1. MNRBEERY VPN EPARSS 2 L AL HARE, BRRHIUEPEME LMK, EHITRE, BRA:

show vpn vserver <VPN_VServer>

iR E124 857 Classic BIFF A4S, 51%0: VPN Session Policy Name: PL_0S_10.10.1.1 Type

: Classic Priority: 0

EMIPREREE, BRN:
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unbind vpn vserver <VPN_VServer> -policy <policy_name>
2. FEIRALUTHLEBENNSRSIERE,

add vpn sessionPolicy <policy_name> <rule> <session action>

ffl#n: add vpn sessionPolicy vpn_nac true AC_0S_10.10.1.1_A_
3. EBEEBAUT RS EREEMN VPN ERS 28,

bind vpn vserver _XM_XenMobileGateway -policy vpn_nac —-priority 100
4. FEIRANUT L LIZSHIIEEPIRS 2.

add authentication vserver <authentication vserver name> <service type>

<ip address>

ffl3n: add authentication vserver authvs SSL 0.0.0.0
EREFR, 0.0.0.0 XRREMDEIEENIRS SSFAE R 2R

5. EBIBAUT &R SSLIEBS BMRSBHEE—i.

bind ssl vserver <authentication vserver name> -certkeyName <Webserver

certificate>
ffla0: bind ssl vserver authvs -certkeyName Star_mpg_citrix.pfx_CERT_KEY

6. M VPN ENBRSS 28848 5 M IIEACE X X EXEI SR IIEEINIRS 88, B, HEIRAUTH LS HE
IR E X o

add authentication authnProfile <profile name> -authnVsName <authentication

vserver name>
fign:
add authentication authnProfile xm_nac_prof -authnVsName authvs
7. EBRIRAUTHSRESHIIEEEX M5 VPN EIARS 2R XE,
set vpn vserver <vpn vserver name> -authnProfile <authn profile name>
fign:
set vpn vserver _XM_XenMobileGateway -authnProfile xm_nac_prof
8. EEIBALUTHLREM Citrix Gateway Fig&HEE,

curl -v -k https://<XenMobile server>:4443/Citrix/Device/vl/Check --

header "X-Citrix-VPN-Device-ID: deviceid_<device_id>"
i, HEEEBSREFERIMNE—EIEE (deviceid_1) AR ASFRIIEZEEM

curl -v -k https://10.10.1.1:4443/Citrix/Device/vl/Check —--header "X-
Citrix-VPN-Device-ID: deviceid_ 1"

BRI R S LU T I,
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9.

10.

11.

12.

13.

14,

HTTP/1.1 200 OK

< Server: Apache-Coyote/1l.1

< X-Citrix-Device-State: Non Compliant

< Set-Cookie: ACNODEID=181311111;Path=/; HttpOnly; Secure
<!--NeedCopy—-->

LRI, EEIESS XenMobile B9 Web S4I0iE#RIE, &, EBRIE—MREERAIUM i0S VPN
EHPSHIEE Do BALUTHS,

add policy expression xm_deviceid_expression "HTTP.REQ.BODY(10000).
TYPECAST_NVLIST_T(\'=\"',\'&\"').VALUE(\"deviceidvalue\")"

BT RN LU TH <M XenMobile Zi%iEK, EILRFI#H, XenMobile Server IP /5 10.207.87.82,
FQDN 53 example.em.server.com:4443,

add authentication webAuthAction xm_nac -serverIP 10.207.87.82 -serverPort
4443 -fullReqExpr q{ "GET /Citrix/Device/vl/Check HTTP/1.1\r\n"+ "

Host: example.em.server.com:4443\r\n"+ "X-Citrix-VPN-Device-ID: "+
xm_deviceid_expression + "\r\n\r\n"} -scheme https -successRule "HTTP.
RES.STATUS.EQ(\"200\")&&HTTP.RES.HEADER(\"X-Citrix-Device-State\") .EQ
(\"Compliant\")"

XenMobile NAC BB ThiiE I HTTP status 200 OKo X-Citrix-Device-State fRkMENLM
73 Compliant,

BRSBTS IR — N ERFRERIKEIN S 7 1R,

add authentication Policy <policy name> -rule <rule> -action <web

authentication action>

ffly0: add authentication Policy xm_nac_webauth_pol -rule "HTTP.REQ.HEADER
(\"User-Agent\") .CONTAINS (\"NAC\")"-action xm_nac

FETRALTHREINE LDAP SRESH VSRR,

add authentication Policy <policy_name> -rule <rule> -action <LDAP

action name>

£l #: add authentication Policy ldap_xm_test_pol -rule true -action
10.10.1.1_LDAP

BT BN TS HRINER LDAP SB8 X B EIH SRR,
add authentication policylabel <policy_label_name>
filan: add authentication policylabel ldap_pol_label

BEETRAL TS LDAP BB XX T HRIEATE,
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bind authentication policylabel ldap_pol_label -policyName ldap_xm_test_pol
-priority 100 -gotoPriorityExpression NEXT

15, FEESIREUHIT NAC i, LI#IARTZHEY LDAP S45IE, AU T,

bind authentication vserver <authentication vserver> -policy <web
authentication policy> -priority 100 -nextFactor <ldap policy label> -

gotoPriorityExpression END
16. &0 Ul U5 S5 IERIARS SEXEL. BRAU TS UCEREE D,

add authentication loginSchemaPolicy <schema policy>-rule <rule> -

action lschema_single_factor_deviceid
17. HEBETBAU TS SHE S DI EIMIRSE S,

bind authentication vserver authvs -policy lschema_xm_nac_pol -priority

100 -gotoPriorityExpression END
18. tliE LDAP SRS M IRIERIELUSA Secure Hub &%, BAUTH S,

add authentication Policy ldap_xm_test_pol -rule "HTTP.REQ.HEADER(\"
User-Agent\").CONTAINS (\"NAC\'") .NOT"-action 10.200.80.60_LDAP

bind authentication vserver authvs -policy ldap_xm_test_pol -priority

110 -gotoPriorityExpression NEXT

Samsung Knox

January 5, 2022
Samsung 27 5 XenMobile Server R LFHRIRS R,

« XenMobile 7E5#&# Samsung i§#& L35 B Samsung Knox 5REg,

+ Knox fRS M (KSP) @x#F—2EMTIks Knox & (KPE) ThEEMIR B 2. B % Samsung 121EH
Ex KPE f915 8, 15215 Configure Knox Platform for Enterprise (Al EEE Knox &) # Overview
(1#ER) o

AL EEE XenMobile & Samsung Knox JAEARSSE: REST AP,

Samsung Knox | BNIRERSGNN AREFRHSESRIPHEGR 2. P —fL2f5|EBEETIAERF
at. INERSB[RUBMRENZORFNRG (B0, SISMBEFMAZ) WiE, ZEIEEFEARESISBEKE
BRI TT R #1T,

1. 7£ XenMobile Web iz#I& 9, 2HA EANERER. IR RGBT,

2. TFEATA, $iE Samsung KNOX, [t 2~ Samsung KNOX Fi&.
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Samsung KNOX

This configuration allows XenMobile server to query Samsung KNOX attestation server REST APls.

Enable samsung KNOX attestation NC

Web service URL Add new =

https://us-attest-api.knox

3. ZBA Samsung KNOX JAEH, #EFEEEEA Samsung Knox iAiE. BAAERS.

4. %= Samsung KNOX MBS ERNRZE, K/EA Web BR3 URL &1, REEFIRPHITUTERIEZ—:
o BEEHINERS R
o BEHIY, ARRA Web RS URL,

5. BEHEMNEZEUIEEZE, BE2TMINEEKES.

6. BERT.

=3

==
B LAfEA Samsung Knox Mobile Enrollment 2% Samsung Knox i& & % XenMobile (HE@#%
g EEER) B, ERFHEESMRE. BXER, HEH Samsung Knox #t &3,

70 Knox AR & AR

MR E it %13 Android Enterprise 5 Knox &, 151§ Knox R (KSP) 702l XenMobile, KSP
[z F#2 £ A AndroidOEMConfig k= £ %K. RIER VPN B B M £ RFEIR B & 9 10 E =5 F 08k
AndroidOEMConfig f& OEM i 5 ah it E1Eas (EMM) BB E X OEM API, Xt APl i%= T Android
Enterprise A2 #89A 6,

Bx KSP BifAfE S, 153 Knox Service Plug-in Admin Guide ({Knox FRSSHEHEIRIER)) .

1. BREW Google kP HSMEI https://play.google.com/work/apps/details?id=com.
samsung.android.knox.kpu, #t# Knox BREHEHRARERF.

2. BR% XenMobile #£#I&, ¥ Knox RSEHFRMARNHNABIERNBREF. BXRMARNABERHAE
FEEME R, BESRFINARN AEEN AR,
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Public App Store

©

App Details

» Deployment Rules
» Store Configuration

3. 7£ XenMobile 1zHIaH, SMIIEE > REHRIE, BHHRM.
4. 2 Android Enterprise 1TEf2E. EERMNINEES, MEEHERE Knox Service Plugin (Knox iz

£4EM) . B> Android Enterprise T BB REENI¥MIES, B2 Android Enterprise BB,
5. BAKRIEME, ARREHNTETE,

Android Enterprise terprise Managed Configurati
Managed control av. e

ariety of app configuration opti

se”, use the corresponding Endpoint Manage

Configurations
Profile name: Knox profile
1 Policy Info
KPE Premium License key
2 Platforms
Debug Mode
g

Device-wide policies (Device Owner)

Enable device policy controls

DeX palicy

VPN policy

Firewall policy

Call and Messaging control

Device Restrictions [ view restrictions

6. EFANEL, BN Knox BEXHHNEENHEM, AEHWA Samsung 124 KPE Premium License
key (KPE SRFrILEZR), XLEFETH ERIKREERBERN Knox 288, X Knox [KEEHIFHES, &
2RAEBIRIES AN (Knox RS EIBIEHIER).
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Device Restrictions

7. BET—PHEERKBHEEAN,
8. BEHRF.

Samsung Knox #t2+##

January 5, 2022

EE %9 Samsung Knox i& &7/ =] XenMobile (EMBNIEEEES) F, EXAFHEBEEMNLE, BER
Knox Mobile Enrollment, EXxERNESME BB ET M. BEERXALUEAFP RNZTBEEEED)IE
%, UMEAFRAZEEEIMEMANEEIER,

=r

=

Knox Mobile Enrollment 89i8& 5 XenMobile Knox B&xL %, Bx Knox Mobile Enrollment Bi¥4R(=
B, %% Knox Mobile Enrollment Admin Guide ({Knox Mobile Enrollment &EIEi55)),

Knox Mobile Enrollment 8950 & 4

+ XenMobile ¥ REERE (BIEFAHEAES) BEREET,

« Secure Hub APK xxf4. i&& Knox Mobile Enrollment BY, &3& E&itbsett,

« Hx KME ERM7%5I%, %1% Knox Mobile Enrollment Introduction (Knox Mobile Enrollment f&
Mo

o EATF UK Samsung Knox & (PKE) ¥ aIiE, EEMAIREHRE. 1 XenMobile i&&5k88 “ERAF ik
89 Knox & SR HiF ol IE R,

T# Secure Hub APK 2t

#%7%) Google Play A& T % Citrix Secure