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BEEF N BER

BEh I AR R R AT EIR

May 19, 2020

Citrix BopEFNINBEFHBRA LT —R. REEHNBATRSRETN, BEMBRILAH TR UBEMERAIHE
e Bl ERER BB MBI EIRN B F S EME .

X7F Secure Mail 71 Secure Web H95 M ES & #r i 12

Secure Mail #1 Secure Web BYFhRAEI AR, XERAKFUDMEL IS NEL, WTAT:

« XF i0S #1 Android A3/, Secure Mail #1 Secure Web E#i&1E App Store 1 Google Play A& ES
=i, WRESA (TX) WAFRES.

+ Secure Mail for iOS #1 Secure Web for iOS 895 TG EA R WIREHF A4S, Secure Mail for Android
0 Secure Web for Android B FEISIEITA AN R AMRA, BEMAMRAHHEEHZXFRERF.

o WFRAFRE, RENERES L1,

RS E BN E R

WNREFIFFEHRE Secure Hub 3§ Secure Mail &ERiaR, AR UENBRFABANEAZEMBINEE. Ait,
BAVSERREIRE R E A LaunchDarkly WE=5RS. FEEMEMREERREAEHEE LaunchDarkly 89
e, EYEEETHIERIERENPAEHAERRIN, EXMWELT, GREREEREIIE URL 5 IP tititF
&% LaunchDarkly 8% 2. BXB®mEF=ANARRF 10.6.15 2 MDX 3z #E i B E P HIBRAVIEAE R,
B2 MDX Toolkit x3xt4, BXx5In8EtREM LaunchDarkly XM ERRBRE, BRI ZIFHIRFLXE

AR
BXIEFEZSAAN Citrix Endpoint Management NEEHE&EH, ESHFR,

XFBThEF N AER

November 16,2021

BT BREMBAF M BEFEERRRNRA. SMRANEHES~ N BRI TR
+ 21.11.0 ({XPR Android)

Citrix ZIFMREFMRIHBEE= N ARFEHITHR. SEMMRANBHE= IR AR N TFR:
+ 21.10.5 (fUERATF Secure Mail #1 Secure Web)

« 21.10.0 ({XFE Secure Mail for Android #1 Secure Web for Android)
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SIFHIRIERR

RIhRZA# Secure Hub. MDX Toolkit M#&sh 4= R AR 5 &R F M RZH Endpoint Management
RB. BXRFAER, BEHISINEEIRIFAS,

BIRARIRS N EF= I AEFE B REARIMARAE Secure Hub, E#1R Secure Hub RIFEFTIRE.

=

AR

3F Android 6.x #1i0S 11.x kixz<#y Secure Hub. Secure Mail. Secure Web #1 Citrix Workspace [z 12
FHZEET 2020 £ 6 B4R,

T HFHT MDX IR H
Citrix #3375 mhEH9IEE R5##1T MDX 0%,
Android:

« Samsung Note
« Samsung Galaxy
+ Google Pixel

+ Motorola

iOS:
o BETEYRDPESZIFRERSIRANFE i0S &858 1T MDX 0%,

HAE S =B PR

BXRIEEZSEAR Citrix Endpoint Management IhaEMEREM, ESHAFH.

Secure Mail

« BT Secure Ticket Authority (STA) #1 Secure Mail #Eia&, Fitk, Endpoint Management HaiFs
¥ NetScaler 12.0.41.16, LthimRA7E NetScaler 12.0 Build 41.22 B8, XM= SMNER, 5217
S FFRIRPIO X EE,

+ EAT Exchange 2007 # Lotus Notes 8.5.3 #9 Secure Mail EF 2017 £ 9 B 30 HAZ4HAHES
(EOL) B#A,

o EfE &% Citrix Files MitFBI SR fEMRE, BINVERRITARAH Citrix Files, Windows &3z#% Citrix Files,

« 7 IBM Notes #¥igeh, HHEE IBM Domino Traveler [RS8 4 9.0 BXFMEE, BHSREM
Exchange Server 5 IBM Notes Traveler fRZ525.

Secure Web

EigE L RERFAAH Android WebView, AP ALIM Google Play R AR E T2 Android WebView,
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https://docs.citrix.com/zh-cn/citrix-endpoint-management/system-requirements/supported-device-platforms.html
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QuickEdit

QuickEdit IEABMEF N ARRFRE. RITETRAUF AR 2018 £9 A 1 HWEHAHELR (EOL) K

Cio

iZAT Endpoint Management 9 Citrix Content Collaboration

RBPERRZ 6.5 ZEMNAHNAEESRERTF Endpoint Management 9 Citrix Content Collaboration,

ShareConnect

ShareConnect 2F 2020 £ 6 B 30 BiXFI%EsABLER (EOL) RS, BXiFAEE, 521 EOL MIEFBMN
BER.

Secure Notes 71 Secure Tasks

Secure Notes # Secure Tasks 2F 2018 £ 12 B 31 Hx I EmEHRL R (EOL) k&, BXEMER, BSA
EOL fIEZRMIR BRERF.

3

EBRESTEEE

June 18,2021
BT EF I AREFNEEREE 7 HNEXESTERET,

Theetn S EIE

MREFFERNBEEF NI AEFEIIEE, KT UENARFABRASZEAZ MO, BITLEHEATF
iOS #1 Android B Secure Hub. Secure Mail #1 Secure Web 2 RizIhgE, Ak, HAVEERTBETSEURE N
LaunchDarkly M =A/RS. FEEMEMAEBERR/EMAEHET LaunchDarkly 8972, BHEERE T RELEHIER
EMHAERRIE RN, EXMERT, SRBEEERSILFE URL = IP it A% = LaunchDarkly #937%
82, BX MDX Rz MBEPHIBRIVIEAE S, 1§51 MDX Toolkit 32,

ALLE T ARBEBEHE LaunchDarkly BREMEE:

BRERHEILLT URL B9RE

+ events.launchdarkly.com
* stream. launchdarkly.com
e clientstream.launchdarkly.com

« firehose.launchdarkly.com
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B INAER

RIS EI R A FTIR

WART, HOVEZHMERRIXERTIL IP it bR B EEA IP #itTIR, M7, BF Citrix SERESHH T 50#H,
BAVEZE L BAE 2018 F£ 7 B 16 BARERNAM IP ttilt, IRATTT, HRITENERIHBIEAIFIIR.

ERFFIFRFPFIL IP st

MEHFEAVFFIRSFIE IP sk, FUSFEIL LaunchDarkly 28 IP 75, FKERYFIFRE IP #uSEEMNGIR, It
FIRATAFHEENHAEREBERH, UESEMEMNERRE—N. EXEMEMTENLIRSNEARGES,
325 LaunchDarkly JRZ&S 5 HE,

=

N

NHENABEENAEFERERBBEIINATEMRE. FEMEBREFHSREIITBERAEFAREIAHNA
&l

o
XN
#

S

SREMABES R, EFRHBER MDX Toolkit &I Citrix F R AERF. FILER MDX Toolkit
TRE=ANARERFSNEILNREER.

LaunchDarkly Z24ERk

+ Endpoint Management 10.7 XE =R 7,

o« WRAEE Citrix ADC ERIFRBEIREANX, BHRUBREFEBRSUTRSERS:
- LaunchDarkly iR%
- APNSs fii0f 28RS

XN AEE

Boh4 =18 FAIEF1E Apple App Store #1 Google Play #igfit. X1 Windows 1&& EHRAH 4 =15 FBig
FHREURBEXLENAEFNER, BESE Windows 58 RIPIEEHER,

ER 1R Google Play B9 E, AT ML TR A EAIKEX Secure Hub for Android:

« https://shouji.baidu.com
« https://apk.hiapk.com
« https://apk.91.com

BRAHNABIES %

1. M Endpoint Management F#T1E FHEMA T i0S #1 Android WA ARE.mdx X,

2. % .mdx Xt E#HE Endpoint Management 2%1&, Boh%Er= 1N AEFINARN BEEMATER MDX
RRRERFLH, B7ERSHR L EBEXENARFEARRNABENAER, BXPR, BSRARNNERER,

3. RIBEMNR2BSRMERNEELNEME (FiE).

4. BNARFHEZEACENEER (%), P RERERENIFRLUHTEMIZEEE,
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5. ¥M App Store. Google Play 5t Endpoint Management [ R ERERIN AR R EEIRE Lo
+ 7£ Android £, BFR¥HEEBE Play NABEULRENAERF. £i0S+H, 84S MDM WMZEH,
REERHF EmEI N AEER RN HEER.
« M App Store 3 Play RIS RENARFHN, BRITUTERE. REXWNHN.mdx XHE LHFIRS
8, ZNRAREFMSEARENAER. BARBENAERFN, ZEARFRIERAA Citrix PIN, AR
# Citrix PIN B¢, Secure Mail §ERtkFPEERR.
6. RE7E Secure Hub #ift 7 BXIMA. mdx XHERS 28 LB, NARFA AR, MRKRFEEA—1F
%, APRIUREZNARER, BEERZREL,

MRELFERNRAERFRA Citrix Ready Marketplace (XEMBRFEEAHNABES), WEEHENE
di2. BEEF HNBREFRBNGES S ISV SaifEMISEEER. ENAEFRERA MDX SDK LUERN BEF
AITERHN AR EPRE M,

AR

ERAT i0S # Android ¥ Citrix Files N B2 AN BEEMRAIEER. FHMFRER _EER Citrix
Files N EF4EE,

Apple #iXiEM

BXEBHZBHFAESR, BSHN Secure Mail EEEH#EEH,

NHENBEER LR)EEE
o RAUNFRNABFRARBES T AHNBBENBEFNEIZAS? fid, RHEENTRENAFASBEFRLIRE,

AETAPALEREN.mdx X, B2, EXMERT, BEMHEFPTERTEZNME. MRAFTETESME,
NEmizARAER—NBAEFNS I EIER, AHNABENBREFNS I RISTENEIERIRE, RANA
12 ID ~EEE.

o BREAUBAHBENBRFENGENBREFH#R?
2. FAREENBEFEE MDM; 3$FX MAM HEBERLE,
s AREBFEFTHETAFPRENEMARERIESK Exchange Server #M?
ERAETAFPRENREAIMANNFRS (BREE) BUTFFHAR.
BE:

Secure Notes # Secure Tasks EF 2018 £ 12 A 31 BxE4 AR (EOL) K&, BXiFAE
B, B2HEOL B EANNABIER,

Android
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https://docs.citrix.com/zh-cn/citrix-secure-mail/push-notifications.html
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N ARERF

Citrix Secure Mail

RS 28

Exchange

Lotus Notes Traveler

BARREBEFESH

WorxMail

Apple - iPhone WorxMail

Citrix Secure Web WorxMail
Citrix Secure Tasks Exchange WorxMail
Citrix Secure Notes Exchange WorxMail
Citrix Files Secure Notes
ios
e i BRREFRS
Citrix Secure Mail Exchange WorxMail

Lotus Notes Traveler

Apple - iPhone WorxMail

Citrix Secure Web com.citrix.browser
Citrix Secure Tasks Exchange WorxTasks
Citrix Secure Notes Exchange WorxNotes

Citrix Files Secure Notes

AT LB BiEFFR?
To NHNABERRMENMN, BAT BEMNEMAFERFZBIZER.
BEALERHEITRBEFAR?

2, FLUBE AR IRIARIEFINITHR, 5EMRAHEAIREFEIRAH.mdx X £ Endpoint
Management BY, I&EILEEEE,

MRTEEHEREER, MREERIERR ZENANAERER?

5 Secure Hub #9i3 #2284, 7€ EAR HAia], aJLATE TestFlight for iOS EMiXi AEF. 33F Android, &
72 EAR Hhiali@d Google Play MidhRiZFiR IR A2F. BJTELCERENIRRN A2F B/,

MRFEEEBDERIAAFREZAERH.Mdx XM, SREHA?
EHMENNARFRIFSRIBN.mdX XHHEE. KT HRBNERNRIERSRER,
NRLHET Secure Hub, NARFREREARELARER, HERTEEIMZNAER?

WIFE Secure Hub HUEMAR, ARNABENAREFAREHEANITENAREF (1 MDXRIF) HERLUE
Flo 902 Secure Hub BREERIM, ARRBLEERARARNABERAER.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 8
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o WFAHBELAER, BEHE Apple BUFRARKF?

1.

2.

3.

To BT Citrix MEHF B EF=NHEARFIIEBMNAEREXH, Eit, FFE Apple R FRARKF
BRI N AR SEXE N AR,

IR ENERETERTHENEITERARER?

&, BERTFHEFINBERE: Secure Mail. Secure Web. &M F Endpoint Management &9
Citrix Content Collaboration. QuickEdit #1 ShareConnect, ERENERATWITENBIERE (RF
AHBHE=AFR) FTLSEREIITEIIRE, MDX Toolkit #4EmANBAEFHAARZIFEITEINEE,
HE®ERERE Google Play W AR, WEIEIZAHEEH 505 89 Android 18,

FE:

£#%+ Android 5.x B9Z3FEF 2018 £ 12 A 31 HE®E,

X2 Google Play #1 Android 5.x fRA# B, MREEIHER, TLURBU TS EREERE FEIERN
PRI REEHIT HAIE :

BERBMIRE.
BT EIE B ER Google Play MEFMEIE,
&5, EERIGE ERERHERRID Google KA,

BXEMAER, BEERAUTXAEFTIERILL 1= “Fix Google Play Store Error 505 in Android: Unknown Error
Code” (&£ Android F# Google Play M A& E#IR 505: KAHIRHE)

« RE Google Play tWRARFEAHEEFIFE, HEZERHINIRMARA, A+4H%E Google Play

N AREFITEEE=EE Beta 742

MBEEMANRNIMREEAFEARZ (Early Access Release, EAR) i+, SIEREENBEFFAELEE
Beta F#, WETRABEMAF ENEMIERBEFNIARLS . Beta BHIERE P KEIRIARAHI BT AR
BiEF. RERATTAER K 624 = R ER o NS AR R ER Y SR B AR s

TEHITANAREFG, RE.mdx XHEXE Endpoint Management iEH&a%, ARMESBIEE “KREN
IR R,

MRAFEZEM App Store 5 Google Play RER B2, FHHEIR Secure Hub RRIF, NS HILLR,
REhiT At e HART A FiRIFT Secure Hub, RF$TFF Secure Hub HEF#THMIRIER, KGRI, K
R RBE T RARTTZE AR R REEN.

EEFEIHRNKEAREERNAERE? M App Store 3% Play M ABIEREN BEFE, BIRRMNIAEE
NER.

MEFINERBANIFRRBHRESE, *REKRE@E Secure Hub 72 Endpoint Management #iEft. R
Secure Hub i, HHBRNAEFN.mdx XHHBERSE L. Mo, BRERTUERZNAER. HiaH
MR AN Citrix WEBER. MARFERECE Endpoint Management $&.

FEFLUET VPP 5 DEP #E i0S AHBEERARZR?

© 1999-2021 Citrix Systems, Inc. All rights reserved. 9
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Endpoint Management B33k BB MDX AR BEER BRFHN VPP SR # T k. REEEBED
VPP %% Endpoint Management AHNAEENAERF, BERI1#—F 1458 Endpoint Management
# Secure Hub N AAEEMIHRELFRIRFIRMZ &1, ZEEFEREHE, Hxi@id VPP #E Endpoint
Management Atz F i ik Nz A A2 9 B AN R R U R AT RERIRRR 75 5%, BB Citrix ALRF L PRIXE

X,

BERTHEHEFINAEFE MDX 5RE

i@id MDX %88, EaLUEEE Endpoint Management s&fIH1THII&E. MDX SKIEEIEBMHRILE. 88T, ME
ERMIFE. NZE. NARFRE. MARFRGIE. 5% MDX REBEEAFAE%EF N AERF. FERBEN
BREFSEMEREE.

RIS L mdx XA AR s 7= 1R AR R A R A B hR AN 1R M. R IR INRZFAFERFERY, 72 Endpoint
Management = & FECE R,

BX MDX SREZHITTRYIEA, BSHAT D PIUTXE:

o BRTBEIEFNINARERF MDX SREEHT S
« JEATF Android B9 zh4E =R FATEFRY MDX SEB%
o EATF I0S W hErF= AR AERF# MDX 5B

UTEBARNBNAT 5AFERE X MDX 588,

Secure Mail for Android p9iE=

B AEFEE (MAM) SDK AT F &1 iOS M Android F &k RZ=M MDX IhEEX . MDX #HERRITRIF
2021 £ 9 BRAFEGALLER (EOL) RS, EXLERENELVAER, ¥AE&H MAM SDK,

B 20.8.0 k&2, Android [z 2FFHE MDX #1 MAM SDK —#&£2%& %, LUfER EXXRK&HI MDX EOL SRERMIT & &
MDX &= E 7R fit—F MIBKR MDX Toolkit idiE %) 2iaT MAM SDK B9757%, ERXUETUE R IFEIMIT A TIRIE:

o 4r4fER MDX Toolkit BN AEF (M7ETE Endpoint Management =4 & 5& & A1 IBAR MDX)
o BEBMNFT MAM SDK MR AER.
AR
£/ MAM SDK BY, AEEHENHER.
5% MAM SDK /5, REERITHMSE,
BX MAM SDK W¥HER, ESRAUTXE:

« MAM SDK #iA

« %&EE M Citrix Developer 245
o Citrix @EXE

o HEERE Citrix T4 B4TFH SDK

© 1999-2021 Citrix Systems, Inc. All rights reserved. 10


https://support.citrix.com/article/CTX222633
https://docs.citrix.com/zh-cn/mobile-productivity-apps/administrator-tasks/policies-platform-mobile-productivity-apps.html
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WEFMN
BRINERERTINEE, BRI T

+ % Citrix Endpoint Management B 10.12 RP2 &EShr4A, 3 10.11 RP5 KEShkZA,

o BEMBRAEFEHE 20.8.0 SHESRES

o PRI HEHEIIRZE 20.8.0 HES R,

s MRRARERE=FNAEF, BSHEDIRT Citrix BapEF= AN AZFH MAM SDK £ 2 #i MAM
SDK &HEE=FRNARFP. EHAERENARFEHSARNTEHE MAM SDK,

AR

XFEFEEToHER R MAM SDK.

PR

« MAM SDK {x#%1£ Citrix Endpoint Management &7 Android Enterprise £ & T &GN BEF.
NFHMEATNEARER, RIANER2ETTEEMME,

« MAM SDK Xz EFFEMINE, FZ#F MDX 0%,

« RFEH Citrix Endpoint Management, #BHREEXXH1EMA 7 20.8.0 REBRANB L AR LT
17, W=7 Secure Mail BIEMEHRISMNEE B,

#£ Citrix Endpoint Management F & Secure Mail BY, IR IhEE A FELLEER MDX Toolkit (HAIBAR
MDX) BIERFER, HETREIF MAM SDK #1T ARFEE, Citrix Bi&ETE MAM SDK, E7 MAM SDK
RRWIZEEES, (NAEERALFERN—E2D MDX Ih8E.

FILATE MDX = MAM SDK 5RB& 7 28 FRIREX LA T ERB& IS BT :

+ MAM SDK
* |Hkk MDX

© 1999-2021 Citrix Systems, Inc. All rights reserved. 11
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=  Citrix Cloud Endpoint Management

Apps

File name

MDX

App Description

1 App Information
2 Platform App version

Minimum OS5 version

Excluded devices

Remove app If MDM profile is removed
Prevent app data backup

Force app to be managed

App deployed via Yolume purchase

MDX or MAM SDK policy container

- n.;nx Policies
7Z£ MDX 3¢ MAM SDK ZEE8 A 235K I&H, EWRAEHATIMIBM MDX 249 MAM SDK., T ERAM MAM SDK 1)
#E|BhR MDX £, ERESMHATGNAERF. BIAMEANIBR MDX, HRAER—I&E LIE1TH Secure Mail #1
Secure Web i B T HEIMNHREIER, FEEER—IEE LETAHRRNER,

5RERMLERY R P EE
B EEE T N B MR REIE T LR 5T VPN BEER F ik VPN BV (fRR “R2RK") . “Bik VPN #

I RWEITHIZITH. IANBRT, EEEATENE; BINEE#TT SSO MiERFERAZIER, BiGHEdEFIRES
ik 2% SSL SRBIME PR RELMNEZEATE VPN #EIgE, ZigEiEd TCP A BEMMY, HETUE
Windows #1 Mac it8#% i0S # Android i&& LfERH.

Secure Web for iOS #1 Secure Web for Android #3522 VPN BE S E#ERNRIEAEE (PAC) X, R
&8 Citrix ADC #H1TRIEBSMIIE, MiXFIE RHstantt,

F21F VPN BRI RBE R TP IRIEREETE VPN BEEASRENBENZE BEIR. RINERT, HEHRg
B X7, MRIEEKIZER ‘A7, WEEESLER TRHAEMMERFLEEEE VPN EX TRIES ISR
KMHIMEEER, B0, BRSBBYFFIHIEBNETTUKRTE VPN BERER, BRARZNEERIER, B,
FERRENNEEY, &g SSO @ HTTP Sk RigiRERS NI sEEE R,

£ 375 1] PR 1

“PLEIIR)” RERIEE RS ML IAIEIEE RS, BIAMERT, Secure Mail iR RZIRE], XRTAISWLEHRIPRIE
BEMRE. HARFENEEERINNEEERZREIMNIARNIR. BINMERT, Secure Web iia)i@Eid i@ 2

© 1999-2021 Citrix Systems, Inc. All rights reserved. 12
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MBI, XRRIEXSPIE MK RERREZIRNE ML PerApp VPN i&@i&, H B Citrix ADC fFBEIRE,
TR LSS RE R LERYIAE), LB AR T TIIFGIRE REIMKRER,

WMREAFEA AirPrint. iCloud LU Facebook #1 Twitter AP| Z1haE, &ML “MKRiAFIR" H1K,

“MEIFR) KEES “EENERS” KREXE. BXFAER, BESRAEM Exchange Server 5 IBM Notes
Traveler fR5 25,

Endpoint Management X izE %

ERinEEEESAFIEE EEERMHES Secure Hub M58, EFIREMMTF Endpoint Management =4I & #91&
B> B> BRmEET.

el

BUYERTREENUATRINLE:

AR ZEET

wid AP EEET, AR Active Directory RIS AMEFEBSMRE L. MREEATARERER, RARR
TAFIEE Citrix PIN S0@1753,

&R S

FEITHEEX BRI LI ERERF REDREMALEAFFRRAREFRETEA Citrix PIN sG@1Ti5H98E
(BAASH) . BN MDX ZARFERALIRE, 48 “‘NARFETHE” RKIRBENF. IR “‘NARFBITH” KK
RERX, ARBREEME Secure Hub LIAITRESHIIE. EXUIREN, ZERBERE FIRTAFRH#TEG
IIERT A R

Citrix PIN S5438F

Citrix PIN BT AP SHEIEAR, PIN BFHEEFHIEBHNRLHEIRESM;RE Active Directory FiE.
REEET PINRE, BRNERAERFO TR

1. AP EXR/EEN Secure Hub BY, Uk PIN B3RR, X##i§4E7%E Active Directory &iE.
2. AR TREEEEFEANBRERS (fli0 Secure Mail) B, A PIN HER,
FREPEEMEBA PIN S4I8E. $5& PIN 258, 5% PIN 958E. KEUREHRER,

54k Touch ID B4 184E

EATF I0S REWIEXSMHIIE (LA Touch ID H33IE) HEA Citrix PIN. HITBMRARE (B Secure
Hub %) SEERBNSHIIERN (FIINAREsiEY2T ), InEIEEEM. TUETFISHRIEARPEAL
Thig

« Citrix PIN + B imiEBEiCE

© 1999-2021 Citrix Systems, Inc. All rights reserved. 13


https://docs.citrix.com/zh-cn/citrix-secure-mail/exchange-ibm.html
https://docs.citrix.com/zh-cn/citrix-secure-mail/exchange-ibm.html

B INAER

o Citrix PIN + 277 AD ZH3E &
« Citrix PIN + EPIHIEBEEMERE AD FLERE
o Citrix PIN B

MRELBHIIERY, HEBFIEEXSHRIHRT, NHENEARFRRERERA Citrix PIN 5{ AD Z35 %1%
IEo

BB HIIEER
o XFHENSMBIEHEEVERET — M i0S 8& (RIKhRAER 8.1).
o WK HIFFIEINEE.

[Rh=Ei=tad=4r Loan
BE.

MRAFKBERSR, WRE “SA Touch ID HHKIE” B, BB “Encrypt secrets using Passcode”
(ERBETIEMENE) BHBEM.

1. £ Endpoint Management #z#l&, RILE > TP > TR mEML.
2. BEHFM.

Analyze Manage Configure

Settings = Client Properties = Add New Client Property

Add New Client Property

Key Select an option v @
Value *
Name *

Description *

3. 7#mN# ENABLE_TOUCH_ID_AUTH, ¥HE(EIREN True, AEKRBANIKENEBIELNS 11,
EEfRuaHRilE, ARFREEMNIMEIRE,.

BX “ERETHNERR BRNEATFHEENFAEE, BSREXEFiEESERN Endpoint Management
XE,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 14
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heE (&FA)

November 16,2021

TRLCAT Citrix BrpEFE= AR ARFHIIEE. X EBETZTATANIIEE. X QuickEdit rThaE, ESIA Citrix

QuickEdit =,

Citrix Secure Hub

S
wn

ThRE

EFRHITRDIIE

3 P ER SR BIE ST

RN BRI RE

HDX M BizFMRE

BIEM LX) B &
RERSEERMNEIBES
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ZHREIEEMNER, BRIEFNRE, RES[UTIRE—NEERE SAN B9ER, FEE5FENBLER SAN
HIEBABAE, EXFAEE, 525 Android FA AR,
2018 £ 3 A 19 H4 % Secure Hub for i0S &3 i&HF i0S B9 Secure Hub 10.8.6 TATF1&%E VPP
EFRIEEFEENER, EXFMAER, B8R Citrix IR0 E,

Secure Hub 10.8.5: 7z Secure Hub for Android f3z#F Android Work (Android for Work) # COSU &=,
BXFMEE, H81A Citrix Endpoint Management szi,

&1% Secure Hub

BJ7E5%¢ Endpoint Management # T #1aEL Bid 2 H1T5 Secure Hub BEXMASHEERES. MFi0SH
Android, Ef# Secure Hub S¥AF A, &% Secure Hub £#%i0S App Store #1 Google Play A&,

LA/ Citrix Gateway =& Citrix Gateway #{THHRIE/FMER, Secure Hub =R Endpoint
Management RFENER T ERENARFRIAZE MDX R,

BE.

BERUT AR EHNEERFRRHENRENARER, UWNAEHENER. R4, BAMEM Secure
Mail Exchange Server,

Citrix PIN

AL Secure Hub B2&EAMER Citrix PIN, X27 Endpoint Management i=5I&8MIEE > TP mEMFEAN
—IMRLINEE, ZIEBEREEIMIBNIGERFEF Secure Hub HEAMNAIRSIES (PIN) #UEFrE MDX 1T HIK
FERF.

Citrix PIN ThEEE 4 T B REZFRIFNITENARFNNAF SHRIERE, ARAAREESRAEMIEE, Fm
Active Directory AP &M,

BERES Secure Hub BB P& JUANE Active Directory AR &M%, EFRi3f2H, Secure Hub EAFI&&E L
#1% Active Directory EIEHEFIHIES, AERTAFEA PIN. BFRERXERE, RFEHA PIN Bia=£ithinn
H Citrix ZFA#EF# Store, EEFEMAFRKIEN TN TREREARER, HXFFIHEMARFEMER PIN ME
FEE. 18 PIN fBITREEUKRIEE PIN HREMKEER, AXFAREE, ESREFmEE.

BRTEL (Touch ID) SHIER, BAAUERTHNEEERESIMEEHRTHRISHRIIN#TER, YAFPE
REF Secure Hub MEFHBNGEN, URERESIITIVEEEE, BRNXIEEAN PIN, BXBBE8S IR
=8, 18R] Touch ID BHIE,
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BEEF N BER

IEBEE

Secure Hub for iOS #1 Secure Hub for Android %% SSLiEBREIE. thIhaeal#eR Citrix EF x5 Endpoint
Management BEEEAREWSENIES, Ak, AIRLEERE FRERIEBMEF R Endpoint Manage-
ment MEER R SSL 2iEMNR S, Secure Hub #MEIRTARS 38 A SAFRMAEMERET, Secure Hub #i3E4iE
.

B Android N i, 1RFRFRBAVHERBF RINAIEBMANG (CA). Citrix BINERARHR CA REHAFHRME
CA.

WMRFALE Android N WEFERAMERBEES CA, tiITJERBRIRM, ETHIERT, Android N i&& EHE
eI Pa
« FAEA/E%ER CA, #H “Required Trusted CA for Endpoint Management” (Endpoint Manage-
ment FRERMYEN{E CA) RIULZE N ON (7). BXFHER, BERLEEE,
o FEA%LA/BESR CA, B Endpoint Management Ba1 & MRS (ADS) Rk, HFREER, ADS FA
ihiEes, “Required Trusted CA” (FrEEfvaEls CA) BNMERVIZERN OFF (X) 12T H ON (7).

A& ESFHR Secure Hub Z &, EZRERAIEREEINRE, ZEMKINEERX, Hi@I ADS #1TEE, BAT
IEREER, APLEAFERBEERIERE Endpoint Management #iEft. SIRAA EIXERBERIEBHTEM,
AZSESHIEBRAE, MRAATERIESD, EMEEK.

EFMIEPEE, MiFR Citrix @ Citrix ADS BRS28 EEIEH. A Citrix RAZFH P HIF—IMAZIFRG, 15
SHAEEMBERET Citrix, RE, RHEUTER:

o BEAPEMATRKF 8,

« Endpoint Management B52£fREE% (FQDN),

+ Endpoint Management £6I&#. BRIAMERT, EHI&FHA zdm HXHKNE,

« AP ID %2, ATLRZ UPN st 7R, BRIAMERT, £EH UPN,

o AT IOS AMMIHRA (MNRFERT BiAHAS 8443),

« Endpoint Management i@ H#ZiE M50 NREX T RIAKOS 443),

« Citrix Gateway #9522 URL,

o (FJi%) BIRFRYERFHPAHLL,

o BELRMENFZERA PEM XHIER, ZIEBYSMRBRABIES, MIEFAH.

o IARMEIBRS BB ILEMMFRIARSIIES (RANIERERY) ERMELZFIHERSF[IEFEEET
o

HERFAESMIERFME Citrix RS R, BHRAZIFRGIGER.

IR + — RS HIEIE

R U EEE Citrix ADC, LUE Secure Hub REIERRR LS ((EA—RMER) RITESHRIE. WERBERMHETR
KBLSIEM, BITEI&ETEE Active Directory Fr 5 B=IE].

A Secure Hub BEBSEAIES + —RMEBERENGHIIE, FHRTUTERE: 7 Citrix ADC FARM—1TES

© 1999-2021 Citrix Systems, Inc. All rights reserved. 35


https://docs.citrix.com/zh-cn/citrix-endpoint-management/device-management.html
https://www.citrix.com/support/open-a-support-case.html

B INAER

BEN— N ETHEK, BTENERA X-Citrix-AM-GatewayAuthType: CertAndRSA 598 E X MRk TR
Citrix Gateway B FH#H,

i@%, Secure Hub M7 Endpoint Management =5l & ER B Citrix Gateway HR%E, B2, 7£ Secure
Hub X EmERZAIESRTA, A, FEEBENX k.

AR

R A Endpoint Management #l Citrix ADC IEBEREMEREE, KxER Citrix ADC B2, Bxi¥4E
&, &5 Citrix Gateway #1 Endpoint Management.

1. 7£ Citrix ADC #, 1% Configuration (i2E) > AppExpert > Rewrite (£5) >Actions (i&fF),
2. BEHHM.
kRS 2% Create Rewrite Action (RIREFiE(E) RE.

3. HEBNMFR (WTEMR), ARRE Create (81E).

Create Rewrite Action

Name*

InsertGatewayAuthTypeHeader

Type*
INSERT_HTTP_HEADER v

Use this action type to insert a header.

Header Name'

X-Citrix-AM-GatewayAuthType ‘

Expression Expression Editor

Operators -

Saved Policy Expressions =

Frequently Used Expressions - Clear

“CertAndRSA

Evaluate
In string expressions, string constants and expressions can be concatenated with "+" operator. Please make sure that string constants are enclosed in double quotes.
Comments
oo [N
)y + BB Y B H i &
UT4REEREE Rewrite Actions (E5i#1F) RE L.
NetScaler » AppExpert > Rewrite > Rewrite Actions 0 ﬂ H
| Add ‘ Show built-in Rewrite Actions Search
Name Type Target Expression Expression Pattern
ns_cvpn_sp_js_checkout_nw_act  insert_after_all TEXT '+ windowlocation.pathname splith A [1]-V/A +wi..  re~asubstri(0,34) tolowerCaseh(\)==1"%2f" Ja=

InsertGatewayAuthTypeHeader nsert_http_header  X-Citrix-AM-GatewayAuthType ‘CertAndRSA"

3

4. RAEEBEERETRIEENES RIEPTE T EMRS 2. %3 Configuration (B2 &) > NetScaler Gateway
>Virtual Servers (FEiliRSS2R), AEEREHEMIRS .
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Dashboard Configuration Reporting Documentation Downloads &

+ System NetScaler » MetScaler Gateway > NetScaler Gateway Virtual Servers

+ AppExpert

Add Edit

| | _Delete

‘ Statistics ‘ Visualizer | Action =

© @ H

Search ~

+ Traffic Management N
Name \gjtate IP Address ‘ Port Protocol Maximum Users
+ Optimization
_XM_gwcamamappc8 @Up 10.71.1230 443 ssSL 0

+ Securit
Security SessionTrans

@Up 10.71.12.30 500 sSL 0
= NetScaler Gateway
Global Settings
Virtual Servers
Portal Themes
+ User Administration
KCD Accounts
+ Policies

+ Resources
+ Authentication

Show Unlicensed Features

Integrate with Citrix Products
4 XenMobile
- XenApp and XenDesktop

&4 Unified Gateway

5. BERE,

Current Users Total Connected Users

6. 7 Virtual Servers configuration (FEEiRRSS3RAEE) RREL, W TREE Policies (55BR).

7. B + RIS,

Profiles /

HTTP Profile  nshttp_default_strict_validation

Published Applications x
Ne Next HOP Server >
1 5TA Server >
No uUrl >
Other Settings /S X

ICMP Virtual Server Response  Passive

RHI State Passive cy Expression  NONE
Redirect to Home page true

https://camamappc8.camam.net:844

3

false
Policies I X
Request Policies

>

2 ClientlessAcc olicies >
5 Cache Policies >

Done

Help p

Advanced Settings

4+  Content Switching Policies

4+  SSL Profile

+  SSL Policies

+  Intranet IP Addresses

4+ Intranet Applications

+  Portal Themes

+ EULA

© 1999-2021 Citrix Systems, Inc. All rights reserved.

37



B INAER

8. 7£ Choose Policy (£#F&HEEg) FEXHiA Rewrite (E5).
9. 7£ Choose Type (EiFH!) FE;rhisi\ Response (MR7),

Choose Type
Policies
Rewnte v
Response v
Cancel

10. BE#E,

Policy Binding (RBE4IE) FHBEF.
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Choose Type

Choose Type X
Policies Ve
Choose Policy Choose Type
Rewrite Response
Policy Binding

7-:I\:l tcbs::‘ec‘. @ :‘ il

Binding Details
Priority™

Iwoo\l |

Goto Expression®

END v

= .

11. 2% Select Policy GERRERK),
BHER— N asMERBNERER

Choose Type Rewrite Policies

Rewrite Policies o x
Show
% | Add ‘ | Edit ‘ | Delete ‘ ‘ShowEmcmgs| |Folwcy h,ﬂanager‘ |Stat|st\cs‘ ‘Actlon = ;ﬁ‘:ll: Search
Policies
‘ Name Expression Action Undefined-Result Action Hits Undefined Hits Active
® InsertGatewayAuthTypePolicy  true InsertGatewayAuthTypeHeader Use Global 0 0 x

12. RERNIGIZRISFITET, RERE Select (%£1%). FEAXRETR Policy Binding CGREESE) FR, HPE
BEEENEE R,
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Choose Type

Choose Type 9 x
Policies /
Choose Policy Choose Type
Rewrite Response
Policy Binding

Select Policy*

InsertGatewayAuthTypePolicy > ‘ + H /‘

» More
Binding Details

Prionity™

’ 100 ‘
Goto Expression™

END v

—- .

13. ## Bind (83%).

MRHPERY), REREEERR, HPETTETRNES R,

DISABLED ear Text Port L] vl Bedirect  DISABLED @ 5L Ciphers
5 EMABLED ! fedesct  DISABLED v DISABLED

('] ENABLED v ENABLED )

EMABLED Mandatery TSl ENABLED () 550 Policies

¥ YES TiSw ENABLED

DHSABLED Always TLSu13 ENABLED (3) Praites

DISABLED
@ Intranet IP Addresses
Published Applications x
(%) Intsanet Agplic atians
Mo Next HOP
1574 Server »
Mo Ur »
Other Settings F o=
- Passive
Passive ten Policy Expression  Maome
tras
https:ffxmsd. dm com:B443
raise
Palicies + x
Fuequest Pobcies
35
3c y
>

170

14, EEEHEKRIFAEE, 58T Rewrite Policy (E5%M),
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VPN Virtual Server Rewrite Policy Binding

VPN Virtual Server Rewrite Policy Binding

Priority Policy Name

100 InsertGatewayAuthTypeHeaderPolicy

Close

Android & &i#17 ADS E#EHIHOER

Expression

true

Action Goto Expression

InsertGatewayAuthTypeHeader  EMD

RO EHRMRM Secure Hub ZE## Android i&&aI LUE (kW& iA1a] Citrix ADS. T#:&E:E ADS 1RIEHNR L E
#eY, BHIE ADS WEENEXEE, ADS EEAIRESHHINERSHARS. EXMERT, 21FADS EZHIN

ERS 3.
BE.

Secure Hub for Android #1 Secure Hub for iOS &k 521 Android i&&i58 ADS., BXiFAEE, ES
7 Citrix Endpoint Management X4 IR OE R, HBERAHIEIRO 443, EBHMAFRROTAEALLL

Hial. WFEARIELLBENER, BXFEFALS Secure Hub 10.2, tnBEEmMEERR, B8R Citrix HALZ R

WEFME:

« Ig& Endpoint Management # Citrix ADC JEH. ERHIRA PEM 183, HEXARRABIES, MmIEfA

Ao

o R Citrix RAZFIHHERBAIEBEERE, Fltdigd, RASEREREGES.

HAEBEEHINEEERIGE &R ADS, AREIM. XERHETHFEREFNR2EENEEEPEMEEN
TRy Secure Hub 1A, tNRIS&ETEIAR ADS, Secure Hub RAiFig&E M. Eitt, ERZEMNEHNFRE ADS

BN FARAFREEIMERER,

E a3 Secure Hub for Android 418 ADS, EAMUT IP #tt#n FQDN T &0 443:

FQDN IP ok im0 IP MmO A%
discovery.mdm. 52.5.138.94 443 Secure Hub - ADS i&f5
zenprise.com

discovery.mdm. 52.1.30.122 443 Secure Hub - ADS i&fs
zenprise.com

ads.xm.cloud.com: 34.194.83.188 443 Secure Hub - ADS i&f5

i#&FE, Secure Hub
10.6.15 RES A FERA

ads.xm.cloud.com,
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FQDN |P sttt wmO IP MmO %

ads.xm.cloud.com: 34.193.202.23 443 Secure Hub - ADS &3
i&FE, SecureHub
10.6.15 XEShRASFEH

ads.xm.cloud.com,

MRBATIEREE:
+ Secure Hub fEi&& A 2 E EEAI i WWIE .
» FRIFEF, Secure Hub BEFLRIBEENFAIEIES, ABEDIMAF ERNEENEERSSBIEH.
AR
MREEARGERIEREE, BFRORERTM.
o MBIEBRARER, EBLITAEEETHEM.

IEBEEZFD T, FZFREEBRMAEIED. IEBEEEAT Citrix RSS2 (170 Endpoint Management
0 Citrix Gateway) , FERTFE=AHRE%.

B “HIBRM P IR
EBRTBIENARS (ADS) HIFEH, ATLITE Secure Hub F &2 FffiiBRik P 31T,
EERAMBRIKAED, BHRITUTSR:

1. #iEEcE ADS.

2. 1£ Citrix Endpoint Management #3THBEshAMRSEES, H¥ displayReenrollLink BEIRE RN
False,
BINERT, LERN True,

3. MREMIGEZE MDM+MAM (ENT) IR TEME, EEHHERESR, BT BEER.
MREMREREEMRATEMY, NOAEFEMZE.

{&F Secure Hub

B &E%E Secure Hub M Apple 3¢ Android MRS FEEIHIE S,

Secure Hub 1178, BRMAEABHRMHAEIELIE Secure Hub FAMEISE, BXG&IMNELHAMEL, &
SBFEBPKA. BAEFNEMR.

7£ Secure Hub for Android L#{F#ARENEIM RS, BERUTEE: Allow Secure Hub to access
photos, media, and files on your device? (2&siF Secure Hub iAim &R g LWEREA . BAEMSH?)
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ItE 23k 8 Android R4, MaEkA Citrix, B#RAVFEY, Citrix LUIKREIR Secure Hub MYEIE R TEEMABZEER
FRERENTAME. B2, NIRESEERHFITTEXHIRE, WEEBRAUEREFERENMAX .

AME, APREINCETERNAREFENRPHENMENBEFNRE. AR RILUM Store hiFMES N AE
Fo EFNL, MABEEEUTE LANKENREER TS,
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BB Allow Secure Hub to
access photos, media, and
files on your device?

DEMY ALLOW
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EFIREM L, Store B—MERMAVETR,
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CiTRIX

Secure HuUb

E My Apps

Store

Preferences

Help

About
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ERIE1T I0S 9 ESRAH iPhone (AP MM BBEELRESIES~ NN BIERN, MaBE—%HEE, ZHEE
H7EiZ iPhone W FF & E Citrix F=2EME, HERBEEEZFAXEZN, ZNBEFERATR. IEEETRN,
Secure Hub 12 -EAFPEE—MERE, BSM1eMAE iPhone {51 Citrix N BIEFEATIE,

Bxzh7E Secure Mail F5:A7

R MAM 23, BILERE Endpoint Management, LUEER B FHBAEHETE Secure Hub #iE 89 Android
3 i0S i&& B BEB B h7E Secure Mail ik, AR ERMABZEERAITHIMNISEREIRAEM Secure Mail,

BER{ER Secure Mail BF, Secure Mail &M Secure Hub FREXE AR B FrE4Hh, HEMAEF 1D, Secure Mail
R B FHb i #T B h A M. Exchange Server ERIZFAIAF ID #7457, Xitk Secure Mail AT BEp3TAF
HITEMHRIL, MREBGEANTEEEN, RARRTHAPEAANER, B2, ARFAEEHAESZEE,

BEALINEE, BEIR=EM:

- RE2EEM MAM_MACRO_SUPPORT., &x¥ifH, HERRSEE .
« ZPin/E" ENABLE_CREDENTIAL_STORE #1 SEND_LDAP_ATTRIBUTES. BXiibH, B&REF in/E
%o

BEXHIN RS

MREFEBEXNASEME, BRIRE > BFPIHRIIMARE, UERBR. MIBEREENAEFERA .

Client Branding

Store name* Store
Default store view Category
A-Z
Device

Phone

Tablet

Branding file

MNote:

FJLA7E Endpoint Management =% & héRIBR B2F . REARE, ARRENARERF. MRIEPIRENHE
F, AEREHE, EREEREHGPNNAREFNTE, ARERBERRANL.,
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MDX App Information

7£ Store #, AP REEN K EE Endpoint Management HERE A= RPN BIEFSHE. ERMNBER,
BRI LRIZFERER, ARRIZRN,

ECE RYEE BN

Secure Hub FmAFREESFMHIRGHEEN S . EFREM L, BIREG LANPSIEITHEMED. £FNL, AR
LA AKX ERKEE, AREREN.

Close Help Desk

Your IT Department
Report Issue

Send Feedback to Citrix

Citrix Support

ZWITBIETRATHNRAZIBAGHBIENBEFEHYE, BRPUIUEENZEBERFR#HITIHRN. BREE
Endpoint Management 1£#l & i\ BIE S B FHRE A, PHA EANEREER, WAEEREEHE.
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BEE%, ARRERFEIR. BETHATRANEENRR.

XenMobile Analyze Manage Configure

Settings > Client Support

Client Support

GoToAssist chat token
GoToAssist support ticket email
Support phone (IT help desk)

support email (IT help desk)*

send device logs to IT help desk

P

directly @

@ byemail @

Reportissue (R&AA) BETNAREFENGIR. AFEREREMNAERF. Secure Hub 2BshEMEE, A
E1E Secure Mail 3TH—EHBAHIE BEMMK zip X AP FNEBTANREERES. IR UKMIMREE
B

M Citrix XiXRi&7E Secure Mail RITH—IHES T Citrix AL IS MUIBRA, 7EMREIEN S, BPRALBAXTF
WfEIHGE Secure Mail BRI, SNRIEE ERZE Secure Mail, NMPEITHSHBBEZRE.

FFZER RS Citrix 255, ZEBITF Citrix ZRH0. AP AIUMAPEERFE Citrix = RN RXE,
FEERTAR, ARATLIREIXFHIKFMIZENER.

B R
Secure Hub FR#HIR E (U MMIEREREERE, FlW, AIATFHEADAENREFSBHEEHIZNR, BXFME

B, BBREMIRERE,

B RUREERI D4
Secure Hub BEIREHDHEAKER, ILEEBTRSBFEAMMNER,. ¥4 Crashlytics ZHbINEE,
BXEATI0S 1 Android MWELIHAE, E2i5 Citrix Secure Hub B “TheE (IRFEAR) FIXR",

Secure Mail #1R

November 16,2021
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i@ Citrix Secure Mail, AFRINEEBEEIENFIRER EERH BT, BHMERA. AT HF Microsoft
Outlook = IBM Notes i~ 8955451, Secure Mail 25 Microsoft Exchange Server #1 IBM Notes Traveler
RS EEED .

£ Citrix BIEFEMN—E84, BT 5 Citrix Secure Hub By 5& R (SSO) #5114, Secure Mail M35,
BPES Secure Hub /5, aJLLE##E Secure Mail, MAZEEFHANERAFPZMNERL, ETLUE Secure Mail
BoE R7E Secure Hub A ARSI BoiEX B I&E, BB AILUM Store FRiNZMN BIERF.

3 =

AR
5t Exchange Server 2010 #9324 2F 2020 4 10 B 13 HE R,

Secure Mail SUTEEHS

+ Exchange Server 2019 &5 11

« Exchange Server 2019 £f&E# 10

+ Exchange Server 2019 £i1F# 9

+ Exchange Server 2019 £i1F# 8

+ Exchange Server 2019 EiE#H 7

+ Exchange Server 2019 RfRE# 6

+ Exchange Server 2016 £i3&E# 22

+ Exchange Server 2016 £f3&# 21

« Exchange Server 2016 £FfE# 20

« Exchange Server 2016 £fRE# 19

+ Exchange Server 2016 i1 # 18

+ Exchange Server 2016 2R &E# 17

« Exchange Server 2013 RFRE#H 23

+ Exchange Server 2013 £f3%E# 22

+ Exchange Server 2013 385 21

+ IBM Domino Mail Server 10.0.1

+ IBM Domino HRf4AR528 9.0.1 FP10 HF197
« IBM Lotus Notes Traveler 10.0.1.0 Build 201811191126 _20
+ IBM Lotus Notes Traveler 9.0.1.21

+ Microsoft Office 365 (Exchange Online)

EFAMERE, BM Citrix Endpoint Management Tl F£ Secure Mail &Efth Endpoint Management 44
o

B Secure Mail REMBHNARFHNRRAER, BSRAKER,

XN AREFEGSETE XA Secure Mail for iOS #1 Secure Mail for Android AEEIE R, i§50F Secure
Mail Fo#EIEEEN,

A% Secure Mail 589 i0S TheE, EBRIERT Secure Mail #910S 1h8E,

A% Secure Mail #5589 Android ThiE, ESREERT Secure Mail 89 Android &g,
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A% Secure Mail 589 i0S #1 Android TheE, ESER T Secure Mail #9i0S A1 Android Ih&E.

EXBPEXR, H21 Citrix BPEEBIFOAR Citrix Secure Mail TamE,

Citrix Secure Web

March 26,2021

Citrix Secure Web 22— HTML5 &89 Web %528, FBAFRMEIASFIINBIERMZ 2. ERILIE Secure
Web BZ& #97E Secure Hub # it A& &BT B R TI AP &%, 3&E, EWAILIM Endpoint Management [
BEERINNBER,

Hx Secure Web UREMBHEFNLARFRAER, BERAAAER,

£+ Secure Web
AE:
MDX Toolkit 10.7.10 @ TaBmE N BAERENRE— M hRE. AP MNAHENAEEIFREEER N
AERF 10.7.5 REShRZS,

BERAIMT Secure Web, BB T ENS BHITIRME:
1. EWABMEERESER (SS0), iEfE Citrix Gateway.

stF HTTP 72, Citrix ADC sJAm Citrix ADC Z#FHFIEHRIESHINIELRRME SSO, ¥F HTTPS Ji&,
“Web Z#3E%F" KT Secure Web #1TSHRIEHEIT MDX 1REXRIEARS 2849 SSO, MDX XZ#5E
AHHWIE. WEXSFHIIEN NTLM RIEBSHIIE. ZBEHE MDX £1FHEME Endpoint Management
HEREE (BTEERBEARFIENR2FMXE) R, BX Citrix Gateway EEBERIFAER, 1ESH
Citrix Gateway,

2. T# Secure Web,
3. BEMAERESAZBMLE ZEHNAFEZ.

4. ¥ Secure Web #m0%) Endpoint Management #f (I2EF TS5 Hth MDX R FAEFAERE) , ASEE MDX
5B, BX Secure Web HERIHIEMES, BBREANEEN “XTF Secure Web %",

foE R P&
Secure Web X#F U TR EEESE

o ZRJNE: BEEEERIABMENEETUERLTE K VPN EE (R “ReRE”) . XRANEE
VPN & RISIEEMINRE, BIIRERRER (SSO) MiEEfERARERNK,
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« TR VPN BE: Bi@EEEENIMENEZ LEREE VPN EX RIS ENE VPN @E. BiIGHE
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EFmNFEMSTE. AEERNAREFERERN Micro VPN & Citrix Gateway EE AN &,
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BEEF N BER

o B “EE VPN B RERIRE N R LR,

TEH@EEN T, MDX EZRELLERE MDX ZA#EFH SSL/HTTP &, MDX EZRMEERRAF
BENS NEBMLEHIFTIERE, HhERIRIZE A1 MDX G UAIME Web ARSS 23 & HE S IIERIA,

7. RIERZETREHRARGA (DG) HE

QFiEE DG FMAF A 8EMERTF Endpoint Management # Citrix Content Collaboration & imi@ig SSO
18 Citrix Files, 313 DG H#AF&H Citrix Files #k~, N Y& EATF Endpoint Management # Citrix
Content Collaboration & i # N2 Endpoint Management B, Endpoint Management 3§/ P FiE2 2l
Citrix Files &,

1EEA T Endpoint Management (9 Citrix Content Collaboration & /i

1. ERAXTNBNEER, BhERT Endpoint Management #9 Citrix Content Collaboration &%,
Citrix Files R RIEE R,
2. 7£ Secure Mail &, FEEFBRFFHM Citrix Files FmkitF. &89 Citrix Files EFUETH, EREREER,

EOL MIEFANNAER

November 16, 2021

T AER BAEIE e AL RIEAR EOL KT, S miR4uEE EOL By, ERILMRIES RIFAI thiX B9 IER %
o, ERANFRETRER IR, HEESEMRFOIEMBENZRFTER. XEABEN, HERREFRM,
BXEmEaRRRRRREAER, B2 Product Matrix (F&mHI&R).

AR
BXRIEEZESEAH Citrix Endpoint Management ThEEEHKER, ESIHFR.
Citrix Files for Intune: EF 2020 £ 12 A 31 B&E R,

BAER R ET BT AThEERED, @@ Android Enterprise (REI{EREXH) M i0S AFEMITEM
Citrix Files iz 12 (FERZFARIEHIRMA) #HITHRK,

Secure Notes: EOL &#:EHIHHEAN 2018 £ 12 B 31 Ho

MBEEE(ER Secure Notes # Secure Tasks HIZhaE, #iXfER Notate for Citrix, XErTLUER MDX SEI&EF
PHNE=ANEER.

R Secure Notes #1 Secure Tasks FAF7E Outlook H7zfE T #4E, 1= LL7E Notate FifiaXLeskiE, WRA
1z ShareFile FIEBE &K Citrix Files) HFfE TR, MXLEHIERTZ,

FRFEIUTE EOL BEAZ G4 4RiE1T Secure Notes, BEEIHFSRERAFRBIRIFAFRREAL. BF, TIFEY
ERRR SRR Mo

Secure Tasks: EOL &&EHIRHAN 2018 £12 B 31 A,
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Secure Forms: EOL &/EHAHHEAA 2018 £ 3 A 31 H. &A1& mME A %22 Citrix Files Platinum #1 Premium
ik P Hf# R Citrix ShareFile Workflows, BxiF4EE, 1§28 Citrix ShareFile Workflows,

ScanDirect: ScanDirect 2F 2018 49 A 1 HiX®| EOL,

ShareConnect: ShareConnect 23 2020 £ 6 B 30 Bx%l EOL RK&S.

75 Office 365 NARFHNRELXE

August 21, 2020

Citrix Secure Mail. Citrix Secure Web #1 Citrix Files 12t B F$T7F MDX B EAIETUU 23 B F A Microsoft
Office 365 M AR F L HXEFEIE. AL Endpoint Management 414 Ei@id “FTHAR” K& I0S M
Android & BRIk IhEE,

7£ Microsoft ARRFHITHIG, HIEE MDX ZEPREABRRIPFIRME. BALINEZH, HIER2RE. ¥
AE, KEBEERBIFNEFSHEFTEET HIPAA SIEMM™IEN S ERNE P AT A B BHE K.

7z i0S 1= A Office 365

1. M Endpoint Management F# & T &M AH Secure Mail. Secure Web g% Citrix Files K2R,
2. ¥ %2 Endpoint Management &518,

3R XHRB (FTHAAR) REHGHIRE ARG, EZRENITH ARG IFFRP, Microsoft
Word. Excel. PowerPoint. OneNote #1 Outlook B &% H. I #0: com.microsoft.Office.Word,
com.microsoft.Office.Excel, com.microsoft.Office.Powerpoint, com.microsoft.onenote,
com.microsoft.onenoteiPad, com.microsoft.Office.Outlook

Apps

MDX Document exchange (Open In) Restricted - 7
1 App Information
Restricted Open-In exception com.microsoft. Office. Word.c 7
; R list
2 Platform
Connection security level TLS - ?

7£ MDM i, R TERTF I0S REMNES M
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A& iTunes M AERF EHEI Endpoint Management #&£4 & H X LN BIEFHEIREEIGE, NREFRUILED,
BRLUT RGBT

o MR MDM ECEX 4B MIFR Bi2RF
o [RIEEHNBEFHRE
« REEEVAREF (BEE, ERUEERSRIRNEBER RFEHRIE)

EPEIESREFNEIEM Microsoft ARRFEHEIE EMIEEEN AR, 57 Endpoint Management #2414 L
RERE > 8% > R >i0S, AEREIRENBEFPERRENAREFPIXNERENREFFERIETEE
R ABREFHPIXIEIZE X,

72 Android /= Office 365
1. M Endpoint Management F# & FH &Mk A Secure Mail. Secure Web =% Citrix Files K2R,
2. ¥ E£#E Endpoint Management 5% &,
3. MTRRBAIXERER (FTHAR) KB, AREEFERE,
4. EXIREIBITHARAISMIRF, FMUTREE ID:

{ package=com.microsoft.office.word } { package=com.microsoft.office.

powerpoint } { package=com.microsoft.office.excel }
5. EREERMNBAERFERHREFNAER.

AP %FERE Secure Mail. Secure Web g Citrix Files SO #HRFERIRE L, H{EMA Office 365 RMARRFIT
FhXLES

53F i0S #1 Android, FAFRILIEEIGE LT FHHRIEILTREM M4

IR

BXZXFHOXMHEN, 158 Microsoft Office xxi%,
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