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BXNAREFEGSIETE XA Secure Mail for iOS #1 Secure Mail for Android ayEHIE R, i§50F Secure
Mail FoHEIEE,

B Secure Mail Z#5#9 i0S Thig, BESREHET Secure Mail #910S ik,
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UTFEHIFIE T Haihkd R P EIRAR Secure Mail FEvFIEThEE,

BXBPERX, 817 Citrix BRERF LR Citrix Secure Mail B,
=

33 Android 6.x #1 i0S 11.x kk7#9 Secure Hub. Secure Mail. Secure Web #1 Citrix Workspace [ 2
FRZHEET 2020 £ 6 B4R,

HEThR AP RIFTIEThEE
Secure Mail 21.11.0

Secure Mail for Android

BENZET TR

WE, JUERNBEFIRE PSSR S EHR R AR REE Secure Mail for Android HaJsE=iBE!
RfE(ERIER, BEERE, BT Secure Mail HESFISE > HWFEHR.
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< Troubleshoot

@ Is Secure Mail not functioning as you would expect?
Try restoring default settings for features related to
your issue, by using the suggestions.

Sync mail period

Click "Optimize now" to change sync mail period for
offline usage.

Recommended setting: 3 days

Optimize now

Sync inbox frequency
Click "Optimize now" to change sync inbox frequency.

Recommended setting: ON

Optimize now

Sync email
Click "Optimize now" to sync email.

Recommended setting: ON

Optimize now

Show pictures
Click "Optimize now" to display pictures.

Recommended setting: OFF

R ERUTRBILH TS ERR

o BRRBIARN BZRFBEIEI
o FNALRERATE]

o REGEMIK

- BIEAME

o BIREPAER]

« BRER
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. FEHEFEE
. FESWLERITE
. FESHREHAIR

INRFIEXLEGBEMERTEBRINLE, BEEERA Secure Mail B{BRBEIEE, B5EERKR.

< Troubleshoot

\’/

~

Looks like there's nothing to fix here.

Contact your admin if you're still facing any issues.

Back to settings

FX 4 RIBARYIERINAE
AR LUES SMENRE > @85 > BN R, RHEFXARBEFHNSEETRIER B F X4 RE9E.
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< Select folders [Select all]
= Inbox
] Bitbucket O
] Code review
] Project
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] sw
1 Testing
(] Archive
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] Conversation History
™7 Junk Email
-

1l O ¢
== ——.. |
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< Select folders |Unselect all
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PHERRZAS R B FTIE THEE
Secure Mail 21.10.5

MAshRZEE, Secure Mail &3E34 Exchange Server 2019 £fR8# 11 #1 Exchange Server 2016 RiRE# 22 19
2

Secure Mail for i0OS

bR A BFEERFE 1 R

Secure Mail for Android
IthR A B IEREE S,
AE

= 2021 &£ 10 A, Secure Mail 3t Android 7 B9Z1FB2455R,

Secure Mail 21.10.0

Secure Mail for Android
o %1% Android 12, B7AirasEE, Secure Mail 51T Android 12 Big& LS,

+ Secure Mail ;#E Google Play #92igi B 4% APl 25k API 451 30 (Android 11).

Secure Mail 21.9.1

Secure Mail for Android

tEhR A B E RGBS,

Secure Mail 21.9.0

Secure Mail for iOS

tEhR A B IE RGBS,

Secure Mail for Android

tEhR A B EREEE,
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Secure Mail 21.8.5

Secure Mail for Android

TS FMMIGE A Android 12 Beta 4. Secure Mail M7E%#F Android 12 Beta 4., tHRZEAH%ZE Android
12 Beta 4, iE5E #4585 Secure Hub E#7EIkk4s 21.7.1, Secure Hub 21.7.1 E#4k%I Android 12 Beta 4 FrE
R A. HWARATTH#ESEMBER M Android 11 £4FH4k%I Android 12 Beta 4,

=z

AR

Citrix 7&3¥& 3 Android 12 12115 1 XX#F, HBEB#H—FARLARAH Secure Mail iRMERH, UkLXis
Android 12,

Secure Mail 21.8.0

Secure Mail for iOS

‘RSIEH Exchange Server ME T FHiMFHY B AT

£ Secure Mail for iOS &, o] LUE A @MY BB FHB 4 #ii F2 B Microsoft 365 Exchange kP, MmRES
Exchange Server |#7#95 RE3, tLIhEEEEA T4 Exchange Server,

} =r

AR

WA Exchange Server BB BEIAIIINEE,

3F Microsoft Office 365 i TH RIS IERYIS B AV EHEEEH

TEAShRAA, HMLEIHRHREIEE HBE - Web SSO BY, Secure Mail #§z#5iXx@H, H# B EWS N B@aEH
BRFIZRA, SR EWS F ActiveSync Z#HERE, S ActiveSync ZHEETEHIIRTIREIF,

EAT Secure Mail BIXUET

#ani A2 B2 (MAM) SDK ATAF &R i0S FAKEZER MDX HREX R, MDX HERARITRITF 2022 £ 3 Ak
FEHEFLLER (EOL) RS

Citrix Secure Mail 5 MDX #1 MAM SDK #E%2—i2&#5, L9 MDXEOL (it%IF 2022 £ 3 A7) MiFkESE. B
HEBRENEWNARRE, $AEH MAM SDK, Citrix ZiEies) MAM SDK, SURRTHAER FiRMHE Secure
Mail iz FRiEF i MAM SDK iREM 75 7%,

MR INRE R4 SR MDX (B AFFAIRMR MDX) EENAER, SETHREIF MAM SDK. =] LI7E MDX 5
MAM SDK =B A 23 FRIRER LU T SRBG IR B ik

+ MAM SDK
« |Hhk MDX
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=  Citrix Cloud Endpoint Management

File name Secure Ma
MDX
App Description Managed Enterprise Application
1 App Information
2 Platform App version
- B 05 Minimum OS5 version 110
Maximum 05 version

Excluded devices

Remove app It MOM prafile is removed  ( ET)
sk
Prevent app data backup m":
Force app to be managed m_\ G
I s
App deployed via Yolume purchase
MDX or MAM SDK policy container MAM 5D
& Legacy MDX

* MDX Policies
Authentication

7£ MDX 2 MAM SDK B A23KIEH, oJLUREMIBRR MDX &85 MAM SDK,
BiVEREM MAM SDK #5225k MDX, EAIMREEREEHRLZENAER. BIAMENIBANR MDX, HREFERETH
F—Ai18&E EiE1TR Secure Mail #1 Secure Web 1§ & THEIMERIRIER . FEEER—IE LETMMHAREER,

%3 MAM SDK #=(6t, WREFIEBEIRE MAM SDK 1852, HEIZ&RIBERIF, MEZSERRTTMAEM
1##1Fo

=

MIBkR MDX /i %] MAM SDK 12%28Y, RI4%17515) SRERMELNIEIE - Web SSO SRR

BEFMY

ERBENE LI, FREBEUATER:
+ % Citrix Endpoint Management E#7% 10.12 RP2 {E Sk, 3% 10.11 RP5 SiEEARAS,
o BENBZAREFEMT 21.8.0 HESMA.

s MIRRALFERAE=FNABERF, ESHEIIEE MAM SDK ERZ 1 MAM SDK &£ EIENE=A R A
FH. BRFMERENRREFHUMERZEE MAM SDK,

PR

« MAM SDK (NZHHXETFERIME, FFF MDX 1N,
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o SNRMEKIE Citrix Endpoint Management E#% 10.12 RP2 X E=hrAm#& 10.11 RP5 siESh4s, #
BB HTERRES 21.8.0 HESARAS LIETT, MKA Secure Mail BIBRESHIRIER B,

o UHREI AEFEIEN MAM SDK 8, RENEERZZIFH AT A, tEoh, SF THAR M “Shl/Hns”
FRE, FZBFARARATHNAREFZENRERE, flil, TEFREMEIBMR MDX R T EENNAE
FEHZI7E MAM SDK RN N EERNNABRERF, RZ7FA. BX MAM SDK B T ARAIAINEE, &R T&:

Thie IRk MDX MAM SDK
HZGE b ES
Intune = =
SMIME H£=IEBRERE = B
IREFEE = £
UlWebView @& = B
522 VPN % =

o LUTHEKERA, T MAM SDK XX FARAIA:

- #FM Secure Web 15
- RIFERK Wi-Fi ML
- #&F# Citrix Gateway
- JEBIRE
- Citrix iR&
- BUFHEEN
- ZE3KR Micro VPN £3&
- E3R Micro VPN £iEERER (%)
- REXHEEFERAE
- EE Wi-Fi
- & Wi-Fi 2%k
- LEHSE
AR
MRBFEAE P HEBTHNIIRSESSSFHTEMNINIE, ZEFIHEBMNS Access Gateway HERAIIERER.
Bx MAM SDK t9i¥4(E 8, 1B2RUTXE:
« MAM SDK ##iz&
o XTI REFERM Citrix Developer 3244
o Citrix BEX=E

o HfEgRE Citrix THITE TE SDK
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Secure Mail for Android

IR A BIEREIEE.

Secure Mail 21.7.0

Secure Mail for iOS

IR A BIEREIEE,

Secure Mail for Android

tEhR A B E RGBS,

Secure Mail 21.6.0

Secure Mail for i0OS
BAARANEE, REZEUTRISIARIEEERIER
o ERALIFIINISEE

@i - TEZ VPN

+ J#}E - 522 VPN 1 Web SSO

NREEANZIEE - 522 VPN 30&5E - 2% VPN 71 Web SSO 5588, NATIEE@EE - Web SSO 5kB8, (1R
PEEFERAEFTHNERE, SNEFEETERY,

=z

AR

Z1#f Secure Ticket Authority (STA), Bzig M£8ihIA SRS L & fiEiE - Web SSO,

Secure Mail for Android

SFHE AR ERRETUR TR B RIS, HIEATEEENNARF ESETEXEENEREETNRERTIRE
REINEE, NREBIS5HL Secure Mail IREBXMEMAHEIR, BEA IR N AR HTHERR,

EipItIheE, BIANBERFRE, ARBESE THEERR. REBERUTREETHEEENRE:

o [EERFHARR
o EZRHEREIRE
o BT BFHMG
« BRER

o FOALRERATE]
« AFRMA

s EZBAF

ERRERRARAE, FRERNAEN. BRMERETRAMIAME, FREBEINAEIFRENR,.
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Secure Mail 21.5.0

MZShRZEE, Secure Mail &1F3¢ Exchange Server 2019 £f3&# 9 # Exchange Server 2016 £f3E# 20 9
25N

Secure Mail for i0S

+ 7£ Secure Mail BRE#4H8I2 Microsoft Teams =i, 7 Secure Mail foriOS &, EaILUEIERR
EHRESEIE Microsoft Teams i&iE. EelE Microsoft Teams =Y, & T Microsoft Teams =
WH X, SUGEIBHEHENIFAE S BoESEFFAER—RAE. BX¥4ER, B8 Secure Mail BA
Eh ol Microsoft Teams &Y

o BAEMRAER, UTHEHRREZNERFA, BBRE 21.6.0 EFRBRTH:

- FRAURIINIEE

- @& - 22 VPN

- @i - 2 VPN 71 Web SSO
MEBEE AN EEE - 552 VPN Z&iE - 552 VPN 71 Web SSO 588, N4 mi#EzliEiE - Web SSO 5,
MRSSFERAEFRANEL, THNEFIEETERT,

AR

MBEEANZ BE - 8 VPN, HEEE T Secure Ticket Authority (STA), NWIEEMMEFHIGIE

R&.

Secure Mail for Android

o EARRRAF, Citrix Endpoint Management =418 PR AR EMNAR SRR R BRI A, BHNAREFR
BzhF4kE Play Store Al MR AR AN,

+ 7£ Secure Mail for Android &, IRAFAT EERET, NRELFIBAHEE T ILINEE, WISHREER
BOPEIETEERENR. MIREEHAF, HEEZREMFRER+:, WaLUERUTERIARER:

- KRR

- RWEIE
B EARRIN
FB AR

Secure Mail 21.4.5

Secure Mail for Android

HETFBEFmEmBEsAMEE, 7€ Secure Mail for Android &, #&8] LA{EF B FHRE#itEZ E Microsoft 0365
Exchange 1k, MMMHAFRIMZNERER, MREESHETRERATBAN, Wt ERT A,
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Secure Mail

} =r

AR

2% Exchange Server 2016 £fE# 3 RE=RAZIFILINEE,

Secure Mail 21.4.0

Secure Mail for i0S

IR A BIEREIE S

Secure Mail 21.3.5

Secure Mail for Android

IR BIERIEIE S

Secure Mail 21.3.0

Secure Mail for i0S

Secure Mail i0S WZEBFEE N 10S 12.2, EATF i0S #9 Microsoft Intune fZE 2R SDK 14.1.3 EXH
RN R BB I0S 12.2 WRIK i0S 2BERRA, Secure Mail WEFZBIREEH N i0S 12.2, UFEHER,

Secure Mail for Android

£ Secure Mail BHAE4+0IZ Microsoft Teams =i, 7 Secure Mail for Android &, &ErRIUEIZRRSE
#BIERSEIEE Microsoft Teams &iU&IE,

E6)7 Microsoft Teams £iY, 5377 Microsoft Teams £l FF %, SICEIEFHENIFAME BIGEBRESEEIFAE
B—iEki%, BXFAEE, B55R%E Secure Mail HREZE4F 82 Microsoft Teams £iY

Secure Mail 21.2.0

MZhRZs#E, Secure Mail 83E3F Exchange Server 2019 2fAE # 8 Al Exchange Server 2016 £fR&E# 19 19
BZEN

Secure Mail for i0S

+ Secure Mail BEREEEEE, Secure Mail 74 Citrix SFEEREER,
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Secure Mail

Secure Mail for Android
« Secure Mail B9EEE 6L, Secure Mail 78 Citrix REREREEH,
« % Microsoft Intune. Secure Mail for Android ZiFE k4 Microsoft Intune 7.2.2,

« HEAITEIRE LIREEBTT. Secure Mail for Android BFE A &i&&E LR ETITNIEERR.

Secure Mail 21.1.5

Secure Mail for i0OS

IR A BIEREIEE,

Secure Mail 21.1.0

tEhR A B EREEE,

Secure Mail 20.12.0

Secure Mail for iOS

tEhR A B E RGBS,

Secure Mail 20.11.0

== .
AR

%3 Exchange Server 2010 #¥y=#27F 2020 £ 10 A 13 HE R,

Secure Mail 20.10.5

Secure Mail for i0OS

IR A BIEREIE S

Secure Mail for Android

3§ AndroidX [#. 1R1iE Google BEIX, Secure Mail 5 AndroidX &, XtE2 android.support ITa#Y
RV B R,

Secure Mail 20.10.0

MZhRZs#E, Secure Mail 83E3F Exchange Server 2019 2fIE# 7 #1 Exchange Server 2016 £fR&E# 18 19
SZEN
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Secure Mail for i0S

M Secure Mail i1 A\ Microsoft Teams =i, & Secure Mail for i0OS &1, Ea LU EEM B B HEIEM
A Microsoft Teams £, R &% T Microsoft Teams L B1EF, WiZzNABEERBITH, EIUMAS
Yo RRENAREFR, EREEI—TETHEE App Store LU= % Microsoft Teams B3ED, 33 F XA https:
//teams.microsoft.com/l/meetup-join/meetinglink MWK, MARFEITH, EAIUEZENARIN.

AR

RRENEERE “21F8 URL” REEHPEIE + \msteams : ., BXFAES, BESHANAREFRE (Hik URL).

Secure Mail for Android

+ M Secure Mail i1\ Microsoft Teams %i{. 7£ Secure Mail for Android &, EEIUEZEMN B HHHI#
BN Microsoft Teams &Y, NR%ET Microsoft Teams WMEBERE, WM AEFIGITH, ETLUIN
2. NARFRREN, EREI—NEW, BFEE Google Play L& % Microsoft Teams, 3tFxH
https://teams.microsoft.com/l/meetup-join/meetinglink AWK, MBEFEITH, EAUE
EIASN.

=

=W

BRHRENEERERT “SREINITHAXGIHTIR” KEREIE { action=android.intent.
action.VIEW scheme=msteams package=com.microsoft.teams }. EXiFHEE,
BEHNBEFRE,

+ Secure Mail &#f Google Play 3t Android 10 892 #iB4% APl XK,

Secure Mail 20.9.5

Secure Mail for Android

bR A BLFEERFE I R

Secure Mail 20.9.0

52+ Azure Government Cloud Computing. Secure Mail for iOS 1 Secure Mail for Android % #EH
Government Cloud Computing (GCC) High 7£ Azure Active Directory 8/~ shi# {73 z034IE (OAuth). Secure
Mail 7 GCC High LiEAiss, LWHE Microsoft 33FiE GCC High iRSBRHIMER, BXFMER, ESH
Microsoft 365 Government ##y Azure Active Directory B9 IhEE,

AL ENE, E¥EEET Azure Active Directory #iFA 89 GCC High ME#1THHRIE, #EBERATEANF
Azure Active Directory #8P ## Secure Mail B R,
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Secure Mail

NEFM
ffaf® Azure Active Directory £ B EERGRITUTIRME:

o [EEMIEE ETHEMRAE Secure Mail,
« 1£ Secure Mail L A#FHEE Exchange tkF, H A Azure Active Directory 89z FI2FEAIR LUEFRR
BRRER. BEITENRR.

AR

XESBEAHNE[EERN—RNEER, BFNAEFHINEE, BRFM App Store FEREIHE,

Home
111 Secure Mail | Properties
] Delete o Got feedback?
B oveniew
. Enabled for users to sign-in?
A Diagnose and solve problems
Manage
Properties Homepage URL
&b Owners Logo
28 Users and groups
d Prowvisioning
S Self-service
Application 1D
Security
Object 1D
% Conditional Access
% Permissions User assignment required? Yes m
Visible to usars? (0 Mo
Pa U]

ARG, RARRTERFSEIPEEREN, ZTMRBEEERE Azure Active Directory £#9 GCC High.
WIERTEM TIERAE, UHRISAUER&ZEE] Azure Active Directory £#9 GCC High,

AILUBE A T AR Z—IIE TIERTE:
« NA&TFA Secure Mail-GCC High #9 Secure Mail ¥tH#i1E Azure Active Directory fF hEE RTE

Lo
« 1% Secure Mail BELUMINEEARBEENHITEMRILEE https://login.microsoftonline.us i#
TEEME.
Secure Mail 20.8.5

Secure Mail for Android

Secure Mail for Android %% Android 11,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 18


https://login.microsoftonline.us

Secure Mail

Secure Mail 20.8.0

MZShRZEE, Secure Mail &1F3¢ Exchange Server 2019 £F3& 3t 6 #1 Exchange Server 2016 £f3E#H 17 1
25N

Secure Mail for Android

ERATF Secure Mail BIUER, BN BEFEIE (MAM) SDK eTAF & i0S 1 Android F&KREM MDX 15
BEX i, MDX #HESARITHIT 2022 &£ 3 BiRFESAILR (EOL) kS, BHEERENGWVNBRER, SAEH
MAM SDK.,

B 20.8.0 k2, Android &z 2 RE MDX #1 MAM SDK —#2% 75, LUER EXRK%H) MDX EOL SHRERMIT £ &
MDX &3 & iR —F M IBRR MDX Toolkit id & 2% MAM SDK 7575, ERMRTE 7T @4 4R MDX
Toolkit (B79|BkR MDX) EEMAER, HETHREIH MAM SDK #{TRARFEE,

%] MAM SDK #1TR RigF &G, Citrix FEiE#—PHEN, FEFRFEEERIITEMIRE.
BX MAM SDK (FsihR) B9FAER, BSHUTXE:

« MAM SDK #iR

%% EE EM Citrix Developer 2%

o Citrix @EXE

o HfEERE Citrix THIUm & SDK

W
BRHENERIEE, EREUTET:

+ % Citrix Endpoint Management ##1% 10.12 RP2 &ESh4, 3 10.11 RP5 RE Sk,

o BEMBRAEFEHET 20.8.0 HESRES

o BB EREIRZA 20.8.0 HESRES,

s MERARERE=ANAER, BESHETRD Citrix BahE= AN AEFH MAM SDK %I 2 5% MAM
SDK EHEE=ANAEFP, EHNMERENAREFEHLHFNEEHE MAM SDK,

} =r

AR

XFMEETEHNEFEA MAM SDK,

PR

+ MAM SDK {xxz#¥7£ Citrix Endpoint Management Z8Z#7£ Android Enterprise SF& T LGN ARERF
NFHMAGNRARER, RANZZETEENME,

+ MAM SDK (N2 #FEFFERIME, 2k MDX &,

 WNRFEH Citrix Endpoint Management, #B&REESXHH1EMRA SR 20.8.0 REBRANB L AIEF LG
7, M&A Secure Mail BIEMERIEHNES K E,
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Secure Mail

7z Citrix Endpoint Management #E & Secure Mail B, JEINEE &L LR MDX Toolkit (E9|BkR
MDX) EEMARERF, HEIRZH MAM SDK #1TRAi2FEE, Citrix BINETRE MAM SDK, X7 MAM
SDK MR LIZE S, XATFEERARERN—5 MDX Thit.

AILA7E MDX 5 MAM SDK B8R 85 P IREX LA T SRBR IS B LT .

+ MAM SDK
* |BhR MDX

=  Citrix Cloud Endpoint Management

File name Secure Ma
MDX
App Descriptlon Managed Enterprise Application
1 App Information
2 Platform App version
& i0s Minimum 05 version 110

Maximum O3 version

Excluded devices

Remove app if MDM profile is removed (T )
Prevent app data backup m‘
...... Farce app to be managed ()
App deployed via Volume purchase
MDX or MAM 5DK policy container MAM 50K
{ ® Legacy MDX ]

* MDX Policies
Authentication

7£ MDX =t MAM SDK HEgA2s5EAEh, R AERHEIMIBRR MDX E2%8 MAM SDK, R ERM MAM SDK ]
#Z) |5k MDX 80T, EEBSEHAGNAER. BiAMENIBAR MDX, HRNER—I&E L5178 Secure Mail
Secure Web i& & T HHRIMEEIE, FEEER—IRE LIETRHARERER.

Secure Mail for i0S

HRFEEIEF Rk, 7E Secure Mail for iOS &, HRFEREIL BB, WRMHEFHNAFEYN. BAMNKRANRSEEE
R 3 BZAIBBFEAGRERT LIGERER D I iE, AILIEFT A B FER I E R TR B FHb .

Secure Mail 20.7.5

AR
33 Android 6.x B9Z235BF 2020 £ 6 B 30 H4®R.

BXBHEFNNBEFNENRER, BEAXERNEN,
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Secure Mail

Secure Mail 20.7.0

IR A BIEREIEE.

Secure Mail 20.6.5

tEhR A B E RGBS,

Secure Mail 20.6.0

IR BLFEERFE I R

Secure Mail 20.5.0

IR A BIEREIEE.

Secure Mail 20.4.5

Secure Mail for Android

MZAShRZEE, Secure Mail &1F3¢ Exchange Server 2019 £f385#1 5 # Exchange Server 2016 £Zf3E#H 16 19
25N

Secure Mail 20.4.0

o MZHRZSEE, Secure Mail B3E3F Exchange Server 2016 £#38# 15 # Exchange Server 2013 K& # 23
SEZEN

Secure Mail 20.3.0

Secure Mail for Android

£ “BRRAN” el Xk, 7E Secure Mail for Android 1, #55] LAEEE FHBEIKF HIBX R A BB R DN, SREEFIM
BRXX 3o
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Contacts

Oz @citrix.com

Contacts
Office

Skype for Business Contac..

ﬂﬂ Categories

Secure Mail for i0S

ItEhR A BFEERFE I R

Secure Mail 20.2.0

Secure Mail for Android
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Secure Mail

R/IMLER

72 Secure Mail for Android #, EELTEETS B FEREHENBEFPSMBRIMLETR. BRI F 8
X1, 52 Citrix AP EBROXER/NMEETRE FHl .

Secure Mail 20.1.5

Secure Mail for iOS

MAhRZSE, Secure Mail @3E3+ Exchange Server 2019 RFRAE# 4 B #F

Secure Mail for Android

o WAEBRARS, 7£ Secure Mail for Android &, f&E] LATEAHIEE R A TR IEE. RIEEFMIFR Secure Mail

&R Ao
« X85 1CS X, 1Z Secure Mail for Android &, &ERIUFEIERMEUEIR ICS X, HEEIERAZHSA
BBBAF.

o MZhRZSEE, Secure Mail @1F%t Exchange Server 2019 238 # 4 B2 1

Secure Mail 20.1.0

MAhRZSEE, Secure Mail 83E%¢ Exchange Server 2016 RiRE# 14 B

Secure Mail 19.12.5

Secure Mail for i0OS

IR A BIEREIEE.

Secure Mail for Android

BUHB RIXMERE, 7 Secure Mail for Android 1, BRILBCEB R ZEMERE, RIRAXRARE, SEKE—%
Toast HE, AFERCEEARIREE, BIRECHITTERE AR BEHRIIBRG. MU A. MIINSMIBRHT 4 EFFHAB
o

“BRR” XHRFBHHERES, £ Secure Mail for Android /, RS EREKET, KMiFIEES, HBMINAIERR
Big& EER. LIhEETEE1T Exchange ActiveSync r4s 16 SiE S RAHIIE & LA A,

Secure Mail 19.11.5

Secure Mail for iOS

Secure Mail ##EB R AE . 7£ Secure Mail for iOS #, HEHEEFHHRIVGEBEF RGN, TUEE
KRANRR. BXIIEENAAEXY, E55 Citrix BREBHROXE R RERAANE,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 23


https://help-docs.citrix.com/en-us/secure-mail/minimize-draft.html
https://help-docs.citrix.com/en-us/secure-mail/contact-pictures.html

Secure Mail

Secure Mail for Android

PDF XN ARNEE, & Secure Mail for Android &, ATUENBEFHSEE PDF XEUKRBEMNHE, TR
fHE M Microsoft Office Mi-I1EERATE,

Secure Mail for i0S 19.10.6

IR A BIERIGIE S

Secure Mail 19.10.5

Secure Mail for i0S

B/MEER. £ Secure Mail for iOS 1, FILTERE B FHbHHEN BREFTRSME R/ VUER. LINEEEIETI0S
13 MEEhRAIRE LRI A, BXRILThREMAFEEXEY, EF2i Citrix BR&EBHPOXES/ MLERBFEMT,

Secure Mail for Android

bR A BFEERFE I R

Secure Mail 19.10.0

& Office 365 Exchange Server 58 X Office 365 ARs328ithiit, 7£ Secure Mail iOS #1 Android #, 7
“Office 365 B9 OAuth " #9 FHINT —% 35 Office 365 Exchange Server f93 RS, ERAILLERRE, &0
WMENX = EF1ER Office 365 HRFEMEN B, LHREESEARFRBAFNMEA Office 365 #f. THAREME, FiM
outlook.office365.com. ZkiAEX outlook.office365.com.

Secure Mail iOS 71 Android ZHMEERE, MEEEAFEERFNLETERLY, ANBREELTEHH
RE, UEBRMERTETLY, BIFERAMEERE, ErLUERAMEIENZERR, BAXGRAINZZH 0S5
Android &N, BEALINEE, BERMMTE Citrix Endpoint Management 154 & g &2 8! MDX &5
BRI B NRE S M T AN,

BERAMEEEINEE, & Citrix Endpoint Management ZHl&th, EMEREHERIGENBF SN TEINE,
XERTUSSMNEERE, HEAFGE ENFRENEINENAREF RIS TEFIREHIZEMIE MDX INERIRS. &
IEFERERIE, NARFRFEELUHT RESIETE, MINTHE, FMFENIUBNMERERM MDX #EEiGE
F&. MDX E8 RN AR BehNBaBENTIGEN S, LWIEEERF MDM + MAM F1{X MAM IFi%,

BINZLBERIGE R SANTEMNEN, HEKELEIEN MDX M2,
BXEAT Secure Mail MNZEE MDX SREEMIFMAER, ESRUTREPRIMETS

 EAT Android M EhEF R A2 MDX 5B
o EATF I0S W EF AR MDX 5RES

YRBERTREEMEERY, FERMIRETHRBEREAITFEERERITIRE:
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Secure Mail

o RFNEERF — AFNBREFIERIET.
oy

s ATNAEFERETESEET —ESAPNARFATAERRBEMEER, BATNAERFIE
B

« FRIENAERF — EIENBEFIET.

iE1710S Mg
UTREREIRE R T HEIETT I0S MIRENRESMMER:
+ i0S 10 - WAEFIEEETE THEFTIEEREIIRIERTIRA.,
o FIAEERR - NAEFARERER.
o BINRE - EAREFATEEMIRE LET.
o IREETH -REBITIE” RENF.
o BIEHRE - RANABREFERYERE.

iz17 Android #9ig&E

UTFREREIREREHEIETT Android MIgENREEMMEER:
« Android SDK 24 (Android 7 Nougat) - ZR#2FIE/EiEITE TS TIEERANIRIERFIRE.

o FIRERAE - NAERFARERER.

« B3RS root IXREVIZE - MAREFAEERIF root NRKIRE LIETT,
o BREYE -REBETH” RENF.

« RECME - NARFEMERE LIBT.

Secure Mail 19.9.5

Secure Mail for i0S

%45 I1CS X4, 7£ Secure Mail for iOS #1, RILUS RN ICS XHEAEHSAEIBFHH,.

Secure Mail for Android

IR A BIEREIE S

Secure Mail 19.9.0

MARRAE, Secure Mail B13EXT LA FARS 28R4 :

+ Exchange Server 2016 2385 13
« IBM Lotus Notes Traveler 10.0.1.0 Build 201811191126 20
« IBM Domino Mail Server 10.0.1

7o LE79ERIN
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Secure Mail for i0S

Secure Mail for iOS %45 i0S 13,

8 MIME #53L3iREMKEHEBF IR, 7 Secure Mail foriOS &, HAPREMEHNEMHERN, RFIEU
MR R EML X URRIZEB . BERIGURENZENMYE, HaIUEESRENHREEREEN MIME 153k,
BEALINEE, BERXFE Citrix Endpoint Management 5614 FECE “IR &ML I & B TR 5
BEHE “IREMENENE” RE R BIEMEHITIREG . BXEFAER, BBRALUNENEIREMEHNEE
FHR,

HHFMMN R FHR. Secure Mail for iOS Bffifk, #EMBIREME BT, al, HEARREIEGHN
BFIGRNBRENAER. EFAESIHNEE L, TICBFMAEIANNE, tITEEER MIRERNRME
5B AV B FHR A

HBEREM. 7 Secure Mail for iOS &, BILUEEHEREMRERIME BABMHHETE, BEHERTIS=
WERENFE—RMWFATEEER, HERHITEN.

BhEi#. 7 Secure Mail for iOS 1, HEMIBRITIZPAEBEFET, ATLGEZRIREIFIMMERE, EEMLINEE, &
SMEILE > Gahaig. AE, MAIRERAIERENEIER, BXIINEER AP RIS, 553 Citrix BF
HE BN EMIFRFN B shid i# ZIXTiE P Y BB T b 4o

%1% WkWebView, Secure Mail for iOS 3% WkWebView, ItIhaEeki#T Secure Mail BB FEREFIBH
EHEEMNIEE E2WH A,

Secure Mail for Android

BAhRAqE, Secure Mail for Android {R7£iz47 Android 6 SiEEMAHIEE L2 X H,

Secure Mail for Android 19.8.5

tEhR A B E RGBS,

Secure Mail 19.8.0

Secure Mail for iOS

IhRA B IE I REIE SR ARG IE S,

Secure Mail for Android

F#F Android Q.

%#f Google Play 1 64 {ii/Bf2F. Secure Mail for Android 1% 64 (iI{AR LM,

2i# T Secure Mail for Android 89 “TH LRI FF R®E. 1R#E Material Design #5/3, FHA1x T
LARIFRTHREM T — L/ \Biitt, BINEREENRE, RRERIHRERTIEE,
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Secure Mail

Secure Mail 19.7.5

Secure Mail for i0OS

- BERXHREREY. 7 Secure Mail foriOS 1, BEfsX#kaBmEY, HEERIEMBEIRE LER, It
IhEETEIETT Exchange ActiveSync v16 SEBIRARIGEFEI A, BXILTHAERN AP BB, 1E5iA Citrix
BREBROXBERXFEETFED .

+ £ MDM + MAM & F1EMA Microsoft Intune B4, Secure Mail for i0S ZiF8 H%F, N TEENSEALE
ke, BERMEEMIGE ERE Microsoft Authenticator AR, BX%%E Microsoft Authenticator
N ERREFIEMESR, 5518 Docs.microsoft.com MW THH %% Microsoft Authenticator L FHZR,

Secure Mail for Android
FE:
Citrix BiVf& %742 Secure Mail kixas 19.7.5, ARBIHRERSASRE Android Q.

+ ¥ F 3+ Microsoft Office 365 iz/THNWRIEMIZE, EMHEA “EH Web SSO #1TiEiE & KK, 7
Secure Mail for Android &1, FHMT—N&AER Web SSO #/T:E B F AN R, BT LLHRE, &AL
B8 Secure Browse &@iti@E & OAuth Ji&, ik, ERITLUTIRME:

- J51EH Web SSO #{Ti@E L HAKRESIEE R,
- T£ “MLKIAIR)” SREEH, EFEE - Web SSO 3EIR,
- MEEIRSEEETHIRS OAuth XMEMRENSZ,

+ 7£ MDM + MAM # X A Microsoft Intune £5, Secure Mail for Android iF#EE R, A THD
fEFALLINEE, ESUEEMIEE LRE Intune AFITFPRARR, ERF Intune RBAINFPEARERG, &9
L7E MDM + MAM ==X T SSO, MAETEFEREHNEIRTE Secure Mail hEF#HTHHIIE,

Secure Mail 19.6.5

Secure Mail for iOS

Secure Mail for i0S 19.6.5 GiEM4AEILBMRIAEE. BXEEENREMBMPIAFIR, BESREHEEMEE
ERE,

Secure Mail for Android

« ¥EMBREM, 7E Secure Mail for Android /1, BJLUBISHEREHRERNE BAEHHEE, HXILINEE
R FERXH, ESE Citrix AP BB OXEENHH S E,

o SRR FHB. Secure Mail for Android Bfifl, BEBSRMIMMEBFEIM. MUAT, HHEABRIEHE
BB FEFRNE 2N ER. EAERZHNRE L, TIEBFEHAENAMANME, HIHEEER R LURHAT R
M ERNEFEERS,
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Secure Mail

« Secure Mail FrEt R AE R, 7 Secure Mail for Android &, Y& B FERHSHSIGEIEPHRMUEHEA
BY, BEEHRAAER. BRABRGETREERZEN, IREFEAEHEREENZMEF, WHEEEFIRGR
SPIER ARG AN, BESEINGIERIURE A, BIRRRFREESHMNERA,

EZHOANFHFUETER.
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- B BEMNEMY, 7E Secure Mail for Android &, HFEBRRLUNMAGMTERIZ M, i/ NAMS, EaLL
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Secure Mail 19.5.5

Secure Mail for Android

Secure Mail for Android 19.5.5 E3E 4 aEEBABREEE, BXERENRTNEMNRTANTIR, BHSFRSH R
MEBENIE,

Secure Mail for iOS

« £ MDM + MAM #&X T Microsoft Intune Bt, Secure Mail for iOS ZIFBEE R, N THEBFEALLIH
e, ESHMEEMNIGE EZ3 Microsoft Authenticator E#2R. Microsoft Authenticator N BEFEMN
BEEPRE,

o %#% Slack EMM: Slack EMM BFEBT W Eit &2 (EMM) i Slack A, Secure Mail foriOS %
#WAER Slack EMM, XAiFEERERE Secure Mail 5 Slack AR Slack EMM R BiEF&E
o

Secure Mail 19.5.0

Secure Mail for Android

EEEMIR, 7£ Secure Mail for Android &1, ATLRIBEHMERALR R+
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Secure Mail

Skip

Organize your cards

@ 1 Meeting Invites |/ %
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Add custom folders to feeds

BEXEEERNFAER, BESHEEENR,

Skip
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Secure Mail

BEfaxXfkBEmRES. £ Secure Mail for Android 41, EfsX#kaBmRY, HEERIEMBIRE LER. X
HEIhEERI A P EEBN XY, EIEMSR, B2 Citrix BREBRONEER R BHE D,

Secure Mail for Android 19.4.6. 19.4.5 71 19.3.5
XLERR A BIE R A AR S,

BXEEENREMEMRZENTIR, BFSHEEHPENEEER R,

Secure Mail 19.3.0

MZARRAE, Secure Mail B13EXT LA FARSS 28R4 :

« Exchange Server 2019 i385 1

+ Exchange Server 2016 38 # 12

+ Exchange Server 2013 2R E# 22

+ Exchange Server 2010 SP3 E#1iL & 26

A% Secure Mail BSBRBAMMNTETIRMEMEL, B2 Secure Mail £,

Secure Mail for i0S

BBERIR. 7£ Secure Mail for iOS &1, MR LURIBEMERAREHIRF,

AR

LthIngEYE iPad LA H,
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Skip

Organize your cards

@ 1 Meeting Invites |/ %
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Add custom folders to feeds

BEXEEERNFAER, BESHEEENR,

Skip
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Secure Mail

Secure Mail for i0S #1 Secure Mail for Android

MERE. ATLURIR SRR R TOMPAR A FER AU Ao BERILINRE, iEMREE Citrix Endpoint Management
Hj= A BRI R BR

B, BEHRREFEHAHN, HETIRPEIREETINIKGA. RRABGEIRELTAETAHES, BIREKRA
EFRRIMEERER R,
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New Message

BEXREENFAES, BSHAEN,
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Secure Mail

ANIEFEHINEE, BRIERAEMERERSB IR, UWETFiAE, XEBFRIHWTWRGE. BEMNRKRARREN,

AR

xSt FizfT Android BYig#E, XLEERZ TR BHREN.

B

TestUser Two

FACETIME
FaceTime

NTERNET

BXANIREFIHIIENER, BERANTEF0HEE,

Secure Mail 19.2.0

Secure Mail for iOS
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Secure Mail

FhrZAs BE M REIE SRR A IE S,

BXEEENREMEMEANTIR, FSHEEHRENEEER R,

Secure Mail for Android

o B FRIEIEINEE, 7£ Secure Mail for Android &, YERLEARTHERENKRRAAN, ZBREANZHEE

BRETERRALETR, YEBRARET RN, $ETZE, BEETRNRAFALREREWFAGEE. 4
CRERBEALAN ‘B2 BN, BERUTER:
- FYINEUEReE

- 1t

/\E

- MRk
FERLETRH, BREFE, BRETRIERENN “E2” Bif, ARG, LA CIZEFHEREHBIE, B
FERME S BAEHNREA: FEREBHEREZE. EETEIREMNEAES,
NEEM:
1R Exchange Web fR$3 (EWS) &) Exchange Server L FEARS.
ERIBEREANFAEBEURT M Active Directory IREVFALR IFAIER. ESTERNBKRANEAEE, 15H
REER BT Active Directory HEEEEMIALR B REEM,

=

AR

ItkIh8ETE IBM Lotus Notes fR$3 88 ERZ %1,
M£8ikIaSREE, 7 Secure Mail for Android 1, “WI&iAia]”MDX SREEHRINT — & iE@iE - Web SSO 9
AT, ACE ILERER AT ISR SE (BN @ iEE@E Secure Browse Ih8ER Secure Ticket Authority (STA) #

TERRNIRE, T UATFS MRS (a0 NTLM. Okta #1 Kerberos) f#/A Secure Browse &%,
SEE STAR, HAMAEAMNEIRSHRIBHHRMED FQDN fIRStutiRO, B2, MREETEE - Web

$SO &, MAFEHITXLRE,
Z7£ Citrix Endpoint Management &/ Secure Mail for Android ERLLEREE, ERITUUTERE:

1. FHEHEREAT Android B9.mdx Xf, BXRFMESR, BFSRAN MDX AHEFFHSE,
2. £ “WKiHR)” IR, BEBEE - Web SSO &I, BXFAER, BRI AEFMEIIE

Secure Mail fori0S 19.1.6

IhR A B IE I REIE SR A TRFEIE S,

Secure Mail 19.1.5

MAhRZSEE, Secure Mail B1E3T LU FARSS 289 H¥:
+ Exchange Server 2016 £f&E# 11
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Secure Mail

« Exchange Server 2010 SP3 &L= 24

A% Secure Mail BRSBRHAMMNTETIRMEMEE, B2 Secure Mail £k,

Secure Mail 19.1.0

Secure Mail for i0OS

o BIRFRIESRINAE. 7E Secure Mail foriOS A, HERZBARHEREIHRAN, ZBEAANEAEERE
TEBRRANETIR, HEBRARERTRE, SEREE. EETENRAFHERRREHFERER. HEER
REALEHN “EZ” Bf, BERUTEDR:

- YmiE
- ZEVIP
- BUH

FHARET R, BEIUBEREE. EETERARAMNN “E2” Bif, WREAECIZBFHERAINE
o EBFHRMFER
BASE4HBAA: FERIGEMERTEZE. EETRIARNFRES. ERILURSHZIXZEFE Mt

B EA:
EH1F Exchange Web sz (EWS) £&# Exchange Server L FEARES.

ETHERANFMRESEURTM Active Directory 1REREVALREMES (Outlook BIRR) . ESRIEMAIE
ANEAER, BHEFREERER Active Directory HERE EHIALR B REEM,

FE
It IhEETE IBM Lotus Notes RS 88 F RS L1,

o BRINEEMMSRSEEEHNAYIER. 7 Secure Mail for iOS &, FxiyptiEl. MaiHERMIISEAR
MDX ZEB&H, LLIESRINAEARIFER Secure Mail B EHHRINET EIFM A S H EENAHLB Fo

o EFERHFNIIE (0365) =17 Microsoft Enterprise Mobility + Security (EMS)/Intune MR EREF L,
Secure Mail for i0S Z#EEHHIEEA,

EERAFEHIXENINE, BHERBEUTBESRM:

£ Endpoint Management Z#l& 9, FHIXBEHILE “Fo

F LT 1A SRBSIL B F AR

Bzt 9 E R RIS A RIS B ) A Y B FHb M Z 1 AR B HHIRRL,
Sl Secure Mail > i8¢ E > &H, AGREAHREER.

« Secure Mail BRAILUER Zoom EARFEMASIN. BXEEFRENEIRLUMER Zoom NARFENESR, 1§
SFEMBEBINAZI,

+ ZRRAZHF iPad Pro 11 &~F#1 iPad Pro 12.9 %+,
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Secure Mail

Secure Mail for Android

o MifFI85RINEE, 7E Secure Mail for Android 1, ZEEMGAIRFEEK, RRFAEKRE, BERBEXEENS
B, ERREEFETTRHRAEPRIMHEFED,

& LU7E Secure Mail R BREFHEEN G, MRAILUER Secure Mail #17EE, MEBEEITH. NIRT
SEfEF Secure Mail ZEMME, NEERNARERTIR. EALLARFIENNBREFUEEN . EXiFHAE
B, BBREEMMH,

« Secure Mail BRALUER Zoom MERFIMARIN. BXEEFRENFRIBLUER Zoom WAEFENESR, 1B
SFEMEBIMASI,

o BRI R SEEENAYBR, £ Secure Mail for Android 1, ¥xiYBiE. HSMERNEISH
HFG MDX $%RB&H, LHREAFERE Secure Mail BB HHMSINA RN RS HEZNAN B R,

AR

£t3¢ Android 5.x Bz EF 2018 £ 12 B 31 B4R,

Secure Mail 18.12.0

FhRABE I REIE SRR G E S,

BXEEENRFEMEMEANTIR, FSHEEHEENEEER R,

Secure Mail 18.11.5

Secure Mail for Android

£/ ActiveSync 153k IR E MK EEFHF. 7 Secure Mail for Android &, HBAAREMEH BB
B, RAGUMEMRRER EML XX URTZIRSE,. ERRBKRENZIBHE, HAIUEESREHMPEEXE
B ActiveSync #rsk,

ERALIRE, EERUMRERSMNEN & B FH AR BIREMNE NI E NBEI W HEHITIRS.
&1 R Citrix Endpoint Management #£#| & PR BX LG E, HXA Secure Mail B2 & MDX SRE&HII¥
MER, BBRERTHBIEF N BEEFHN MDX 5KEE,

o yTENEEFHREFIEHFEMH, 7T Secure Mail for Android &, FTLUM Android i&&FTENEBE FHE4F B S,
IATENTHEEE A Android $TENEZR, BXIFMAEER, BSRTENE FOMEMBHES.

« REBHEZENIR, 7E Secure Mail for Android 1, ZEIUERREPEEREENEEN BT, RIE
BEZHAHARIRE, REENEZBRTRZET 5 HEFHt. EEEREENZENES BT, FERE
B2,
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https://docs.citrix.com/zh-cn/citrix-secure-mail/android-features.html#viewing-attachments
https://docs.citrix.com/zh-cn/citrix-secure-mail/iOS-android-features.html#joining-meetings-from-calendar
https://docs.citrix.com/zh-cn/citrix-secure-mail/known-fixed-issues.html
https://docs.citrix.com/zh-cn/mobile-productivity-apps/administrator-tasks.html#mdx-policies-for-mobile-productivity-apps
https://docs.citrix.com/zh-cn/citrix-secure-mail/android-features.html#print-emails-and-calendar-events

Secure Mail

Feeds

Upcoming Meetings
TODAY

08:00

Cloud Conference

From Your Manager

WEFY:
1R Exchange Web AR (EWS) &89 Exchange Server F4FERARES.

ERNZERFEURTFM Active Directory 12EXHALRFAESE (Outlook @AR) . ERELFERHERER
FIE4ER, BEREREERET Active Directory BB IEHIAL B REEM,

> =

=W

IkTheETE IBM Lotus Notes RS 88 F RS 45,
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Secure Mail

Secure Mail 18.11.1
BE.

LI Fia&E7E Secure Mail for Android 18.11.1 2 E

1535423 IBM Notes Traveler 9.0.1 SP 10 #9 Secure Mail for Android /1, #HBMI{EE FIEHREE “&
#5” th, [CXM-58962]

Secure Mail 18.11.0

Secure Mail for Android

o FXHIEH, 7£ Secure Mail for Android &, &A] LUIZERRAF K B9 F XS R UIREIRB @A, B Xi¥4Ms
\_., 1E%|E¥XT¢;€L%DQ

+ 7£ Secure Mail for Android #3158 MR5S#1T T Bffe J 7 HEETT Android 8.0 (API &3 26) HES
I AHyi% & LR Google Play FEMTREIER, BITEFALT Secure Mail GERS. EEEMNILE LI
FaldrRIBR RS FIE@A, &2 A Firebase Cloud Messaging (FCM) fRSS #2385, B*ERAET FCM &
HIXBHNEZIFMMESE, BB Secure Mail ByHEXEA]

EHRRIEIRE LK Secure Mail IRERITHEMEER, BXREEFNESFMER, BB FAIRFOXE,
PR
o MREFHRBAET FCM potx@dA, NEME 15 2## T —REaRY. LitEERENBEFEEESIE

TRERAERBIBITMS.

o HAPNgEIRERFoIERNEN, BANMAGPRNERAZEHER.

Secure Mail for i0OS
o %#%i0S12.1, Secure Mail foriOS %#%Fi0S12.1,
o WEBHIEBRILNOE B##1T T1838, 7 Secure Mail foriOS &, R ATHIXIBAILNCE SIS RIEBE R LM
FRFRERIGE LBEHNRLH, BXEFEMER, 15818 Secure Mail for i0S AagHEX BN L KE 2,

« REEMEZEHR, 1E Secure Mail foriOS &, ERILUERFRTIEEREENEEB BT, RIFEFHE
FHHARIRE, RELCHNEEFTRZET 5 HEFHM. EEEREENEENES BTN, BEREEELE,
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https://docs.citrix.com/zh-cn/citrix-secure-mail/android-features.html#subfolder-notifications
https://docs.citrix.com/zh-cn/citrix-secure-mail/push-notifications.html
https://support.citrix.com/article/CTX238084
https://docs.citrix.com/zh-cn/citrix-secure-mail/rich-push-notifications-for-secure-mail-ios.html#push-notification-failure-messages-in-secure-mail-for-ios

Secure Mail

Feeds

Upcoming Meetings
TODAY

08:00

Cloud Conference

From Your Manager

WEFY:
1R Exchange Web AR (EWS) &89 Exchange Server F4FERARES.

ERNZERFEURTFM Active Directory 12EXHALRFAESE (Outlook @AR) . ERELFERHERER
FIE4ER, BEREREERET Active Directory BB IEHIAL B REEM,

> =

=W

IkTheETE IBM Lotus Notes RS 88 F RS 45,
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Secure Mail

Secure Mail 18.10.5

« Secure Mail 5 Slack (Fi%shR) ££/: ME LUSERIE FRRAEXTiFEFETSEIETT i0S 8 Android B9ig&
B Slack AR, BXFAELR, E8% Secure Mail 5 Slack GR¥hR) £/lo

o SEXXEEMILERINEE: 7 Secure Mail foriOS &b, LUTEIME “B” {4k ILaIIaE:

- # YR FHRRSUEEATMIRBBEANSI
- TR 24 DR EANSNERTE B *F, HOLXASKMBEREBS.

Secure Mail 18.10.0

o STXTHREFN A @A Secure Mail BAEE: 755517 Android O RESIRARISE L, EELUEREHNE
ERBEREEEWETEIBMERNNNIES, SR LERILINEERBEXAERENEM, EXxEFAEE,
BESREANEE,

o IREMENEIHE (UELWER) : 7£ Secure Mail for i0OS &, EAEILUER “IRENMERE” ThEIR S5
MLEPI BRI B FERE (UEEANAR) . ERILUS AR E R 2SR RERKPERERN B FIthit,. 2EMAL
Thee, EERMMEE “REMETEBFEFHLL RIRHIRENEHNENFRENEIHR L HITRSG. B
KUILINRERI A P E5BXAS, E51 Citrix AP EBHIOXE WK H & B F RS,

Secure Mail 18.9.0

o A “yy.mm.version” BIFIRARS AR, B0, hkads 18.9.0

o REMKRNBBEFME (LUELMFER) : T Secure Mail for Android &, EEILUER “IREAMENE” Th
BEIR SR MAML AR FRH (URENFR) . SIS IRMEZLISERRENBE TGN, BB
LtIhEE, EERMAEE “REMBIEEFHEMI" FERFE “REMBHENH" 1RE @SR HITR
&, BXIINREMA P EBIXRY, 5517 Citrix AP RO X EME & B FIR RS,

o SE-RRYIEERTHAE: 7E Secure Mail for Android /1, BEIERIESIhIeiEsa T LI TIEE:

- BHMRSNAEXGRFNSIGEIEEHMETE B 5.
- BB ERhRZUEEANIBEANSI
- IiE, EBANSINENEHNYEREIARSEMN 24 NHRER, XESPEIER DL RS TNBR,
EZgitkkES, ENRFETRNRESRERZFBEEANSIN.
« 2 Secure Mail HFAZE#: Secure Mail for Android #1 Secure Mail for iOS AT BFI& Secure Mail B

FEGSHIEENTVBERNAEFR . ESALIIE, BRIVLE, ABE ‘SHARSH” BREmEA
M, BXFMER, EBIFSE Secure Mail HFEZEH,

Secure Mail 10.8.65

« AT I0S 12: 7 Secure Mail foriOS #, FEAIZFFABMINAL, FIFALLINAE, FTLITRE—MEBELAZHY
WEHITHH. EAUEENRENHRERE LREEESANEN. RAERT, FRELBAHENIRE,
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https://docs.citrix.com/zh-cn/citrix-secure-mail/secure-mail-slack-integration.html
https://docs.citrix.com/zh-cn/citrix-secure-mail/android-features.html#notification-channels
https://help-docs.citrix.com/en-us/secure-mail/report-phishing.html
https://help-docs.citrix.com/en-us/secure-mail/report-phishing.html
https://docs.citrix.com/zh-cn/citrix-secure-mail/ios-android-features.html#export-secure-mail-calendar-events

Secure Mail

+ 1£ Secure Mail for iOS #, FEERMNBIIRERIRALLUBEA, LRI LLLIEFBENEMIK S —
IS 55— MET,

« £ Secure Mail for iOS /1, ERILUEIREMIEBEFRBA “Secure Mail SREBEE7R”, LURRIKRE Secure Mail
BXRABENIEL, BAXEIGER, SEREHENENE, &R ERNARFZHRBETR, F7 “Secure
Mail REBER: Joe Jay”. BXFMER, ESIA Secure Mail SREE R,

Secure Mail 10.8.60

« Secure Mail %# Android P,

o Secure Mail MEZFR=1E,

« 7£ Secure Mail for iOS /1, fEETLIM i0S AN XN AEFRENBEFERMNXE. X ¥MAER, 58
i# i0S Thag,

Secure Mail 10.8.55

Secure Mail 10.8.55 & B MBI, BXEREMENE, BFSREHIERM2EEE>,

Secure Mail 10.8.50

BB e IhAE, 72 Secure Mail for i0S /1, BJLUER BRIZMAERARZMMINEBR . BIREERFEZRENME
EHY R F R BIIR Ao
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https://docs.citrix.com/zh-cn/citrix-secure-mail/iOS-features.html#secure-mail-caller-id
https://docs.citrix.com/en-us/citrix-secure-mail/ios-features
https://docs.citrix.com/zh-cn/citrix-secure-mail/known-fixed-issues.html

Secure Mail

Attach multiple photos

more easily

Enter Secure Mail

© 1999-2021 Citrix Systems, Inc. All rights reserved.

46



Secure Mail

Secure Mail ;5RE%., Secure Mail for iOS #1 Secure Mail for Android ZERRER T E 6 2 EAFTE 1% 8 FHE
. EETEMSIWEIEUKRESEE ARSI

Secure Mail 10.8.45

XS, £ Secure mail foriOS #1 Secure mail for Android &, B LURIRES EtRLURIE Secure Mail B9
FrEARR. RFEREFEET Secure Mail 89:8B X, fIg0 “BpFg”. “BHHE”. “@AR” M M. BRESEIFR
BY, BEEENBERIFNHER (Flan ‘67, “BFR7. @AFR") ¥EH, BRESHNERISEERSBIRSILETR.

BBy B IRE. 72 Secure Mail for Android &, ATLUBI BIRH M EEIRERMIINEE . BIREERHEFEH
IENER BF BB IR Ao
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Secure Mail

Attach multiple photos

more easily

Enter Secure Mail
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Secure Mail

Secure Mail 10.8.40

ZHFERAM. £ Secure Mail for iOS 1, FIUEHBAHERSEMH. SE5EREMEMIA,

Secure Mail 10.8.35

Secure Mail for iOS #9hkikZ<Jy 10.8.36,

o BHIMRSED, 7E Secure Mail foriOS i, AFRILMMSIGE, Fli0 “E=". 6L M “GE". AR

LUER “&E8” F “BipR” v Rz B @A,
r <

Harshith 57

asf
07/06/18, 12:30 PM

—_— =

Accept

Decline
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Secure Mail

+ Secure Mail for Android iZEIZARIEIRINEE, 7 Secure Mail for Android &, ATLURRIEE LA
WRHER 2 ohi2 BRI NBTFA0ED, MBI HRERALTRARES, BIgE LHIREIIRHIE IR B MEL %,
IR RS SRR M A S E A= B R,

Forward
Reply All

Reply

|

+ 7£ Secure Mail for Android F, SiXARNIRAEBEFEHHEPER, KB XRIWEIBHE FHBHBAIN, &
LUBI A% LA T B2 — M NE 5 |
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Secure Mail

1
N ¥ O
filt

Message view

Monday, May 14, 2018
130 PM — 230 PM
Timezone, (GMT+5:30) India Standard Time

Availabilty

Chalukya Room

I.I-I' ¥ 1
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Secure Mail 10.8.25

Secure Mail for i0S MEXIFAIRELIEER S/MIME: BELINAEITIT, BERITUTIRME:

o ERIREFRIEN S/MIME SEBRF, BXHEMEE, BFSEEAT 10S BREERE,
« 7£ Citrix Endpoint Management 1N “LDAP B1E” EFixEM. EAUTES:
- %&: SEND_LDAP_ATTRIBUTES

- fB: userPrincipalName=${ user.userprincipalname } ,sAMAccountNAme=${
user.samaccountname } ,displayName=${ user.displayName } ,mail=${

user.mail }

BEXNARMEFHEMNSE, 3F XenMobile Server, #8AEFmENM, 3F Endpoint Management, &
BRAEF InE M,

BXERARERRNSSMEEMIFAES, BEREHREERIMEE,
1. 7 Endpoint Management iz#la, SMEIEE > NEREF.
2. % Secure Mail, REEE4%HE,

3. £I0SFE” T, XF S/MIME IEBRE, iEEFREERE.

Enable S/MIME during first Secure Mail startup

Calendar Web and Audio Options GoToMeeting and User Entered

S/MIME public certificate source

Secure Mail for iOS 71 Secure Mail for Android 25# 75N : BRIVESHERSMEMBRE. EMEM. FHiI1U
SRR EIFRAZET Secure Mail ZEMZERH, BXETHFPSMTENMIA, BSH:
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https://docs.citrix.com/zh-cn/citrix-endpoint-management/authentication/derived-credentials.html
https://docs.citrix.com/zh-cn/xenmobile/server/provision-devices/client-properties.html
https://docs.citrix.com/zh-cn/citrix-endpoint-management/advanced-concepts/deployment/client-properties.html
https://docs.citrix.com/zh-cn/xenmobile-apps/10/secure-hub/derived-credentials.html

Secure Mail

What’s New &

A simpler, more efficient Secure Mail

TEERT i0S && LR SHZ,

Skip

A better way to navigate

between Mail, Calendar, Contacts & Attachments

Skip

Settings has a new home

inside the slide out

TEESRT Android i&& LS.

Select with tap & hold

in Mail, Contacts & Attachments

U

Skip

Easy attachment access
from the tab bar

Attachments

Skip
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https://www.youtube.com/watch?v=V2uu_gNJoCM

Secure Mail

A better way to navigate

Skip

between Mail, Calendar, Contacts & Attachments

BENE:

Skip

Settings has a new home

inside the slide out

Mailbox

Skip

Easy attachment access

from the tab bar

Attachments

Enter Secure Mail

o MR T $REXEEEIMT. Secure Mail ThaE (FIsNERF. B, BARMME) BAETIHHAT-R = HIERREARE,

TEERTHEE,
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— Inbox Q

® Avery Taylor 3:28 PM
Why Las Vegas Hotel Rooms For You

Las Viegas has more than 100,000 hotel rooms
to choose from. There is something for every

® Jorge Hogan 3:28 PM
Global Resorts Network Grn Putting Timeshar...
Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every

Elsie Newton 3:28 PM
Become A Travel Pro In One Easy Lesson

Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every

Steven Todd 3:28 PM
Train Travel On Track For Safety

Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every

@ Chris Herrera £330 PM
Matorhome Or Trailer

Las Vegas has maore than 100,000 hotel rooms
to choose from. There is something for every

@ Birdie Walton 3:28 PM
Coventry City Guide Including Coventry Hotels

Las Vegas has maore than 100 000 hote
ta choosa from, Thara 1s :mrnething ]

= S B
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Secure Mail

} =

AR

£ Android &% £, TIENAT-RIZIEFTFEEIMEERTA, fli, NTEMT, MRITHFEFHHRA
AEH, TIER-R=EARE A,
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Secure Mail

| £ o

Synergy 2018 Keynote = This Is How
the Future Works

www.citrix.com/SynergyTV

v Yes Maybe A No

O

in Meeting Dhal In Running Late
From: Communications at Citrix
Invitees: 1invitee

|y TP S N PR SR e ey | [P R, o e

~

o IRERPAEFFAREPRME, fIMNER. BA. BARMMG. BERERE, BREXEZEN, AREBREAT
ARMIKERY, WTEMRT.
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Mailboxes Contacts Calendar Attachments
£ All Accounts & All Contacts Eﬂ jamie.lee@eoprime.com EE jamie.lee@eoprime.com
£ Inbox E jamie.lee@eoprime.com ~ Exchange Account
O Unread ] Contacts /' Personal Calendar
[ Flagged {T] Suggested Contacts @8 jamie.lee2@eoprime.com
ﬁ VIP EE jamie.lee@eoprime.com ~ Exchange Account
D Drafts (] Contacts + Personal Calendar
9 Sent Iltems (] Suggested Contacts
23 Outbox Hide All Calendars

E[ Deleted Items
] Archive
Eg jamie.lee@eoprime.com
£43 Inbox
O Unread

[ Flagged

<

o BREWFERATIERE, £ “WHET. BRR7 M WY REHR M.

= Inbox @ = Contacts IE‘

Files = @

® Avery Taylor 3:28 PM A Recent
Why Las Vegas Hotel Rooms For You
Las Vegas has more than 100,000 hotel rooms Andy Liu . 122117
to choose from. There is something for every Q4 product rewew.pdf =
2017 Q4 product review
c A 204 KB, Elsie Newton
® Jorge Hogan 3:28 PM B !
Global Resorts Network Grn Putting Timeshar... . g
Las Vegas has more than 100,000 hotel rooms Chuan Lim E product images.jpeg 12,2117
to choose from. There is something for every ; B 2017 Q4 product review
H 204 KB, Elsie Newton
Elsie Newton 3:28 PM Citrix Car Wash (GNG) J'
Become A Travel Pro In One Easy Lesson K Q4 product review custo...doc  12/21/17
Las Vegas has more thgn 100,00Q hotel rooms G ,5, n 2017 Q4 product review
to choose from. There is something for every N 204 KB, Elsie Newton
o
P
Steven Todd 3:28 PM ° ' '
Train Travel On Track For Safety § n (23041' pfiduczfeVleW.le 12121717
Las Vegas has more than 100,000 hotel rooms H T 2047KC|)3 Sr{? ;J\‘Ct review
to choose from. There is something for every u » Elsie Newton
v
. Hannah Citrix. w )
® Chris Herrera 3:28 PM X Q4 product review.exe 12/2117
Motorhome Or Trailer ; n 2017 Q4 product review
Las Vegas has more than 100,000 hotel rooms J # 204 KB, Elsie Newton
to choose from. There is something for every
. ) product images.jpeg 12/21117
3:28 PM
® Birdie Walton B 2017 Q4 product review
Coventry City Guide Including Coventry Hotels 204 KB, Elsie Newton

Las Vegas has more than 100,000 hote
to choose from. There is something fo

= Q B 4 2 B & ] 2 B

o Ei0Sg&E L, FILURERENERMINE LUEFIZINE
o AILBIEE F R (FEH LURS B Fart, WMTEFRR.
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Secure Mail

= Inbox O Q

® Avery Taylor 3:28 PM
Why Las Vegas Hotel Rooms For You
Las Viegas has more than 100,000 hotel rooms
to choose from. There is something for every

® Jorge Hogan 528 P
Global Resorts Network Grn Putting Timeshar...
Las Vegas has more than 100,000 hotel rooms
to choose from. There is something for every

Elsie Newton 3:28 PM
Become A Travel Pro In One Easy Lesson

Las Vegas has maore than 100,000 hotel rooms
ta choose from. There is something for every

Steven Todd 3:28 PM
Train Travel On Track For Safety
Las Vegas has more than 100,000 hotel rooms

to choose from. There is something for every

@ Chris Herrera 28 PM
Motorhome Or Trailer
Las Vegas has maore than 100,000 hotel rooms
to choose from. There is something for every

@ Birdie Walton 3:28 PM
Coventry City Guide Including Coventry Hotels
Las Vegas has maore than 100,000 hote
ta choose from, There 1s something fo

= S E

o UTRBETMERELA LHRHE:
- AZERN: BRA LAEHEN, ARSMEEZIED > RL &R A ERED EE,
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Secure Mail

AR
%I 7E Android i&#& LA,
- “BRY B BRAIERB T
o DEMEER: BRAREXIEN S ERE,
o “BEY FuRERE. EEBTHMN, BRURR. 2RLENEE, WTEFFT.

< = O T ==

Show pictures

Synergy 2018 Virtual Experience D

3 Things You Don’'t Want to Miss During
Synergy

There's a ton of awesome stuff happening
this year at Synergy, but here are three
things you really can’t miss:

1. Play the Synergy
Game(s) as you watch the
keynote

Whether you're at a watch-
together event or at home,

pick and play one of the
Synergy games! The games
will help you follow along and

get a better understanding of EorEr
our vision and mission for the
future.

Reply

2. Literally fly through the
Synergy conference center
Get a virtual video tour of
Synergy as you fly in through | &
the front doors and
experience the Keynote area,

LY

<5

L Qnrial Hith Maat tha Fyvnarte | |-

154 ] 5 B

K
(B
o

o EEBFMGN, UTREETAIMERE AR

g BIREIRIC B I,

A “RIR” . BIZER B FEREFARIE I RIR,

B IR EIHIBRE FER

EZEN BIREHERT S EEMAIARIE, FW “B5”,

HRZE
o EHET, ATLERSEFMRERHUIESS, WTEFRT.
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= May 2018 v
Sun  Mon Tue Wed Thu

1 2 3
6 7 8 9
13 14 15 16 17
20 21 22 23 24

27 28 29 30 31

TODAY

& 0 S

Fri

T0]

Sat

12

19

26

MAY 10

Th15m

o UTFRBETIMEITMREE LHRE:
- SR BRAEESRIE N
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- BR BRAEBREMN
- “EBE” IoRERE: TEEHN, BRUER. 2FREHEES.,

< [l

Synergy 2018 Keynote — This Is How
the Future Works

www.citrix.com/SynergyTV
Tuesday, 8 May 2018
9:30 PM to 11:30 PM

000
[oX 838 ®
Join Meeting Dial In Running Late
From: Communications at Citrix
Invitees: 1invitee Forward

Reply All

ciTrIX

Reply

| o DS DS DA DA Y TR | N A 5. AP & TR DN P DN A4

& = 5 = & = 5L

EERMN, BHMEIRE BlW, ‘7. “GE7 M ‘T EENAE, IMNEHFAEE TR

KRAAZE
o ARG R N EohIR(FRE, WTEFT.
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M

All Contacts

Ea

14

2

=)

o BRXPEGIMETUMEREE LAHRE. ATURRILIETBUEREKR Ao

« EEBRARARN, LUITREETAUMERE EAIRE
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7z Android 8% £ :

- RIS BIRTEIBERRAR A
- BRI BIRRBEDSEEMBAIRIE, FIa0 “MMBERG". “H=" 5 R,
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5

£i0Sig& k!
- iR BRIRPRERAR A

L
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- HZ: BRASESCSEEMEIAIRE, F0 “HEHERAN” R MMBERHE,

"7 Add to VIPs

INTERNET

Work Email

ALIAS

Alias

FACETIME

FaceTime

‘L &f\
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=

AR

EMFR i0S ®E EWENKRRAN, BEFZBRAN, ARKRERFENRERIHMER, WTFERFRR.
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Secure Mail

Cancel

ADDRESS

Add Address

COMPANY INFO

Add Company
PERSONAL
Add Personal
DATES
Add Date
NOTES
Add Note

Delete Contact

™ i 2

Save

B

LS
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E R B LA SR EE I A UM R B A £ A IREN:

o HiF: BEHR B EES SIS R M E TR
o BER BRIZARRHM.

Secure Mail 10.8.20

« Secure Mail for iOS MAEZIFERREZEHITEMME ML, EXRESENFAGSE, BEREAT
i0S HIIRAEEIE,

« Secure Mail for iOS ZiFFEMHF @A, F=BATHREE Secure Mail FEFATITHR, GRS
WA LIER SR AEE. AT EEMNSHRIINETEPIENSHIIFSETS SIS, EXFMAER,
BRI EE A E,

FE
BT ARREHREEANTISESIHX AN ZTE, R VIP B @EMABa A,

+ Secure Mail for iOS M1EX#F RTF £, AJUEEHNEFIBHERREREGREE. GXIFAEE, BEH
RTF &%&,

Secure Mail 10.8.15

+ Secure Mail for iOS I35 RTF 2, ALUAEEHNEBEFHGSEDERRGNREE, BXIFHER, B2
i# RTF &3,

+ Secure Mail %z #f Android Enterprise, L(#i#53 Android for Work, @I L{7E Secure Mail #fE /A
Android Enterprise N AEFOIZEMMN TIEREX . BXF4MEE, ESE Secure Mail ## Android
Enterprise.

o EEHETFHFE, Secure Mail i ESMHMANE R, NMBXBEFETENRIMLES, Fi, SESBEFHIBLE
ZME% URL B9iBH, Secure Mail #iEiEsI NI LURBNABHHITE M,

+ Secure Mail X HIE. FXWIEEET OAuth SN ENIESAF BNBENEESER. hIFaE
¢ Office 365 ERAMZRMIMNE Active Directory Bt& S BI8IEARSS (AD FS) s & 14312112 (IdP).

o H0ER T MIFIEAEREERVMERE, BT LA ANIRER IR BN B AR B M TR

Secure Mail 10.8.10

o TIFTENERFHREMIE, Secure Mail for i0S Sz TENE FHB(EHItE,

« @A Microsoft office 365 i I8IE. Secure Mail for iOS ZHFIRIIE. HXWIERET OAuth £H2
WEHRIESAFREMBBNEESER. WX RFaESZET Office 365 MMM Active Directory Bk
BBMHEIERRS (AD FS) UKk SHiRMER (IdP), BX¥4ER, ESRAER Microsoft office 365 #i=
B3I,
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https://docs.citrix.com/zh-cn/citrix-endpoint-management/authentication/derived-credentials.html
https://docs.citrix.com/zh-cn/citrix-endpoint-management/authentication/derived-credentials.html
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Secure Mail

} =r

AR
tEAR AR #534 Endpoint Management 5 Microsoft Intune/EMS BY£ERE 5 B # UL IiE,

IERRAE3E R MIMNERIAIR) AD FS 8937 =Rz I8IE,

BRI E & E R aH

November 16, 2021

Secure Mail 21.11.0

FhrAH%HE AR 2 SRR,

Secure Mail 21.10.5

KhAFRAE EMEAREEERR,

Secure Mail 21.10.0
Secure Mail 21.10.0 HHE XA

Itk Fi%H B RiE R,

Secure Mail 21.10.0 +E2&ER A

 7£ Secure Mail for Android #, 7£i51T Android 12 Beta 4 89i8& H¥THRXE R PDF SCfdpt, XEI%ER S,
[CXM-98268]

« 7£ Secure Mail for Android /1, ITFEEHRAREGNEFHERIEERTARR, [CXM-99694]

o MFEHMELIHRE Wi-Fi MEBYIREIN, RERFIRREESR Secure Hub for Android, R TFHHEIE
B PIN |5, BRE%K, EXR Secure Mail 2R EMMKA B3, [CXM-100317]

« #4% Secure Mail for Android 21.7.0 [5, ERIEFERMETERES [CXM-100644]

KRIBRAFHIE AN EEE 698

A% Secure Mail 5 IRRRAFHIBEMBFMBEEERRE, ESFE Secure Mail BRI BIEERIFBIH EIEF.
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Secure Mail

= Secure Mail

July 17,2020
E7£ Citrix Endpoint Management (LLgi#% XenMobile) #EBE Secure Mail, 1EREB AT ENS BHTIRE:

1. "LU& Secure Mail 5 Exchange Server =t IBM Notes Traveler fRE5 2885 E—i#S, MimfE Secure Mail
5 Microsoft Exchange 5% IBM Notes R#5RE% . dNREFEMHZ IBM Notes, 158 E IBM Notes Traveler
BR$328. BB EA Active Directory i@ Exchange Server 5 IBM Notes Traveler [RE88:# 1T Z 143 30IE.
EXFER, E8A%M Exchange Server 5§ IBM Notes Traveler fR% 23,

BE.

Fi5%% Secure Mail 9B +5 IBM Notes Traveler (LLET#7% IBM Lotus Notes Traveler) E#,
Itk Lotus Notes £=AIhaELMAZ L, EHib, HEM Secure Mail HHIBRIARLE F I EBERT, &
F7£ IBM Notes Traveler fR55 28 EIBRIZER 4, MBRAFESENBRENH, ABELZEHHFME
EHRIBEEERITIRGE, &FX5FEK, [CXM-47936] BT fi#E* IBM/Lotus Notes WEXIREI, B&
L Citrix BEXE,

2. ALGEEERAM Secure Hub i#47 SSO, Jitk, &7 Endpoint Management izl &®E2E Citrix Files tk
F{ES, B Endpoint Management R 1E Citrix Files B9 SAML 1312 t12F, BEE& A Active Directory
i@ Citrix Files #1TH %I,

# Endpoint Management =4l & A& Citrix Files tkP {5 2 2B TFFA Citrix ®Pim. Citrix Files &R
im#N3E MDX Citrix Files R iR —REIEE, BXFMES, 1ESHE Endpoint Management iZ4| &
f2& Citrix Files sk 5 8 UATF SSO.

3. M Citrix T&uhs= T2 Secure Mail . mdx 324,
4. ¥ Secure Mail #m%l Endpoint Management #F2& MDX 5588, BXIFMES, BEBRAFINNAER,

=

AR

B Secure Mail 10.6.5 kg2, AILLH Secure Mail for iOS #1 Secure Mail for Android BZE#if9 MDX 934f
g%, Citrix WESHIBIBLUIRES = RAE, “Google Analytics By 4iE ER3)” HIRAFEIEEHRIEATUS
B RATIHEXE, FRERKE., HBEEZATFAFIEFRESIFENENIUBN AT, X—HREERT 28
89 Google Analytics 8%,

RILERBIRBENERRN, RITRUIENTRENHE, RINENTEFLBEEEZZMNABFRHQE, BARITFIER
BREMHER. MENASHEBBRLEE Google,
o REFIHER, OIMNRERGNRAE. NARFREMREES

B8, 70 ActiveSync kkZ# Secure Mail fR$ 23R4S
s FREENKIES, FI30 APNS EAt. #REESMLE, URKHETHEMBARS.

REFEAR, SHILRBIKENTERN, BRRETAEMENER. RNMENTE,
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Secure Mail

ficE Secure Mail

July 17,2020
A LUTE Secure Mail HEREHER LU TIHEE:

« Secure Mail 5 Microsoft Intune/EMS B9/

« @A office 365 BT B IAE

» Secure Mail W& MRS

« 5% Exchange Server = IBM Notes Traveler fR%528
o &ATF Secure Mail ¥ S/MIME

« (A Secure Mail #9 SSO

Secure Mail 5 Microsoft Intune/EMS FY5 5K

August 21,2020
B ILEER, EREBIUER LM AREEM(T Citrix Secure Mail, LURE%ES~H,

Secure Mail Z## Z#h Intune B2 &, ETT LU Secure Mail %1% 2 4 #h Exchange =% Office 365 #ff5. &
% B Endpoint Management 5 EMS/Intune 8% 5k, &5 Citrix Endpoint Management 5 Microsoft
Intune/EMS FEERL

Secure Mail Z#F LU TEHEEN:

 Intune MAM

« Intune MAM #1 Intune &N EIE (MDM)

+ Intune MAM L% Endpoint Management X MDM

+ Intune MAM L% Endpoint Management MDM #1 MAM

R FFRVEBFARSS 23

+ Exchange Online
+ Exchange Server 2016
« Exchange Server 2013

PR

Secure Mail AL HFETIERBNSHIIE,
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Secure Mail

BE:

Z7£ MDM &= L% Citrix Endpoint Management (MDM #1 MAM) &M Secure Mail, #MFEEFIRE
##y Secure Hub,

7 Intune & Secure Mail

R £ Citrix Endpoint Management MDM #xX{ FECE &a9EF 1%, M Secure Mail ¥ BzhiEs FTU F1HHAF
Bo

EEALLINEE, #M7E Endpoint Management #Hl&FEE B E X KK, BX¥MES, 2@ Endpoint
Management X#4fE2E Secure Mail,

5 Intune F3RERIINEE
LR Secure Mail 11885 &% EMS/Intune 89 Endpoint Management £ERAREA:

« Secure Ticket Authority (STA)

o ERBRER (SSO) A FHrHE

o EEIHIRIEA

« Citrix Files (I#i#57 ShareFile)

« S/MIME &M%

+ Microsoft = B REE

« R + 3 KCD SSO AEB Exchange Server

A Microsoft office 365 R IAIE

August 21,2020

Secure Mail &z##mE @ Microsoft office 365 B I IEME Active Directory Bt & B I0IEARSS (AD FS) &%
122 (IDP), HXWIERET OAuth £REMNS MRS AP BMEBMEEMER. £/ i10S 1&&M Secure Mail
BAEEZE Office 365 A LFIBRE TIPS HIIE. BR3 Secure Mail B¥, BAEIEFHERH#HTEHE
iE, MiBETRAEESEH#ITE M,

TEMRSIRIEZ AT, IRHITUATIRIE:

1. J9 Microsoft office 365 BRE#FHTIAIE (OAuth)
2. ERAIESERA Office 365 ik, URL AN IP #isbSEE, MHFEMSIEELIRERS. GXF4HES, HSHE
Office 365 URL #0 IP st5EE A Microsoft scid.
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Secure Mail

Citrix Endpoint Management HRXN& &M

7£ Citrix Endpoint Management =51 & 5 B B L T 5RES
3FFiE1T i0S BIRE:

+ Office 365 SAIIENEI: LERBISATaR1E Office 365 FEZE M, BIERA OAuth HHIHITHMHIIE, LS
BREBUANEERN A TE:

- FfEF OAuth: 7EikFEEHIEE A L RBHITEAR S HIIE,

- ¥ OAuth 5HFEMTBLEAER . ESHRIEIREERILERRER OAuth il AP &M% OAuth
TiRMAFRBNBBUKRSESHEIENS (F1E).

- ¥ OAuth 5EFIHIEBEEMER: WRE Office 365 BB NAITETIEBNIMNRIE, 1E6EM LR,
BINECE R T A OAuth,

Xt Fiz1T Android FYi8E:

o Xt 0365 EAMNIIE: EHHIIERREEA LI EEIEA OAuth il

o FIXIENBEEXAANE: HREATFENRIIERRINA R REFR R,

« Web SSO #im@E %K. FEAIKIEBEDRENEEDEESH OAuth M8, Xit, BRITUTERIE:
- %1 Web SSO #{TiBEEHEIKLGENFF.
- 7 “WRIHIR)” HKBEH, EIFEE - Web SSO £,
- MEBRSEEFTHRS OAuth BXMEMENSE,

iOS #1 Android & & AR

+ Al{5 Exchange Online 41 & : EAILSRESE XEE Btk P BYE A OAuth #lHI#1T S 4 I0EM BT E Ex-
change Online EHBMFIR, XZES I FRAIIE, 40 server.company.com, server.company.co.uks
HHRATUBEBRIAESE URL, BFREERNT. BRIMES outlook.office365.com.

o {5 AD FS £H%: ERILERRE X ZBE Office 365 OAuth BHIIEIIEHEZRAR Web TIEAIE (= AD
FS EMBFIR. LIRBESHREIER, Bl sts.companyname.com, sts.company.co.uke
MRZFIRAZS, Secure Mail EFBHsHBEFEZER, Secure Mail FIHMENRB S Office 365 BHIIELIE
FiBZIM Web TREIMEN B HTICE, HFREREEEER HTTPS thil. fl#0, sts.company.com £l
HH—NENEERPSME https: B, ENEAEEEFENERT, Secure
Mail ¥1E7 %1, BiAEHN login.microsoftonline.coms

+ Secure Mail Exchange Server: ERILLEEEEE X Exchange Server fysthit, A LUER L EREEIRIBENE
RTE XA AR S5 B3ttt S = AR S5 28 it

fEi%%& LRIFEEEES, Secure Mail for iOS M@ T HNWIEE A,

PR

o MNBREEEMNIMERERFNEIE, NWEEERAERT I0S NESHIZRBENINGE, AXESHEXBHAIEAES
B, %% Secure Mail =B,
s EIRBBITETIEBHNEMNIRIEEN, FXFZMKF,
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Secure Mail

Secure Mail %Bg

LUTFADRIE TRIE Exchange ERi4EMEZEER Secure Mail 588:

Exchange Ehitigh#s

Exchange Online

Exchange Ehtigh#s

Exchange Online

Office 365 B9 I8EH]
#/3¢ 0365 EAFHLE
b
*
H

Secure Mail Exchange
Server

Exchange #sit1E#13

7, Exchange
Online £#&

Outlook.

office365.com

a{5 AD FS Online E#,
£

ER
AD FS/IDP

AD FS/IDP

=B ME&RRS (I0S)

ity

Zsih. Exchange Zsitix
&=

Exchange Online E#]
£

*Secure Mail I EFETFBAFEES Exchange BRZEH.,

alfg Exchange Online
ENH

FEm

Outlook.
office365.com =&
URL

Outlook.
office365.comBE
URL

=&ML ARSS (Android)

it

7. Exchange #sithx
#l%&. ADFS/IDP ({XfR
=)

Exchange #sith A,
AD FS. IDP

R A P HEBFE 2T 2 Exchange Online, Secure Mail ¥ BahieMitb B, FHiRmsBPERFNKIE, Mt

FEMREHKS

Secure Mail 5 OAuth %iF5%

T&RFIE T i0S #1 Android &% _EH Secure Mail OAuth Z#5I%:

SRR

) aky ikt

FFIRIES

IDP/4h2B AD FS IDP/&B AD FS Azure AD
2 2 2
2 {¥BR Android &

Intune

1y I ]
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Secure Mail

Secure Mail WE &8RS

August 21,2020

Z 3@ Citrix Gateway iRl iR 538, EWHEERE Secure Mail WEEBBRSE. 1§ Secure Mail #m= Citrix
Endpoint Management (LL#i#75% XenMobile) /5, #&7E MDX M AREFRERIEBFREGE SRS,

F2E Secure Mail WE&RS
1. FREERZREESE Endpoint Management =41 &,

2. ERIEHIAR, PEREBRNF, BHEUARRF, % Secure Mail ZFERERF, RERERE.

Analyze Manage Configure
Dewvice Paolicies Media Actions ‘_\."‘I!TE'T il Enroliment F"(‘l‘ll-'_"i Ij{'h-.'-:-ry I:J"('ll.rlﬁ
Apps Show filter
= | & | 0
Add Category Export
lcon App Name Type Category Cr}
t[;‘ QE_Android MO Default 8
QE_ios MO Default B/
SF_i0S MAD Default af
& Web Link Default af
m SecureWeb, MO Default 10
@ Citrix Flle Amdrobd MO Default 10
E SecurehMail WD Default 1o
D = Securehail MDX Default 10
E SecureWeb MDX Default 1

3. £ MDX KEZIRBEEMN T AR S F, RIBFEEE I0S ;X Android F &,
4. ENREFLERS TR, REXRK.
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Secure Mail

Apps

MDX App Settings

Secure Mall Exchange Server
1 aApp Information

Sesture Mail user domain
Z Platform
Background netwark services

Background services ket expiration

Background netwark service gateway

fE&RMRsS8 MDX 2 iEF RIRECE

LU MDX R B2 5B ® M Secure Mail 5 Citrix Gateway. Citrix Endpoint Management fR$323. Secure
Ticket Authority (STA) BRS5 28 LUK BB 4 BRSS 28 HY3E =

WLRiFIE]: “MKinia” RERIEE Secure Mail EFFLUER VPN A0 8 MRIRS, REFREREESE A UL
‘@itz Internet,

o MRKMLIFEERIGE BT BBEEZINATME, WNEEEMERSHFIHH URL aTLG&EE Citrix
Gateway, FIFFEM AT LUERSIMED Internet, ZIMER T, Secure Mail iAiaiEid @& EZ R AR
o

o NRFMLEIIARESIZE NARIRS, MWETLLES Internet ERRFIMAZIXFRE Secure Mail FrERE. FER
VPN 5l fE 8BRS,

MDX o

1 App inforrmation e J

2 Platfarm . o« Shassf
MEteOri SCCETs

Secure Mail Exchange Server: i%i§ Secure Mail Exchange Server 588 E N4 RS ST 2 RERIR
% (FQDN),

SAMERS: “EAMERS” KIKIEE A FEE Citrix Gateway #1TiHRERFARS 21K, FIH ENBHIRK
BESHRERXNIKEOS, BREREZEZEHSTEMERTE. X THHRS S, @3 hostnameFQDN
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Secure Mail

:portnumber, #la0: maill.example.com:443,mail2.example.com:443 (ESZEZETH).

FEMERESMX: “EAMERSMX" LT Secure Mail BT 2ImR 4IRS 3819 Citrix Gateway. 3+F
Citrix Gateway #hilt, B3%: citrixgatewayFQDN:portnumber, ffl#l: gateway3.example.com: 443,

EERSEIEIHABEE: LREIEERAMNERSZ/NAENEA, H Secure Mail i&iZ Citrix Gateway E# ZIHB AR
22384, Citrix Endpoint Management &% H—1MNATIEERIAZMH RS SN, IRBHERE Secure Mail
AT AL ShE 2 RIRIFFEERTIEl, SR ZTELTENRS, WAREEATEHEIENHLEHIEETIMARSS. 8
HEEREIE, ARSRERERUERTTE, WEMNEINMER 168 /MY (7 X)),

BXEEMRSH MDX N ABEFREEIIFAESE, B0

« &FATF Android B9 Secure Mail I BiEF18 & FIR
o IEATF i0S 19 Secure Mail N B8 B 5HER

TEERTEER AR L RS ARIER

Background
network service

Background

network services

gateway

Citrix Gateway Mail Server
I Background
I services ticket
I expiration

XenMobile Server or
Endpoint Management

UTEEERT Secure Mail SRS B[IER LR, SMEREREXKILENTIR,
BERERTIERHARSS 28
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Secure Mail

Secure Mail direct
Ito mail server

Mail Server

BEREREIER AR S5 2RAI SRR
o ML&IIR: MRS
SNSRFILR I A “RERE”, ML THREETFER:

« EEMERS: TEA
« GERSEEIHEE: TER
« EEMERSMX: TiEM

Bid STA EREZIBpAHARSS 25

Secure Mail using
STA to access mail
server :

Cltrix Gateway

Mall Sarver

XanMoblle Sarver or
Endpoint Managemeant

@i STA &2 HR AR SS B3 AVERER .
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Secure Mail

o ML BT EEEEE NI

o FEAMEBIRS: mail.example.com:443,maill.examplel.com:443
c FERSEEIEHEA: 168

o FEMBIRSMX: gateway3.example.com:443

AR
Citrix Zi¥ Secure Mail /3 STA i&E#E, EA STA EEIHFKNENSIEERZ,.

BX STARFAER, ESMAL Citrix HIRF L E,

%k Exchange Server 5 IBM Notes Traveler fg5523

July 17,2020

77 fE Secure Mail 5HBH4ARS 2 FFERY, ATLUE Secure Mail 5 FAHMLEH DK Citrix Gateway EEH
Exchange Server 3 IBM Notes Traveler AR5 83185 M.

o EfE Secure Mail WEEIRS, E5#: Secure Mail WEEIRS,
« EJ Secure Mail i2& IBM Notes Traveler fRs38s, i550%: 5 Secure Mail i & IBM Notes Traveler g

i
BE.

T34 Secure Mail ra9iisf+5 IBM Notes Traveler (LAgT#5% IBM Lotus Notes Traveler) FE#, It Lotus
Notes BE= AR YRIAZ L1, Eib, ZHIMsS, HEM Secure Mail iR BB, & A7E IBM Notes
Traveler fR55 23 EMIBRZ#BH, [CXM-47936]

E 7RG % IBM/Lotus Notes WEHIFRHI, 52t Citrix EEXE,

EHixEATF Secure Notes #1 Secure Tasks, 1Bi&5FE, Secure Notes #1 Secure Tasks EF 2018 £12 B
31 BREI4Em AL SR (EOL) K&, BXiFAEE, FSHEOL MIEFRANNAER.

« Z[FF Secure Notes for iOS, ERKHS Exchange Server &£/,
« % Secure Notes 5 Secure Tasks for Android E%, &fEHE Secure Mail for Android g/,

¥ Secure Mail. Secure Notes #1 Secure Tasks 7%/ Citrix Endpoint Management (LL#1#739 XenMobile)
&, EREEIRSE MDX AR SR E PATRECE MDX 5K,

AR
Secure Mail for Android #1 Secure Mail for iOS 3% 5 Notes Traveler R 285 EM B KR, HlH0:

https://mail.example.com/traveler/Microsoft-Server-ActiveSync,

TEBN Traveler REBEESH Web i #INIE Domino Directorys
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Secure Mail

73 Secure Mail &2E IBM Notes Traveler fR553:
7z IBM Notes g, #HiscEE IBM Notes Traveler RS2 8EEFE Secure Mail, ATiRME T IVECBENZEE
MAEFKER,

BE.

MR & Notes Traveler fR55 286 A SSL 3.0, WA E, SSL 3.0 @& —& A Padding Oracle On
Downgraded Legacy Encryption (POODLE) &HRRE, XE—MaaAKRE, FmEEsIER SSL 3.0
MRS B3R AR, AT R POODLE MH5INMRR, Secure Mail BRIAZA SSL 3.0 3%, HER
TLS 1.0 E#£2IARSS %8, Ak, Secure Mail FTixE#EEIMER SSL 3.0 #9 Notes Traveler fR$538. BXEINM
R ERNFMER, 1ESREM Exchange Server 3¢ IBM Notes Traveler lRS8s7 9 “E2& SSL/TLS 24
&5 B,

7£ IBM Notes iri84, #%77ischiE IBM Notes Traveler fRs3 284 8E26E Secure Mail,

TEERT—NrFIEZES IBM Notes Traveler fRs325%0 IBM Domino BR{4ARSS 23 FIME SR EE Mo

External Nebwork DMmZ riterrial Network

e

@
e
=

EMERSHER

« |IBM Domino #R5ARSS2S 9.0.1
« IBM Notes Traveler 9.0.1
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Secure Mail

SR IIEY

« Domino #uERE
» Lotus Notes HpI8EHY
o RERRBMHIGIEINY

mHER

+ Exchange: Zkik SSL %07 443,
+ IBM Notes: f#Ri#O 443 =#F SSL, BIAMERT, EMAIHA 80 Z#FE SSL.

f2&E SSL/TLS 2245

Citrix 3t Secure Mail #1778, BRTHE “EB” FEEWMHFRA POODLE IFH3IANRKHE. MREH
Notes Traveler fRs383f#M SSL 3.0, Eitt, EERERE, BINARRSS %27 IBM Notes Traveler Server 9.0 £
#EATLS1.2,

IBM £ 7 —&E#12F, ATFBELTE Notes Traveler R 2RSSR FIRS I/ BEFER SSL 3.0, ZEHERETF
2014 £ 11 A%%, YEALLT Notes Traveler RS #hAMhiEEEEHEE7EMN: 9.0.1IF7. 9.0.0.1 IF8#18.5.3
Upgrade Pack 2 IF8 (i B&EFRERRMMAF) ., BXZENHEFINFEMEE, ES1W L082423: DISABLE
SSLV3 FOR TRAVELER SERVER TO SERVER COMMUNICATION (LO82423: 3t TRAVELER ARZ2:3EIARS 288
S2/A SSLV3),

S—MRRAE: ¥ Secure Mail #in2I Endpoint Management BhEt, 5% “EiERSKF” HIEER AN SSLv3
M TLS, BXUIRABENRMES, ESHE Secure Mail 10.0.3 FEIAZAE SSLv3 i,

TRET HEERLERT” FRE, RIRERFZIEET Secure Mail ZiFMIMIN, EAIARHEEARSS 2804 F1 0 BT LU il
TRERTEERS2EKFJ SSLv3 # TLS BF Secure Mail Z4Fr17HI

BERGER SSLv3 TLS
i0S 9 XES s = Z
Android M Z &Rk 2 Z
Android M #1 Android N = =
Android O & =

TRETRTEER2%3H7 TLS B Secure Mail ZHEHIMHN,
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Secure Mail

BERGER SSLv3 TLS
i0S 9 XES s = =
Android M Z&ifgkR 7 S =
Android M #1 Android N & =
Android O ] =

BiE Notes Traveler [R5
U TEES IBM Domino Administrator % P imsBECE B E AN .

« 22 Internet BHRIEIZE R “Fewer name variations with higher security” (2#E4ELD, 224
&) RERTR UID ButE| LDAP S1338iE X85 AD User ID (AD BF ID).

« NOTES.INIZE: #11 NTS_AS_ENFORCE_POLICY=false, Xt¥8]lit Secure Mail ##&= Endpoint
Management 12, MAE% Traveler B, LIEBAAES UFINEFBEHR, BLE % Endpoint
Management ZEHigENEE,

o EFMN: Secure Mail ZEiFz1F7E IBM Notes LERRF MY SyncML WU RHITHENE&ERP. Secure
Mail @2 Traveler [RE233HAER Microsoft ActiveSync thil[E¢ “BRfE”. “BF” M “BEREAN” B, 0
B% SyncMLsgsEAEEY, W Secure Mail AEEE Traveler Bt MEiE,

« Domino EREE - Web Internet 15:5: &= /traveler B “SiZSHIIE", UZAETFRENS KL,

iEFATF Secure Mail #9 S/MIME

November 30, 2020

Secure Mail £##F%£ /2% Internet 8R4 B (S/MIME), itFEA R UNHRE#HITEZMMNE, UWResket, %
ZaERE ARFHREZSHSIRINEGEA (MEERE) K20, BANER, BRATFEEESIEBNKREATH
RS

Ax S/MIME B34RE R, 5288 Microsoft TechNet,

ER&RF, X$ET Secure Mail TEiRERIERFHZHEF S/MIME Ihig,
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S/MIME Ih&e i0S Android

BFEMREEFER: EaE X

Secure Mail 52 FNE=5K

FHMREIEFEN. BHSHIE

HIEFENEAFIEE LN S5

HIZF N AEFRHIES. ZNA

BFEIEB4AZE Endpoint

Management #Z=R&E (BT

FIESRLN AREFRIENR 17 E

Xiz®), Secure Mail NEZRERE

FIREGES. BXFAER, EFS

H58F B HREEZFER.

IREEIE I Secure Mail Z#FERIKE IR
FIEBRE. BXRIRESENIEA
=8, BEBRERT I0S WIRERE
2o

WBEEBE TGS RIES: @EgBEF X X

ER 3 RIEHE R E ST BIE R

1R, AEMERXLRRIERAFIE

Po REHARIBERE, SHAR

IR, REETBEFHEEELE

(R, Z/aRPTE Secure Mail

PITHZEBFEEGHSNIER,. B

KIFMER, ESINEE B FHpH

D EIEB,

HEISNERE—RNES: X

Secure Mail MEBEERATF

FTREME, ABEHSNIERH

BHIAR, MRIEBAFEEMM

B, NRETAFPBES N,

S5HF S NREIEFERK

TEETRTIEPMEFEEHIRMIEFENEZE Secure Mail HERR, HEIE Secure Mail 5ZEHNE=ZFRFS

PR HIZ SRR IS IR L [R) R
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Secure Mail

User device

Identity provider Identity provider

The identity provider host verifies user identity and sends
certificates to the identity provider app on the client device

Using the Worx API, the identity provider app sends
certificates to the shared vault.

e Secure Mail gets certificate from the shared vault

MDX #Z=REERATEFHEHBEARFHE FIMIEH) WRLFMXE, X2 Endpoint Management X##y
MR A LA RHEEREE,

WEFMN

Secure Mail &#5 Entrust IdentityGuard s/,

FCES
1. EEBHRHEFNAEFFBHIRHALRF:
« BXR Entrust LIRS .ipa #1747 8.
« fE/ MDX Toolkit TR AEF.

MR ABEE Endpoint Management IFIESMNBREE T IR T2 IR MRAH B P BB IR B2RF, &
IR AR —R 2R (D, BRI AR Secure Mail #RiERMTIRE S X1,

« BRARRFERME Endpoint Management #i§HE &% Endpoint Management A&,
o SHEHMAFLHM Secure Hub RESHRMIEFNARRF. RIBEERMHSEAREESBEXIIE

=4
~Fo
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Secure Mail AJgESIR AP REILH, 5E&%E Secure Mail ieEHER S/MIME, BEABURTFEINMA
ET—4BHA Secure Mail B2& S/MIME %88, X MITIEMSEERE Secure Mail fori0S EEA
S/MIMER#ITNEB,

2. ¥ Secure Mail #1102l Endpoint Management BY, &ESHEE LI THRE:

« ¥ S/MIME IEBREMEENHZRERE, WIRERT Secure Mail BEREBHNHFT B HIRHIEFFE
EEAZREFEFENER.

o BEEXBE Secure Mail 3182 S/MIME, EEE “EXE5h Secure Mail 32+ /= /A S/MIME”
g, ZEREHRZREEPEEIERA Secure Mail EFEA S/MIME, N8:&EIEH, Secure
Mail BiRREFASNIER, MRKEMIZFKEE, BPAIMTE Secure Mail i&EFEA S/MIME, BRiAtE
AT, Secure Mail FEH S/MIME, XFRTAFXAES Secure Mail iIREEHA S/MIME,

ERRERERE
ALUAERKERERAESHF B IRHMIZFISEM.

¥ Secure Mail #m%l Endpoint Management BY, &% “S/MIME IEH3RER” HKIRE B AREEE. BXRER
BEEAESR, B2RERT I0S WIREEE.

8 B F R0 RIEH
AILUBE B FEHFRAR N RIEBRAESHFEMRMEFERRERRERE. KARFERTRIBOATIFHANT
BHLUTERDS R

1. ERRSHEEEBA Microsoft IEHARSH Web SEMHIIE IS FHSHBIERE.

2. SUBIERER, BFXYBRFHAEESH#TEIMNME, EAXERRIERAFIER.

3. REAWIDIES, ARSHAAIESFEIBFHERELESLAF,

4. AP Secure Mail RITHBEFEIMEHSNIEBR, wWik—Fk, IEHBNTARTF Secure Mail, ENIFREHIE
S/MIME #9 i0S Ee& x4,

WEFN
AR BV BRE T LA T A M

+ XenMobile Server 10 RE= A
« 2% Citrix Gateway (UA#i#F7 NetScaler Gateway) hgas
« Secure Mail for iOS (&fEkRZ<7 10.8.10). EATF Android i&&H# Secure Mail (Rffhk4 10.8.10)
« Microsoft Windows Server 2008 R2 s{E& kR4, H#i& Microsoft IEHBARSS AIERIEHMAN (CA)
+ Microsoft Exchange:
- Exchange Server 2016 Cumulative Update 4
- Exchange Server 2013 Cumulative Update 15
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Secure Mail

- Exchange Server 2010 SP3 Update Rollup 16

F2E S/MIME Z&f, B TH&ERME:

« FahEiEid Endpoint Management FEY RIS & SRR M NG & RATRIEBARIEIER, BEXFMES, &

S TR E R,

o MNREEFEREARSSEPBRFEFRR Exchange Server B ActiveSync iE=R &, BHITUTIRME: ¥

BIRIEBAPEIE R L EEBRHIRE Lo

B Microsoft iE£AREH Web

ok w e

RIBETH, AREERSHEER,

£ Active Directory I BiRE T, EEREEREIIHMAN Web 5+,
MRFE, BFEFRFNAGRSRLEEBMAYME Web i,
ERIFBRAL N Web 534, RE8EET—%,

RETHE, PHXARTH.

I IS RS HIEIERE

« MRAFERAPIERH Web JEfftihs (i, https: ) R HTTPS

RSB|ES (TRAIRMA) #HITRIP.
Web At s Fuisid HTTPS s#17ih1,

1. RAEETR, AEEERSHFEES,

N

10.

o N o s W

£ Web Az5523 (1IS) FiA GRS Ti#TER. RIIRTERER P IHIEBIME SHKIEAN IS TP HIEHH
SEMHIIE, MRKRE, BREXLEACRS.

®IAEETH, SAE%EE Internet Information Services (11S) &2,

£ IS BEEREOMAMEIEF, ERIET IS RHIRIARSB[LHHIT Web S+,

B E BRI,

#yf® Active Directory ZFIHIE P EMIIEIEENEEA.

BHAMBEEHHLES > Microsoft Internet Information Services 892N 5 > 487,

WMEBEREFE HTTPS 457, BEHRIM—1

#2IBA Web 552 E T,

B SSLIGE, ARRLESEF RIS,

BIEIIEBER

BN BT HTERMMNE, Citrix BilfE7E Microsoft Active Directory SEBIREHEEIER. WRAXFTE
B EAMEEAEBHFENEIES, WIS SR IERH AN,

TS BEIERMANAG (CA) BRS5 28 LS FIEBRIR:

+ {X Exchange €& (BF%®)
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Secure Mail

+ Exchange BP (BFmM®)
1. TFEBMANGERSE T,
2. B CA, AEHINEPER,
3. BEEAER, ARRHER,

4. % “(X Exchange £&”7 &iR, 7EIER L2 HRAGR, ARRHEHIER,

B Exchange Enraliment Agerit (OfFline request)

-——h . Exchange Signak

o Exchange User
5 msec 2 Tasks »

E PSec (Offine reg Y
& Kerberas Autherit e
3l Key Recovery A3 Help

& OCSP Resporse ST
) RAS and 1A5 Server

H Rock Certification Authority
3l pauter {Cfflime reguest)

Windows 2000
Windows 2000
Windaws 2000

Windows Server 2003 Ent...
windows Server 2003 Ent...
‘Windows Server 2008 Enk...
‘Windows Server 2003 Enk...

‘Windows 2000
‘Windows 2000

S Centificate Templates {ad.training.l. | Template Display Mame =~ | Mininuen Supported Cas | version [+
| Administrator Windows 2000 4.1
& Authenticated Session Windows 2000 3l
& Bask EF5 Windows 2000 3.1
Heca Exchange ‘Windows Server 2003 Enk... 1060
& CEP Ercryption Windaws 2000 41
& code Signing Windows 2000 31
& computer Windows 2000 5.1
5 Cross Certification Autharity Windows Server 2003 Enk...  105.0
3 Directory Ernail Replication Windows Server 2003 Ent...  115.0
3 Domnain Controller Windows 2000 4.1
3 Dormain Contraller Aubhenkication Windows Server 2003 Enk...  110.0
3 EFS Recovery Agent windows 2000 6.1
& Ervoliment Agant ‘windows 2000 4.1
3 Erroliment Agent {Computer) tfinciows 2000 5.1

‘Windows 2000

4.1

7.1
a.1
7.1
110.0
103.0
1010
1010
5.1
4.1

5. PEREREM.
6. #Ed7E Active Directory o A #iF B E #E1E,

AR

INRKiEH7E Active Directory FEMIEHEEIE, AP SAFHNEFAAIES (UWAFERMNMNE),
FAFRILLET Outlook HRFE Fif > FEFL > BFHIHR M > K T2 [ 5IRKEM,

© 1999-2021 Citrix Systems, Inc. All rights reserved.
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Secure Mail

%M Exchange Signature Properties Ed

Superzeded Templates I E stenzions I Security | SErver
General | A equeszt Handling I Subject Name I |zzuance Feguirements

Template dizplay name;

|><I'-.-1 Exchange Signature
Minimum Supported Gz Windows Server 2003 Enterprize

I: ME schangesignature

W alidity periad, Renewal period:

[ Dfsems =] | 6fweeks =]

¥ Publish certificate in Active Directary

[ Do rot sutematicaly reemroll if & duplicate certificate eists in Active
Directary

For automatic renewal of smart card certificates, use the existing key
if & new key cannot be created

k. || Cancel I Spply Help

7. BEBRMIBEDTR, AFREUTSH

- BWN: &R

o BINVESAAR: 2048

o “RATFSHIE? BIXE: %P

o CHHEBFERAERNTEAPBAN? S%iE: %
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XM Exchange Signature Properties

" Genesdl  Fequest Handing I SubjectMame | lzsuance Requitemerts

Supenzeded Templates | Estensions | Securty | Sewver |

Fupese: | - |
I™ Delste revoked or expired certificabes [do not archive]

I indluge symmetnc algoerbme oflowed by the subject

T Achive suz{ects enciption pivate key

Mnirnum ke size: IQI]-!EI 'I

¥ Allows private key b be exporbed

D thee Talowing wibiern e subject it ernaled snd when the privale key

associaled vith the celificals is ussd:

% Ervol subject without requing any user inpué

" Prompt the wser duing eneoliment

¢~ Prompt the uses during ervollment and iequite user nput when the
prrvate key iz used

T chooze which crptographic service pronaders C5Ps
|C5Ps] should be used, chick C5Ps. =

ok |[camel | con | Heb |

8. BHEZ2MAENR, FARAFRET, BERANEEISHNEIENAEF (HFAFHNEMEZ2AE), ko, FiES

VEEEI S MIIEAFRRT, RN R IRERALER B iEE,

© 1999-2021 Citrix Systems, Inc. All rights reserved.

90
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™ Exchange Signabure Properties

Gereal ] Request Handlrg ] Subject Name | lssuence Aequrements
Supesseded Templobes | Extenions Secuiity I Server

Giliowg o LiEr names:

Adrmrrziiabor [AdrerssatonE@inaning lab)
B2 Doman Adming |TRAINING D coman Adming]
52, Enterprise Adminz [TRAINING*Entemiise Adming)

: |B

ooooo|f g

Penmizsiors: fon Authenlicated Llsers
Full Control

Read —_—
—_

Walnhe
Enrall
Butoernol

OoEOEO

Fan zpecial permissions or adwanced seftings. chick Advanced
Advanced

Leam shout access conbiol snd permissions

ok | [ caee | oy ] Hels

9. WFHMAMFFILE, BREMINLE,
10. EiEPiEIRH, g Exchange AP, AREELE 4319,

] Certificate Templates (ad.traning.} | Template Display Name = | Minimum Supported CAs [ Wession [«
5] Admiristratar Windows 2000 4.1
5 Authenticated Sesson Windows 2000 a1
5 Basic e93 Windows 2000 il
H ca Exchangs windows Server 2003Ert... 1060
3 CEP Encryption Windows 2000 #1
H cade siging vindows 2000 EX]
T computer Windows 2000 5.1
5 Craoss CestFication Buthorioy Windows Server 2000 Ent.., 1050
= Directory Emall Replcation Windows Server 2003 Ent...  115.0
H pomsin Cantroller windows 2000 4.1
5 Domain Cortrcller Authentication Windows Server 2000 Ent.., 11000
5 £r5 Recovery Agent windows 2000 6.1
H Ervoliment agent wiridows 2000 4.1
5 Enrolmeant agant (Computar) Windows 2000 5.1
= Exchange Enroliment Agent (OfFine reguest) 4.1

| Ex:h-:rqc Sagristure Only

6.1

:I IPsec (off

5 kerbaros ¢ - Windows Server 2003 Ent...  110.0

B key Reco, Troperties wiindows Server 2003 Ent...  105.0
Key

:I QOCSP Reqy Windows Server 2008 Ent..,  101.0

Helo

B pas and 185 Semmr Windows Server 2003 Ent...  101.0

5 root Certification Authority Windosws 2000 5.1

H rauter (Offine request) Wiridows 2000 4.1

N | M PSR

STFHE “Exchange AP 1k, EERSRBRIRERNBINEE.
11, BEHFRABAT R, ABEKEUTESH:
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Bi9: =

RNVERA/N: 2048

“RITFSHFAR” SRIE: &R

COERMERERENTEARBAN? SFE: %EHh

XM Exchange User Properties ﬂ E

~ Superseded Templates | Estensions | Secuity | Server
General  Heguest Handing | Subject Mame | Izsuance Fequiements

Plipose:

T Delete revoked on expred certificates [de not archivel
V¥ |nclude symmetic alaorithms allowed by the subject
[ Aschive subgect's enciyphian private key

B inirriurn key size: |2[|4E: vI

[+ Allow private key to be exported

Do the following when the zubject iz eniolled and when the private key
associated with this cestificate iz used:
* Epvoll subject without requiring any user input
™ Prompk the user dusing endoliment
Prorpt the uzer duing ensoliment and require uzer input when the

private key is used
To chooze which cryptographic service providers
[CSPs) should be used, chck CSPs. CSPs... |

oK ‘ Cancel |  “opl | Help |
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%M Exchange User Properties HE3

General | Request Handing | Subject Hame | lssuance Requeements
Supesseded Templates | Extensions Secuity | Server

[GFaUp OF USET R&mEs:

r:_-f-, thenticated L zars
Sadminestrator@iainivg. lab)
52 Domain Admirs (TRAININGA\Doman Admins)

‘;JJ Enterprize Admins [TRAININGA\Enterprize Admins)

Add | Remove |
Permizsions for Authenticated sers Allow Denp
Full Contral O O
Read —H |
Write O O
Enroll —» O
Suitosniol O O

For special pemissions of advanced seftings. chok Advarcad |
Advanced,

o .
oK, | Cancel I I {ielf |

12. MERBBIRTRE, BSUMAMMEBER. RHEIE, ARRHEMAENESRIR.

:—. F‘e!ﬁding Requests E Directory Ermail Replication
| Failed Requests E Domain Conkroller Adukhentication

- w Manage E EFS Recovery Agent

L T o ot

Certificate Template to Issue

Yigty k|2 Web Server
Camputer
Refresh Lser
EEEHE LIBG . Subordinate Certification Authoriky
Help Adrninistrator

BEXRAAIES

32 userl EfEI Web SEMBIE (0 https://ad.domain.com/certsrv/), 232 RNRIPEBEFERE
ZRBEBRANMIAFIES: —NMEBATER, S—MATNE. IUAZE@ET Secure Mail /A S/MIME #Eth
WA ESEHRITHERNTRE.
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7£ Microsoft iEBARSS L# Web sEMis (30 https://ad.domain.com/certsrv/) LEBFEEMUE
BREFERMMBENAFIES. S—MAES, BIARKAEERILIEEN A AREE BshiE.
1. ##EF Windows Bit&E#H £, $TFF Internet Explorer 3% 2 Web it s LUER B P IEH.

AR

SWMERIERIRA R ERUBIERIER.

Connect to ad.training.lab

.

Connecting to ad. training. lab,
User name: |E training\user 1 =l J
Password: [oonnnnnesl

[” Remember my password

ok | conce

2. BRE, BHERIES.

Microsalf Actve Deeclory Cerlificate Senices — training-AD-CA

Homea

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By
using a certificate, you can venfy your identity to people you communicate with over the Web, sign and

encrypt messages, and, depending wpon the type of cerificate you request, perform other security
tasks

¥ou can also use this Web site to download a ceddificate authorty (CA) cerificate, cerificate chain, or
certficate revocation list (CRL), or to view the states of a pending request.

For more information about Active Directory Certificate Senices, see Active Directory Cedificate
Senices [ b

Select a task: 4 "

Wiew the status of a pending cerificate request
Downdoad a CA cenificate, cerificate chain, or CRL

3. BEHESRIERER.
4. BEHeEHPI CAIRR—MER,

5. ERATERNAAIES, ERSENERIMHBANENAFIRE, ARTERBRZL, #%EF PKCS10,
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LB BRZIER,

Microsolf Actee Dine Car ale i% Lrasming-S0-Ca,

Haorma

Advanced Certificate Request

Cerificate Template:
| *M Exchange Signature = | sff——

Identifying Information For Offline Template:
Hame: [user!
E-Mail |usar‘|@lraﬂnlng lab

Campary: |Citrx
Department: |Supp-:|rl Readmass

City: [FTL
State: [FL

Country/Fegion: II.IS

Hey Opticns:

& Crogte new key set  © Usa existing key set
CSP: [Microscl Enhanced Cryptographic Provider vi 0 =]
Key Usage: & Signature

Koy Size IEIHE :::1?3: fmmimee by sizes: 2048 4050 3192 10384 )
& Automatic key container name  © User specified key container name
[ Mark keys as exporable
™ Enable strong private key profection

Additional Options;

Request Format: © CMC @ F-‘I{CSW-*.________-—-
Hash Algonthm: I-ahnl 'I

Only used fo sign request.

™ Save reguest

6. BEREILES,
7. BIAMEBRER.

Microsoft Active Directory Cenificate Senices training AD-CA,

Certificate Installed

Your new cerlificate has been successfully installed.

8. ME, ALUMZEFHHENESHITHERTE, ER—THAFER Web IMitmmERT, HETEE
LUBRHTIES,

9. EFBTMEMRR, AERANSE S5 THERNAFIRE.
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Microsoft Active Directory Certificate Semices

- training-AD-CA

Advanced Certificate Request

Cerificate Template:

|AM Exchange User =] g

Identifying Information For Offline Template:

Mame: [usert
E-Mail: |l.|sar‘l@'l.fa|n|ng.lah

Company: [Citris
Department: |Euppnrt Readiness

City: [FTL
State: [FL
Country/Region: |US

Hey Options:

@ Create new key set T Use existing key set
CSP: |I'I.I'I|cm5|:|ﬂ Enhanced Cryptographic Provider v1.0 j
Key Usage: ® Exchange
Key Size: [2048 " 2% (common ke sizes: 2048 056 0152 18384
® Aulomatic key container nama

[+ Mark keys as exportable

™ User specified kay containar name

[~ Enable strong private key protection
Additional Options:

Request Format: © CMC & PKCS10 e
Hash Algonthm: | shal 'I

Only used fo sign request.

" Save request

10. MRIEPREMRT), REEERTHRANEE, AS—MEIBFRPER—XBFIEP. KARFIREERNEE, A
“User2” £l —3HEH.

AR
AR ERE—MET Windows FIHEN, 1 “User2” iERE ZIHEF.
WIFE & mEIES

1. AREEPERTEIRAAEEXHR, 1555 Active Directory AP itEN > EF > SR
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- Active Directory Users and Computers

File  Action

a7

| Active Direc Large Icons
[+ | Saved:¢  Small lcons
= 3 training  List

(|| Buil » Detail

[+ | | Cor

]

Diop sers, Contacks, Groups, and Computers as conkainers

=l |=.;.,| v Advanced Features
| Las llker Opkions. ..
- Mar )
i Cuskaomize. ..
2. REAPEY (&FRBIFK Userl), ABERELFBINERET R, EHERMERHITHE. GXEAIURITES
MEBEEERIHAE.
userl Properties
Secunty | Envirorment | Session: |
Remote contiol I Remote Dezklop Semvices Profile
Petzonal Witual Daaklnp COR+ I Attibute E ditor
.!u:s:uwi | Profle | Telephores | Drganization |
Publizhed Certificates lh'll:ml:u:rl:lf | Passveord Replication | [Diakin | O bject
Lizt of %509 certficabes publizhed for the wser account
Caluzen frammgal-Ca  Secure Emal a0
_;;J uzerl trainirg-&0-Ca Secure Email F200
4]
Add from Store | Add from File Foe i
0K | Cancel | 2o | Hels
TEZRTBAFMELRFapHERIER,
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Certificate =

General Details |CertiFicatiDn Path I

Shove: | <= j
Field | Yalus | :l
_ﬂ Authority Key Identifier keylD=f3cl 57 6aS5d 77 b7 €.,
141 | CRL Distribution Paints [1]CRL Distribution Polrk: Cistr, ..
4| Autharity Tnfarmation Access  [1]Autharity Infa Access: Ace, .,
e Erhanced Key Usage Secure Emall (1.3.6,1.557.3.4)

ol | v

Palic. .

kKey Encipherment (20)

= L al I
B e d‘l'gm TCFTTTT ST L

|| Thurnbprink fAc586 3497 aa b2 784730, =

k.ew Encipherment (20)

TEERT BT B FHRHHITERIIES,
Certificate

General Details |CertiFicatin:|n Path I

Show: | <pll= j
Field | Yalus | :l
1] ' Authority Key Identifier keylD=f3cl 57 6a5d 77 b7 €.,
11 |CRL Distribution Poirts [1]CRL Distribution Polnk: Cistr, ..
4 | Authiority Tnformation Access  [1]Authority Info Access: Acc,,,
41 | Erhanced Key Usage Secure Emall (1.3.6,1.55.7.3.4)
. lcakion Palic Application Cerkificate Palic...

Lll ation Palicie

-_: TRUMBPFINE algor khm shal
Thumbprint BecS A6 3337 M c3blFPhE ... -

Digital Signature (800

BEEMEBPHRERNMNEZIER. AL Active Directory BAFIITEN > BAEM TEEIFLLES,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 98



Secure Mail

userl Properties [ 7] =]
Secuuity | Erwvitanment | Sessiong:
Remale conirol | Remote Desklop Sewvices Profile

PesonalVitual Deskiop | COMe | Arbute Edbor
smecal | Addiess | Accourt | Profie | Telephones | Drganization
| Membes 0f | Password Reglicaion | Diakin | Obiect

gl uzent trainng-A0CA  Secure Emal T
ol userd ranmgADCA  Secure Emal A
| | 1|

View Cerhificate ..

Add from Stare I #dd fram File Remaove Capyto File

ok | cemeel | el | Hew |

Secure Mail W tEAR 21T LDAP &K E userCertificate BAXNREM, E0] LUEE 4RSI
T gt E, WREFERT, SAFMBNAFIEREIR, Secure Mail BLENE (SRS) B,
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Publhed Cettiicales | Member0i | Passweed Replieation | Diakn | Obect |

Secuity | Emwirarmert | Sessions
Remale contiel | Fremobe Desklop Services Proile
General | Addess | Account | Frofle | Telephores | Organzabion |
" Passonsl Vielusl Deskiep | CIIM+
Artiibutes:

Aftiibute | value «|

uid crat sl

udHumber cnal sel

unauthOiig il gel:

unicodaPywd nal gal

unisHomellinachony <rat sety

urisll seiPagsward <rial sels

urimeigeddils <l sel

ull <nol el

uzapdccounti”ontol 0x10200 = [ MOAMAL_ACCOUMT [DOMT_E

scat et kol o el

ugeilaibhcals WELY

psaiPaiameta ol el

uzarPassond Cnot sed

uzmPECS512 ot sty

4 - ' 1

o3
_ Ea | L

oK, I Cancal | “ooh Help

SHAFIES

LS 2R A.PFX (PKCS#12) 18X SH “Userl” #l “User2” BRERIS U KRFATH, SHET, JEFi@T B FHpH & IRAE

F Outlook Web Access (OWA) B9,

1. 77 MMC f=Hl G HERNES - HaTAFEEET. Z8EET “Userl” 1 “User2” BT,

= Console Root \Certificates - Current User\Personal\Certificates
| Console Root Iz=ued By

= Ll Certificates - Current User Tpluser1 training-AD-CA
= [ Personal iLISeEr training-AD-CA
| Certificates Taluserz training-AD-CA

6] Trusted Root Certification Authoritk | =] o training-AD-CA

[# | Enterprise Trust
[ [ Intermediate Certification Authoritie

2. AGRBEHIES, ARREMEMES > S,
3. &FRE, FHALAURHIH.
4. ERMRAIEE, BFIEBRETOFAEIEBNSEHRET REIEEEE,
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Certificate Export Wizard x|

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
' DER encoded binany %.509 (.CER)
| Base-p4 encoded ¥ 50000 CER)
' Cryprographic Message Syntax Standard - PRES #7 Certificetes [ PYE)

7| Inclirde &l certficates in the certfication peth F possible

% Personal Information Exchange - PKCS £12 (FFX)
¥ Indude all certificates in the certification path if possible ="
[~ Delete the private key if the expart is successfd

v wdewm=

€ | IMicrosaft Secinlized Certfficate Sare (55T)

Learn more about cerfificate file formats

< Back Mext > Cancel

. BHE—MEBE, NAFPNRKIERESRITHRISE,
AR

BRI ICERTEZMIERMERTMENER. EARGSP, IEBHARIZH userX-sign.pfx Al
userX-enc.pfx.

user 1-sign.pfi Jr'.-_-rl-o.:nl. pfx user2-sign.pfx user2-en

BT B FE A RIXIE S

FRrEIEBRA PIX RXSH/E, a1UER Outlook Web Access (OWA) i@id B FBR 4 & XX EEIE R, E4RAIH,
ERZE Userl, RiXMBFMGEESFMNER,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 101



Secure Mail

/£ Untitled Message - Windows Internet Explorer
@ https: //mail. training.lab/owa?ae =Item&a =MNew &t =IPM, Mote Soc =MTQuMySMiMubydbi 1V ywOMikOOTY 3Mijk 1LER

Send (o il | @ & Y B [& V- Options. HTML v

To.. userl
e,
Subject: User Cert for Sign and Encryption

Attached: U userl-enc.pfx (4 KB) K U userl-sign.pfx (4 KB) W

e
i
W
i

Tahoma v(l1o0« B I U := = ®. A- ¥

73 User2 sigiRpy Hth A P EE HITHEEE R,

7£ Secure Mail for iOS 71 Secure Mail for Android =548 S/MIME

BFHHERE, T—F26EA Secure Mail THERME, ARBA S/MIME, ERMERKIEBHITERMINE,

fERRRNEZMMEZIESEA SIMIME
1. #T7F Secure Mail, SMEIEE S/MIME SEHBH B TFHEH.
2. BRETHHSANERIES,
3. BAMIRS RS HERIERN D ERATFNESE,
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Certificate password
Enter certificate password

ur_t--ol

Cancel

q w e r

i

oy

..

asdfgh

J

.zxcvbnm.

..'L

space

J-
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MESNEHIER,

4. BIFTRHESR
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Certificate Imported

Secure Mail has identified this as a
signing certificate.

Turn on Signing

Close
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5. &, WAIUSMENEE > S/MIME, ##& S/MIME LUTHEEIES.
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Settings Done

Out of Office Off
MAIL

Ask Before Deleting
Organize by Conversation

Load Attachments on WiFi

A

Show Pictures

Sync Mail Period 3 days
Check Spelling O
S/MIME >
Offline Files 0 MB
Signature

Swipe Options >
Preview Lines 1 Line
CALENDAR
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6. EERERT, WIASATERNERIES,

{ S/MIME Signing

Signing

v/ user1-sign.pfx ()

7. REFEBEFEGHBERE FHASNBINEIES.
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< K g E o0

User1
To: User S

User1(test1) smime certificates for

signing and encryption
17 July 2018 at 2:09 PM

Attachments (2) A
| Y
user1-sign.pfx 5 KB
1S
userl-enc.pfx 5 KB
&

7 = @ L B
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8. BAMIRSZ SRS HINEIE RIS D ECATAARE.
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Certificate password
Enter certificate password

TTTY

Cancel

space

b . o .. o o
.
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MESNEHIER,

9. BIITHME
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Certificate Imported

Secure Mail has identified this as an
encryption certificate.

Turn on Encryption

Close

© 1999-2021 Citrix Systems, Inc. All rights reserved.
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10. =&, WAIUSMENEE > S/MIME, iz S/MIME LUSBEIAMZE.

4 S/MIME
S/MIME
Signing On
Encrypt by Default On

11. FMERED, WIASNT EHBBIINEES.

{ S/MIME Encryption

Encrypt by default o

v/ userl-enc.pfx @
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AR
a) WMEHBFHHET S/MIME #1T8FERE. BB, mtARBA S/MIME, M EZURHIE,
1T ABTF Active Sync [R#I, ZizUg S/MIME #3#F, 157 Secure Mail REH BB S/MIME,

b) FERBIAMNEEI A LR ARE R/ BB FEHFIENS R, NRILRELFITRES, &8
FHMPBEES AT INERS, WRILINELTFRARS, ENEFEHERERTHATRMNER

&, BRIRREERA 2NE,
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Cancel Testing smime Send
To: User1 | & +
Cc/Bcc:

Subject: Testing smime ©)

Writing a draft as normal message(without
encryption).

gwe r tyuionp

asdfghjkl

.zxcvbnm.
e — o e
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EABENEEMMZESEA S/IMIME

1. #77F Secure Mail, SEIE2 S/MIME JEHHIE FHEH,
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< < &

UserT
lo: User1 v

User1(test1) s/mime certificate
for both signing and encryption
in a single file

July 17,2018 05:24 PM

Y User1 -Sign-Enc.pfx

s/mime certificate for both signing and
encryption in a single file
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2. BRETHHSAK S/SMIME iEH,
3. BAMBRS 2B S HIEB S Rt fATARIEE .
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Certificate Password

Enter certificate password

Cancel
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4. NETENEREDF, BIRENEFUSAERIEBHMEIEFR.
RIEITHEBUERIEBFAES.
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Import certificate for Signing

Import certificate for Encryption
Open certificate

Cancel
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MESNEHIER,

FAILSMEILE > S/MIME REES NWIESH

7£ i0S #1 Android iz S/MIME
WATT L—TWHRFRFIS R, EaUH AR LUREE R IXM E X2 M INErIHp .
TEERT WHABIEIIZ BB RE.
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5) This message is encrypted

Userl.
To: Userl

Testing smime
17 July 2018 at 3:00 PM

%] N 7

< < & W

Testing smime for signing and encryption

58

00

Details

B
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TEERTHWINER I EIEBRRG,
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<
User1

1 Save to Contacts

SIGNING

The sender has a trusted certificate
View Certificate

INTERNET

Work Email
test1@workxen.net

ALIAS

Alias

test

FACETIME

FaceTime

] & 7

58

[k

8

B
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Secure Mail 7£ Active Directory IHI2 R AN R AMEIES. WRAFAEERLAMEZEZHIRE A RIE
EVERE, NZERERIEARINBER R EAMAD, MRE—PRAEATERNER, WERERERINZER
RIELGFRBEWA Ao

© 1999-2021 Citrix Systems, Inc. All rights reserved. 127



Secure Mail

Cancel Testingnonsmimeuser  ggong
Mot Encrypted

To: User2 & @ -+

Cc/Bcc:

Subject: Testing non smime user ©

Hi

gwer tyui owp

asdfghjkl

.zxcvbnm.
e o )
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EEARIERRIR

E A S/MIME 2F3IE$, 1BEE S/MIME 2MIEHRIR. LDAP BRS3283tiht. LDAP &t DN LUIRER5iE LDAP
B

FRECEN BZFRERSN, EIBRITUTERRE.

« IR LDAP RS EBANAHRS R, BHREREEZEHE LDAP RS2, ALk, 15K Secure Mail HFILE SEEE
BB vl EE s AL H A Citrix ADC E2E#7 5 DNS.
N LDAP RRSS 2B FREBMLESR, EHRITUTRE:
- XFIi0S, FHREKREE “FEMBIRSMX" K. NRAEE T IZKIE, AR SMERESHRIERT.
- X3F Android, ESHE “EEMERSMX” KEEMTIZR AR LDAP fR5528 URL,

@ Secure Mail #9 SSO

April 18,2019

AL Endpoint Management B2& A 2 AP 1E Secure Hub #iE e Bh7E Secure Mail FEftiXtem P, A
PEEHMANE ZEEHRTHIMNIS EENEEM Secure Mail, 3+ FEREFHHZIRAE Secure Hub FiEmeEF,
WIEEBEREBRAHA . MRKRERAEMEN, AU T EMA AR BLINEE:

+ ¥ Endpoint Management i#ititM Secure Hub 12335 Secure Mail,
« FFTE Secure Hub #iEfftE A Endpoint Management s,

£ Secure Mail /5 B B b
1. £ Endpoint Management EFinEMRIZETE L, HITUTERME:
a. BUTEIREN true:

« ENABLE_PASSCODE_AUTH
« ENABLE_PASSWORD_CACHING
« ENABLE_CREDENTIAL_STORE

b. RIMUTERE:
« &M SEND_LDAP_ATTRIBUTES

« {&:userPrincipalName=S${user.userprincipalname},sAMAccountNAme=${user.samaccountname},
displayName= ${ user.displayName} ,mail= ${ user.mail}

2. mgENEL, KIEERNZRSBEMLEF:
¥ MAM_MACRO_SUPPORT i&& 4 true

3. BEE&ELLTF Secure Mail B1%:
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o & BB HTIENS LB F P B FER L,
o B DR EHIRIEEIR" €& 4 userPrincipalName,

4. AAF® Exchange Server HRf5AC & & F B FHB 489 AutoDiscovery Service, BIRENZ#, BHRREN
Microsoft Exchange B 5, AXBREZ @ IZEH DNS 49 SRV iZREE T Autodiscovery Service,

Ao E Secure Mail [ Bi2EFEIR

¥ Secure Mail B #2F £#HE Endpoint Management, t#i5 Secure Mail A2 B IEMRR 4 X EER. mdx
X, RE, BEUT Secure Mail MREFIEE:

1. 7 “VIASHRIENSG" F, SBERF B FER i,

2. BB BMHIIEEIED, B userPrincipalName 5 sAMAccountName, ERERETHIBFA M
Exchange Mail Server BB S5 I0IEREL,

3. ¥ Secure Mail Exchange Server #1 Secure Mail BFIEFEE=.

4. RIBFEEARE Secure Mail ARFHEMBEIEHBE S ENZFADE.

/A BNTAER IR Eli% Secure Mail SSO A &L

HRREHRUTHERM,
1. M Apple App Store (iOS) 8 Google Play Rz /E (Android) %% Secure Hub,
2. ¥T7F Secure Hub F36 N BB FHBH AR 265 LUE7E Endpoint Management /iEff.
3. M Apple App Store (i0S) = Google Play R B& & (Android) %% Secure Mail,

4, T Secure Mail HEZIRHAE., LtbFE2F Secure Hub &I Secure Mail, $TF 225, Secure Mail 1%
Bt E,

5RAPrEFEEIEET A Exchange Server @ MEERE R Autodiscovery Service 3REXfY, DNS SRV iERZEis
FIAM Secure Hub $2EX#9 AR F B8 FHEfFHELE,

WP EREFRENFAERAEE (FIENBEFiB4tat, userPrincipalName/sAMAccountName fZHE) #Z2M
Secure Hub 2B/,

FREikFES, AP ATLTE Secure Mail > 88 > kP hEFS5EEFXNEMER,

Xt [] B A TR PE HERR
1R SSO FEHMAEMERE, #MAUSRHITUTTE,
1. #1% XenMobile Server kg5 10.5 s{E = RS,

2. #f#% Endpoint Management B2 & T AutoDiscovery Service, # B &P EMECE J 1 B FHR i
ko
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3. #fRHA Exchange Server IBEE T Bahk M. R SRV IBRMZEIIRE ActiveSync HBHFZ F i 89 FRERHR ¢
RS 28.

4. WMRILINEEHIMPIRR, EREUATEEHEKR Citrix RAZH:

+ T# Endpoint Management iZ#f B,

. WEAESREBEELIN Secure Mail i2#rBE.

« M¥EE Autodiscovery Service B Exchange Server W& C:\inetpub\logs\LogFiles\W3SVC1 B
FHM IS BE. BX Microsoft BaI X MARSMEZ¥MES, ESI Exchange Server viiEzI%
MARS .

ZEEEEM

August 6, 2019

A3RIT Secure Mail WRELABREMURETUBAUEDIREHIERSMIRTEILE.

Microsoft IRM #1 AIP BB FER A RIFIP 1T

Secure Mail for Android # Secure Mail for iOS #% Microsoft {5 EAREIE (IRM) {RIFEIBBEF Azure 15
BERiP (AIP) fBiR A%, b Citrix Endpoint Management EE2EER IRM SEEAIHILY,

LEThEEARFEER IRM BYABLRTEBRBNARI. IR ATEIRERF B EIRMERZMNRERIFNAT. A
BRT, IRMZHgERRX, EEMA IRM X6, 158 “ERNRER” RIKRENF.

7z Secure Mail T EHEEEBNRER

& %% Endpoint Management HSMEIEE > AR, RERTHM.
TERMNAREFRER, 2E MDX.

ENAEFEERREYD, MANAEFFAGEE, RAERET—F,
RIBERNEEIRIERS, EEH EH.mdx X4

ENAEFIEE TEAEERRER,

ok w b=

If On, Secure Mail supports
Exchange Information Rights

Allow offline documents

Management (IRM) capabilities
Default value is Off

Information Rights Management
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FE

i1t

BAERTF i0S #1 Android B{Z B RE IR,

WEI AR PR R BY BB F BB BT

AP BEIATRRIFAEIEE, MISERIUTRER:

< = & O

oo

@ This mail Is restricted.

Details

irm2
To: Test1, irm1 & 1 More
Protected email, but

unprotected document
2 January 2019 at 1:54 PM

Test_lable_no_Reply
Content.

Document_Footer_test

® = G L

n unprotected doc.docx 671 KB

L

=]

ETEAFREENNRFAES, BRREAES.
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Restrictions Done

Donot reply, Label to test copy,
paste etc..

OWNER
irm2@smblr.com
CONTENT EXPIRATION

Mo expiration
RESTRICTIONS
% Reply

< Reply All
Forward
Edit Content

Moaodify Recipients

RS ZARRIF BY BB FEp 4B
TEREERY, AP R LUK BERFIECE XXM LS A BB FEp R,
EX R FHRAIR BRG], FMITUATIRIE:

1. &3 Secure Mail HiZ#&4m 5 EliR.

2. EESREEYD, BIRBFHEREIET.
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Cancel New Message

Subject B |

N &
I Hi Hey

QWERTYUI OP
A'SDFGHUJKL

4 ZXCVBNM<SE

123 & space return

3. ERFIEEXHRED, BIZFAHNRGELUNAIRFIYE, RAERE “ER”.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 134



Secure Mail

4 Restriction Profiles
Do Not Forward O]
Encrypt )

Confidential \ All Emplo... (i)
Highly Confidential \ All... ()

Test_Donot_CopyPaste (1)

Test_DoNotFdd (D
Test_DonotPrint ®
Test_Sublabel3_view _re... (i)
Test_Viewer (D
Test_Viewer - Test_SubL... (1)

ARG 2 REERAFR TS,
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Cancel New Message

(@ Do Mot Forward

I,

— LR ORI REE SR T AR IESE M TAY IRM 5REBR, B7E Secure Mail iARIF R A A Al =i BT 8k Secure Mail, 12E
RAEEEHF AT IRM 5K,

& Endpoint Management aJLUGMIFE L E, BRIEEERIUATHMHERURELSM:

. ERRSHUBRENRZLES,

« M Endpoint Management IhaEst EfthThaE, BRtEREIZS.
o NAPREEXERMER IRM IhEE (815 Secure Mail) M55,
o BEEHME=ARELUNME, URTRIERRE,
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BFERF R e MK

Secure Mail for iOS #1 Secure Mail for iOS Android ZiFEEFHIF I EITIE, AFAFEREEFHHIEERS
# (SEC) #Ri2 9 & FR&IFRIE (DLM), SEC fRic&4E “Protected” (Z#). “Confidential” (FA%%) #0 “Secret”
(M%), DLM &3E “Sensitive” (8&). “Legal” (£#) 3k “Personal” (t™A). BEEEFHEHES, Secure Mail
FA P A LUEE— MRS ISR B F IR 2 RR 5, M TFEFR.

Cancel

o +
Cec/Beo:

Subject @ @

Classification: UMOFFICIAL
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<

" UMOFFICIAL

UNCLASSIFIED

For Official Use Only

Sensitive

Sensitive:Legal
Sensitive:Personal
PROTECTED
PROTECTED+Sensitive
PROTECTED+Sensitive:Lagal
PROTECTED+Sensitive:Personal
PROTECTED+Sensitive:Cabinat
COMFIDENTIAL
COMFIDENTIAL+Sensitive

COMNFIDENTIAL+Sensitive:Legal

CONFIDENTIAL + Sensitive: Personal

COMNFIDENTIAL+Sensitive:Cabinet
SECRET

SECRET+Sensitive
SECRET+Sensitive:Legal
SECRET+Sensitive:Personal
SECRET+Sensitive:Cabinet

TOP-SECRET

Classification

Wetk ARTLATE B FER M X E R 5 E£ATIS. 9.

+ Subject: Planning [SEC = PROTECTED, DLM = Sensitive]
+ Subject: Planning [DLM = Sensitive]
+ Subject: Planning [SEC = UNCLASSIFIED]
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A BB AR ABEIEN Internet BRAFARKY BBV EATIE, 0T AIFREIASAFRR:

Date:

Fri, 01 May 2015 12:34:50 +530

Subject: Planning [SEC = PROTECTED, DLM = Sensitive]

Priority: normal

X-Priority: normal X-Protective-Marking: VER-2012.3, NS=gov.au,SEC = PROTECTED,

DLM

= Sensitive,ORIGIN=operations@example.com

From: operations@example.com

To: Team <mylist@example.com>

MIME-Version: 1.0 Content-Type: multipart/alternativejboundary="_com.example.
email_6428E5E4-9DB3-4133-9F48-155913E39A980"

Secure Mail (XBR7P 7B, ZNAEFFASIRIEX AR REUR(E.

BREERBELHE D LEITICHEFERM4EY, SEC 1 DLM EFERRIANRIAE FERH4MIRIS. AP A LUEREMIRIZ.
Secure Mail REGES R BFHRHEE XBIEEE X,

AILUET AT MDX SRE&ECE B8 F BR 4 53 2E4Ric,

EBFHRFS 2 MRIGENFF, Secure Mail K235 SEC #l DLM B9 FHBH2 HARIZ. 79 HATICTE B FHEHF
RN X RIFIRICHEER. ESVECEMRXBVE FHR IR, BIAMEN R,

BFEGDEGRTE. RIEMAEAND EITEREBFEHEATLPFRARNS XS ETE, FlM, mETE
gov.au EIREFPETRHA NS=gov.au, BIAEHRT.

BBFERF D FhRAS . ARIEFTEA IV D EATEISE B F B AFARK PP D AR, B0, 7S 2012.3 7E4RkF
E7AVER=2012.3, BHAERZT,

BIABRFER 2K IR KRIEFANICE, Secure Mail X388 F B4R AR RIPARIC, LLEMMTE “HBFHRH
DEIFIE” WIEHTIRF, BiAMEH UNOFFICIAL,

BFHb 2RI BERLAFATANS EITIE. MRFIKRAZE, Secure Mail BREIERIPITIZTIR,
FCTIRFEEESHRNEN. SNMEWFEHE S Secure Mail R ERITIREUKRITIZE (#£ Secure
Mail A N El B8 F R ERAARLIIA) . B0, 7EARIEST UNOFFICIAL,SEC=UNOFFICIAL &, FIREH
UNOFFICIAL, #xi2{&- SEC=UNOFFICIAL,

BUINMEIREB S D £ARIETIR. Secure Mail Hi#H LI TFHRIZ,

UNOFFICIAL,SEC=UNOFFICIAL
UNCLASSIFIED,SEC=UNCLASSIFIED

For Official Use Only,DLM=For-Official-Use-Only
Sensitive,DLM=Sensitive
Sensitive:Legal,DLM=Sensitive:Legal
Sensitive:Personal,DLM=Sensitive:Personal
PROTECTED,SEC=PROTECTED
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« PROTECTED+Sensitive,SEC=PROTECTED

+ PROTECTED+Sensitive:Legal,SEC=PROTECTED DLM=Sensitive:Legal

+ PROTECTED+Sensitive:Personal,SEC=PROTECTED DLM=Sensitive:Personal

« PROTECTED+Sensitive:Cabinet,SEC=PROTECTED,DLM=Sensitive:Cabinet

o CONFIDENTIAL,SEC=CONFIDENTIAL

+ CONFIDENTIAL+Sensitive,SEC=CONFIDENTIAL,DLM=Sensitive

+ CONFIDENTIAL+Sensitive:Legal, SEC=CONFIDENTIAL DLM=Sensitive:Legal

« CONFIDENTIAL+Sensitive:Personal, SEC=CONFIDENTIAL,DLM=Sensitive:Personal
« CONFIDENTIAL+Sensitive:Cabinet,SEC=CONFIDENTIAL DLM=Sensitive:Cabinet
o SECRET,SEC=SECRET

+ SECRET+Sensitive,SEC=SECRET,DLM=Sensitive

« SECRET+Sensitive:Legal, SEC=SECRET,DLM=Sensitive:Legal

« SECRET+Sensitive:Personal,SEC=SECRET,DLM=Sensitive:Personal

+ SECRET+Sensitive:Cabinet,SEC=SECRET,DLM=Sensitive:Cabinet

o TOP-SECRET,SEC=TOP-SECRET

« TOP-SECRET+Sensitive,SEC=TOP-SECRET,DLM=Sensitive

« TOP-SECRET+Sensitive:Legal, SEC=TOP-SECRET DLM=Sensitive:Legal

+ TOP-SECRET+Sensitive:Personal,SEC=TOP-SECRET DLM=Sensitive:Personal

+ TOP-SECRET+Sensitive:Cabinet,SEC=TOP-SECRET DLM=Sensitive:Cabinet

i0S BRI

BIHERBRAFTESE (ASD) HIBRIFERM A ET LT Secure Mail #1 Secure Web EEE R i10S $#iERIFH
B, BHNABERT, HRERIEBANX.

3tF Secure Web, B 10S HURRIFIGE NFFE, Secure Web AW EFMFEXH4HER A RRIPERFN, X
Secure Mail UBRIPRIFAREE, BSIWEAFTES/E (Australian Signals Directorate) #iE{RiF. MBEA
RS, BEAREHERIPE, Rt TEBIEEREHIBFRIPIERRK,

FEEN “BA 10S BuRRP” KR

1. /A Endpoint Management 5% &% Secure Web #1 Secure Mail MDX 24102l Endpoint Man-
agement: WFHEZAER, BSMINEE > NARRE > &, AEEE MDX. EXAXNER, BEBRAARK
MDX gkt ki e

2. 3FF Secure Mail, BEXERLARFILE, KB I0S BURRIPKRE, AEKHLIGENT. BRALLEER
FFIBITRIMRFR SR AEYIR &

3. 3#F Secure Web, ENHIEZMAREFILE, HFEMA I0S BURFRIFERE, RAERKEIRENF. BRALLKER
SR TRIMRER SR ARYIR &

4. EREBENBREFREHFREFILE, WSNBRERFIES Endpoint Management AR E.
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Secure Mail

BMAFITESE (Australian Signals Directorate) 5iER P

Secure Mail AATHRRAFLESE (ASD) iHENZLERM B ZHF ASD BRI, RIMERT, “BAI0S
HURMRIP” REBIRE X, Secure Mail 121 C EEURRIP S ER MR X 4 HI& BHIFIBRI.

INRULEBEIGE AFF, Secure Mail ZRARRFED 2P EIBMITH X HIHEERIPAS. Secure Mail AUTEIIEE
A KEHRRP:

o RIFFEIE

o HEMEAHIRA FRRA

o MEMbNBEFRMGEIES
TEBISARRH

Secure Mail AU TRINGE B 2EEIRFP:

o TFAERVERM
« BRWAE
. BAR
« ActiveSync s
B XRIPEMERETURY, HE THHEEHERENERL TE AT,

BRHIERIPE, REHEMBAREZHMNEGRNE, FAXGLETH. NRIGEEDNENKLE Secure Mail,
REXBHEHRRBH, Secure Mail 1EIREMBIFH BN Secure Mail ZEIBTE#ITRD

Citrix 2iY, WRBALEE, XEFRERERA C XHBRIFNATXMHIEA Secure Mail BEZR.

i0S IhaE

November 16, 2021

A7iR3T Secure Mail 2359 10S ThAE,

7z Secure Mail A= 4462 Microsoft Teams &1l

7£ Secure Mail for iOS /1, @A IAEGIZE B A E4MIE RS ) Microsoft Teams £i#3E, E61# Microsoft
Teams =iY, iBETFF Microsoft Teams iU X, SIURIEFHENFAEEEEIMEHFASE—RAZ, §X
FAES, 1H8E Secure Mail BFEEHFE)E Microsoft Teams &iX
WEFM
ffatk Azure Active Directory 2B BER AT TIRE:

« BREFHRAIIE (OAuth), HHFEZMEEK Microsoft Teams ¥FaIER Exchange Online #BFERAF.

o AEFTEENEEREGIRM Secure Mail MBEFHNEES
+ 1£ Secure Mail L FA#EFHEEE Exchange kP, HAGNARFNRUEMEAFER, BESLUTRR:
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Secure Mail

Dashboard > Enterprise applications > Secure Mail

o Secure Mail | Permissions - X

Enterprise Application

« O Refresh /' Review permissions Q Got feedback?
B Overview

Deployment Plan

Permissions
Manage Applications can be granted permissions to your tenant by an admin consenting to the application for all users
e Properties (Admin consent), a user consenting to the application for him or herself (User consent), or an admin

integrating an application and enabling self-service access or assigning users directly to the application. As an

2 Owners administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not be
required to consent when using the application. Click the button below to grant admin consent.

Roles and administrators (Preview)

B

As an administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not
be required to consent when using the application. Click the button below to grant admin consent.

ke

Users and groups

O

Single sign-on Grant admin consent for Citrix

[

Provisioning
Admin consent  User consent
Security _—

| P Search permissions

=] . .
1+ Permissions

APl Name ™, Permission ™ Type Ty  Granted through

Iokaon ancn/ntion

« BHF Microsoft Teams £/,

Microsoft Teams integration ) (3

PR
33F7E Secure Mail L8IEBM=IY, &IhAEXMATE Microsoft Outlook B EEB LU TRS:

o BALINETA A A
 IWEFBBAAATHA

=IMEER

72 Secure Mail for iOS 1, FITEIRE BBFERAHIEM AIEF P SMAT R/ VUL ER. LIIEETEETT I0S 13 REBAR
ARIRE L. BXRUIIAENAF BB, B2 Citrix BREBHROXES/ MEETRBF T,

fEF MIME 173Kk & M489 & B TR

72 Secure Mail for i0S 1, LAFIREMENSHHR, RIUEUMENERER EML XHURRZERE, S8
REWEIZER, HAIUEESIREMEREFEXREN MIME 7k, ERALLTIRE, EERELME Citrix Endpoint
Management 1zHl & FEE “REMK IS B FEPAHLL” RIEHE “REMEZIENG” REH “BIWEHITR
& BXRFMER, BSEUMEIIE RS ML & BT,
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Secure Mail

%1% WkWebView

Secure Mail for i0OS %# WkWebView, ttIhae# T Secure Mail BFHi 4 BHEHEENIEE EEMMAR.

+# Slack EMM

Slack EMM BFERAT s EIE (EMM) 8 Slack /. Secure Mail for iOS 1% A2 Slack EMM,
XAFEERERE Secure Mail 5 Slack N AEEFZ Slack EMM [ A2 HIERK.

4Hi@

FRABAINEE, AT FHHLRPIINERAT —E. SRIUTENRENNERE LREEFDHE. R
IWERT, A& LEAABNIRE, HIHEEERER I0S 12,

TR 01 N7 1R T

7z Secure Mail for i0S #r, AP RIS BGEHM, Fla0 ‘=7, “BL” M “GE", AFRAILUER “S8” M “H
B MBSz BB B AT

© 1999-2021 Citrix Systems, Inc. All rights reserved. 143
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P )|
@) sccure waL apws x

Harshith 57
asf
07/06/18, 12:30 PM

_ = —

. Accept

Decline

X ERIHEKERRNOH B#1T 7 1658

7£ Secure Mail for iOS e, HEMAHEEEHMAKCE SIS RIBBMANMEE B RELIGE LR@EMPOd, BXiFEME
B, &5 Secure Mail @40,
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Secure Mail

7£ Microsoft i& B Pz 5 E #EiX BN

EERHRIEIE (0365) 3517 Microsoft Enterprise Mobility + Security (EMS)/Intune 9% %325 £, Secure
Mail for iOS ZiFFEEMHEIX BN, BEEAFENMRIBEINEE, BREHRUTHEEME:

+ 12 Endpoint Management z#l& 9, FHIXBHILE “F7,

o BRILEHIR) RERIEE JRRE

o BIEHIERRBNERIGE RN AV B FHH & ARE AR,
« 2f1% Secure Mail > i&E > @K, AESEBEMEER.

YHEFEATIREEREN SIMIME
Secure Mail for iOS Z#HERFIREEIEMN S/MIME, EFILINAEISTT, EEHITUTIRME:

o ERIREZEER S/MIME IEBRF. BXIFMMER, BSREHAT 10S BREERE,
« 7£ Citrix Endpoint Management 10 “LDAP B1E” EFisEMN. ERAUTES:
- $%&: SEND_LDAP_ATTRIBUTES
- fB: userPrincipalName=${ user.userprincipalname } ,sAMAccountNAme=${
user.samaccountname } ,displayName=${ user.displayName } ,mail=${

user.mail }
BEXNARMEFHEMNSE, 3F XenMobile Server, #8AEFmENM, 3F Endpoint Management, &
BIRE P iHE M.
BXERREREMNSENFEMIIFRER, BESRERREEE ML E,

1. 7 Endpoint Management iz#las, SMEIERE > NERERF.
2. %% Secure Mail, AEBEHE,
3. £I0SFE” T, XF S/MIME IEBRE, 1EEFREERE.

Push notifications region

5/MIME certificate source Derived Credentia

Enable S/MIME during first Secure Mail startup

Calendar Web and Audio Options GoToMeeting and User Entered

S/MIME public certificate source

Ldap server address

Ldap Base DN
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Secure Mail

RTF £&

AIUEEHEFHEERPEAERGREE. BEERENER, RFETERFRIPEFIHAIGEGRIEEHE,

Tired of plain 1exl SigRaturedT

L S |

70 RTF &3
1. EREFEANERSE URL,
2. SMiF Secure Mail > &8 > &£&,
3. #sE& URL.
&, AIMKIREEFR, AREREBNERUMNEREEER,

Secure Mail kEETR

£ Secure Mail for i0S A, ATUTEIZEIZEHEA “Secure Mail SREBER”, LURBISKE Secure Mail BER ABIEN
MO, HAERAUTERNEEM: £ Citrix Endpoint Management &1, #{#E/EA CallerIDSupportEnabled
MDX B,
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BRILTHRER AP EBIXAY, E2iA Citrix AR#EBHIOXE Set up caller ID (&EMFIE ID),

EHRPIRERE

BxILHAhEEN B PRI, E51 Citrix B #BH 0 E Set colors for synchronized Secure Mail
calendars (HBRAFH Secure Mail BFHIREEE)

MR 2 B AN

7£ Secure Mail for iOS /1, EAILUM i0S W XENMAREFMINXE. B* i0S XENBEFNFAREE, 557
Apple X Files App (XHMNAER) . BXILIHEER AP #EISRY, 15515 Citrix BR &0 E View and
attach files (BEEFMMINSHE) o

HEKXEINEE
Secure Mail BIEREINRERIUTARSIREN ‘B AKRE” M “BWEHE” 18E (LTEM > BETH) RE:

7z Secure Mail izt

k& LBEEIE k& LREHT 5 h

7+ 7T 7+ ETOB T, BIZH,
BRERBRHETHHE,
EERENEIHHE .

ES ES 7+ BRA%. BIZN, 7
AR

7+ 7 ES FETIB T B

B, SiERREETRAK
&, BNERENNHE

ES x x FETRIB T Rb
EREHENEHE,.

7+ x 7+ ETAB T, BIRH,
BRFRHETHNE,
EERENEIHE .

ES 7+ 7+ ETAB T, BIRH,
BRERBRHETHHE,
ERERENEHE.

7+ x ES FETRIB T B
B, SRR ETRNK
&, FNERENHE.
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Secure Mail

7z Secure Mail itz
EIRE EBEFIE FIRE LOEHTE B TR

x 7t ES FETIB T B
B, SiERRE BTN
&, ARERENEHE.,

“HBR" R
BREFRREROEBNFAKS, HREUTRE:

- TGP : BREERENFTE Exchange tkF B BT B4,
o BAMKF: B8R MKPRBFEAENXHER, XEKFAETA—INIIR, EAIURFRIIRUEEFXHRX.

BINMERT, FIEKFEHERSENE, ENEGSEEENIEE EREMNFTE Exchange i B4 B FHB ¢4,
PRAEK A BRFERE LU T REN:

FRE Mt
Wt Fa
- KRR
- BARIEE

=)
o

i

. B
. BRI
. B

. BRI

REMBKFPRESEFERS MKF R B FERE, B2 TREERRIAKF S HIE FapfFithit:

o HTEREBLF
o WREM

BEMFEKP RERESHERF IS E UL 4 A B F R, BRI E AL FROBIR AL, AN ETEIERAK
PRI

} =

AR

MRMNENERES BT, KA FRPSBEREFEIERIX B BB fHtit,

KR

BEENFEIKF UFIRTEREREFRAKS TEH. RIAKFREKFPIBARBTRERN, EERFIINFHTIBE MK
Fo

BNKF B ERRERIRER F XXM R, SR LIBRIRX A RENH V EfREE X RHF XX E,
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LUMR R T2 MK

=

o MIHEMEHES B TR,
« 2 vCard,

s REFEEAR.

=)77]

AR ETBTERE LS MKFBME SN ERUANREMKPIRERE, URSBTFEMMKFABBAHEMS.

NBEREHREHG

1. BRTIMERNEREN, ARRRE LA ERET,
BRREEERERENFREK,,

2. B# Exchange kP &M 2 RHMEINEE,
‘B8 RERBERZKF IR BEE,

3. BREENEGE, ARBRRRT.

4. BREE E—FE, BRZRIUE,
338 Fiz Exchange kP EIFTE B R4S BEREAE.

R BHBERNENN, AREFRPIEMETAINKS R FEDAtL, EBCRERFIK,, IR B Fap it
AEEES— KR,

AR

RHAFRS Secure Mail i, NARFEERERE L EARENBRIZE.

BR

ERIMERFESEX R AERIT2BER. R EERENBREFPERFAEIKFSENENER,
ERMIKF AR TR RN ERE T KA BER.

72 i0S RITENER FHRF. HAEMFHARELR

TIERI UM B 2/ i0S g FITENB FHRF. BHEHHANEKE K,

WEFMN
FraiRfEZ A, EMERBRUTEX:

+ PELE AirPrint £ B R X,
o RAWEFETINE IRM pATRARS,
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BUAER T, FTENTHAETE Secure Mail for iOS A FERARES. TENTHAEELRBEMNEER R LM Apple AirPrint 5t
Microsoft i EARERE (IRM) i@id BIRREGHITIER, TEXEBERT, TENBFHE. BHSHINBKEGRETEE

H, HEFRSER—FEIRER.

FTENERFHR1F
1. STAETENR B FEHI R,
2. BRERERALAN “ES” Bif, WRHERERUTED:

o 11
o $TEN
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Secure Mail

1

L unilied product portiolio

3. BIRATEL
LERS 3 B RF T ENNE TR o
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Secure Mail

4. ERBATEIN, BRIOEFITENN.
LB 2 RTENNRES.
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Secure Mail

{ Printer Options

HP Deskjet 2510 serias

5. EFEBFTENFIRFTENN.
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Secure Mail

6. Bi% - 5 + H D SIE INEFTENBIH 2

7. EITEMSERS/LNESR, FRIZEE.
LB R RISSEERR. RINERT, EERBD.
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Secure Mail

£ Printer Options

A1 Pages

Pages 1-2

8. EEMOULERE, ERLHm TEAIE,.
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Secure Mail

£ Printer Options

Al Pages

Paga 2

9. BIMTENNLETUR O ZFTENVIET R o
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Secure Mail

Black & White

The printes i paiasd

10. EHTEAITH, FRZZAKH. BABERT, Secure Mail #1T%&ITEN
11. 32i%A LA MFTENTI$TEN S FHRfE,
12. EBEGHEITENE, ERRE L ANBGE.

TENRAEMS

1. SMEIEBRHER—TE M.
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= Aug2018~ f[m (O

Sun kAan T Wiad Thu Fri Sat

26 27 28 29 €Y 31

THURSDAY 30 ALGUST

1:00 AM

Test Meetl

-.|'| i

1:30 AM o
Skype Meetingl
1 n 1 man
30T

% | t
T o b _"‘
— —

2. B TED” ENTHIRIRAIE AT EN B FBR 4R ER 5 PR KR AOAR R 1t BR T IR A
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< [E

Skype Meeting1
T <] hay e = Mo
f_' -1 R
S) S 0
Install Skype Daal In Running Late
From: tarakg
Invitees: 1invitee

a Join Skype Meeting

Join by phone

Imdia Toll Free Number +000 800 040 1296 (India Dial-in
Mumibsar) English (United Kingdom)

Find a local pumbeér
Conference ID: 5044538
Forgot yvour dial-in PIN? |Help

[— Fa
7| Ed 9 =]
— |

ETENNEXER, ERITUTIERME:
1. TAEERBREGHNEFEHERE,
2. BIR“EZT EfR. HINERRU TR

. B3
- $TED
. BRH
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Secure Mail

Re: Image attached inline

IMG-20TM028-WaADDDE.ipg

Regards,
Vijay

From:
Sent: Monday, October 30, 2017 2:42 PM

To:
Subject: Image attached inline

Hi

Here's s the image from last week...

3. BRIRATENFHIZIRATEAYFT ENER FlpAHER 7 PR R A9t AR 1T 1Fo

ZPEWAE GRAEIZN)

Secure Mail for iOS Z#FZ P RWURL, EREDUMITARNABIRFPERE—PRKNABLIARI.

BAEN

1. TASNCBIBEHERIEN.
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Secure Mail

2. NETHBIESEIIRSD, ERE—ISHBLUEN.
3. METRHZWABIIERSD, ER—IMEBLUMAZ.
4. BIEFUMAZN,

SFEFTENER F BB H

Secure Mail for iOS Z45FTENEE FHREERIE,

Android Ih5E

May 20,2021
A3IRIT Secure Mail 2189 Android ThEE,

7z Secure Mail BFEE4H67 Microsoft Teams &1l

7£ Secure Mail for Android &1, ZE]LIESIE BHEAMEREIE Microsoft Teams £iVi#iE. B8 Microsoft
Teams £1Y, ETFF Microsoft Teams SN, SIEEHEIIFARE RS BEMEGEAER—RLXE,
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Cancel Mew Event Save

Weekly sync up meeting

Microsoft Teams.l
rﬁj MNone
MNane
(GMT+5:20) India Standard Time

Fri, Mar 5, 2021 12:00 PM

Fri, Mar 5, 20271  1:00 PM

NEEM:
1R Azure Active Directory &R BER AT TigME:

« BREFHAIIE (OAuth), HHFEERM BB Microsoft Teams ¥FaIER Exchange Online #BFERAF.
. BEFEENEERREM Secure Mail EAEFNRAES
+ 7£ Secure Mail R FE#EFHECE Exchange ik, HAFNARFNRUEFRERAFER. ESLUTRER:
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Secure Mail

""" Enterprise Application
«
B Overview
Deployment Plan
Manage
:|' Properties
4 Owners
as» Roles and administrators (Preview)
&8 Users and groups
3 Ssingle sign-on
&)

Provisioning

Security

1+ Permissions

Iokaon ancn/ntion

Dashboard > Enterprise applications > Secure Mail

o Secure Mail | Permissions - X

O Refresh /' Review permissions Q Got feedback?

Permissions

Applications can be granted permissions to your tenant by an admin consenting to the application for all users
(Admin consent), a user consenting to the application for him or herself (User consent), or an admin
integrating an application and enabling self-service access or assigning users directly to the application. As an
administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not be
required to consent when using the application. Click the button below to grant admin consent.

As an administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not
be required to consent when using the application. Click the button below to grant admin consent.

Grant admin consent for Citrix

Admin consent  User consent

| P Search permissions

APl Name ™, Permission ™ Type Ty  Granted through

« BHF Microsoft Teams £/,

Microsoft Teams integration ) (3

PRI

3FF7E Secure Mail EEIEMEIN, &INEEYEIE Microsoft Outlook B EEA U TES:

o BRALINETAE] A
« ZWEFBBNAFATA

WEEKRARD

7 Secure Mail for Android =,

HUE B AR ER

7 Secure Mail for Android =,

ERIFEARHBX R ATIRPEIE, HRIBFMIER Secure Mail BX&R Ao

BRILBUEERERER . BIRAEZREE, BRIKEI—% Toast HE, AIFER

HERIXRF, BRECHETEREAEIREFHRIBERE. SR AL MMM EF B¢
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Secure Mail

BERXEPHHitrES

7z Secure Mail for Android #, EFERXHRE, HHERY, HEWMAEMREIRE LER. LIhEEEET
Exchange ActiveSync ks 16 SEShRAHIEE LRI Ao

PDF XM AREER

7z Secure Mail for Android J, FIENARRFTEE PDF XHURBEMT, FTiRMHEM Microsoft Office
MBI SR AN R,

3t F3t+ Microsoft Office 365 Z1THRINIFMISE, EFEA “FH Web SSO #T@E & FK

7z Secure Mail for Android 1, FINT—1N&AER Web SSO # 1T BB E WA ER, BIILER, EaLUER
ReylsEmT@EE s OAuth W8, ik, BHITUTIRME:

* ¥fER Web SSO #iTBE L MERKIRE N,
o 7£ “PKIHIE) g, EFEE - Web SSO 3E17,
« NEERSEEHRHRS OAuth BXMEMENSE.

B RES

7£ Secure Mail for Android &, AILUBISHEMEHREXNINE BHEHHIBE, BXIINENAF BN, 551
Citrix AP &R OXEE L B HE A E,

%7 Google Play 19 64 (i B2

Secure Mail for Android 3z 64 {(i{A AL,

7 Secure Mail for Android # 89 “TFHILRIFR”? AR RE

1R#E Material Design 357, FTX FHILRIFAINAEM T — L/ \2itt, BIRHNERERE, RERIFRHERS R,

BHBERNAY

72 Secure Mail for Android &1, BB RBLUNAHMFE RS, FiNAHH, ERAUEESEARRTEERENS
o ILINBEAVECIRBAEMN. EENEEHUNREFAES. BLFEHRRBAERTHREETFE LH/NA
o B2, ERIMUERATFABNENAGRIEER/NA M.
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Secure Mail

W OAMPFH o eview bou
@
=

AP Curlomer Clafcasion Call

R Dy Plarns Feechach B sciaslen
=]

=

SVIPH ClTes Talk

Po£% 375 18] SR B

7£ Secure Mail for Android &, “R4&iAia]”MDX KBS T — & 7iBiE - Web SSO HIFTEI, AoE Lt 5REEA]
IHE R E#{EBh@EET Secure Browse IHaEF Secure Ticket Authority (STA) FH{TEaRERE, T UM

BWIEARSS (a0 NTLM. Okta #1 Kerberos) /A Secure Browse i&Ei%. R¥IEE STA BY, SIRAGEEMESER

SERBEHARME N FQDN MRS IR, B2, MREETEE - Web SSO 3£, NAFEHITXLRE,

Z7£ Citrix Endpoint Management #z#il& /4 Secure Mail for Android BRILLSRES, EHITIUTIRIE:

1. TEHHEAESAT Android B9.mdx X, BXERER, BSRFN MDX [ AERF RIS E,
2. 7 “BIKIHIR)” KIS, PEEE - Web SSO &I, BXIFMER, BRI AR ML,

R KRYIEIRTHAE
7£ Secure Mail for Android #1, XFIAERRECEHEIEIRT LI TFIhEE

o BERIRFHMEXHRHNSINBIEHERE B £H.

o R RPRSUBERMEIREANRN.

o M7E, BIRBANSWNEUENLFIEANERN 24 NERET. XESWBBERDLENSKMBR, FZH
BORRZAH, ERRPETHREYRERZABNEB AR,
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Secure Mail

BEEWH

7z Secure Mail for Android 1, TEHMBEHMEIEEER, GXITHEENAF BB, &2 Citrix BF#
B X EEEFMIN M,

FTENE F BRI B R S

72 Secure Mail for Android /1, BJLUM Android &&ITENEE FER4AI B MR, IEITENTNRERER Android $TEN

HEZE,

WEFN

- MREEREE Citrix Endpoint Management &4l & R RITENEBRIZ B X, BXEMTF Android B9t
HWIEMIER, BSFELLTENER,
o MREBFEHHZ IRM FRiF, BEHREEETFEHERBAET AGFEEEFTENET,

NRKIEWIREXERE, ERTEAITENEFERFEHEN
AR
LEFTENTHRER A LU T EXRS]:

¢ NEKEGNIEBIEZERER THEGR A ST, IRERERETER, WTHEK SR,

« 7£ Secure Mail #, KEEBFHBHRWEMT, FTTENZHT, 1BERIR T HTEMP A LITENSTEN B F .
RARTHTREM, WIFHTENREMTRY B FEp 1o

o ITENXLEBR, FARRIMMEBFEEHE4PRITTERE,

FTENEE FHR{F
1. fTHEFTENRYE F B
2. BRERALAN B2 B, ANERRTED:

. 5
o $TEN
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Secure Mail

Print

Video Library - New

Show Pictures

Video Library
NEW CONTENT ADDED

AR

EFAREM L, FIUEZERRFSE L ANITENERRITENBFHb .
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Secure Mail

= X

v
e

1. BIRHTEN, MEESRE R e FERAFRITI N

2. BERYIR, BERUTER:

. S5 PDF
. FRGHTENNL
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Letter

All printers...

3. Bi#%xF77 PDF L PDF R ZEHI B F R,

4, BRIZFRE1TEIN. RIBEMNERZEITEIN.

5. RETEMNGE, BIREFITEMWLLEFITEIN. W REERITENRER.
AR

FTENEBAFMERFTENNMR. MU TER*KEB Canon E480 fTENH, BNAFRTREN.
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(=) E480 series(192...

Colour Landscape

Range of 4

MORE OPTIONS

6. EHEFEITENRIRVITENNL, (ERLATFHTENEDL:

o FRAANERTTENRG .
MFIRAPFERLIKK

MIIRFIEZRE B,

RIBEFEEETE T M.

o BRI ER—RYINE, AEFHRATTETER.

7. RETENATS, BRFSE LR “4TED” BT,

FTENREXE 5
o BIRBFEG R ERE R FHRIRAIEm BT EN T B 9 PR R IR BR 1 THR A

TENEREH

1. SMBIBRHEE—IEH
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Secure Mail

Aug2018 ~ [# O

26 27 28 20 @) 3

lest Meeat

Skype Meetingl

o | = '-I
3] 2 3

Sun kon T Wed T i FFi Sat

THURSDAY 30 AUGUST

1:00 AM 30 mi

1:30 AM 30 min

2. B TEN” ERHIRIRIE YT EN B F B4R S IR KR AVAR Rt ER R 1T IR A
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< =1
Skype Meeting

Yes Maybe = Mo
=3
Ayl _l T bt
Install Skype Crial In Running Late
From:
nvitees 1 invitee

i Join Skype Meeting

Join by phone

india Toll Free Mumber [India Dial-im
Mumber) English {United Kingdom)

Find a local number

Conference ID:

Forgot your dial-in PIN? |Help

. — —— ™y [ T,

/3 ActiveSync k3R S ML I & BB F R

7£ Secure Mail for Android #1, YUEFIREMEHIGIRER, REEUMGIFRER EML XEURTIZL, &
EEBUREZERE, HAIUEESIREMVERMEIEXEEM ActiveSync #53%,

BEALINEE, BERMAE Citrix Endpoint Management 5518 EE “IRE MA@ B FRR L SRIEHE
“WREMLEIEHE" QB EIMEHITIRG. BXR Secure Mail BZE MDX HIFAER, BSRAERTEHE
PR AR MDX 5B,
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FX @R

£ Secure Mail for Android /1, =T LATE#B{IK P B9 F S 14 e ik B BB 4@ AN

AR

o JEEFEET FCM Bi%EH07E Endpoint Management =4l & FERRE, MURENF XX HFHE

o, BXET FCM poix@MER B L 1, 52019 Secure Mail B ZEH,
o FXHFIBATHAEXT Lotus Notes AREZ 2R EI M,

BRFXHRE

1. BERE, ARTENTEREN,
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< Settings

-+ Add account

Integrations

+> Slack
General
Notifications 2
Out of office >
Mail
Ask before deleting ®
Organize by conversation [ ]

Load attachments on WiFi

Show pictures $
Sync inbox frequency Auto
Sync mail period 3 days
Sync email @
S/IMIME 2

2. mEARFREY, BREEXHR, HEERETEER—RIIFXEE,
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¢ MNotifications
Mail

Mail notifications

Mail Type

Mail folders

Mail Sound

Vibrate
Calendar

Calendar notifications

Calendar sound

Vibrate

All Mail

Default

MNever

Default

Mever

3. BIRLUAREMERBCENBIX R, WAL FEFRES,.

P =

BRFXMHRBNEEABHMED
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{ Select folders

£ Inbox
] AutomationReports
T BitBucket
L] Bug Bash ]
] Crashlystics O
] From Me
] imp n
] support O

("] Conversation History O

(] Junk Email O

"] RSS Feeds O

T ] Unwanted L]

BRERFXHREN, BEUHERS A HEMERBOERBF RPN A IEE,

BAEE
#1517 Android O SEShRAHIZE £, ERILUERBNIBEIREREEEHE FEEMN B RBHMNLES R, B8]
LAGE AR I THRESR B RE X M E IR RYE A

TR B AHIREERCE @A, 1ETFF Secure Mail HESMENLE > @5, AREERFAEIBAED,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 176



Secure Mail

Motifications
Mail
Manage mail notifications
Mail Type All Mail

Calendar

Manage calendar notifications

ARRIUSMEE R @S EIE A M@0 5 &R B FHb e B HiE.
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\ Maotifications
@ Mail ﬂ

On .
Importance

Sound

Vibrate

Show notification dot .'

On the lock screen

Owverride Do Mot Disturb
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Motifications

@ Calendar reminders ﬂ

On .
Importance

Sound

Vibrate

Show notification dot ®

On the lock screen

Override Do Not Disturb

HE, WAUKRIEE LM Secure Mail EBREFE, ERNBARERER, ARREEN.
WMREH “IREh” KRB URNE RIS, WEFERLINEER, ZIGBBERNIMRDILE (X).
AR

HRAE LBNTRENTRELETFENEERRETFERFEN MDX HEBHAH.
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R FER BRIV R

72 Secure Mail for Android #1, SINMMEIZATE R FHMHFER, WEIB X WBIBEN B FEMHBAA, FJLUBEIE

R EDZ —IaNEE |

E

O I AD
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Message view

Monday, May 14, 2018
130 PM — 2230 PM
Timezone: (GMT+5:30) India Standard Time

lanility

Chalukya Room

Bt IEoRINRE

7£ Secure Mail for Android 1, ZEEHHFIIREE I, NIBFAER, FHBTXEENSE, EEREEEFEETE
HA ki s SR A B 4 15 1
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EEILATE Secure Mail RZBEFHEEH . MRATLUGEA Secure Mail #1785, MERERITH. NRETEER
Secure Mail EEMIF, WEETRHARFTIR, ERILUEEMENNARFUSEN . BXRILTHEENAFEBX,
EZiA Citrix BREBFROXEEEMMIN M,

[EIR¥ZHIERTNARE

7£ Secure Mail for Android &, FILEERI& & FHIREIREAHTEFRIFRANBFNLED. RIFEETRET
R AR e ERS R
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' - . : 4
! . ¥ .
= ¥ = H
= ; wl ek .
. L) .

3 5

MiivE o wonsleeied didy!

ahei froew il & el o

Reply All <&,
Reply €
>

M Android FBIEES A I E RS B

f£ Secure Mail 10.3.5 REEARAF, R NEXERHR (TFAR)” BKIGERRY, BPELEENENBEZF
HMER. MNRBILEREEFEE AR, BAFAP MEFRNEBE, 57 Endpoint Management =51 & gL
T B#HITIEM
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1. BFEILEEFERERX,

2. REURENEERFE ID. TER LR

LG Nexus 5:

com.google.android.gallery3d, com.google.android.apps.photos

Samsung Galaxy Note 3:

com.sec.android.gallery3d, com.sec.android.gallery3d.panorama360view, com.google.android.apps.|
Sony Expire:

com.sonyericsson.album, com.google.android.apps.photos

HTC:

com.google.android.apps.photos, com.htc.album

=y N

com.android.gallery3d, com.google.android.apps.photos

3. fERaEIAIEES InboundDocumentExchangeWhitelist BT 00

T# WorxMail APK xR MDX Toolkit 1T &%
TEEMITEN EHE. mdx X, HEXHEEERRN.ZIp,
F17F.zip X, #3Z policy_metadata.xml <t

1% InboundDocumentExchangeWhitelist Hi§HM PolicyHidden>true</PolicyHidden
> BB <PolicyHidden>false</PolicyHidden>,

fR7F policy_metadata.xml x4,
PR R RPFREX M, HESRUEIRE.zip X
AR
BNEBEIMNB R, BEEXHRPNFAE X, HERERHX .
PEHREMNERX G,
ERRENE BH R X EZE.mdX,

4. BESUERN.mdx X L2 Endpoint Management #5414, HIGERAE ID FIRFINE L F07 IWAINIS

MR E & B R,
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Restricted Open-in exception list

Inbound dolument exchange Open In) Unresincied

nbound document exchange whitelist

Connection security bevel

EREFE ID LS 5R:

com.sec.android.gallery3d, com.sec.android.gallery3d.panorama360view, com.google.android.apps.photc

5. REHEZE Secure Mail,

Android BFIER LM ER BR2FMINER. BXICTHEERNA RN, E21 Citrix BREMHROXESE

NS o

SFFH AR

X 8 RATLATE Secure Mail SN, EEMFTHFHISXEHE .

B i0S

M7 H.263 AMR NB

codec_Mp4

f4m: H.263 AMR NB

codec_3gp

MiR: H.264 AAC codec_3gp X
i H.264 AAC codec_mp4 X
fMaR: H.264 Acclc codec_mp4 X
GTM recorded_wmv

AVI

WAV X
MP4 X
3GP X
Flac

AAC X

Android

X

<X X X X X X X X X X
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B i0S Android

M4A
3GP(AMR-NB)
MP3

< X X X

WAV
0GG
ICO
JPEG

<X X X X X X X X

PNG

TIF (1XPREDT)
BMP

< X X X X X

GIF
WebP
DOT X
DOTX

PDF X
PPT X
PPTX X
PPS
PPSX
DOC
DOCX
XLS
XLSM
XLSX
TXT

< X X X X X X

POT
POTX
HTM X

<X X X X X X X X X X X X X X X X X X XxX Xx

HTML X
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B i0S Android
ZIP X X
EML X X

=173}

HARETRTERE LS MKPRFRESMG. ERUARNMKARER®, UXDBTFRMKANBHEM.
AR

MRBATNABRIEE, &INEERIARS TR HAAIAKF KB,
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Calendars
@8 work

B - O
@8 Personal

Hide All Calendars

C Lastsync: Todayat3:47PM {03
K EFEERESRE

1. BROM=heAHE, ARREERE LHBRXERE.
BEREEETEEENFREK,,

2. B# Exchange kP &M 2 RIS,
‘e RERERZKF R AEE,

3. EREBNHE, ARRERT.
4- Ei}i@@]i—}ﬁ%, i%%ﬁﬂﬂ;ﬁo
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3B Fi% Exchange tkFHPRIE B B4R BERETE.

Cancel Colors Save

Work
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Calendars

B8 work

@8 Personal
e

Hide All Calendars

ST o

(3 Last sync: Today at 3:53 PM {0
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= Aug 2018 ~

1 2

12 13 14 15 16

19 20 21 22 23

TODAY

10:30 AM

Test Meat

117:00 AM

Skype Meeting

® @ |

Fspcls LR Calendar Ci

Sum Mon  Tue Wed Thu Fri Sat

3 4
10 11
17 18
24 25

ALIGUST 30
30m
e m
25 =

inlacls Allachments

SIZERBIRRENY, AREFRDPSAMIAETIAKS BB FER i, EERERFIKF , BRIRIL B FaptFuhit,

REERSZ— Ko
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Cancel New Event Save

Work

Mone

MNone

(GMT+5:30) India Standard Time
Thu, Aug 30, 2018 4:30 PM

Thu, Aug 30,2018 5:30 PM
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Select organizer

Work

Personal

Cancel

R

TR LA MERFESFI A X R AMBERIT2BER, MR ERTENAREFFRRFIEIKFFEINENER.
FEBEMIKF AERETTRF A B RENERE T &K B4R

[ B RsSEH#

AT #RIETT Android 8.0 (APl 451 26) HESRARIZE LM Google Play EAMITREIER, RITEALT
Secure Mail G&RS. BEEENILE LRI REMHEREES @M, EBA Firebase Cloud Messaging (FCM)
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RSHZBEH. BXBAET FCM MEXBHNESEMES, 1S Secure Mail BUHEE @A
BHRRIEE LR Secure Mail IR BHPITHEMEER, BXUEHMNESHMEE, BRI HIIRFLXE,
PR

o MREFHRBAET FCM potix@M, NWEMHE 15 2w#iT—REaRT. LitEERENBEFEERSIE

TRRAERBBITIR.

o HAFPMRERERFoHERNEN, BHNAGHRNBERFREBMEH.

Secure Mail #149 Android Enterprise

Secure Mail for Android #1 Secure Web for Android 5 Android Enterprise (L gi#k4 Android for Work)
RE.

BEFN

o EMRERIEEIETT Android 5.0 AEEMA, UEREBEEREIhEE,
o WFAHIEIBE, %508 afw.accounts Endpoint Management E14i& &% TRUE,

# Endpoint Management £i&& Android Enterprise /&, #ah4r=INARFIEEENIEE EATA, Android
Enterprise BEtrRiRIX LN AERF, M TEPRE 2RI DT
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5 Android Enterprise #&1I04E

T#&5IHT 5 Android Enterprise & Secure Mail Ihgk,

ThgE HF

Exchange Server Bzh&#
Secure Ticket Authority (STA)
SHERA

Microsoft £ SAREE

B 5 R EER

ER RS

BB ER{F D3

S/MIME &&fm#

< X X X X X X X X

Firebase Cloud Messaging (FCM) g3
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ThRE HF

#IIE (OAuth)

%4 Exchange 1k~ X
N=171

SHERHIEE X
HZGE

Endpoint Management integration with
Microsoft Intune/EMS

Office 365 X
LDAP Exchange Server 2010. 2013 712016 X
EFIEBFHIIE (CBA)

GoToMeeting X

Skype for Business

MABERATIER X
Citrix Files &4 X
fER R R BRI E TR M X

T#&5IHT 5 Android Enterprise 3% Secure Web Ih#g,

Thae e
ZEF RN X
5e2E VPN 182z X
FRBE RN FRi2FThae X

X

5 Secure Mail B9EA 4

PR

o MNBEIFEEXHER TIHERT Android Enterprise B A FERRSZIGERFIFERIGERFF, KEE
FEARER Secure Mail for Android YRR S H#EMEXEM, BF, MRAY, XLEBHIGEREH
EREL, BX¥4ER, ESAAndroid Enterprise i&&,
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iEATF Secure Mail #9 i0S #1 Android Th&E

November 16,2021

EXF4E7T Secure Mail E2##9i10S #0 Android Thg,

¥ Azure Government Cloud Computing

Secure Mail Z##MA Government Cloud Computing (GCC) High 7£ Azure Active Directory 8/ Fi# 175
HI0iE (OAuth). Secure Mail 72 GCC High ikt Aimas, LU#HRE Microsoft 34Frf GCC High BREHIsEHIME

R, BXFMER, FESIA Microsoft 365 Government F1f9 Azure Active Directory BUFIEINAE,

FIFRILESRE, EREREE Azure Active Directory fEF 5 #9 GCC High U@E#THHRIE. HEBSERTERNF

Azure Active Directory #8F ## Secure Mail B R,

RN
tfatk Azure Active Directory 2B BERRITUUTIRME:

o EEBNEE L THSRHMRAER Secure Mail,

« 7£ Secure Mail iz 2+ EE Exchange kP, #5iF Azure Active Directory ERIR FRTE A PRUAGEFR

ERFER. BEIUTRES.

=3

AR

XESBMEAHWERBEERN—AEER, BFNAERHINRE,

SEZEM App Store F4RENTE],

Home

1]t Secure Mail | Properties

B Oveniew
. Enabled for users to sign-in?
# Diagnose and solve problems

Manage
Properties Homepage URL (0
&b Owmers Logo
&b Users and groups
d Prowvisioning
S Self-service
Application 1D
Security
Object ID
% Conditional Access
o User assignment required?
siv Permissions

Visible to users? {0

Delate -~ Got feadback?

Yes
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ARE

ARG, FARRTERFCEIHEEREN, ZTMSBEEEME Azure AD £# GCC High, WiFRIEAI T
TR, WHRIERGER&R%E) Azure AD £# GCC Higho

ALGEE U T AR Z —IIETIERIE:

« A& Secure Mail-GCC High #9 Secure Mail ¥4+ 37E Azure Active Directory fHP R ERTE

.
+ 1% Secure Mail BEUMINEE AR B EENHTEMRIEEES https://login.microsoftonline.us i#
TEE®.
X5 1CS XXt

£ Secure Mail #, ERILAFRESEAMAUREIR ICS X, HEHEABHSATIBHY.

Secure Mail FHEBX R ABH

£ Secure Mail /1, HEIEBFEHHRSVCBIEFRMBEAN, ATUEERRANRE. EXIINEENAF X
1, 1E5 Citrix AP EBHROXEZ RERAANRE,

EIRERIR

£ Secure Mail /1, BMIEF]URIBEMERBRAEHIR R, BXRILTHEENAF BB, 55iF Citrix BREBHL
X Z Organize your email (BEIBEHIEBFHRAE) .

&/ Office 365 Exchange Server FB8E X Office 365 RS2t

£ Secure Mail &, £ “Office 365 By OAuth 3%” 289 T#H I T —% % % Office 365 Exchange Server #93t
B8, FEMLLHRER, EHLUENX T LR Office 365 HBFEMIENZ. IHRBZEAFRABAFIAGEA Office 365 2#%.
ENBZESEME, 130 outlook.office365.com. ZRikER outlook.office365.com.

XPFMEEE

MEEEATEEATNIRETaR2M, ANHBREELTEBIRS, UEFRMERATER 2N, BIERME
BB, EOLUHRAIBIENZERSR, RAXHRSAMEZH iOS F Android FaIRIEN. BEALLINEE, BERY
7z Citrix Endpoint Management 1%l & g 12258 MDX HKB8I1& B iatl 5 M F Az,

EFEAMZERE)EE, &7 Citrix Endpoint Management i=#&H, BINELRRERIGE HRE SN FAME,
EXEAILUSKIMMEZEER, HERFIRE LA NAINENRERFSIER TR IREIRIREMIE MDX MRV, 1
AR ERiE, NARFFEEUHITREEETS, REBE, FtEENBIENNESIERM MDX 1£i52)ik&E
Fa. MDX E8ANAEFBHMNEIBRSENEIRENEMME, LIEMRT MDM + MAM F1{X MAM 113,
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BN LRRRIRE N RE ST AINEN, HERBFEAEIER MDX Nz,
BXIEAT Secure Mail MNZEEIE MDX SRESHIEMIER, BB TRERHNMELS
 EAT Android W ahEF I 2RI MDX 5RES
« EAT i0S BB FAIERFR MDX 5688
YRERTREGHAEERN, FEMRETHERBEARAITEEZFERNITIRE:

o ATNARERF — ATNBRERFESET.

s ATNBEFEETESRET —E5APNAEFAHARREMEER, EAFNAEFIET. ARIA
(=8

« FRIERARERF — LN BRRFIET.

517 10S HIgHE
UTREREIRER D AEETT I0S HIRENRMESMMEER:

+ i0S 10 - HARF EEEITE T HEFRERRHIRIER TR,
o FIAERAE - NAEFARERRER.

o BRRE - AEFRAEEMIRE LET.

o REIBITHS -REBETH” REAF.

HIEHAZ - RANAREFERBERE,

iz17 Android FYi8%E
TR EREIEE RS HEIE!T Android BigEMRESMEER:

+ Android SDK 24 (Android 7 Nougat) - 2 B#2F EfEIEiTm T ST EMRARNRIERFRRES,
« BRI - KARFEREAE.

« BE3R1S root WRIIZE - ABRFAEZERRE root ARAIEE LiETT,

o IREHE -REBITIH” RENF

s KEEMNE - NARFENEIEE BT,

SR TR FHp 1

Secure Mail Bfitt, BESRMIMNIBFERM, AT, SAAREREHESHNEFHUERNTENAER, FRERX
FERE L, TICBFERHFARINAA/NGOME, HeIhEEERRT AR A ATt B sR A B F BB R,

e RES

7£ Secure Mail /, EJLUBEHEREMHREZRINE BAHEHHIE, BXRILTHEEN AR, F2iA Citrix AR
RO EE B A E I E,
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BEENIR
£ Secure Mail #r, MERILURIEEHNERAREHIRFR, BXRILTHREMAFEBIX, 521 Citrix BR#EBH0

X Z Organize your email (BEIREHIEBFHRHE) .

ShEpe

7£ Secure Mail #1, HERPRIIEFRBBART, AILOLREEZIAERE, BEMILINEE, FSMERE > BEF#H, R
&, MEJREBFIEZEERNEED, BXITHEENAF AR, B2 Citrix B #BB O E R0 B s a0 2%
AR F R

BERXHEERY

B8Ry, FEERIEMEIEE LEM. thIhaErEE T Office 365 5% Exchange Server 2016 &Em
hRZASB9i8% & LRI

AR
MR Secure Mail Efs@ &, NASEHIERES 2IIRS25.

BXRILTHEE AR B, SFEN, E2F Citrix BREPFPOXESERF X FREHED,

%1% MDM + MAM &= T A8 Microsoft Intune B # TR SE R
IFFiz1Ti0S MigE:

RNT B ERLINEE, 5SS EMEMNIEE LR E Microsoft Authenticator i B 12 F. B % %% Microsoft
Authenticator EEF/HIFAE S, 558 Docs.microsoft.com £ THH %% Microsoft Authenticator
N FBER

3t Fiz1T Android B9 :

AT REBERILThEE, BSHELINIRE LLE Intune RATIFARZAERF. ERE Intune RABINFNARERFRE, &
HJLATE MDM + MAM XM SSO, MAEEEREREIETE Secure Mail REFHHITHHIRIE

IR RIERINEE

7£ Secure Mail #1, YERIFEARFHERENKAAR, ZBERANFACEEEETERR LT £, YERIRALD
W, BERRE. EETEMNRAFALBEREMTMAEE, YERIREEEALEAN “E2” AR, BERUT
JEI:

. YRiE

o ZONEVIP
« BUH
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FALETRF, BOURRESE. BEETEARKENN “E2” Bif. HREAEIREFHGRAREYS. BF
BRFER
AREHHEEA: FRIGEERSZE. BEERTRIRRNFRES. ERILUESH RIXIZEFER .

WEFRMY
EHatR Exchange Web Bgs5 (EWS) 7£1&#9 Exchange Server E4FERBRE

ETRHBR N FAEEBURTM Active Directory IREXMIAHLIFMEE (Outlook i@HR) ., BEETIEMMNEBR AN
M8, ERFEEREE Active Directory RECE EHALR R REM,

F=3

AR

It IhEETE IBM Lotus Notes BRZ 88 F A=,

RBayNEitm SHELNESIBH

£ Secure Mail &, ¥aiNatiE. tEEFERNEISEER MDX g, IhIBRINEEAFEE Secure Mail B
EHHRNEERM RS HEENANE R,

%1 Exchange kP

IIEA LM Secure Mail REy “IEB” HRINZ A Exchange B F Bk UREEN 2B, (EBILLINEE, ERIIUTE
—MIBENEHFREEMT. BXRAMBR. EESEFMINTRR:

s FERPRBNEBAEREEEZHF. B EREERENEATNARFFNE—IKFIZE, BERF
BHEMKFRNA P ZMZER,

s MREGEBNE—NKPREFIEDRH, WEEZBRMEFIERHNKF, Httk P XAFEAETF Active
Directory B 3I8iE, EBEZMKAE, Secure Mail FiFETIEBMN S KI8T,

o WA Citrix ADC IR BEIRB R, FREAIFE L EZTIIMNIMLEPEE Exchange Server,

+ Secure Mail for iOS X3z #f Exchange #0 Office 365 #pf4ARSS 28,

BXUILThEEM AP EEBIX Y, ES R Citrix AP EBROXE Add Exchange accounts (7N Exchange ).

‘R

BEXBRAANBFERXY, B35 Citrix AR EBHLXE View and sync your contacts (BEBHRFHKREAN).

EEHRPIRERS

AxILEHAhEENE A EBIXX, B2 Citrix BFEEBIH.0 X E Set colors for synchronized Secure Mail
calendars (HEE¥H Secure Mail BHIEBER),
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RIERE
BT LR IR R 4R B TSN ER AR RYBR I Ao
WEEMH: WFBE Citrix Endpoint Management /5 RS SRR, HERBINBER.

B2, ZTEHRRBFMHEN, BEFIRFIREETINIREA. BRABREIREL TARTHAES. BEEKRA
ERAE CRER 1+ 51 o

fEinfT i0S Myig&E £
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New Message

5&17 Android B9ig& £
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Secure Mail

Cance Compose Send

|-.|"II|:: citnx . com

abefmoitrix. com

IR RAANEGE, FET— M EEED, EPESBTHRETIRIEHMERINED. BIRRETIRDEFEZM R
N EERWHANG, BIREWIAELT.

fEiE1T IOS Mg & L
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© 1999-2021 Citrix Systems, Inc. All rights reserved. 205



Secure Mail

Cancel External recipients Select all

john

john@outlook . com

. john
john@yahoo.com

©
abc@gmall.com

E£iz17 Android #ig& £
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Secure Mail

External recipients

Some recipients belong to external
organizations.

REMOWVE ALL

EDIT LIST
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Secure Mail

{ External recipients  Select all

~ John
" John@outlook.com

G John
John@yahoo.com

o Abc
Abc@gmail.com

AN IIEF0HINEE

AR LLIESRINEES, BRIFRHIEMERETEBHEIRE, UETHR. XEELRHXWAERE. BHEMEREARREN.
AR
xtF Android, XLEBRRE XU FEF B A RRER,

EiE17 IOS Mig&E L
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Secure Mail

TestUser Two

FACETIME
FaceTime

NTERNET

5&17 Android B8 & £
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TestUser One

SubjecttestO1_CXM_2249/7 NonRecurr
iNng6EBYDY/5-6BB5-4F0B-B2EB-
D6 /AD3ECEAFA

|III:11|',-, 15 Fabruary 20189
130 PM to 230 P

muralal

LocationtestOn_Cxh_22897 NanRecurmnng

Bodytest01_CXM_22497 NonRecurringGEBSDA7
5-6BB5-4F0B-B2EB-DG7AD3ECEAFA

WBRLF BN EIR S LAIESR, 5 Citrix BAEFXUEIERRIF—,

Itesh, RIFRLEIESRINEERS, MIBRT MFTFERBFEREIAIRE “WHEFE” R LAVRHRET. HIURHITHRIRFERMY,

ZRemEEIR. B, BREAMMGEDE,
i0S T HhEEIME RN, BEFREFI0S 5 Android ZEKZE—1%.

Secure Mail 5 Slack (Gii%ahR) &K

PER] LUB R BB FBR A RTIER 5 E3E1T i0S 3 Android #9i&#& E89 Slack R AT1ERF. BEXIEMES., iESIH Secure

Mail 5 Slack (Fi%ihRk) £/
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Secure Mail

REMETIBE TR (LU RERFRIRZ)

72 Secure Mail /1, ATLASEA “REAMBHE” HEER S RMMBN BHBFEHE (UFEREBHHER) . ELUER
R R T EE RN R BN B FEb i, ERAIINE, EERVIRE “RENBHE BT 58K
HIREMEZNBNFIRBENBEIR L HITIRE . BXIINEENAFAEBXY, 525 Citrix BFR&EBHOXEMLETY
BBk S,

HREMETIE B FHR

EEILRIBEEE AR ENRIRIRENENE BT, BXEENAFENXY, SEEXEERRENFMAER, &
207 Citrix BF#EBIFLE Report a phishing email (GREMEHIEBFHNE),

S Secure Mail HAEH

£/ Secure Mail for iOS #1 Secure Mail for Android, ATLU Secure Mail BAEHSHENEERAH B H A
EFH, BXILTIAEN AP A, 151 Citrix AP #EBIH L E Export your Secure Mail calendar events
(S Secure Mail BFEH).

T MDX RIEERTENMABBHERHNEREHFR:

« & (FSH)

o =IVAYE]

o RIWEYIEL MR

o RWAEL ERL R

(3F Android) 2iNAYE. ATAM. 55&. A, R, &3
« (WFi0S) wiVETiEl. E&. HRMEE

Android %57 :

Apiz

MO

Ergart Phizshing Mall Addewrers

1 &pp infarmaticn

7 Platioem Repoart Fhishing Mechaniam Repasi via Ariachmeni -
]
Shype For Business Mesting Domaing
B
Fapart Calpndar PobEineg T £
M Dot Drpae)
av Cuth Suppet for Offce 365 Beeting Fame
Use Modern authentication for D185 Mdgeting Time. Locsson

Merting Time, fubjet, Location
Bdeeting Time, dailabdicy, Amendees, SUBJBIL LOLITOR,
Fradied Exchangs Onling Hetlsames
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Secure Mail

i0S &I
MDX
Report Phisking Mail Addreatex
1 App infarmation
198 i -
2 Platiorm ReEport Phissing Mechanipm B Wil ATLRC S
B i
B Shype For BulilAsii Meeting Dosdlsd
[
= Izpart Calendar i Tame -
Wore | Do’ Expor)
8 W
Caller [Sentifcatien Llesting Time
Wgwing Time. Location
Mrriing Time Sobyect, Localicn
Gsth Seppeat for Olfice 345 lnpting Time. Subpecs, Location, Mobek
affce 165 suthentication mechaniem 06 Pl % Okt -
xJF 10S

REM Secure Mail FEHHNBERHREHTIR/T, B7 Secure Mail SN LB R E M,
B5E.

o EUTE—ERT, LLIHEETE Secure Mail AT B TFERARE:
- “SHER” RKEILE X,
- &89 MDX MR AR B &% KRS
o MRENMABRNBREFTEEE T BFHAKAFREN iCloud kAL FTRERARE, WEEERILINEE.
MREN N ANBBRARFRESERERMK,, WA LERLIhEE.
« ENERNNABRBSH URL #4518 Secure Mail BREH, EHRRE “ctxevent:” EEE%E “NATES URL
HZE"MDX HB&H,

%tF Android

M Secure Mail FEHMNBHEHERiEEMH, B8 Secure Mail B, FRIZAHSEMHFA Secure Mail SH1t
i,

5E.

o EUTFE—BERT, LINEETE Secure Mail el B FEARS:
- “SHER” BKIGEHX.
- &89 MDX AR B & IZ KRS,

o IBEHRF NIESAERIEMDX SRERIE B AR IR E

+ Secure Mail S5 Samsung # Huawei i&& ERTT A,
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Secure Mail

R R

Secure Mail EREXHRHAT R EEHFAERIZBFEHE. FEIRNSIVBIBEURMBEANSINL,

BEEENREFR

21RA T AR TUNEI = PRV RETR.
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Secure Mail

See all important items

in auto curated buckets

Enter Secure Mail

IR BRI TR+
o Ri
o SWEIE

« BIRBEANZIN
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Secure Mail

BUAMERT, Secure Mail BNERRBENIKFHIR. MREETZ MR, NAUEERBS—MKFPHR.
EERBHMKF IR, BERR, BRXERER, AEERENAKS,

Feeds

= All Accounts
€[]
€[]

" 2 ey
L, Last sync: Today at 2:38 pm {:;r

FRIETE MEBHE, HABUTERLR:
. TEHFEBFMHE
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Secure Mail

o WIMRIEIE
o ZPEBEFHNZN
BEEERTPHNFAEDE, BREEE2.

AR

C BN RPETRHRRERATENIRE LIRENEM RSP HAR,

TR SRR SRINAE
TEENIERXARIEIRINEE:

s BRRSHMEXERFNSIGBEBERE B FF.
o £ R RPRSUEERNMEIREANRN,
o FETR 24/ NREIEBANSIEETRE B £, HHENSKMEAXES,
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Secure Mail

Feeds
Meeting invites
Daily sync up

Wednesday, October 24, 2018
11:45 AM = 12:00 PM

planning for

Yes Maybe = M

Upcoming meetings

11:45 AM 15m

Liaily
planning for

2:00 PM .
.:'Iunnlrlr_;
Room (&)
3:00 PM 1h
Demd series
Roorm [(20)

u - '-i
i i
L 0

FBENZENIR

£ Secure Mail &, ERILERERPEERBENZEN B T, RIEFSHHIARISE, REENZBRTRS
B 5 HEFHY. BEEEREENEENESETEE, FREEELH,
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Feeds

Upcoming Meetings

TODAY

08:00

Cloud Conferance

From Your Manager

WEEMG:
1R Exchange Web Bgs3 (EWS) &89 Exchange Server E4FERRE.

ETRHEERFEURTM Active Directory IREXWALRFMES (Outlook BIRR) ., BEHRELERH E/RIEMIVIEA
B8, BFHRIREIEREXE Active Directory BB EIAL B RN,

=,
P oy =

L IhEETE IBM Lotus Notes fRS5 88 F 7245,
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MBFREMAZIN
7£ Secure Mail &1, BPRILEZEMBHATRIEIBEMARIN. FTRIIHE T ZHNSIERMBIESBER URSHEE
MBHAENEK,
SIRHNSIER
RIUEE FRIRER
GoToMeeting (GTM) SWNABTHHWUTARASTZ—: 1) It
AR URL: https:
; 2) UTFERMS
HH GTM i5iREE: GTM:
123456789, GTM -
123456789. G2M -
123456789. G2M: 123456789
WebEx

Skype for Business

BT REEFIRUATF AP BRSNS T X B2 RF.

Zoom N AHER

o 10S -“#3FH URL” 588 +Azoomus:

BIR ‘AR 58080

MRLET GTM FAER, NA
BFEITH, HERPBIMARIL
MRKREZNAER, AFEE
- ATFEENABEURE
GTM HIET, X¥F
gotomeet.me/username 1§z
B GTM, MARFFITH, AFE
MMAZE

Citrix Secure Web 3&3T7, 4T
FFRITEM WebEx MABREF (W0
REREFLE L), HAE
Android E£# Secure Web“sZ R
HIRFTHARGISNIR” AR
i0S £89 “siFHy URL” SREBEHIE
WebEx #RinAa sk,

RBPEILL gL Secure Web 3T
FrEOsESE, BN ITHRIT
&89 Skype for Business 2
F (NREREFEEL), £
Android E£#9 Secure Web“sZ R
HFIFTH A BIINFIR” SEERHIE
Skype for Business M BiEF 7
mABlsh. 1Ei0S B “AiFHY
URL” SRBEHRRINGISM
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« Android -““fTF A X HBR M & 8g: {action=android.intent.action.VIEW scheme=zoomus pack-
age=us.zoom.videomeetings}

Webex (RFEEHINBIERF)
o i0S-“#iFH URL” 5588 + wbx: REIEEERE N Ahttp:,Ahttps:, mailto:=ctxmail:,+ citrixreceiver:,+ telprom
g2m-2:,+*col-g2w-2:,+ wbx:,+*maps:ios_addr:
« Android -“4T 7F /5 = H B& " % B&: {action=android.intent.action.VIEW scheme=wbx pack-
age=com.cisco.webex.meetings}

Skype for Business

« i0S -“A¥F8Y URL” %B%: +Alync:
« Android -“iT 7F 75 =% Hf % T % 8%: {action=android.intent.actionVIEW scheme=lync pack-
age=com.microsoft.office.lync15}

Skype

« i0S -“#¥r8y URL” 588 +7skype:
+ Android -“{T 7 /& = HE B I % B%: {action=android.intent.action.VIEW scheme=skype pack-
age=com.skype.raider}

RN

TEFIHT SWERURSMHER 5 T BIE SRR,
GoToMeeting (GTM):

TR RIES IR

o GTM BABEAERIESH, TFl:
- ENFE (%2 #3E): 000 800 100 7855
- EE (%#EiE): 18773092073
o 7 RFC 3966 BITENERBIESE, BXFHAEER, F5H Internet FRERER NI,

SHENSNABER:

SWABMESNEXPRU TERBRHITER:
« URL (*.gotomeeting.com/join/123456789)
« URL (gotomeet.me/username #&=)
o “GTM” 88z, % “GTM:123456789”

o “G2M” 18=(, N “G2M:123456789”
o “IhiEMRES: 123456789 FEH
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Secure Mail

WebEXx:
TIEFNBIESEEN:

+ WebEX I NEHXHEMEIESH. =~ (Verizon fxE) :
- 1-866-652-5088
- 1-517-466-3109

+ WebEx BSUEESANEAIRIESHE, RFl:
- 1-650-479-3207 (EE % EBIE)

« j#/E RFC 3966 #& R &R E R BIES I,

SER SN ABEI:
SWABHBIEE AT Z—:

o RIRES: 123 456 789
* IAiAEAS: 123 456 789

AR

T 9 (IEEE MU RIS, BRI # BLIRA R

Skype for Business

IR EBIE SR
« RFC 3966 XN AEMBIESHEXFAES, BESH Internet iRERERNIN .
SRS IABERER:
SWEXBEXA: “KIID: 1234567897
AR

34F Skype for Business &1, &BE=FRM # Ho

BRASMENER
SFFHEIE SR
+ RFC 3966 #&XMEMBIESE. BXIFAES, BSE Internet iR/ERERNIN I, Al

5555555555

(555) 555-5555

555-555-5555

555-555-555-5555 (MIRFHEER/HXKF)
1-555-555-5555

+1-555-555-5555
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Secure Mail

} =r

AR

BIESHHRNHRFZENER— N IRR. flim, ) -" 28%

SFPZWABER:
BirRE: 7(BIESHE)7)(RB)”

AF T RIRAo

REULIEEEMESHIZE # R (MBEFR). BEUAXEFIRE, TRIEFNERTIR.

WNFEREW, UTEAARTFAAREREN. B2, IRBREHIVNEXTHNEIESH, WAILKAZN. BFE

BRRFRFEAZINAE, ZFUTBIES BN NADER.

XFFHERIESIEI

RFC 3966 &M R BIES SR
fl: 5555555555; (555)
555-5555; 555-555-5555;
555-555-555-5555 (ANR=FEE
KR/#XF3); 1-555-555-5555;
+1-555-555-5555

2RI BRA

Z51453

Z£5% PIN

REND

*E PIN

B5&/REARB

FEAIES

fEfiz PIN

HEER

HE#E PIN

F#H1L PIN

PIN

BNl

1-888-999-9999 & 545!
9999999

1-888-999-9999 £5%& PIN:
99999999

1-888-999-9999 kE=H3:
99999999

1-888-999-9999 k& PIN:
99999999

1-888-999-9999 £ 5% /R =
f5: 99999999
1-888-999-9999 [EAILH5:
99999999

1-888-999-9999 &fiI PIN:
99999999

1-888-999-9999 HEE M
99999999

1-888-999-9999 Hi/E& PIN:
99999999

1-888-999-9999 x4 PIN:
99999999

1-888-999-9999 PIN:
99999999
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XFRIESIEER

WSS FRRF

IR

53

WA

=W ID

”)

»”»

passcode

ext:

ext.

;ext=

extn

HC

xtn

xt

Nl
1-888-999-9999 iAial AT :
99999999

1-888-999-9999 %3
99999999

1-888-999-9999 iy /L
99999999

1-888-999-9999 =¥ ID:
99999999

+1(631) 992-3240,958209234#
+1(631)
992-3240,,958209234#
+1(631)
992-3240,,,9582092344#

+1 (631)
992-3240,,,958209234#

+1 (631) 992-3240 passcode
958209234#

+1(631) 992-3240
ext:9582092344

+1 (631) 992-3240 ext.
9582092344

+1 (631) 992-3240 ext.
9582092344

+1 (631) 992-3240 extn
9582092344

+1(631) 992-3240 HC
9582092344

+1 (631) 992-3240 xtn
9582092344

+1 (631) 992-3240 xt
9582092344

+1 (631) 992-3240 x
9582092344
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FTHRNBIESEER KWL IRR
PC
pc
TABRBREMN

Nl
+1(631) 992-3240 PC
9582092344

+1 (631) 992-3240 pc
9582092344

7£i10S #1 Android i&& £, AIUMAH BARBEFESNEN N ABFHHE Secure Mail FEEEMNMASH., B%
I INBERI A P EEBhSCRY, 3§55 Citrix AP EBILE View your personal calendar events (BHEHNAH

REH).

BAREXE G

TR ENA T Il ARBE R,

1. EEEETFERERMIIABKES, BEMEFEXPKE, FERIEDNF, BIRENEFR.

© 1999-2021 Citrix Systems, Inc. All rights reserved.

224


https://help-docs.citrix.com/en-us/secure-mail/personal-calendar-overlay.html

Secure Mail

Carrier + 9:324 PM [ #

Cancel Inserting a picture

Cc/Bec:

Bre's a picture from last week!

2. Secure Mail FIgesIRRZIHIRIR A, LNEERBRE. SMIEARREBANER,
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Secure Mail

Carrier + 9:35 PM (. #

< Photos Moments Cancel

Point Reyes Natl Seashore
Mar 13, 2011 - Point Reyes Station, CA

Mordurland eystra
Aug 8, 2012 - lceland

August 8, 2012

August 8, 2012

3. IR EaEEENER.
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Secure Mail

Carrier + 9:35 PM [ #

Cancel Inserting a picture

Here's a picture from last week!

BREF

£ i0S # Android i&& L, EAILUBE AARBARTBFHERAITRME, BXILINEENAF BN, ESH
Citrix BP#EEBIFLXE Use swipe actions (ERREIRME).

7£ i0S #1 Android #10\ Skype for Business &1

AILLEE Secure Mail T4 Skype for Business 2i, IEIhBEERIEERIIEE _ER Skype for Business [
RiER.

A Skype for Business =i

1. %384 Skype for Business ilie#2sk A E M-
2. HEHEMEERET, Bi% Skype A=, Skype for Business 2iEEMRE QB
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Secure Mail

INRKRIEEIILE EREE Skype for Business, ERERE Skype MR ZN AEF.

Bt B 2 P PR T 5 LA R B 4 B EL At 1B SR Th e

EIAE R LAFE Secure Mail RZ AT (MS Office fER), RABBIFERE=ANARERF (HI0 QuickEdit)

REATH,
BRI A] LURITUL T R(E:

o MERFEFRIEFERE SN EIA9ELE BB ¢
o ERERMIINEEHETER o

o RTFMIF LB IR

o MRS AR IBRA o

o EREMNARERFITHMG

o BEEMHFBIRIREFERFHEHEN.

=
NEEEMHFFEEEFTIMGN, FTEEEREBFIEFRBEHEHR.
AT LATE LU 1B T F s b4

o BEEH

o RS,

o “BIE XK,
« BAEM

BRI INEI B9 R

1. TS SR FaR .
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Secure Mail

Dave

RE: Citrix Flow images and doc

December 14, 2077 1127 AM

1t ae il" e, Ny
m File associations.docx

. . —_

. security-boundaries.jpg

] _— .

A | Lync-optimized-architecture.jpg

&

2. BIRZMIf.
3. BEMIMELT.
MR 2R “IRHFE".
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Secure Mail

Attach to Mail

4, EEFBRUAHMZIIAEE, E R R DOF LS M NI HrER o
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Secure Mail

— Inbox

Select a message for this attachment

E Mew message

® Dave
RE: Citrix Flow images and doc
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Secure Mail

Cancel Compose

E security-boundaries.jpg X

TRFF B LA R AL 375 78]

1. $TFFRF,
2. BRNEA EANESEL, ARBRRETUEBRNIARREFM LB
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Secure Mail

Save for Offline Access

MBS 14 e BRR £

1. $TFFMHF,
2. BRNEA EHNESEL, ARERMBINS IR AMBES R BIERMI o
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Remave from Offline Files

ERE MY AEFFTH M

1. $TFFMHF,
2. BERNEA LANESELN, ARBRITAARN. UEREMNAREFITHM
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Open with different application

3. MNEREBETH, BREA TR —ED,
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Secure Mail

Complete action using

&) Gallery

rl Photos

@ Samsung Print...ervice Plugin

& Secure Image View

@ Upload to ShareFile

EEMEIRRE FEMF AR EN
1. BRESEAT A ER.
2. BB,
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Secure Mail

Attachments

RECENT OFFLINE

s Security-boundaries.jpg

— i et
T o L,

Fepcls bda Calendar Contacts  Aftachme

3. B, ARERFSE LANESELT.
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Secure Mail

4 View Original Email

Remove from Offline Files

View "security-boundaries.jpg”

4. IEEPR BRAIREBFER o
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LEd ]

Dave

RE: Citrix Flow images and doc

n File associations.docx

h § - -
security-boundaries.|pg

| ™

Lync-optimized-architecture.|pg

P &% 5 B F bttt (UPN)

7£ Secure Mail for iOS #1 Secure Mail for Android &, BIUMETF Exchange B &MEBHNSHIRIBIBEIE
F UPN fIZBH S5 50I0E.

BRLLTIRESE, ERBFTERITUATEMARE:

o EFZRE Secure Mail,
« 7 Secure Mail FRIBRFIFRIOMKA
« £ Secure Mail +FHBFZ.
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WEFN

et TS 2 5, IEHRRAF EFEIETT Secure Mail 10.7.25 S{ES RS,
VIR A “EESHRIERKNEREIBAFE” R/, 7 etEmALtIhEe,

T EETF UPN NS4 3IE

1. 7£ Endpoint Management EA “EEH IR X TBAFZ” KL,
2. #%1&8 Exchange AP TR IS AP HE SMTP B FapthITERAFH UPN,
G ARR SR IERKIRME, Secure Mail it EAE SMTP B Flp 4 b#1T HHI0IE,

SHWIERIIE, APIKPRBREREIERER UPN.

TS

i0S g L. HERE, ARRRKPUSERMES, THMIIN, E SMTP B Fp#iitiE 2 REKFARE L
AR & FERH,.

7Z Android ig#& L. HERE, ARBRKFPUEEEAES, THMINA, £ SMTP BFHHMIHE BRTEHF ¥
AEERRELNAREFERF,

T AEAET R
WEFMN

+ Exchange Web f&% (EWS) 7£#&89 Exchange Server L& FRRRES,
+ Microsoft Exchange Server 10 SP1 S &= AR4s,

Secure Mail for iOS #1 Secure Mail for Android Z#3FAABRAH, BTUEEFETE Secure Mail ##9 Outlook
SEZEPIHCIENBEAAL, IR AABTE Secure Mail B “BRR" HER.

AR

T HEfE Secure Mail FEFEBmRNMEBERABMNIRK R,

RERFHMHEAREMHN, AIUERANENATIR, MREM Exchange IR TRABKRAL (BRATR),
AT L7E Secure Mail FEEXLEH,

EERNBENATIR
1. 7 Secure Mail /1, fFTF&EAF.

2. BABRALANEZT,
KRAARBERRERPET.
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3. BRIZEKAZAANAUEER R,

o Sid T 4T PM i

<

TestContactGroup

MEMEERS

AR

ReETE Secure Mail éRIEELR A,

BERIELER N ARIBR
1. $T7F Secure Mail HEIRHmIEF AR IFIRI LIRS BE 4
2. EREMERERBIA A FERPBANBRALBNRZT,
3. EETHEKRATIRF, EFERAH

© 1999-2021 Citrix Systems, Inc. All rights reserved.

241



Secure Mail

test? testd

Test

123 @ space @ . return

Ho S & J3:44ZPM -
Cance Mew Message
To: te
Tescg
TestContactGroup
x

BRAABREL U TENRT:

mIEk R AA KX HH#IE
1. #T7F Secure Mail #SMEIHF,
2. Bz + BB BB S,
3. EHEEHRED, BIRESIEEURMM R,
4. BABRAANETURZAREEE,
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Ho 5B & 1% 3413 PM
£ Invitees
1]
Tescg
TestContactGroup
4
test? testd
Test
gw e r t y u 1 o p
a s d f g h | k |
&$ zZ x ¢ v bnm &
123 @ space @ . return

5. AETHERANTIRF, EFERAH

XREY

7% Secure mail for iOS #0 Secure mail for Android &, FTLURIZRE S ERLURIE Secure Mail WEFFERE. [
SEIREET Secure Mail g9 R, fIg0 “ep%E". “BHERE”. “@AR” M “Mi4", BRELSEFRN, BEER
BRIFTEI S (B0 “apsE”. “BHiE7. “EBAR") BEH. DR NNEEEER S EIRSEHET.

B$ X 13k
1. #T# Secure Mail,

2. ETNEBRERATAX RS, BRERDHIXHR,
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- Inbox O Q

® Avery Taylor T30 PM
Why Las Vegas Hotel Rooms For You

® Jorge Hogan 3:28 PM
Global Resorts Network Grn Putting Timeshar...

Elsie Newton
Become A Travel Pro In One Easy Lesson

Steven Todd
Train Travel On Track For Safety

& Chris Herrera 3:28 P
Motorhome Or Trailer

® Birdie Walton 2:28 PM
Coventry City Guide Including Coventry Hotels

a P
[ [} 24 B

3. BRERRA LAKNEEELT.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 244



Secure Mail

4. BRREVE TANEYET.

Mailboxes

gs

Inbox 1
Drafts
== Sent ltems
= Qutbox
Deleted ltems

Junk Email

Last sync: Today at £:03 pm
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Mailboxes Q
€
£ Inbox 1 w
Drafts

= Sent Items

Outbox

—_

=h

Deleted Items

Junk Email

« ) Syncing

5. XHERRRSHEABTERHN. HEBRKERSEFSULER.

R M e TN RE

7 Secure Mail for iOS #1 Secure Mail for Android &, BJLUBEIT R IR ERREIMTINEE .
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B B 0 B 5B EE F B4 R
1. #T7F Secure Mail,
2. BIRTUGIREME, HERIZEE TR EIREUEERTFHM,
3. BRESA T ANKMEERE NN EELT.

Cancel Compose
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4. BTSRRI 2R E U R ARNA R 6 S B X ElAR.
5. NEHEREMERHMOESR, HERZEVERLIBERA.

Cancel Compose

E?
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=

pE =
BRI EARET, FER TR

o XfHF
« ShareFile (I7£#5A Citrix Files)
o SRR
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Complete action using

O Files

@ ShareFile

@ From Mail Attachments

EEBFH4RT, Secure Mail EZ2IMBmANZE

MRFFFETENRNTNES, 50, SEBTAMEENE L URL M9EBH, Secure Mail BiEEIN ML LR
BRABHHTENR.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 250



Secure Mail

SKEFRTVIIE

FRIGEERET OAuth $NESHIEIISHEPI{NBIENESHER, hXFaESEN Office 365 FERARZEM MR
Active Directory Bt & 5 3IEARSS (AD FS) s & i2#tiER (IdP).

3¢ Secure Mail #9 “ 73F Secure Web 15’ MDX 58

£ Secure Mail /1, FLeshEg URL A TE AN 5 28 3E Secure Web ®#TH, Hitk, BINERT, FiE URL 4B
BEANI G ERPITH. B, EAIUBIREER]E Secure Web F#THH URL M5I&. Hitk, &EaILLTE Citrix
Endpoint Management iz & HECE & 7 “AiF Secure Web 15" & MDX 585,

EEZERKE, LLESHRE URL EVUSFIRS N BEFEE A XENEIBEFNEE URL 89N B 2853 FHITES,
BE, BEBHEKREE N Secure Web ER BRI ZRIHNTIR,

INRFZEIEET BHARE), NFE Web MEMIEHALIXE Secure Web, BHEIRixLt URL BBHHIRRELIRZ b,
BMREER URL, BEEM URL, ZrRILIEE “HbfZA URL 27828 "MDX 5KB8, IHERBRIST AL AN S 23 h
FT7F URL, LLSRBREVILSES T Secure Web 135585,

A AECEE AT Android #1i0S #9 MDX 5588,

Secure Web i 5H=HNRHIESE

T EREE RN R ER Secure Mail for Android 8B P EZAN Chrome %2287 Secure Web &13#TH URL,
7£i0S L, XH BB REEREISE Safari X eShiTH# URL = B5h1E Secure Web #1377,

3tF Secure Mail for Android

1. ENAEFRE" RIEYIRF,IBE “SREIBITAAXGIIMIR PRI {package=com.android.chrome},
2. £ “AEFRE” (Lt URL) HBEYIRF, EERGF Secure Web iHhiAmmEpit =9 DNS G4,

WNFHEMB=FNEE, BREFERERAUTEN:

{ package=<packageID of the browser> }
3¢F Secure Mail for iOS
1. E“HARFRE” (Hih URL) HKegFIxF, BERYFH URL FiRm + safari:

2. ENARER URL A=H, 7 safari:
3. ERIF Secure Web E5, FHRinAZpuL=A DNS 545,

Secure Mail 5 Slack B9& /K

November 16,2021
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Citrix Secure Mail and its integration with Slack is not created by, affiliated with, or supported

by Slack Technologies, Inc.

HE AT LU BRI B FRB 43T 5378 25597 10S 3¢ Android #9ig& £ Slack R AR
BRLLINEERS, RAIABITLATRIE:

o MEBH-TL4ELIRE Slack 33iE,
. SIEESEHERE AR Slack AxiE,
o EEEEHEBHI AR Slack FEIBRERHEE.

wEEMN

¢ WFEER:
- BHRERER Secure Mail 23 Slack TIEX, #£ETmEA Add to Slack (7% Slack) #z4.

L]
5% Add to Slack
(#m= Slack)
- % Enable Slack (5/ Slack) HB&I2E) On (). BXBIIFMEE, BEE:
* BRAERT i0S &9 Slack 5B
* FEAEAT Android B9 Slack 58
« AR ARRE2E, BIREREAE Slack A3 BERIEE ERET Slack RAER.

Fig&E BRIt IhEE
1. #TFF Secure Mail H R XE R BT,
2. EHFEREDR, BiRER4G TAMNSEET.
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Secure Mail

Mailboxes Q

@s
Inbox 41 v

Drafts

Sent Items

vV O [

Outbox

Deleted Items
Conversation History
Junk E-Mail

Sent Messages

Unwanted

0000 = B

C Last sync: Today at 2:08 PM
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3. BIREREY, BiREMT7IH Slack,
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Settings Done

ACCOUNTS
ER

+ Add Exchange Account

INTEGRATIONS

9= Slack (Preview)

GENERAL

Notifications >
Auto Refresh On
Out of Office Off
MAIL

Ask Before Deleting

ole

Organize by Conversation
Load Attachments on WiFi

Show Pictures

Sync Mail Period 3 days
Check Spelling 0
S/MIME >
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4. REEMIEX Slack URL, REERMELE,

< Settings
._;" Sluﬁk | Menu |
Sign in to your workspace

Enter vour workspace's Slack URL.

citrix | .slack.com

Don't know your workspace URL? Find your
workspace

5. RIEEHNERE, ARERER.
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< Settings

Signing in to Slack - citrix.slack.com
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6. EXRE Secure Mail 3HEBHHRER, BIRIB,
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< Settings
7y « P

On Citrix, Secure Mail would like to:

Confirm your identity on Citrix

Modify information about your A

direct messages

View email addresses of people on b

your workspace

ﬂ\ Access your workspace’s profile >
information
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EMEREED Slack,

fEFItEIhAE

1. 7£ Secure Mail HTFEEBFIEINE, ARBRIETEEHRMERT,
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Happy Birthday..!!

Always show pictures from this sender

- P
itha, Surya, Antony, Chetna,

S
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2. ERI A, 2i%7E Slack FEIK,
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<

Chat in Slack

Forward

Reply All

Reply
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3. WERTREISE G B FER RIS A Slack,
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r 3 : .
< CItrix

@ Chetna , Kavitha , Antony ...

ILIEY

Chetna , Kavitha
, Antony ,
Surya

This is the very beginning of your group message.

© © ® ¥ O ©

Message group >
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BEILUTILA:

« E3i517 Secure Mail for iOS 5 Secure Mail for Android B9i8%& £, ISR Z 6 S EAIE FHREFRRI/\
MR Slack 34, WMREMWEFERERAUREABIE/N\D, NBINERT, Secure Mail &G R
FHRFITIERIZIERET) \ U Ao

BRIAE L

May 13,2021
&IRIT Secure Mail FERIF B FEBE RS ThEERECE

Secure Mail for i0S G& N BEFERIF

&R Secure Mail for iOS BE2E Ai@id i0S EENMAEFRIF (fiE APNs) 1=R45@H, Secure Mail BFHB{RIFT
BB LT AT
« APEIRE EMNRERBEAEANAEFERIF, HE Secure Mail E/3&E17H, WEBSRSERAL. B
IMEEURTF SRR,
s MRAFERTREENAERFRN, WEESETHNNAEFTSERBTFHBYE,
« AP Secure Mail BEFEHY, ZNAERFEEREZAIRBEAERRANIET.
« ERIAIETTE, Secure Mail B REEEBFHIFEDD, TiLEENAREFRIFIZE N,

Secure Mail #1 ActiveSync

Secure Mail i@ ActiveSync ;8 B X i 5 Exchange Server #1TR¥, @S ILINEE, AP TSR iAEE
Outlook BB, BXRA. BREEM. BhERHIERFE LUK P SIS,

AR
ActiveSync A% #5R# Exchange AR5, 7 Exchange Server 2013 /1, ActiveSync F=R$ “&
a7 X%,

Z2RP BRI M4R, BFRITTIIPTE:

ios

. BEIRE > 8RRl

. BEMRIFEIRENTTH.

. BETH. BETFAENTIR.
. BRERTHIXHE,

A W N
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Android

3 “BpFE” 71K,

RIRERY BIHBFE.

BRERAETAN “E%” Bif.

BRIERED £,

EREMET, ERERFEEBIXARED K,

A A

S Secure Mail FHIBER A

Secure Mail BFEIUFREMIEEHBERASFNNBRAERY . —AERE I RRAASHEFNMNERAERE U vCard
MR ZER A

EAVFERAXLINRE, 157 Endpoint Management #£#I& 5% Secure Mail B9 “SHEXRAN” KERIEEAFo
ZRIEIEBERFTEY, WUTEME Secure Mail pAFERRES:

K “'I.QE” Epﬂgﬁzti‘mﬁlﬂiﬁﬂ}
o SHETMEKRA
« B vCard MHERHAZEBRA

SHEKRAARBIKENKE, XEETEZNAREFPFET.

BRZREE, ARFERSIMENRRLIRENT, FREFEMRFERKRAMBARSEED BIFHEE,. R
5aMERARFEFIRERF, 7E Exchange 5 Secure Mail B R AFMBMERIEFEB AR ITAREX R A EH,

BTF Android Z7EMREI, Rk, sNREME Exchange =% Hotmail tkP Bi& B A 52BN RES, Secure Mail #8
TERSBAR,

£ i0S H, AIUSH Secure Mail BR AHBEHSFHNBERARL, BIERAFERE EIZET Hotmail 3 Exchange,
A USHMEAL KR A, EE Endpoint Management #i@ig Secure Mail B “BEAVBERANE” RIKEEE
LthIhEE, LEERBERE Secure Mail RBBEEREAN “BNR” MARFPEEN Exchange/Hotmail ik RBIBXR A
KT, MRIRENTT, NAEFSKEHEAARSIIEE, BMEEDSY BAR" MARFESET Exchange/Hotmail
AT, MNRIGBRX, NAEFHFEEFELRERARS . BRIAMEAF.

PRI
BRSHAMEBRARSE, RERANBERAXGEA SRS, ETERAENEAFXGRBAESTERT IR AT,

Secure Mail 3&41

TRFHT Secure Mail ERIAREEETH, MARZIFNBEHILELIBER.
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Secure Mail EFI&HE&EIE1T:

Az

BN

B& (HBZALD)

i0S ERSEFRIAIES R

Secure Mail kA
ActiveSync Z#Z AR 2 BB TR {4
MBFER.

Secure Mail i&id i0S EA R ATE
FFRISRINEESL APNs (JIREEE)
OB,

BXEEBFMESR, E&%Secure Mail for i0S AyHEEEH,

Secure Mail B9itEixE@40

March 26,2021

Android ERyEFIIES

Secure Mail kA
ActiveSync Z#Z LUR & BB FHR 4
B FE.

Secure Mail #4Px A
ActiveSync &,

NARRFERSZTHXHN, Secure Mail for iOS #1 Secure Mail for Android aJLAEUR S BB F#R 4 B FH3ER
BxHEH, Secure Mail for iOS ZiFi@id Apple #XBAIBRS (APNs) ZIAEIE @A HAE, Secure
Mail for Android &z#@id Firebase Cloud Messaging (FCM) ARSZ 1= 4tA9EA.

HEXIBAIAY TIERIE

FIRME YT i0S # Android ByHEEEH, Citrix 7£ Amazon Web Services (AWS) H3EEHiIF22ARSS LIBITILTIY

ok, .
BE.

o URTETEWRAEFEESHEY Exchange Server &i%# Exchange Web ARS5 (EWS) #i%:@%1. Exchange FRE

EEpEER A REE Citrix RS,

Citrix RS FEMEERNAR

W RES Ko

o [0S i&%& LM Secure Mail &% APNs @51 ((REE&#EE).

« @ Android &% £/ Secure Mail k3% FCM &40,

AMER. R, RESHEMITE ID FHRRFEIRE UK Secure Mail REEHK

Citrix il SSARS AR MERFEGERE, ZREEE ActiveSync REFfERF18& 5 Exchange Server Zialifst. &
UTF=AKISRE0NARRS (WErRAMMIERERSE)

o EiX

o BRI, HRFRAIEMHX (EMEA)

» XX (APAC)
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Secure Mail

HEIXBHNRFER

3R Citrix Gateway BB &1F Secure Ticket Authority (STA), FRIFMEEEXE, Citrix Gateway B F

& (M Secure Mail s@id@iEimed) EFiHEILLT Citrix firF2sARss URL:
HIBX i URL |P it
FEMtX https://us-east-1. 52.7.65.6. 52.7.147.0

pushreg.xm.citrix.com

EMEA https://eu-west-1. 54.154.200.233.
pushreg.xm.citrix.com 54.154.204.192

APAC https://ap-southeast 52.74.236.173. 52.74.25.245
—-1.pushreg.xm.citrix.

com

53 Secure Mail ECE % @A

Z Secure Mail i8& Apple #ixi@Hsk FCM LU#ITRZA®EES K, 3ETE Endpoint Management iZ#l&9, #
“HEREHR” IRB AT, REEREFRENXE, TEERT i0S HigE,

MDX

1 App Information

2 Platform

Enable i0S data protection

Enable S/MIME during first Secure Mall startup

stF Android, TEIRRTS iOS HRIMMEEEIZE, thoh, MR EWS EEESHIHFRS SBFIENXIETRIMXIE
H, &5 EWS EHZI8E, BASBERT. MRFLIEEZT, Endpoint Management & ERBRARS 231 E
MEo
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Push notifications

EW5S HostName

Push notifications region AMmencas =

fi2& Exchange #0 Citrix ADC LU iFRE REfIf iSRS,

Exchange Server &

s MBAA3EEI Exchange Server FRTEXIZAEY Citrix fiPr28ARs5 URL Byt SSL (@m0 443). #lan:

HIBX 5 URL IP stk

EMtX https://us-east-1. 52.6.252.176. 52.4.180.132
mailboxlistener.xm.

citrix.com

EMEA https://eu-west-1. 54,77.174.172. 52.17.147.220
mailboxlistener.xm.

citrix.com

APAC https://ap-southeast 52.74.231.240. 54.169.87.20
-1.mailboxlistener.xm.

citrix.com

INREFE Exchange Web BRSS (EWS) 5 Citrix (il 23ig& 2 BACE 7 RIEARS 2R, WEILRITUTRIEZ—

o BEBIZAELRX EWS HRE, ARERIMIMSFIRE.
o BRdIZAIEFHE EWS REEERBEIITRIZE.

ZEMAERS S AE EWS iE, 57 ClientAccess\exchweb\ews X #EtE EWS web.config i, 0T
FfilNo

<configuration>

<system.net>

<defaultProxy>

<proxy usesystemdefault="true" bypassonlocal="true" />
</defaultProxy>

</system.net>

© 1999-2021 Citrix Systems, Inc. All rights reserved. 270



Secure Mail

</configuration>

BEXEREARENEZFAREE, BESRNERLRE,

stF Exchange 2013 #f3%, & FzhA web.config SXHHFM system. net 253, [N, AXHHRIERERN
iEATF Exchange 2013, Z#{THIEHR, BERRAREM Exchange BEA,

EPI IR, BRBKETIRUAY Exchange 5 Citrix (28RS EILER,

BEETFIEBHNSHIIEEM Secure Hub BY, E# 0 Exchange Server BB AHITR FIEBHNEHRIE. BX
H4Ms S, iHBIEEndpoint Management E4EE—32,

Citrix Gateway it &

242 Exchange Server RER VP REEMEIITRMARS, B Citrix ADC BARVPERELBIEMBRS, BEBIX
AN, RERLEE LU R IEHEXE,

NS EWS # ActiveSync RSS2~ E, &% Citrix ADC RERIREE N A EWS Fi2. Bx¥% Citrix Endpoint
Management 5 Citrix Gateway SERIFAIER, 1ESE Citrix Gateway 5 Citrix ADC HHEREBS

BEHEER

qul‘:ﬂﬁﬁﬁgi_ﬁﬁﬁﬁﬁﬁkﬁ: ﬁg EXChange $1¢Elb\] ,\':F'@,Efflﬂlﬁ*T,ﬂlﬂmLiﬂi‘,ﬂj%mﬁﬁﬁ’]E|n_.\-J- o
EA LATE Exchange Server EiafT Wireshark BRExr, LUERERTR®E Citrix 010r2siRSMH GRS,
SIFEMEB, EFEA Endpoint Management Analyzer,

Secure Mail #:%@5F WD) @RE
Android AE@ERNEZIXE Secure Mail

72 Android &, ERIIAARIEZEZE Secure Mail,

FCM 40l R20m 8 5 57 i B A9 R FEp @Al

BEYRRE L2 RHMBHBEIZRE Secure Mail BF 2 EHEIBEM. EEWHA: ESFBREMITEMR

o

AT BREEMEER, Secure Mail AFEEBM Exchange RAF#d&E, LUE Secure Mail BEB15 2R AIE @,
BUCGTERERY, KETEEMEMYG FCM B, BFEURPERATMRE, MERHEE Secure Mail HET.

BENAREFREFINEsNm Secure Mail 71 APNs

MRBPXFEENAEREFRF, SREUTER:
» Secure Mail *2E&MNBAIERIT, Secure Mail B EWE,
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https://docs.citrix.com/zh-cn/citrix-endpoint-management/advanced-concepts/certificate-based-authentication-ews-securemail.html
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Secure Mail

} =

=

NEBRT SHXENNA SHIXMER EXERSENNEMAES, 551 @M Secure Mail for
i0S MyEHEXIBAN

« Secure Mail REHF 7 L B/ B FHREEH,

BHEANAREFRIHFY Secure Mail WITHBEEAREM. WHIFTR, HASRIE APNS #ITHESH, BEIER
T, BFHHEREEDEIRE,

RIIFEE AR Secure Mail #1 APNs

EEDFEEL TS Secure Mail BXMARRITHERAT EENARFRFNER, ERIERRT, REFEAE
HRIFTMREER BIER, BEfsnEaNARFEEEM. A, AEEmS X “GaNBRFRHE" 8 PFIHE
mAEE. EER, ERFEERT, BEEMMNERE, BEEURT APNs @X.

APNs g0l 23 7 57 E L B Ay BB FEp @Al

BEHRAE L ERIMEEFBAMZRE Secure Mail BF FIZEMNIIBER. EBHA: IWEERZREMITEAR

o

AT BREAEFER, Secure Mail EE#EBM Exchange AF iR, LUE Secure Mail BB 1E B kA @,

R APNs BHEIKREZEEFAR Secure Mail, Secure Mail BEAR&MER, FLtAREFELSHEIE, BT Secure Mail
REURNHEE, BEAREISEVRAE EERTMABEFIL4@E, BIMEE APNsS BAIREFIEN UL,

L E R e LS 2 FCM RehRSEFE & RK
S A AT FCM RpRESIERERM, BiE:

o STAEETM.
« Secure Mail EEEEEER TIREERT, ZNARERE 10 FLAVaTiE) MARSS 23R FRE 5,

MRHEIM EARERER, Secure Mail L EET IR, Eit, FRERYREREER,

mpLe H fthia] @R e LU S5 APNS IRshH RS EE & KK
WA LIS APNsS IRRIREIS EREN, BiE:

« STA EELHK,

« MIEIEERIB, Secure Mail 7E/EEIRERRT, ZNAEFHE 30 FHYETEIMARS B EFFRA $IRE.

o MRBATEHIBMRIPHRIEE Secure Mail # APNs @HNM%EEE, HigEATHERSE, Secure Mail Eikininl
HiEEME, AR RBTRY, EIR, XRE——MRHZEIALE5 Secure Mail WiER. INRAFEBLER
HIgEEMNENIEBET Secure Mail, NIBMERERFHMERS, APNs EaIHIEDS BRI,

MRRE ERERPNER—F, Secure Mail BEERALHE, BT EZ TR @B,
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BHARILESAMER APNs Bf, Secure Mail 2BZXE3IMAEER IR REEM?

9058 APNs #%%2F, Secure Mail 35%# i0S WEHRE AN BREFRHEMHRE, fiREEaNARFRMEREA, B
R TR TF KRS,

fExLemERE M4, Secure Mail K Exchange Server B #EBFElF, Z2/E, B FHETURATEMRRE L
SR EBTFHRFEA, Fib, BIME APNS @HIFKEZER APNs %2/, Secure Mail el UE/E ARSI,

ETAERT ERAEXMERHNBEEMRT APNs /A B APNs BHIEXE Secure Mail BHER, % i0S &
APNs BHEHZE Secure Mail BY, ZEAREFSIEIMRSERD IR, BRRAEBHNRENET.

EEERANAREFRAIGENERT, FokERRFREmEN, EXMHERLT, Us2H i0S HERIAEMER
Secure Mail, Fltt, FEXFEMIERZIEARES LT —ERATa]:

o YEFHREFELE Exchange ER P EIUREFERY,
o ¥ Secure Mail B AB 4 FH 4 Al 51 R SR E @R AT

FiEEE, BME APNs B, Secure Mail MaREIXLEE GRS, /58N AEFRFHEE Secure Mail BIFR
BERT, Secure Mail #is£it M Exchange A% #iE.

Secure Mail 5ESIRAE LETABHNEMNBEFEHAER?

—MNEENXS) (XATRERSBURE) 7 Secure Mail HR S REMERE LN SRMEFHM. 1iTHS5 Gmail.
Microsoft Outlook MEMEZARFRE, XTMERNETERARREY. AT SHMNARFENITARE -,
Citrix (ilr 3RS FEAF ZIET 88T Exchange #1TSHRIE. FEXEAERNBFHENT, EREZES
BEIBId Citrix 107 83 AR 55 1% B L B8 FHR (B H £ %848 Apple APNs BRSS. Citrix [ APNs i@ HIR B 5 ERER
Citrix fiF 22 ARSS RN A F HZEFD. 101023 ARSS A IR) AR P BB R SR B2 Do

BXAH I0S BN AREFINERSEI i0S ATHE SRR FEF N ARRF AR SHRE RS SROVRSRANERE, XTI
REREEEN. WNFANBECEMNIBE=SNAREF, FRIFERILINEE.

Gmail FAEREF{TH: Google HBEHEH Gmail iZAREFEM Gmail lRS.. LITHEKE Google ATLURERHR
RAE, H7E APNs BAIEROHPEZMERS. Hi0S M Gmail it APNs @183, i0S HITUTERIE:

s BNARFRERENBHNERAHTEENE,
o ERENERAHPEE B4R TSR R EEE,

EXRXBER: BI0SMAR Gmail ARERF, REGHAHTEESNEIERETHFAmER, HXE, i0S TEEM
=i Gmail AR, X5 i0S AJiERREEEAMBIREE Secure Mail 4. B2, HTFERAHESHBHNRE
Bk, At i0S AJLTER B EAEHIERS IR EMNER T 2 TSR R miE,

£ Secure Mail &, X#EREFFARE. Secure Mail &5t M Exchange B B3R, NAEFATUE TR
FEEH,

Outlook for i0S R AEFTTH: Microsoft &% Outlook for i0S. B2, A FEMALEH MEREEIEN
Exchange Server, REHILi&E, Outlook {3ATLI1RHE Microsoft 72 APNs @M R HIER ER PR A ERE
. ERER Outlook for iOS £/ Microsoft #Zfigf P E\AREL, Z /G Microsoft B ME AR 1A B 7 B #S,
HBESTE M.
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MRAEFHHE, Microsoft ZIRSZBER B SR EIERN APNs @41, IERMEITARS Gmail HE%EM, £
Gmail BT, i0S (REEIBEHRIEZIGEERPIRA®EEM, Outlook i0S MAREAE51ZTIE,

Outlook for i0S EEL 2 FEEW: Outlook for i0S AZEBHMNEZLE X, HLAFEEEE Microsoft IEA
PR, HIEEREF Microsoft ARIAF R, XEHRZLK K,

EEERETEERNSHEZBNEXNESERAERE, BEALSFIIRFOLE, BEEERETRFNESE
RENERRE , BEF I AIARIOYE,

A Secure Mail for i0S M E %@ AN

November 21, 2020

Secure Mail for i0S ZiFEEHHIXERN, EEBHMAHRRENME Secure Mail RERESEBITH, EHUGFEH TS
iR RmiEM. WIHEEETEBNEHRIINETFEFIHENEMHIIESEFZTIF,

=r

AE:
BT ARREMPEEASZIFILINEEFRMIIEE, XR VIP S4B ge R BT A,
EEREEEXERINEE, ERERBEUTHERM:

+ 7£ Endpoint Management Z5l& 5, KR EMILE .

o “MIKIHIA” RESIRE AR RGIZE D BEEEZABME, WREN “MLiHE"7 KK E BT EEEEDRN
BBRLE, IESUE “FEMKIRS" H£EHEE Exchange Web ARSS (EWS) E#1. N8 EWS #1 ActiveSync
ENHER, MIESHKE “FEMEIRS” KIEHEE ActiveSync 4.

o 3 BRIPIERR” BARKILE N RIFSE T & 4 AR B HFIRE

« Ef1% Secure Mail >i&E > @, AGEAREE,

MREITHRUTERIRE, MILHERRF:

« @@ Microsoft office 365 BF=ILIE
+ Endpoint Management &M AI2F 5 Microsoft InTune/EMS HI5EA
o ERRESRIMRESE

k@A Secure Mail i0S P T EEIE

Secure Mail #ZUR A U FE;E RO E R :

o HEMMG. SIGER. SiIUEUE. SINEH: Y APNs i@ m#xzl i0S Secure Mail Bf, Secure Mail
B EHIRFIC N BEhRIFBVFRE XX,

=

=
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RINBERT, “WHFE". “BHE” M ‘KRN XHEEiFCABRE. AFPELUM Secure Mail > &8 >
B shRHT PR AT E (bR S 17 B BRI

« Secure Mail BI#FX 27T Exchange WS R KIZERAHMFTER S8, HAFRERKEREERITEN
LB F RS, Secure Mail EHIZEIT.

o REFFREEF, Secure Mail for iOS BiRTAF AFHIXEH, AFPZEDUHGEED I0S 8B AFHEE
o

T EHE BN ST ERITH

SHF 10S MEHKEHMINERZIFNAEE, Secure Mail HARMED AANFIZUHFE R FERAATITEL, INRITHID
ERRBEMERIGERF, HIXEBMEE I0S 112 Secure Mail AITRF EEREMERERR Lo

Secure Mail iOS #iXBAE NI FARE

i0S A @EAEIXE Secure Mail

BREB#XBEHINEEGE, 10S 2RinE@BMAEET Secure Mail, BMERBREFAEEAETIATFREEEN, e
RiEX LA,

AR

MRKFBAEHXEN, WY Secure Mail fFARENRSE, BRIFJRETA(LEE Secure Mail: HILXME
MNRERZ, FINLLTERRA:

o MNRIGE/FRBEERER, FH Secure Mail EEEET: XEFNMEBENNREE LB T,

o R Secure Mail WEENBAEFRIFHEE X, FHIMRE Secure Mail EFEE1T: HIE, APIES
HigE,

o MRIGEMRERRERE: XMERIRT I0S i&&.

i0S i¢#& L BIR “EHEHEHE" BHNRE

Secure Mail 718 EE EIRAKUKEISRE Exchange Web ARs3 (EWS) MImaRZEY, i0S i&& LR 2R “IEBE MR &
Hl, IREVHBEFI¥4M= AT RABTE 30 7).
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0/

Monday, 6 August

Mo Older Notifications
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TrIgEE =7E Wi-Fi SEURERRETENIRE LB IITH.
B EWS MRZZERSh, Secure Mail Z2EUTER TR “@HEMEME” B :

=]

« ¥ Secure Mail TEMZ LB RFIRBAENEEN, ERRDHENREZEURBHIREZH, BESHN
XIE T

+ % Secure Mail Ti&i@id Citrix Gateway 3 EWS iEEEIR £ EER L E L BB,

o YENFEESEHRERENRT KR, BXLEFERE Secure Mail FEHEY, TEERT XHHIER B
BRAH.
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Thursday, 2 August

No Older Notifigations

RE ¢
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+ % Secure Mail M Exchange Server IiEIEm @R E Secure Mail MBEBIBERNEIMNEEES, Hx EWS MRS
REBFAEE, BB Microsoft FF& A A1,

Secure Mail for iOS FRIHIXBEHMALBCE R
72 Secure Mail for i0S /1, HERAVIEIXBHRKCE BB EREIRE LB OH, XL BMREBARMBIZEET
b
RIEFRNAKITR, BETUTENES:
« Secure Mail T EZFRALANMEL, & Secure Mail TEE L5 Citrix Gateway #9 SOCKSS5 &R,

BERZBEA,
« Secure Mail THEZZIRALHME, BESENEERB R, A Citrix Gateway R ERIZEN, 15
HIREEMRESE Citrix ADC, B 7 MIMNEBRILL#HITIAIE,

« Secure Mail T2 e hiEEFFRALRMNE, BESEHNEERBER. Y Secure Mail L3535 Citrix
Gateway B9 SSL i&#%EY, BETNZEM, BEHFEN SSLIEPEK.

+ Secure Mail Tix R £ HHEE R EHIHR RS 23, 15 EMEE R R, & Secure Mail £i&E175 Exchange
Server By SSL E#ERY, BETiZEM, E#R Exchange Server L#Y SSLIEPER. MEFEEFEREN
IEBTET B AR R A2 E) Exchange Server, EHRERA “1E%AHE SSLIEH"MDX 5K,

« BTFERFARS ERFEIR, Secure Mail TARENED M. ESEHWEEREKR, & Secure Mail T EE
Exchange Server #9 EWS MiRZBY, # 2/RiZi@H1.

o BIFiEKEEE, Secure Mail TE2ENME4, & Secure Mail TTiE7E 30 MUK EIK B ARS RBAMANE, K2
TRZEH, WENAgEESERNEIEE EMEIES Wi-Fi EERENER, BEFLPHEER

o TAIRENIBM. 1E4TFT Secure Mail, ¥ Secure Mail BN R 2B #EMENEIRN, BETRZEM, L&
HIREEEMRHERBYN, TREETIEH. BERMENIREUBHAITF Secure Mail iR LR, W
REMRUREILEH, BT Secure Mail IER LB R EHNEMTNER.

Secure Mail 5E 4= H N AERH Citrix Files 8% EH

August 21,2020

Secure Mail 5E £ ARFM Citrix Files WREFERAFREBEEIFE. HiE. HEMREXY, TR
FEEFALNERFISENR SR, 6Id, & Secure Mail iR i35 AIE Secure Web T8, AFH
LUfERIERTF Endpoint Management 89 Citrix QuickEdit 3T 4miEMIF. Mt T EIA A Citrix Files for
Endpoint Management =id],

AXS I TAMRE Secure Mail MAESIE, FBHME (BTE) .
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Secure Mail Ui F0&kEHERR

July 17,2020

9N Secure Mail REEIERIETT, BEREZNBAH. AXNAT MR HIERERD, NRETHIMBA, KX
EAERT WIS RN 1 T R R RRo

it ActiveSync iEi%. B 513I0iEA APNs fitE

A LLEA Endpoint Management Analyzer 11T Secure Mail Bt X MERSE R E. ©H351FETH Endpoint
Management Exchange ActiveSync Test 2R, HRHMIRETUSIRE SHEHARSS SBMERERLE, ILTRIE
A EEBNIEST ActiveSync AR 28 TR FEHERR, UMINE RS EA&IFE Endpoint Management IFEHEE. B
XEMER, EBMEndpoint Management Analyzer =

Analyzer 89 “Mail test” (EBHMIR) EMBIAUTIER:

+ i0S #1 Android i&%&5 Microsoft Exchange 5% IBM Traveler BRE 2889 E R

s ARSHRIE

« i0S WHXEAAIE, B4F Exchange Server. Exchange Web &35 (EWS). Citrix Gateway. APNs i
X Secure Mail, BXEERIXEMHNES, 551 Secure Mail for i0S #yEEH,

It TERERTEIENENTERINTIR,
=

BRI FBFERE MailTest.ipa BE#FEA. &2 ihiE Endpoint Management Analyzer FEIiERITIEE,

AT B & 5

o JBHRRAKFEL “PSKiAIE" 8K,
o ¥ “PHIERBTFERFRT” WIKIRE X,

5/ Secure Mail BEST &R 1 THEHRR
EIREX Secure Mail B, BHITUTIRME,
1. #%ZE Secure Hub > #8) > k&R,
2. MR B#EFYIR+iEE Secure Mail,
LB T — 3 R X 48 SRAAR MR ARSI T A RR B F R
3. HEFRTMIENX, B/LAEERENEE,
4, EFIRAR £ B8,
5. REEXFHAMERERXF M A BN HERE,
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6. BERIZX,

RHIARRER, IEHEMINESENBEX .
7. Brgd Send (Rix).

KXW zip X EEUTHEE:

CtxLog_ApplInfo.txt (i0S). Device_And_ApplInfo.txt (Android). logx.txt #1 WH_logx.txt (Windows
Phone)

MAEFEERSEESRENNARFERNER, BRIIERANEGESHTEARARTSIH. RIEFFFERMN
Secure Mail #1 MDX Toolkit &2 BRI AFES. BXFAES, E2H Secure Mail WAL ZEk #M Endpoint
Management &A%,

+ CtxLog_VPNConfig.xml (i0S) #1 VpnConfig.xml (Android)

&7 Secure Hub 12t VPN BB BE. 17 Citrix ADC itz ServerBuildVersion UHRFIERMN R
89 Citrix ADC fr7s, #0& SplitDNS #M SplitTunneli&E, WTFFIR:

« 30 “Split DNS” (#74%> DNS) i&E) Remote (izi®). Local (##h) =¥ Both (Z%), #ili@d DNS IE
HERATEREARSS2S FQDN, (3% DNS &R TF Android L£# Secure Hub,)

o MR “URDIBE” IRERF, BHREBERSBIERAEP—NRIUERERIGIEN Internet RARRFETIH,
+ CtxLog_AppPolicies.xml (i0S). Policy.xml (Android #1 Windows Phone)

FIEATREBLEIRINAENRE L, ZATF Secure Mail B9FFE MDX RERHE, T FiEZEM, BHHIA
<BackgroundServices> #l <BackgroundServicesGateway> HEHE,

« ZBFEAE (I F “diagnostics” (iZ2#f) xfFsh)
xtF Secure Mail (WIARCE, RENNEAR ‘YR ERRNRRME", BEMISMEEIHERRIEITRIEHR,
ERIT AT 1R
LT EERHRYIEIE “Timestamp” (BHa#). “Message Class” CHEZ) #l “Message” (HE). H Secure
Mail EEEIRE B AT, FIDTEE, W@EHEHTE Timestamp (BHia®) JIEHABAXAESRE
T MigEF Citrix Gateway HIEZREMIN: EEE AG Tunneler £8. UTHBRTIEZEMIN:

+ AG policy Intercepting FQDN:443 for STA tunneling (AG $EERIE7EH STA @& & FQDN:443)
« New TCP proxy connection to (null):443 established (5 (null):443 #937 TCP RIBEEERET)

EEM Citrix Gateway % Endpoint Management (WiEER SR GFRILLATLAGIE STA ZiR), BEHRITUTIE
¥E: 503 Secure Hub 287 BE, HiOEI&ETMETIE “Message Class” (GHE2) TEM INFO (4) £8. UTHE
B&R Secure Hub M Endpoint Management 3kEx 7 STA Ei&:

+ Getting STA Ticket (IETEZREX STA Z3E),

+ Got STA Ticket response (EFKEX STA ZiEMRL)

+ STATicket - Success obtaining STA ticket for App - Secure Mail (STA ZiE - RINKENN BIEF STA
Zi& - Secure Mail),
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} =r

AR
JEMERIE, Secure Hub @ Endpoint Management %&1%3REX STA Z#E#IEK. Endpoint Management
¥ STA EiRAIXFI&%E, AF% STA ZIEFMEZI&E LHFME Endpoint Management STA ZiR5IRF,
Z#E Endpoint Management EEMAFE LT STA EiR, BREBAEZIFEHM UserAuditLogFile.log.
I HHIEESNRIBNAKEYE. BR&. BRIGENER. Fim:
Time: 2015-06-30T 12:26:34.771-0700 (B¥ia]: 2015-06-30T 12:26:34.771-0700)
User: user2 (FAF: user2)
Device: Mozilla/5.0 (iPad; CPU0OS8_1_2 like macOS)(i&#&: Mozilla/5.0 (iPad;CPU OS8_1_2,%1 macOS))

Result: Successfully generated STA ticket for user ‘user2’ for app ‘Secure Mail’ (&%: ERIhANBIEF
Secure Mail 89 F user2 £ STA Ei8)

Z10E M Citrix Gateway FIHBHARS BABIE: BNERTIEWAE 7 DNS FIMSEERE, ALk, 1E6EA Secure Web
517 Outlook Web Access (OWA), 5 Secure Mail 2518, Secure Web ta] LI Micro VPN i&i#& 5 Citrix
Gateway E1iriE#., Secure Web ZUFMEFRINNBRIMTZFENARIE, BEERT, LHREHE Exchange Ifi§
i, OWA LB HARSS 28 Lo

EMIREE, 1§77 Secure Web 3\ OWA TmEsY FQDN. LLiEsRFrRAmERBF DNS f#th 5 Citrix Gateway
MEpHARSS 28 2 BROBIEMER. IR OWA TEFTFH, METLUAE Citrix Gateway IE7E SHBHARSS 221BIE,

MR ERFABERERIETEERT, WaLHRERMSERN Citrix IRExXX. K, ZAMS Exchange 3 Traveler
RSS2 E X

1EET LUK EE(E B G H R4 Exchange =X Traveler IRS & EE R, Bk, @i Secure Mail 2l EEHHEE
“Error” —id, 1% Exchange & Traveler RS 8(2EEE HTTP A, MR#EIREE HTTP RBHBEEHE S
Exchange = Traveler [R$528, B2 1N ERS 28, Exchange # Traveler & HTTP BE, HHFERRBER
mig &M HTTP i&ERkMmAL, Exchange WHER C:\inetpub\LogFiles\W3SVC1\U_EX.log, Traveler KBRS
IBM_TECHNICAL_SUPPORT>HTTHR.log.

Mig&EFXE Secure Mail for iOS HERRHE

1. EEMI0Sg&E L, BERE > RFA > 2 > 2 EdE.
2. FHIRTIRYD, BENARFNIMAEXER. kIHEERES.

R FERF. BXR AT BRI TR ERR

BJ LAt Secure Mail [mR#TREEHER, HlII—HRSHBFHERE “BR” . ERKRARBAMEXRES,
fRRxLein)Rl, &R Exchange ActiveSync ERfE B, XLk B & RBRI& & KX ENIERFMERAARSS BH0E AR,
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FTIRHIE D (£

SAFBERS MARRIRENEEN, MIIRBXREEY. FRLRMNRTE, SWERFEEEMBER), B
HRERFIBRSHNFXHR. ATREREMNRE, FERUT/LR:

1. NREPFEA/NER 18,000 HspfEsr 600 MB BRIK/), BFEERS TR,
2. BWERERBE WIiFi RmEKME#ITEREIES ., ismaSRigeE ERIBREA/VRIRRE K,
3. AMLLENAFERERNEDS ER, BREARD RN AEFRBIRENEIBZINIE

4. BVEHNARAER2EHRENRINE S B E)EfR.
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