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SR —F7)L% Session Recording > X 7 LDOHEBERICDOWVTHL <&, Citrix 588CTX200869% 8B L T 12

:_k L\O

N—RD 7 OHEEE

& Session Recording 1 —N\—IZEE9 3T —2DEL. H—N—TIOT—2ZNEB LMY 3 DICH N B KR
IKDWTERLET, RIET 22BN T IRENT —ZANNRELDBRTHIBENHDET,
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FARIERARL—

T4 XV E AL =2, Session Recording DBHZHBET L FICERINIRLEERERTY, FAITD
A=Y Ya—2 a3 0EETAAMERFICEETY, T—Y0EIAFEENEVEL, AT L2EDO/NT
F—IVRAPALELFT,

AO—AlTa R0 bO—Z—FFEHINZSANIZED, RAD 7L LTO—AILTs RIDEY bzl
3 3743, Session Recording TOFAICELIR L —IYV ) 2—>32 T,

7: Session Recording Tld. NAS ZEALAVTL IV, XY FT—I RS T ADRET —ZDEFAHIC
BELT. NT+—IYRELVtEFaUTr LOERGREIRE S ZFIEEDHD 7,

A—AILRSATICF vy aXTUHEFIREFNTVWEZ T XA bO-5—%FRT2E. NT+—I2AH
AELET, Fv vl alEMEIT XAV MO—S—ICIZFHEEREEEMIT. FERBICHT—2DOBAMERE
RTIBLSICTRARELHD £,

v k=T DItRE
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NEHIFTIEHD EE Ao

Session Recording THEAT2*y b T7—U X1 v F%&. FATIZ XY FT—UFHIEZ RO THRAT S 08N
DHZFT—RENR—FR/OT7TIr—>a>eHEELHEWVWLSICL T, Session Recording f—N—FRDx v
FO—O 21y FEBET S EHEENTY,

JYEa—2—DMiEtEE
Session Recording 4 —N\—% A4 Y b—JLFZIAVE2—F—IZDVT. ROMTHEERFALET:

e 7a7J)LCPU £7cid3Fa7)L37 CPU 268 L £,
+ 4GB D RAM = H&#1®H L £,

N5 EBRIZAVE1—4—%2FEALTH. NT+—IVADKIBICALETZICIEHD FHA.
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## o Session Recording t—/\—DER

B— Session Recording 4 —N\—TIEN T+ —I >V ADZ—X &/ R WVIBE. 8E D Session Recording
H—N—ZBBRBIIVICAVAL—ILLT. BEIBHT—ILE LTHESEZ LN TEEY, COXTTOR
FTId. Session Recording H—N—IEZX L —J e T—aR—EHBEL Y, BRZHHT BICI1E. Session
Recording Agent Z &&= BEIZO— KNSV —ICEIDHTEH T,

T—EAR=ZADRAT—ZEY T+«

Session Recording ¥ —4#~X— X Tl&. Microsoft SQL Server 2019. Microsoft SQL Server 2017, Microsoft
SQL Server 2016. Microsoft SQL Server 2014, Microsoft SQL Server 2012. %7:IZ Microsoft SQL Server
2008 RZBMBETT, T—EAR—RIIFEY I VYBEDXZT—RDHDIEMINZ oD, T—EZR—UTX
BEEN3T—2E2IFVHBLADET, Ly a>voRE T 7IILBEKIEHOT s RTICESZIAEFNE T, Session
Recording 1 R> ~ API 2R L Ty > a VICRRABRBRAIRY FEBBATZOTAITNUE. Ly avigE 1l
BICDET—ER—RIMVERBEIIEE IKB DHTY,

Microsoft SQL Server 2019, Microsoft SQL Server 2017, Microsoft SQL Server 2016. Microsoft SQL
Server 2014, Microsoft SQL Server 2012, & & U Microsoft SQL Server 2008 R2 @ Express Edition Tl&.
T—AR=IYA XD LERIFLI0GB TY, 1Dy a>REH=D IKBDT—4MREZTAEFND e ThIE. C
DEBHPH->TH. ABABEOEYS IV ET—EIR—XTHEOJLTE £, Microsoft SQL Server @iFhd
IT1>a>TRT—ER—Y A ADHIRIZEL, FRATIZ T RIVBEILL>TOHLERVRAESINES, T
—AR—=ZANDEY > 3 VHIEINT BICONT. T—IR—XDNT #—IVALBRREEIFTOTMETL
F7,

Session Recording 1 XY k APHIZ& B A REIA X ETOHRVEEIE. BEEY S 3 Y ERZNICOVT, &RE
FIEABHC 2. 2—H =Py avIicOd A>3 SIC 1B SFIUREBLTRIC1HD,. 8bETAHDOT—
BR=RALSIH I aVHERINET, Session Recording 1R ~ APl 2ERALTEY >3 EHREIA
AT 3HBEI1F. BRARRBFEANRY FZNZNUOVWTLIHO RSB I a v ERTNE T, RDESRHNERA
RATEREALIET—ER—XT. 1#BHLOEEHCWVWS bSO I 3V ZHEITE 2D, T—2X—XDIIEE
FANEL BB TREMEIFIFLALHD FEA. FENTHIT/IIWoH. Citrix Virtual Apps and Desktops o5 —
BARNTT—EAR—RZEDIEFHDT—ER—XLEL SQL Server T. Session Recording 7 —42~R—X %X
TTEET,

Session Recording 7 —4R—XTABERL WSy a3 YREXZH2OJ7KTIHENHZHEIE. SQL
Server DX —SEUF 1 ICBT 3 Microsoft DA RS VICiEWVWE T,

A=), 7Y TIL—FR, BLUVT7V1VX =)L
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AYAM=ILFTv IR

Citrix Virtual Apps and Desktops ¥ > 2 b —35 —%fH L 7= Session Recording ®1 > X k—JL
1A M=ILDOEE

Session Recording o7 v 74 L—R

Session Recording 7>« > X b—JL

AVA=IFTVvI IR

Citrix Virtual Apps and Desktops - > X b—5—%fEMH L T Session Recording @AY R—%> b &A1V X b
—ILTEFT,

1Y b—ILZ2BS 3. MTOUIMIEHINTLBIEEZITVET!

® FIig

Session Recording @& R—R>Y bEA VX b
—ILFTBIIUEBRRLET, EOAVEa1—2—H7
YAR=IITBRAVR—RYEDN—RITTELV
VILITTOEHZHLLTVWS I ZRRLET,

Citrix 7 Av > F&EEBERZEA L T Citrix Virtual
Apps and Desktops ®4 o> O—RkR—=JIZT7 V&
ZLT HADISO 77 1LedoyO—RFLET,
ISO 771 IV =fRT DM 771)LD DVD Z{ER
L&,

Session Recording aYR—x> FREADBEEIC TLS
7OV EFERET 3ICIE. EL WS ZRIEIC
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Session Recording J >R —x> MM E% Hotfix
AV R—=ILLET, Hotfix IZCitrix 4 H—rhm5
AFTEET,
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HA=NDEZTAHERIHZ c2HRBLEFT,
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VR=RVEZERROY—N—ICA VA= TEEZEBMHLET. ROFIETIE. CAS5OIAVER—22 LD
TYR =L EEFLHBLET:
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Session Recording Agent ®1 > X k—JL

Session Recording Player o1 > X k=)L

Session Recording Administration J>R—%> bD1> X b—)L

Session Recording Administration 2> 7R —%x> ki, Session Recording 7—%~X— X Session Recording
#—N—. LU Session Recording RU>—a> YV —IHS5HEEAINTVEY, AVR—FY FEERLTY—
N=ICA YR =ILTEET,

FIEL: #RVI U740 O-RLTIOrF—RZzEHT S

1. Citrix Virtual Apps and Desktops @ ISO @&~ > O— RAFEATLWAWESIE. Citrix 7h o> FEKE
#R % {# A L T Citrix Virtual Apps and Desktops 4o >A—RR—=JIC7oE X L. BRDISO 77+
Nedo>rO—RLET, ISOT 71 2RI BN T71)LDDVD ZEREL £,

2. O—HILOBEEBETHU> M %Ef>T. Session Recording Administration Y R—%> bOA > X b—
Wk NIOIF >V LET, DVD Z RSATICBATEDN ISO 771 LERI Y hLET, 1V M=
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vILET,
AVR=ILTs = ROEFL T,

FIE2: 1> +—ILTBHRAERIRT S

Deliver applications and desktops to any user, anywhere, on any
device.

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Citrix Virtual Apps Deliver applications

Citrix Virtual Deskto [PS Deliver applications and desktops

CITRIX

122 b—ILF 38 (Citrix Virtual Apps % 7-i% Citrix Virtual Desktops) o##ic# 2 [BiE] #oU vy
LET,

F|E 3: Session Recording %= ®#iR3 3
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Citrix Virtual Apps and Desktops 7

Get Started Prepare Machines and Images

Delivery Controller Virtual Delivery Agent for Windows Server 05

Start here. Select and install the Delivery Controller and other Install this agent to deliver applications and desktops from server-
essential services like License Server and StoreFront. based WMs or physical machines.

Extend Deployment

Citrix Director i Citrix Studio i Self-Service Password Reset

Citrix License Server i Universal Print Server i Session Recording

Citrix StoreFront i Federated Authentication Service

Services and Support

1 Access supporting content online.
Access knowledge base articles, security bulletins, and troubleshooting guides.

Session Recording T> U EBEIRL £,

Flga4: 1t RBUEEHH ARTS
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Databaze and Server

Administrator Logging

Summary
Install

Finish

Software License Agreement

Last Revised: March I, 2018
CITRIX LICENSE AGREEMENT

This is a legal agreement ("AGEEEMENT") between the end-user customer ("you"), and
the providing Citrix entity (the applicable providing entity is hereinafter referred to as
"CITRIX"). This AGEEEMENT includes the Data Processing Agreement, the Citrix
Services Security Exhibit and any other documents incorporated herein by reference. Your
location of receipt of the Citrix product (hereinafter "PRODUCT") and maintenance
(hereinafter "MAINTENANCE") determines the providing entity as identified at https://
www.citrix com/buy/licensing citrix-providing-entities html BY INSTALLING AND/OR
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TEEMS OF THIS
AGREEMENT. IF YOU DO NOT AGEEE TO THE TERMS OF THIS AGREEMENT,
DO NOT INSTALL ANDVOR. USE THE PRODUCT. Nothing contained in any purchase
order or any other document submitted by you shall in any way medify or add to the
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive worldwide
licenze to use the software in a software PRODUCT and the software installed in
an appliance PEODUCT under the license models identified at hitps:/

www.citrix.com/buy licensing product html. Any experimental features delivered ~

| have read, understand, and accept the terms of the license agreement

%) | do not accept the terms of the license agreement

Back . Cancel

(VIbDIT7 512V RABY] R—D TSI ABNZH:H ABRLT RNl #2020y o LET,

FIES: 1R b=ILTZAVR— bELIVI VR N—ILIBFERIRT 3

[a7O

VR—% 2V R] R=STROEEEITVWET:

o BFF: 77 2J)L b TlE. C\Program Files\Citrix &3> R—% Y bHRA YA b—ILTNET, IZLALD
BHETIEINTHRATY, FEDAI VA M—ILIGMZIEET R EDHTEIXT,
e AVR—=RI bk TITAIETIF AZAM=ILTBAVR—XY FOBOTRTOF TV IRY I IDA >
IKBE>TWVWET, TR b—=F—F BEITINTVWBRDONS VI ILEyS 3> 0S EBOMTILFEYS 3>
OS Lt ohz#HH L £9, Session Recording Administration I> K=Y b HA VI b—IL TSI 30D
& YILFEv 3> 0SDHTY, Session Recording Agent id. H5h L& VDAL AV h—ILEh
TUVWRWIIVICRAI YR M—ILTEEEA. BRIICVDADA VX F—ILTNTVWEWVT S VIC Session
Recording Agent #-1 > X k=)L ¢ %3354, Session Recording Agent 0+ 7> 3 VIFHATE £ A,

[Session Recording Administration] Z#RL T [RA] 20U v o LES,
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Citrix Virtual Desktops 7 Core Components

# Licensing Agreement
Core Components
Features O
Database and Server
Administrator Logging
Surmmary
Install

Finish

FIE6: 1R M—ILT BHEERRIRT 3

Location: C:\Program Files\Citrix

Component (Select all)

Session Recording Administration

The Session Recording Administration components are the Session Recording
Database, the Session Recording Server, and the Session Recording Policy Console,
You can choose which of these compenents to install on a server.

Session Recording Agent
This component cannot be installed en this machine,

Session Recording Player
Install the Session Recording Player on the Session Recording Server or one or more
workstations in the domain for users who view session recordings.
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Citrix Virtual Desktops 7 Features

+ Licensing Agreement Feature (Select all)
v Core Components . ) )
v Session Recording Policy Console
Features Citrix Session Recording Policy Console

Database and Server

= - 7 Session Recording Server
Administrater Logging Citrix Session Recording Broker and Storage Management
Summary
Session Recording Administrator Logging
Install L Administrator Logging captures Session Recording Server configuration changes and
Finich recording activities to the Session Recording Database.

Session Recording Database

Citrix Session Recording Database

<

Back | Next I Cancel

[#8E] R—ITROEXRZITVET:

TI7AIWETR. AVAM—ITIEEOHRDIRTDF VIRV I IR AVICHE > TWVWET, BREE
Tl CNSIRTOWEZ L DO —N—ICA YR M—I)LLTHEBVEHA. 2L, KRRLEERE
BB 0D EE. Session Recording RU S =YY —LEA YA =)L LTc—N—CERIOH—/N—IZ,
Session Recording #—/\—. Session Recording &0, & & U Session Recording 7 —4~X—
AEAVAM—ILTEZIE2HE8D L ET, Session Recording EiE& O 13, Session Recording #—
N=DA T a>nH T#EETT, Session Recording EIRE DS %:3&IRT SailC. Session Recording
F—N—ZFRLET,

BIRUIHMBEZE A VR =L LTe =N —ICRIDOHBEZ BN T 31213, MSI Ny =225 HEICRONE
To IVA—5—ZHRETIBZILIEITEEE Ao

TYRAL—ILTBHEEZREIRLT RNl 20Uy I LED,

FIE 6.1: Session Recording ¥—42~RX—2XD1 > k=)L
7

Session Recording 7 — 42 R —RIFHRBEDT—EZRXR—IATRIHH £ A. >R k—JLHIZ Microsoft
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SQL Server 1 Y X2V RIIMHBRT—ZR—XEEFR L THERTZ&REDI>VHR—%> FTY, Session
Recording T, Microsoft SQL Server ICE DK T—42R—ROBITAMD7HD 3 2DV ) a—>3 0%
BR—FLTWVWET, FHLLIE [F—2X—XOFTA%] 28RBLTIRTL,

Session Recording ¥—#~—2 & Microsoft SQL Server ®@RICIE. BEUTO 3BELHD £ !

+ BB 1: Session Recording ##—/Y—X Session Recording 7—4~R—XER LI VICA VX M=)l L.
Microsoft SQL Server #1) E— bY I VICT VYA —ILT 3 (#ER),

+ /&R 2: Session Recording #—/\—. Session Recording 7 —4~X—2. & & T Microsoft SQL Server
ZRAICIYI VAV A =ILT B,

« [BFA 3: Session Recording —N\—% &% %% —/N\—IZ1 > X b—JLL. Session Recording ¥ —4~R—
2 ¥ Microsoft SQL Server @@ %. Session Recording #—/N\—% 1 Y ZX r—JLLFI >V EIERIDT
IVICAVAM—ILT B (BRIhEEA)

1. [i#8E] ~X—>T [Session Recording ¥ —4#~—2] #EIRLT [DRA] 20UvILET,

Citrix Virtual Desktops 7 Features

# Licensing Agreement Feature (Select all)
v Core Components . i .
Session Recording Palicy Cansole
Features Citrix Session Recording Policy Console
Database and Server
Session Recording Server

Summary Citrix Session Recording Broker and Storage Management.
Install

i 7 Session Recording Database
Finish -

Citrix Session Recording Database

| Back _|_ Cancel _|

2. [F=ER=ABLUVH—N—DHERE] R—JT. Session Recording 7 —2RXR—ZAD1 YV XAEVRZLT—ER
—2%. & U Session Recording 4 —N—DAYE2—2—THhHO Y b EIEELET, DRN] 20U v o LET,
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Citrix Virtual Desktops 7 Database and Server Configuration

v Licensing Agreement Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recording Server.

&

ore CJ""'IPCI'I&.".ZE

v Features Configuration
Database and Server Instance name:
Summary I Example: \SQLEXPRESS, computer-name\SQLEXPRESS, computer-name
Install
Finish Database narne:

r
CitrixSessionRecording

Session Recording Server computer account:

T
Example: localhost, domain\computer-name

Back | I Cancel

[T—ER=RE LV —N—DHER] R—I T, ROEEEITVWET:

¢ IVRBAVRAZ: T—EAR—RAVREAVIAN, A VZAZYRADEY b7y TRICER L &7 S 1> X4
Y ATHRWES. SQLServer A E 21— 2 —RBDHEFERATIET, BEITESA VX2V IV HIHEIE.
F—ER—21 VX2V RFZ L LT computer-name\instance-name =B L £9, FRBOY—/N—T
VRAAVAZERERT BICIE. SQL Server T select @@servername *E{TL 9, RO MEIX. EREA
T—HEAR—ZAAVRAVAZTY, SQLServer BMH X ZLR—b (F7 A4 FR—F 1433 %) TURY
TRLSICEBRINTVWBRBEIF. 1V XEZVXZICAVIZEBMLTARZL)RF—R—r2RELE
T TcezlE [V REZVRB] 7+ ARy XT TDXSBC-SRD-1,2433) * ANAL X9, AUV DE
D 12433) . AREZLVRF—R—FrERLET,

o T—AR—RZ: [T—ER—RL] THFEAPRYIITEEDT—ER—ABENNTZH. £FTFI b+
Ry RACEFBREISNTUVWBRTFTIAILEDT—EAR—ZAZEEALET, BEEDOTIN] 20U w2 LT,
SQL Server 1 VR A Y ANDEFHE T—EAR—XAZDEMMEEZTIMLET,

BE:
FEDT—EAR—IXZIFEATEZXFIF A~Z, a~2. 0~9 DA T, 123 XFXBITIFAHRD £t A.

o« F—H~R—2®D securityadmin & & ¥ dbcreator 4 — N\ — R EERHUBETT, ERIFAWVBEEIZ. R
ETWET:
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- TAR—IEBEICA VAL ILOERZEDETTHESVWET, TV M—IILORET I
securityadmin & & U dbcreator F — N—ZEIERIZFFEBICH D, RL2ICHIRTETES,

- F7zl&. SessionRecordingAdministrationx64.msi /X4 —SaERALET (SO 7 71 L& R
T3, TO msi /Ny r—Ih.. \x64\Session Recording D TFICHD £F). mSiDA > +—JL
f. securityadmin & & Uf dbcreator 4 —N\N—REWER C HIC. T—ER—XEBEDERBRYE
ROBZAATATRY I INRIRINE T, EREREERICAAILT, [OK] 20Uy oL, 1V
F—ILEZHITLET,

12X b—=JLIZ& D Session Recording 7 —4#~X—XHER T 1. Session Recording #r—/\—®
XSy F7AhYY ~h db_owner X L TEMINET,

+ Session Recording f —/\—Qa>Ea—42—T7Hho > k!

- B 1 EM2: [Session Recording t—N\N—DIaA>E1—42—T7HU>V ] FEFILRYIR
T. Mocalhost; t AL FY,

- BB 3: Session Recording H—N\N—%2 KX F$3I>VDEHIZ. TRXA\IYEa—4—
21 DR TANL £9, Session Recording t—N—0 > Ea—2—THU > bid. Session
Recording 7—4R—RICTF IR T 230D —THI>V L TT,

=

[Session Recording f —N\—D AV Ea2—4—T7HU >V ] TFIMRYITRIIR XA VENRES

NTWVW3 & FIZ. Session Recording Administration Y R—%> b2 b—ILL&S5E TS

Y. T5—O—R 1603 TERKIBZehH b Fd, EEEr LT, localhost %713 NetBIOS K X

1 A\X> &% [Session Recording f —N\N—DaAYE1—2—THUY K] TRy I RIS

ANFILTLESE W, NetBIOS kX > Z%EEd 3ICid. Session Recording ' —/N\—h'1 > X b—

JLenfcavEa—4—o PowerShell T F'Senv:userdomaing #%1795h. AX¥YR7OVT

~T lfecho %UserDomain%) #=R1TL 7,

3.AYVR M ILENCHIRE M B L £ 9,
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Citrix Virtual Desktops 7 Summary

+ licensing Agreement Review the prerequisites and confirm the compeonents you want to install.

+ Core Components y
Installation directory
+ Features . o
C:\Program Files\Citrix
+ Database and Server .
Prerequisites

Summa . . )
Ty Microsoft Internet Information Services

Install

= Core Components

Finish

Session Recording Administration

Features

Session Recording Database

(o) DI [ o

BEE] R=ZICA VX F—LOBRIKRRINET, [RB] 27Uy I LTHIOD A HF—RR=VICRD, ERZX
Byadh [MYRAb=] 29Uy I LTAYR—ILZRBTEEXT,

4.1V +=ILERETLET,
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Citrix Virtual Desktops 7 Finish Installation

v Licensing Agreement The installation completed successfully. ' Success

v Core Components
Core Components
v Features

+ Session Recording Administration Installed
v Database and Server Post Install
v Summary v Compaonent Initialization Initialized
v Install
Finish

[1TYRE=IDFTET] R=DIZ. TRTOFREZFGEERICA VA —LEIVBU I NIV R—2 bHEE
DFTYIN—TJTREINET,

[527] £2 1w o LTSession Recording 7—4R—XDA YA b—LZRT LT,

FIE 6.2: Session Recording 4+—/\—d—1> X k=)L

1. [##E] *—> T, [Session Recording t+—/\—] ¢ [Session Recording EEEM0J] #BRL £3, [&
N #OUYOLET,
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Citrix Virtual Desktops 7 Features
#" Licensing Agreement O
+ Core Components |
Features a
Database and Server |
Administrator Logging v
Summary
Install ]
Finish
U

i

Feature (Select all)

Session Recording Policy Cansole
Citrix Session Recording Policy Console

Session Recording Server
Citrix Session Recording Broker and Storage Management.

Session Recording Administrator Logging
Administrator Logging captures Session Recording Server configuration changes and
recording activities to the Session Recording Database.

Session Recording Database
Citrix Session Recording Database

+ Session Recording &##& 04 l&. Session Recording t —I\N—0# 7> 3> 0% TH#EET I,
Session Recording & 07 % %#IRT ZH1IC. Session Recording —/N\—%3%RL £,
+ Session Recording &i2#& 04 £ Session Recording # —N\—%ERICT VA =L &2 B
HLET, EEEOJREBZEMNICLBVSHIZ. BOR—JSTEMICTERY, L. BAICTOH
BEZ T VR b—ILLABVEIRZE L. B TEBMNY 3%B5(13. SessionRecordingAdministrationx64.msi
Ny T—2%ZERBLTFHTEMTZLAHO FEA

2. [F—ENR—ZBEVY—N—OHE] <—IT. BEEEELET,
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Citrix Virtual Desktops 7 Database and Server Configuration

v Licensing Agreement Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recording Server.

v Core Components
Fea

Features Configuration

Database and Server Instance name

Administrator Logging Example: \SQLEXPRESS, computer-name\SQLEXPRESS, computer-name
Summary

Install Database name:

Finish CitrixSessionRecarding

Session Recording Server computer account:

Example: localhost, domain\computer-name

Back Cancel

[T=ER=RBEIVY—N—DEH] X—TT. ROERZTVET:

e IVRAVRE: [1VRB>VZXF] IZSQL Server DEFIZANALE T, BEINIAVRXZVIEFEHL TV
3H&lE. Tcomputer-name\instance-namel # A71L £ 9, FH L TWLWARWEEIL lcomputer-namey
2 EANALET, SQLServer "ARZLKR—F (F7 4 MR—F 1433 5N TURYTBELSICHER
TNTVWBEEIEE. AV REZVRABICAVRZEBINMLTARZL)RF—R— b EZRELE T, TcezIE [
VRBAYVRAZ] TERXLRY I XAT TDXSBC-SRD-1,2433) X ANAL£T., I>VDED 24331 &, 75
RABAL)RF—FR—rERLET,

¢ T—EAR—RFZ: [T—ER—ZZ] TFRARYIATERDT—ER—ABZENATEIH. FFTFEX
Ry RIEFHRESNTWVET T+ hDF—E~—2%F CitrixSessionRecording =B L £7,

o F—HZ~R—2®D securityadmin & & ¥ dbcreator H — N—ZEHERHUVETT, ERARWVIBEIE. K
ZITWET:

- T—AR—XEBEICAVZAL—LOERZEDLETTHOVET, 1R F—ILORTEIE.
securityadmin & £ O dbcreator  — N —REWERIIFTEICHRD . K2IHBTEIET,

- F7cld. SessionRecordingAdministrationx64.msi /w4 — %R L T Session Recording 4
—N—=FAYA=LLET, msiD1 > +—)LH, securityadmin & & ¥ dbcreator +—/\—
BEEREHIC, T—EAR—IBEEOERBRERDZAITOTRY I IBRREINE T, EIEE
REERICADLT, [OK] 22Uy oL, 1R b—ILZHITLET,

¢ ELWAYRAVABET—AR—ZZEZNALTS. EHDTZ K] 221w LT Session Recording
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T—ER=ZANOESHZETALET,
+ Session Recording 4 —N\—@QaAYEa2—4—THOY bENALT. [RAN] 27U v oL £ T,

3. [EEEOJOEK] R—2T. EEEOJREOBRZEELE Y,

Citrix Virtual Desktops 7 Administrator Logging Configuration

¥ Licensing Agreement Specify Session Recording logging configuration

v Core Components Configuration

¥ teatures The Administrator Logging database is installed on the SOL Server instance:

+ Database and Server VDFX-SRD-1 W
Administrator Logging

Summary Administrator Logging database name:
In=tall | CitrixSessionRecordinglogging v
Finish

Test connection...

7] Enable Administrator Logging
This option enables the Session Recording Administrator Logging service

Enable mandatory blocking
This option blocks policy and server property changes if logging fails.

<

Mext Cancel

[BIBEOY DER] R—JT. ROEEZTVET:

« BEREOJT—ER—XIESQLServer 1 VXA FV A VA M—=ITNET: COTFIMRY IR
ETEFEH A, BEENIT—ER—ID SQL Server 1 VX2V R ZlF. [F—ER—IXELUH—/N—D
B] R—JTANALTA Y RAE YV RAZHEFHNITERINE T,

o BEEOJT—E2~R—2%Z: Session Recording EBEOJ/MEED T VX b—ILEBEIRLIBE. COTF
ZArRYIRXTERBEOT T —ER—ADEBDT —ER—RBEZENNT I FLRETFIIRYIRICE
HREINT 7 1)L hDF—2~—2Z CitrixSessionRecordinglLogging = AL £ 7.

P

BBEOJT—EIRN—EIE [T—ER—ReHY—N—0O#EK] R—JD [F—2R—IE] 7FX+
R ZTHRE L7 Session Recording 7 —2R—XB L BBZHDICTIHRENHD FJ,

o BIEEOVT—HINR—RBEZANNLES. BEGDODTRM] #7Uw I LTEEEOY T —EIR—INDEL
#FAMLET,
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« BEEZEOI/ZEBMICTS: TIAILTIE, BEEOTEEIEMCE>TVWET, FTVvIRYIREAT
ICLTCDMEEZ EMICTEI XS,

e BBHITOVE VI EF/HICTS: T MTIEFRHTOYF O IDEMCR > TVWEH. ATHKRKT 3
CEEOEENTOvITNZ e HDET, FTvIRYIREATICLTHREITOYF I EEWICT
TET,

DRAN] 20Uy I LTAYRb—ILZHEITLES,

4, 4 A F=)LEllHiREHFTEIBLE I,

Citrix Virtual Desktops 7 Summary

¥ Licensing Agreement Review the prerequisites and confirm the components you want to install.
v Core Components P .
Installation directory
+ Features ) o
CAProgram Filesh\Citrix

v Database and Server
Core Compeonents

« Administrator Loggin . e .
AR 2g9qing Session Recording Administration
S
) Features
Inistall Session Recording Server
Finish Sessian Recording Administrator Logging

Back II Cancel I

BE] R=DICA VA= LOBRIERTEINE T, [RB] 20Uy I LTHIDVAHF—FR=JICRD, BREE
BIBH. [1YZA =] 20Uy I LTAYRA =L ZRIATEET,

5 AZAb=ILZRETLET,
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Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully. v Success

+ Care Components
Core Components
+ Features

v Session Recording Administration Installed
+ Database and Server Post Install
+ Administrator Logging v Compaonent Initialization Initialized
v Summary
+ Install
Finish

e

[1YRF=ILDORT] R=TIZ. TRTOFREFHBEEEICA VA M—ILELCHMELIN-OVR— Y DR E
DFTYII—ITREINET,

(5271 221 w& LT Session Recording —N\—D1 > b—ILEZET LT,
A

Session Recording ¥ —N—DF 7 I bDA YA =)L Tld. BleEtEFa )T TRET IO
HTTPS/TLS =B L £9., Session Recording t—/N\—DF 7 #JL kISt -+ ~TTLS B INTULA
WSS, HTTP 2R L £9, ChEXR{TY3ICId. Session Recording Broker 1 MIBEILTIISE
B2V —)LTSSL Z#EREIRL. SSLREZRE. [SSLZBBELTB] Ry I RXZFTICLED,

FIig 6.3: Session Recording K> —I>V—ILO+1 >V ~—IL

1. [i#8E] ~—>T [Session Recording 7 —4~R—2] ZERL T [RA] 200w I LET,
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Citrix Virtual Desktops 7 Features

# Licensing Agreement OJ Feature (Select all)

+ Core Components . . .
W Session Recording Policy Console

Features Citrix Session Recording Policy Console
Summary
O Session Recording Server
Install - Citrix Session Recording Broker and Storage Management.
Finish

O Session Recording Database
Citrix Session Recording Database

2. 1Y R = ILENICEIRE M B L £ 9,

N o
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Citrix Virtual Desktops 7 Summary

# Licensing Agreement Review the prerequisites and confirm the components you want to install.

¥ Core Components . .
Installation directory

« Features
C:\Program Files\Citrix
Summa
s Core Components
Install ; e .
Session Recording Administration
Finish

Features

Session Recording Policy Consale

(e ) O (G

[(BE] R=JICA VR M=ILDERPIRRINE T, [RB] 20U VI LTHID T4 F—RR=JIZRD, BREL
BE3H [1YX =] #OVYyILTA YR M—IILZBATEET,

3AYZA+=IIEZRTLET,
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Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully. v Success

+ Core Companents
Core Components

+ Features v Session Recording Administration Installed

¥ SEry Post Install

+ Install + Component Initialization Initialized
Finish

e

[1YRF=ILDORT] R=TIZ. TRTOFREFHBEEEICA VA M—ILELCHMELIN-OVR— Y DR E
DFTYII—ITREINET,

[27] 221 w% LT Session Recording RU>—aAYY—ILOA YA +=ILERTLET,

FIE7: Broker_PowerShellSnapIn_x64.msi %1 > X ~—)L T3
BE:

Session Recording R U >~ — >V — )Lz BT % I & Broker PowerShell X + v 7«1 >~
(Broker_PowerShellSnapIn_x64.msi) Z#4 YR =)L 23MRELRHDFT, RT+T v A 2l
AYRAM=F—IC&>THEBWIZA VX F—ILINLFH A, Citrix Virtual Apps and Desktops @ I1SO
(\layout\image-full\x64\Citrix Desktop Delivery Controller) TR+ v 7T+ >%&i&
Rl BRI TFITTI YA N—ILTIBEDRHD T, DBRWEE. TS5—DEETIAREENHD &
ED

Session Recording Agent -1 > X k—JL

Session Recording Agent i&. v > 3> %8RB3 VDA £E VDI VIA YA M—ILLE T,
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FIEL: RV I bz 7220 >O0-FLTOrF—FZ2EHTS

O—AILOERET7HV Y &> T, Session Recording Agent IV R—3>Y bDA VX =L IZOY
FYLET, DVDZRSATICHBATEIMN ISO T 7ML ERIY RLET, 1 VR —5—HEERICEE LW
BEIZ. AutoSelect 77U r—> 3V ER@IY VY MINTERSATEEZTINI VYT LET,

AYAb—LUsF—RFDEBLET,

FIE2: 1> +—ILTBHAZEIRT S

Deliver applications and desktops to any user, anywhere, on any device.

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual Apps Deliver applications

Virtual AppS and DeSktOpS Deliver applications and desktops

Cancel

cifrix

AR b—JLT B8R (Citrix Virtual Apps % 7-1Z Citrix Virtual Desktops) o##icH 3 [BR] =0V v o
L&Y,

FIig 3: Session Recording #i#iR¥ %
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Citrix Virtual Apps and Desktops 7

Get Started Prepare Machines and Images

Delivery Controller Virtual Delivery Agent for Windows Server 05

Start here. Select and install the Delivery Controller and other Install this agent to deliver applications and desktops from server-
essential services like License Server and StoreFront. based WMs or physical machines.

Bxtend Deployment

Citrix Director i Citrix Studio i Self-Service Password Reset

Citrix License Server i Universal Print Server i Session Recording

Citrix StoreFront i Federated Authentication Service

Services and Support

t 1 Access supporting content online.
Access knowledge base articles, secunty bulletins, and troubleshooting guides.

Session Recording T> U EERL £7,

FlE4: S REZAEZHH RAETS

© 1999-2022 Cloud Software Group, Inc. All rights reserved. 48



Session Recording 1912 LTSR

Citrix Virtual Desktops 7 Software License Agreement

Licensing Agreement

Core Companents Last Revised: March I, 2018 A
=

Features CITRIX LICENSE AGREEMENT =

Database and Server This is a legal agreement (" AGEEEMENT") between the end-user customer ("you™), and

the providing Citrix entity (the applicable providing entity is hereinafter referred to as

Administrator Loggi
A "CITRIX"). This AGREEMENT includes the Data Processing Agreement, the Citrix

Agent Services Security Exhibit and any other documents incorporated herein by reference. Your
location of receipt of the Citrix product (hereinafter "PRODUCT") and maintenance
Summary (hereinafter "MAINTENANCE") determines the providing entity as identified at https://
Install www.citrix com/buy/licensing‘citrix-providing-entities html. BY INSTALLING AND/OR
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TEEMS OF THIS
Finish AGREEMENT. IF YOU DQ NOT AGEEE TQ THE TERMS OF THIS AGREEMENT,

DO NOT INSTALL AND/OFR. USE THE PRODUCT. Nothing contained in any purchase
order or any other document submitted by you shall in any way modify or add to the
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

2 End User Licenses. Citrix hereby grants Customer a non-exclusive worldwide
license to use the software in a software PRODUCT and the software installed in
an appliance PEODUCT under the license models identified at hitps:/
www.citrix.com/buy/licensing/product html. Any experimental features delivered ~

| have read, understand, and accept the terms of the license agreement

®) | do not accept the terms of the license agreement

|  Back | | Cancel !

(V7LD T751EY R R—=I T4V R EHH BELT RNl 29Uy I L%ET,

FIES: A= FB3AVR—bBLVA VR S—IUIGRZEIRT S
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Citrix Virtual Desktops 7 Core Components

+ Licensing Agreement

Core Components Location: C:\Program Files\Citrix

Agent O Component (Select all)
Summary
Session Recording Administration
Install m The Session Recording Administration components are the Session Recording
Biih o Database, the Session Recording Server, and the Session Recording Policy Console,

You can choose which of these components to install on a server.

o Session Recording Agent
(] The Session Recording Agent must be installed on the VDA or VDI machine on which
you want to record sessions.

Session Recording Player
I Install the Session Recording Player on the Session Recording Server or one or more
workstations in the domain for users whe view session recordings.

. -

[Session Recording Agent] %:ZIRLT DRA] 200w L&ET,

Flg6: Agent DERZIEET S
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Citrix Virtual Desktops 7 Agent Configuration
" |icensing Agreement Configuration

#" Core Components . .
ke P = Session Recording Server name:

Agent

Summary

el Mote: Enter information for connecting to the Session Recording Server. You can modify
such infermation later in the Session Recording Agent Properties,

Finish
Protocal:
|kTTRS -
Port

[Agent DIER] R—JT. ROEEEFTVET: Session Recording 4 —/N\N—%FFIICA VXA M—=J/LLTWVW3H5
&ld. Session Recording —N—% > b—JLLTcY> DOV Ea—42—F L. Session Recording #—
N—COEFEOTO NI R— MEFRZANSILE T, Session Recording @ > X b —LHSEATVERWESIF.
#%7T [Session Recording Agent D 70/X7 1] TINSDBHEEEETI X7,

pE

AVA =5 —DT X MEGHEEICIIRANHD £9, THTTPSHA TLS 1.2 #HhBr 5] >+ UAIFHR—
FLTWERA, COVFUATAI VR MN—F—%2FRAT355I1FT X MEGICEKBLEFIH. BT EEL
T RNl ZOU Il A1YAM=I%ZHEITTIET, CNICE > TEEDIRENTEZZITDZCIEHD
FHA-

FIET: 1> S—ILENICHHIREG RIS
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Citrix Virtual Desktops 7 Summary

+ Licensing Agreement Review the prerequisites and confirm the components you want to install.

+ Core Compenents
LTS TSR
Installation directory

« Agent . .
C:\Program Files\Citrix
Summary
Core Components
Install . .
L3 Session Recording Agent
Finish

BE] R=DICA YA M= LOBRVIRTEINEY, [RB] 20Uy I LTHIDOVAHF—RR=JICRD., BREE
BEBH [ =] 20Uy ILTAVRA =L ZRIATERY,

Flg8: 1A b—ILERETTD
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Citrix Virtual Desktops 7 Finish installation

+ Licensing Agreement The installation completed successfully. v Success

+ Core Components
Core Components

+ Agent v Session Recording Agent Installed

¥ Summary Post Install

¥ Install v Component Initialization Initialized
Finish

o NN

[1YRP=ILDET] R=TIZ. IRTOFREHFEEEICAT VA M=ILELUVMEELINZOVR—3 > MHRE
DFTYIN—ITRENET,

[527] 2 1w# LT Session Recording Agent 1 > X b—JLEZET LT,
=N

Machine Creation Services (MCS) #7:iZ Provisioning Services (PVS) T. BREADIY X Z—1 X—
D4 VR h=ILiEHD Microsoft Message Queuing (MSMQ) %R L T##%D VDA Z{ER T 3. —
EORRTICBEWT. TN5D VDA D QMId KREILICAZETREMLH D £, CDFE. I EIELMEHLR
LY BAREMDLHD T

o BERNHFERINTULTH, By arHBETNBVEEDHD £,
s Ly a>roOd 4 7E5H Session Recording f—N—ICk > TREINT. Ty a>DRT—
AIBEIC [ZAT] ICH>TLESHREMDHD £7,
fiiReI3 VDA T ICEB O QMId #{ER T2 L TIH. HEIGBEAAICE O TE LD XT,
Session Recording Agent i1 > X k—JLahic> > ULty 3> OSVDA %, PVS 7.7 LIFE F f=1d MCS

TOLUBON—a>vzERLTENTRI MY TE—RTHERT 358 (Frzid. IRTOEEHFID
Personal vDisk £7:1Z VDA DO —HIL T« R TXREMICHEDZ LS ICHER T 3I5E) . BMORIEIIRET
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ED

RILFEv> 3> OSVDAHL MCS £7E PVS &2 > F Lty 3> OSVDA #EA L TERS N, 21—
—HOJF T TBEIRTOEENHIBRIND & SICERAIN TV 335E1E. GenRandomQMID.ps1 21
ThEFERALTOXTLERRKICQMId ZEELEY, BREEAZEZZEL T 2—H—DrOJ1>zHT
TRANCTDBHDO VDA DRITENTVBLSICLET,

GenRandomQMID.ps1 27 7 ~ZEAT 3 ICIE. UTFOFIBICRE > T 7ZE L

1. PowerShell ®%47:81) >~ —4' RemoteSigned ' Unrestricted IC:RESNTWB e ZRRBL T,

1 Set-ExecutionPolicy RemoteSigned

2. A7V a—LENZ RV ER L. bUA—Z [T LEBF] ICRELT. PVS £LIEMCS ¥R %
—AX=IUILYTSYSTEM 7AD Y b EES>TEITLET,

3. RE— TPy TFERO LTAR Y FZEBIMLET,

1 powershell .exe -file C:\\GenRandomQMID.psl

GenRandomQMID.ps1 X7 1) 7 ~ DIfE:

1. LYZRUDBRED QMId ZHIBRL £ 9,

2. SysPrep = 1%HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSMQ\Parametersic
EBmMLET,

3. CitrixSmAudAgent % MSMQ X DBEEY —E X E=EIEL £ T,

4. VALK QMId ZERMT B 7DIC. KIFLFEELIEY—EXERBLET,
GENRANDOMQMID.PS1 % fflicRL £9°:

# Remove old QMId from registry and set SysPrep flag for MSMQ

N e

Remove-Itemproperty -Path HKLM:Software\Microsoft\MSMQ\Parameters)\
MachineCache -Name QMId -Force

(62 NN

Set-ItemProperty -Path HKLM:Software\Microsoft\MSMQ\Parameters -Name "
SysPrep" -Type DWord -Value 1

# Get dependent services

O 00 N O

$depServices = Get-Service -name MSMQ -dependentservices | Select -
Property Name

10

11 # Restart MSMQ to get a new QMId

12

13 Restart-Service -force MSMQ

14
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# Start dependent services

if ($SdepServices -ne $null) {

foreach (SdepService in $depServices) {

$startMode = Get-WmiObject win32_service -filter "NAME = '$(
$depService.Name)'" | Select -Property StartMode

if ($startMode.StartMode -eq "Auto") {

Start-Service S$depService.Name

<!--NeedCopy-->

Session Recording Player -1 > X ~—)L

Session Recording ' —N\—F 7zl K XA Y RDT—2 27— 3 >|C Session Recording Player = > X b
—JLLET,

FlELl: RV IbIz7EF4OO-RLTOrF—RZ2EHT S

O—hILOEBETHT > M EE> T, Session Recording Player A R—%> D1 > X b—)L¥v > vicOsd
L%, DVDERSATICHBATEID ISO 771 EZIY IV MLET, 1 VR M=F—DEHNIEE LAHL
BEd. AutoSelect 77U —> 3V ERIENI Y NSNS RSATEZTILI Y v I LET,

AVA =T F—RFDEBLET,

FIE2: 1R =ILTE2EREERTS
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Deliver applications and desktops to any user, anywhere, on any device.

+ Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual Apps Deliver applications

Vil‘tual AppS al’ld DeSktOpS Deliver applications and desktops

Cancel

citrix

12 h=ILF38H (Citrix Virtual Apps % 7-1% Citrix Virtual Desktops) o#&ic# 2 (BBl #0Uwv o
LEd,

FIig 3: Session Recording %#:#iR¥ %
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Citrix Virtual Apps and Desktops 7

Get Started Prepare Machines and Images

Delivery Controller Virtual Delivery Agent for Windows Server 05

Start here. Select and install the Delivery Controller and other Install this agent to deliver applications and desktops from server-
essential services like License Server and StoreFront. based WMs or physical machines.

Extend Deployment

Citrix Director i Citrix Studio i Self-Service Password Reset

Citrix License Server i Universal Print Server i Session Recording

Citrix StoreFront i Federated Authentication Service

Services and Support

1 Access supporting content online.
Access knowledge base articles, security bulletins, and troubleshooting guides.

Session Recording T> U EBEIRL £,

Flga4: 1t RBUEEHH ARTS
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Citrix Virtual Desktops 7 Software License Agreement
Licensing Agreement Printable version
CoreiComponents Last Revised: March 1, 2018 A
=
Ll CITRIX LICENSE AGREEMENT :
Database and Server This is a legal agreement ("AGREEMENT") between the end-user customer {"vou"}, and

the providing Citrix entity (the applicable providing entity is hereinafter referred to as

Administrator Loggi
A "CITRIX"). This AGREEMENT includes the Data Processing Agreement, the Citrix

Summary Services Security Exhibit and any other documents incorporated herein by reference. Your

location of receipt of the Citrix product (hereinafter "PRODUCT") and maintenance
Install (hereinafter "MAINTENANCE") determines the providing entity as identified at hitps-//
Einich www.citrix com/buy/licensing‘citrix-providing-entities html. BY INSTALLING AND/OR

USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TEEMS OF THIS
AGREEMENT. IF YOU DQ NOT AGEEE TQ THE TERMS OF THIS AGREEMENT,
DO NOT INSTALL AND/OFR. USE THE PRODUCT. Nothing contained in any purchase
order or any other document submitted by you shall in any way modify or add to the
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

2 End User Licenses. Citrix hereby grants Customer a non-exclusive worldwide
license to use the software in a software PRODUCT and the software installed in
an appliance PEODUCT under the license models identified at hitps:/
www.citrix.com/buy/licensing/product html. Any experimental features delivered ~

| have read, understand, and accept the terms of the license agreement

®) | do not accept the terms of the license agreement

|  Back | | Cancel !

(V7LD T751EY R R—=I T4V R EHH BELT RNl 29Uy I L%ET,

FIES: A= FB3AVR—bBLVA VR S—IUIGRZEIRT S
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Citrix Virtual Desktops 7 Core Components

# Licensing Agreement

Core Components Location: C:\Program Files\Citrix

Summary J Component (Select all)
Install

Session Recording Administration
Finish

O The Session Recording Administration components are the Session Recording
Database, the Session Recording Server, and the Session Recording Policy Console,
You can choose which of these components to install on a server.

Session Recording Agent
This component cannot be installed on this machine.

Session Recording Player
] Install the Session Recording Player on the Session Recording Server or one or more
workstations in the domain for users who view session recordings.

e )R

[Session Recording Player] %#RLT [RA] #0Uv oL %ET,

FIE6: 1A M—ILEICEIRZGZERT S
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Citrix Virtual Desktops 7 Summary

¥ Licensing Agreement Review the prerequisites and confirm the components you want to install.

¥ Core Components . .
Installation directory

Summary ) o
CAProgram Files\Citrix
Install
Core Components
Firish

Session Recording Player

(BE] R=DICA YA M—LOBERVIERTEINE T, [RB] 20Uy I LTHIDVAHF—RR=JICRD, BREE
BIBD [1YAb—L] 20Uy I LTA VR =L ZRIBTEET,

FIET: 1> +—ILEZETITS
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Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully. v Success

¥ Core Components
Core Components

+ Summary v Session Recording Player Installed
+ Install Post Install
Finish v Component Initialization Initialized

e

[1YRA=ILDET] R=TIZ. IRTOFREHFEEEICAT VA M=ILELUCMEBELINZOVR—3 > MHRE
DFTYvIR—YITREINET,

[52T7] #2 1w LT Session Recording Player 1 > X b= JLEZT LE T,

1Y =ILOBEME

Session Recording (&, # 7> a>#@EHTZ3 ALY FA YA M—ILEYR—FLTVES, HALY TV
b—IZERATBXOUTbZERL. BETHITURFZRTLED,

Session Recording Administration J>R—%> b1 > X b—ILEBELT S

e ziE. ROV RS54 > Tld. Session Recording Administration Z1 > X k—JLL. 1> X b—ILIEHR
ZWBIZ7HICOT T 7 AILEERRLE T,

Msiexec /i "c:\SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsReclLogging,StorageDatabase"
DATABASEINSTANCE="WNBIO-SRD-1" DATABASENAME="CitrixSessionRecording"

LOGGINGDATABASENAME="C1itrixSessionRecordinglLogging" DATABASEUSER="
localhost" /g /1lxvx "yourinstallationlog"
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<!--NeedCopy-->

pE
SessionRecordingAdministrationx64.msi”7 7 - JL (&¥\layout\image-full\x64\
Session Recording Citrix Virtual Apps and Desktops ISO i2&% D %9,

FHEBOEKRIFRDODEHD T

+ ADDLOCAL (F3R L - HBET S, DT 7> 3 & BR TS 9, SsRecServer (. Session Recording
#—/\—T79, PolicyConsole i&. Session Recording RlU>—1>YV—JLTY, SsRecLogging i3, &
BEOJEETY, StorageDatabase i&. Session Recording ¥ —4#~X—XT¥, Session Recording
EEEOYF. Session Recording 4 —N\—D# 7> 3> D4 TH#EET T, Session Recording EE& O
J%3%IR$ 37012, Session Recording Hr—/N\—%3#IRL £,

+ DATABASEINSTANCE (#. Session Recording ¥ — 4 X — XD A4 Y X2 Y RZF T I, fil:
\SQLEXPRESS,computer-name\SQLEXPRESS,computer-name

+ DATABASENAME (4. Session Recording ¥ —4~R—XDF—ZR—XZFTT,

+ LOGGINGDATABASENAME (3. BIEEOJ T —4X—XETT,

+ DATABASEUSER i&. Session Recording #—/N\—@aAYEa—42—7HhU > + T,

e JqlE. HALY FE—REEELET,

o [V RAYFICEDFHFATE—RTOIDRBINE T,

+ yourinstallationlog 3. v ~7 v 7OV %ER T BBFITT,

Session Recording Player & &0 Web Player 01 > X b —ILZ BEILT 3
fee ziE. RoIT > RidEh2h Session Recording Player £ Web Player 1 > X b—JLL 7,

msiexec /i "c:\SessionRecordingPlayer.msi" /q /l*x\vx "
yourinstallationlog"
<!--NeedCopy-->

msiexec /i "c:\SessionRecordingWebPlayer.msi" /q /lxvx "
yourinstallationlog"
<!--NeedCopy-->
pE
SessionRecordingPlayer.msi”? 7 1 JL |&\layout\image-full\x86\Session

Recording® Citrix Virtual Apps and Desktops ISO (&% D £,

SessionRecordingWebPlayer.msi” 7 -« JL (&¥\layout\image-full\x64\Session
Recording® Citrix Virtual Apps and Desktops ISO 2% b 7,

FIEHOEKIZRODEHDTT:
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o JqiE. YALY P E—REEELET,
o 'V RA Yy FICEDFHAE—RTOIHRBINET,
+ yourinstallationlog i3, v ~7 v 7OV %ER T 3BFITT,

Session Recording Agent 01 > X b— L& BEILT 3

fee ZiE. kDAY > RTiE. Session Recording Agent 1 > X b—JLL. 1 VX b—)LEREZEET 5720HIC
A7 71 ZERLET,

64y b RT LA

msiexec /i SessionRecordingAgentx64.msi /q /lxvx yourinstallationlog
SESSTONRECORDINGSERVERNAME=yourservername

SESSIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol
SESSIONRECORDINGBROKERPORT=yourbrokerport

<!--NeedCopy-->

:

SessionRecordingAgentx64.msi”7 7 1 JL IF\layout\image-full\x64\Session
Recording® Citrix Virtual Apps and Desktops ISO 2% b 7,

32y FORT L

msiexec /i SessionRecordingAgent.msi /q /l*vx yourinstallationlog
SESSTONRECORDINGSERVERNAME=yourservername

SESSIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol
SESSIONRECORDINGBROKERPORT=yourbrokerport

<!--NeedCopy-->

A
SessionRecordingAgent.msi”7 71 J/LiZ\layout\image-full\x86\Session Recording
@ Citrix Virtual Apps and Desktops ISO &% D £7,

EEEOEKIIRDODEED TY !

+ yourservername (3. Session Recording #—/N\—% KX ~323<> > D NetBIOS & %713 FQDN T
To BELBWVWEEDT 7 4L MMEK localhost T,

« yourbrokerport (. Session Recording Broker & ®i&f5iC Session Recording Agent TERI N3
R—b%ERT HTTP £72iE HTTPS TY, #EELBRWFEDT 7 #J)L MEIE HTTPS T,

+ yourbrokerport (. Session Recording Broker & ®i&fsiC Session Recording Agent TERIN 3
R—bZRTEHTT, BELAWMSEDOT 7 A MEK O T, BRLATZOMINDOT 7 #ILEDR—F
HBS%ZEMAT 5 &S Session Recording Agent icieR L £9, B&BICiE. HTTP Tid 80. HTTPS Tl&
443 TY,
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o JqiE. YALY P E—REEELET,
o 'V RA Yy FICEDFHAE—RTOIHRBINET,
+ yourinstallationlog i3, v ~7 v 7OV %ER T 3BFITT,

Session Recording 7 v 75 L — R

WLWN=—Uar oo redabzty b7y FEFIC. —MORRZT7 Y TIL—FRTEHIEHTETET,
XenApp & & U XenDesktop 7.6 LTSR O &#id CU IC&Fh2 vy a YBEON—I 3 0h 5. TNLUBRON
—UarhstyayREORRI)-RICTYTIL—RTEEY,
pE
Session Recording Administration % 7.6 m5 7.13 B IC7 v 74 L — K L. Session Recording
Administration T [ZXE] #RIR L CEEEOJ/Y—EREBIMLZEE. [BEEOJOER] X—2I1C SQL
Server 1 Y X2V ADZHNKRIINE LA AN] ZO UV ITEHLRODIT—AyvE—INRRINZF
T IF—AR—ZEFEFTAMIKBLE LT ELWT—ER—ZA Y RZYZZZNSLTLIZE V] (O]
HFr LT, localhost 2—%—m&5AE D ER%Z XD SmartAuditor H—N—L X LU 7 3 LA —IZEBML
%9 : HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server,

Technical Preview N—> 3 oh5iE7y 9L —RTEFHE A

2. EE. BLUHIR

+ Session Recording Y R—%X Y rDT7 v FIL—RiE, AYR—FXY r2A YA M=LLIEII VT,
Session Recording 1 Y XA b—=5—DI ST ANAVE—T A RERIEAR Y RSZA VAV E—T A
AZzFRALEY,

o« 7w L—RERBTSEIC. SQL Server ¥ > X4 > 2T CitrixSessionRecording £ W3 RN T —
BR=RENYITITLET, CHUILED. T—ER—RDOT7 v T L — REICEAENEE LTISRICTO
RREICBITT B CENTEFT,

+ Session Recording AV R—%> r 2Ty TIL—RT3ICIE. RAMYIA—HF—THZZLICMR T, £
DRI YOO—NIVEBETHBIBEDNHD XTI,

+ Session Recording #—/\—& Session Recording 7 —4#X—XHAELH—N—IZA > X b—JLINATWV
BWBE. Session Recording 7—2R—X%T7 v 7L —RT3ICId. T—EIXR—ROKENERDPKET
T TNLIMNDIZE. ROZEDNTETET:

- F—AR-EEEIZFEAT. 7v 7 L—EDf®IC securityadmin & & ¥ dbcreator +—/\—
RENERZZNOHTTHHEWVWET, 7y TIL—RD=ET#%IE. securityadmin & & U dbcreator
YF—N—REERIIFTEICHD. TLICHIFRTETET,

- F7l%. SessionRecordingAdministrationx64.msi /X 75— FERLTT7Yy I L—RLET,
msi ® 7w 7JL— R, securityadmin & & U dbcreator #—N\N—1&EIERZIFOT—EZR—2
EREQERBRERDZ LA TOIRY I ADNRTIINE T, BRBEREZERICAALT, [OK] %
Vv oL, Ty FIL—REHITLET,
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EEFIC g R TOD Session Recording Agent # 7w 74 L — K LA&WESEIE. Session Recording Agent
7.6.0 (F7idThbUFE) %=, &M —X (3R17) O Session Recording #f—N\— HICFEATIT X, =
L. —EBOFEEC N TBEIRRMINGVATREEDH D F£7,

Session Recording 4 —N\—07 v 7J L — RARICEBIN Ly > aviFREINEH Ao
TRIRYTAVRI DIV UAAL I b E—RCOERMZHERFTIDIC. FRA VI M—ILERIZTY
74 L—R&IC [Session Recording Agent 0 70ONT 11 @ (U571 v IRE] #T7>a3>h7FT7 1)L
FTEMICHE>TWVWEY, COF T2 avid MBI YA M—ILERIETYy I L— REICFHTEMICTE
£9,

FEBEOJHEEIL. COWEEESELVLEIOY ) —Xh 5 Session Recording 27w 75 L— K L%l
AVRAR—ILETNEEA. COWBEZEBMTBICIE. 7Y I L—FRICAVIAM—ILZBELEY,
TyFIL—R7OEXORBKICT A TRET Y>3 VARITIN TV RS, BEZTT TI3ARE%IF
IFEAEHD EH A

YA MMELETIHBEICHEI THEEERT SO, UTOT7y I L—ROIBFEEZRRL T EIL,

7y 7 L—ROlER

1.

Session Recording ¥—#~—2X ¢ Session Recording #—N\—HBlLZ DY —N—IC1 VX b—LETNT
W3i54. Session Recording #—/3—TT Session Recording A hL =Y —S v —H—EXEFFT
EIEL &9, RIC. £ Session Recording 7—4~R—2%7v FJL—RLET,

A=Yy AT RX=23>HF—ER (IIS) Y*—Yv—T. Session Recording Broker h'%&17&
NTWBZ =B LET, Session Recording #—N\N—%7vFJL—KL&EY, Session Recording
F—4~R—2k Session Recording 4 —N—HELH—N—IZ1 VX b—ILTNTWLBHE. Session
Recording 7 —4~_R—2bH7v I L—REh*d,

Session Recording 4 —N\—0O7 v 7L — RHET$3 L. Session Recording #—E X IZBEMICH
IAVICRD T,

4. (RRH—1X—=D) Session Recording Agent #7v 7o L—RL%T,

Session Recording #—/\— —#&IC. F7zid Session Recording #—/\—D#iZ. Session Recording
RUS—AVY =TV TIL—FLET,
Session Recording Player 5 7w 7 L— R L £,

Session Recording 07> > X =)L

H—N—%7—UXF—>3>h5 Session Recording > R—x> YT 31C1d. Windows o> kO
—IRFNDOTOATSLDOT VA YA M—ILEISHIRA > a>zEML £, Session Recording 7—42~—
ZA=HIBRT BICIE. 1V R F—=LEFE R L SQL Server 01& &R securityadmin & £ U dbcreator R ET

¥o

tXalFq LOEBRICED, AVR—RVEBT7UAVR ML INTRBICIIBEEEOI T —EXR—XTHIBRI N
FH Ao

© 1999-2022 Cloud Software Group, Inc. All rights reserved. 65



Session Recording 1912 LTSR

BHNLt Y 3 Y ORE

November 25,2021
nEF Tty arvoRaEld. FER) D —ICER LYy a Yy ORBRICEZICHBRIN. Lyl arh&Td
PLBBEICEFLELE L,
7.18 VU=, Citrix TREMNBE YD 3 VOREHENMENTNTVET, COMEZERTZL. Ty s
YHVWDTH, BEOI—H—DEHTIFEDEY I3V FRRBEROE Y3 VORBZRIBFIBFELTER
ED
!
WERENER ICEET B 7-®IC. Session Recording. VDA. Delivery Controller Z/X\— 3> 7.18 LIF&IC
Ty TTL—=RLTLREE L,

BNty a3 OREZENIIIBEMICTS

Session Recording Agent IZ. HEEEZBMEIZEMICTZ7HDOL PR MUEHEMINTVES, COLIX
FUEIZT 7 AL ETLICEETNTVWET, DFED. COWERT 7L ETEMICHE>TUVWETD,

WEEZEMEIIEMICTBICIE. ROBIEEZRITLET:

1. Session Recording @1 > X b—JL%Z5T#%. Session Recording Agent #+4 > X b—JLL=RVOE
BELTOJAYLET,

2. LYRAMIITA2—Z2HTET,

3. THKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditory #8BL %7,

4. DynamicControlAllowed 0% 0 IZRRETZH\ T 74/ MED 1 ZFERALET,
1. BNLREEENICTS
0: BNLBEREZENCT S

5. Session Recording Agent ZBi2gh L T. REZMEESIE£T,
MCS £7=1E PVS ZFERA L TRBAL TWVW3IHEIF. YRA—AA—JTREZEEL. BEMZzERTLEEE
BMICLFET,

H .
= .

4

LPRMIVIT A2 —DREERD & RABEENEET BRIEEENH O Windows DB > X k— LA
BEICEZHELHDET, LYAMIITAEZ—DORABICEBEZICWL T P MUy IXTE—ERZ
BULWEHA, LPZAMIITA2—lF. BEROERCLHMOEETIEALL LTV, &feo LYZA MU T 74
WDONY I Ty FEBLTH S LA MUZERELTIIET W,

Citrix Broker SDK T PowerShell 7> Rz ER L THMICEEZEAEIZELETS

RORIE. BINAtE Y a3 0REMEED I Citrix Broker SDK 12BN iz 3 2D PowerShell v > R T
¥, Citrix Broker SDKIcDWTa¥ L < (& TCitrix SDK & &P APly & TCitrix Virtual Apps and Desktops
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SDK) ZBERL T EE L,

avw>r R Bz

Start-BrokerSessionRecording REDTIT17%BtEy>ay. 7071« 7%ty
3v—8. FRBFEDI-—Y—ICLo>THRHBIN:
Ty a OREZRIBTEE T, F#FLIE Get-
Help Start-BrokerSessionRecording%
KRETLTARYROA Y SAUANILTZERLTLRE
T

Stop-BrokerSessionRecording BEDTIT1Thtviay, 70717 R8EyY
IV—HE., FLREBEDI-—T—ICkoTHBENT:
Y2 a oREZFELETEFET, #L U Get-
Help Stop-BrokerSessionRecording%zsx
FLTAYYROAYFAUANLTZBRLTRES
LYo

Get-BrokerSessionRecordingStatus RHEDT VT4 7ty a >y OREREZRETS
£9, ¥L <IF. Get-Help Get-
BrokerSessionRecordingStatus%®f7L T
OARYRDA Y ZAIANIINTZBRLTLLREIL,

freziE. A—F—HHBEZREL. 21 LU —BTR— FHPBEWMIZEE. COMEZERAL TENICI—Y—D
TOTa Tty aroREZERAL. SATREEBELTHAR IS TN a—Tr VI ZRITTIET, U
TORIFERITTEEY !

1. Citrix Studio 2>V —JLh 5 PowerShell Z&E& L £¢,

Cansale Reet Actions
~ 10 (BVT_DB) i Studio (31_DB) =
] togs || Semmen Powersnen View »

—

2. A=y hA—H—DIRTDT7IT4TRBEYy>aVERIFTBICIE. Get-BrokerSessiond<Y Y R
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ZEALEY,

EX Select Administrator: C:\Windows\System32\WindowsPowerShellw1.0\Powershell exe - [m] x

Files\Citrix\Desktop S get-brokersession WKAOE \ testusert
Files\Citr p S d sions.uid

Files\Citrix\Desktop Studio> sions.sessionstate

Files\Citrix\Desktop Studio> § ions.sessiontype

\Program Files\Citrix\Desktop Studio> § ions.0Stype
ws 2016

Files\Citrix\Desktop Studio> _

3. Get-BrokerSessionRecordingStatusdv > REMFEAL T, Lt Y 3 Y OREREZIE
LE9,

Ps C:\Program Files\Citrix\Desktop Studio> Get-BrokerSessionRecordingstatus
SessionNotRecorded
PS C:\Program Files\Citrix\Desktop Studio> Get-BrokerSessionRecordingStatus

sessionNotRecorded
PS C:\Program Files\Citrix\Desktop Studio> _

A
-Session /NS X—%—|ll3. —ElIC 120ty 3>y Uid oazEERETIET,

4. Start-BrokerSessionRecordingdv > FZ2FRALT. REZRABLET. 774/ LTIE REER
BT A 2XAyvE—IHaA—HF—ICRRINET,

RDOFKIE. Start-BrokerSessionRecordingdvY > Rz AT —MMAGHZRLTVWET,

O VR Bl

Start-BrokerSessionRecording -User DomainA\ DomainA £ W3 ZHD R X1 YADI—H—

UserA (UserA) o9RTOEY > a>OREZRIEL.
UserA |[SBRIL £7,

Start-BrokerSessionRecording -User DomainA\ DomainA £ W5 Z#iD K X1 >ADI1—4— UserA

UserA -NotifyUser $false DIRTOEYT a3 OREZFAL. UserA [Ci@A
LEtAo

Start-BrokerSessionRecording -Sessions $SessionObject Lt WS BHIDF T T I FDFTAT

$SessionObject Dty avoREZRAL. I—H—ISBMLET,

#7214k $SessionObject #EE 3 3114,
$SessionObject=Get-BrokerSession -
username UserAZE{TLEY, ATV +ED
BIICIERILES () HMIEEd, L3 FIE2S
FUVOARYRDA Y SAINILTEZERL TS,

Start-BrokerSessionRecording -Sessions v 3y (uidl,uid2,...,uidn) OREZBBL.
uid1,uid2,...,uidn I—H—IZBAML £,
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5. Get-BrokerSessionRecordingStatusaAvY Y FEFERALT. F2—7v bty arvoRaEkEz
8L £9. iKREIZ SessionBeingRecorded ¥ %> TW 3139 T,

6. Session Recording Player TS5 JfRE X fci3RLBEZBEL. FMBA NS TN a—T1 VT ICHBIT
L&Y,
A
Stop-BrokerSessionRecordingdv > RTEILLLT: T2 REOBERIC Player O&fTR
MN—TEALZAVOREBEDOEI A VHRBRTICHED, FEIN LYy a Y OREDEI D 3
VHTARIVREICHRZ D HD EFT, MESNTcEY S AVIC—EDT VT ET 1 D H2HER.
BSNTIEH D T A

7. MESNIBENMLEBE I NINEREINIIEE. Stop-BrokerSessionRecordingd~Y Y RZFEAL
TREZEFELLET,

ROEKIF. TOAXY FEFERYTZ—HRHNBHZERLTVWET:

avUR Bz

Stop-BrokerSessionRecording -User DomainA\ DomainA X W3 ZHID R X1 YADI—H—

UserA (UserhA) ogRTOty > 3> 0REEELELET,
Stop-BrokerSessionRecording -Sessions $SessionObject DFRTHE Y > 3 v DFE%ELE
$SessionObject LEY

Stop-BrokerSessionRecording -Sessions tvay (uidl,uid2,...,uidn) DFE%EFELELE
uid1,uid2,...,uidn ED

Citrix Studio dAZ EE Tl&.Start-BrokerSessionRecordingadv¥ > R Stop-BrokerSessionRecording
ARV FOBROJTEZRTTEERT,

&4 Citrix Studio - >
File Action View Help

e m HE

[ Console Root = Actions
v B8 CirxStudio (4DDC3) ogging =
Logging =
O Search
g Machine Catalogs || Administrator | Main Task Start + | End Status & Preferences
£ Delivery Groups ~ Today [E] Create Cust...
i Applications APRQ\gh Stop Recording of Session "5DAE93E5-E14E..  8/20/2020: 3:56:13...  8/20/2020: 3:56:13..  Successful ¢ Delete Logs
% E“"“_e‘ APRQ\gh Stop Recording of Session "ADD67787-DDE...  8/20/2020:3:56:09...  8/20/2020: 3:56:09...  Successful View ,
oggin
. Coslﬁlgiratlon APROQ\gh Start Recording of Session 'SDAEO3ES-E14E..  8/20/2020:3:56:05...  8/20/2020: 3:56:05...  Successful 6 Refresh
= £ Administrators APROQ\gh Start Recording of Session '4DD677B7-DDE...  8/20/2020: 3:56:02...  8/20/2020: 3:56:02...  Successful = e
Controllers APRQ\gh Stop Recording of Session "4DD67787-DDE..  8/20/2020: 3:55:13...  8/20/2020: 3:55:13...  Successful ﬂ Help
Hosting APRO\gh Stop Recording of Session "5DAE93E5-ET4E..  8/20/2020: 3:55:09...  8/20/2020:3:55:10...  Successful
#g Licensing APROQ\gh Create Machine 'Styx_VDA1_1"in Delivery G...  8/20/2020:1:22:535...  8/20/2020: 1:22:35...  Successful
a f‘”i’g"zl il | APRQ\GD Create Delivery Group ‘Styx_VDA1' 8/20/2020: 1:22:54,.,  8/20/2020: 1:22:55..,  Successful
= ublishir|
0 ZS:ES APRO\gh Create Machine Catalog "Styx_VDAT' 8/20/2020: 1:22:24...  8/20/2020: 1:22:24...  Successful
. B Citrix StoreFront APRQ\gh Create Machine 'Styx VDA2_1'in Delivery G...  8/20/2020:1:2001...  8/20/2020: 1:20:02... Successful
APRQ\gh Create Delivery Group "Styx VDA2' 8/20/2020 : 1:19:59...  8/20/2020: 1:20:02...  Successful
APRQ\gh Create Machine Catalog "Styx_VDAZ' 8/20/2020:1:18:50...  8/20/2020: 1:18:51...  Successful
b Vesterday
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109

May 26, 2020

Session Recording > R—%> bEA4 VX b—JLL 7. ROFIET Session Recording =4k, L. Citrix
Virtual Apps and Desktops v > a > % BE L TRRTI£T:

» Session Recording % —/\— & OEGHDER

o A—H—0DER

o TBEIRDS—DIERET O T« T

o SREIDEMITDIETE

o BEI T 7AINDY A ADIEE

e BHIXYE—CDHRETAX

o REIDEIKE EIK

s TURINEZOBMLE Bk

- BEEEQY
TFT—EAR—2OEA B

. BfEOH

« BEJOMILOEE

o CEIP m#8E

Session Recording # —/\— X OEGDOHEM

January 27,2021

Session Recording Player »'5 Session Recording *f —/\— A DEGHDER

Session Recording Player Ttwv > a>2BET3I1C1d. BESNctZ Y>3 V%M T S Session Recording
Player t 0iE#i#RE L £ 9, Player ZrIC##d Session Recording # —/N— X DEFERETE £ IH
EIRFIC#EE D Session Recording #—/N\N—IC##id 3 C L I3 TTF £t A. Session Recording Player I3 ®
Session Recording #t—N— OEGHERINZFEEIF. [V—I] > [FF>3>] o [EHR] 270Fcvy
Ry R%FIZL T, #EHED Session Recording H—N—%ZETIT £,

Session Recording Player B Y X k—ILENTWVWBET—UXF—>3vicOd4 > LET,

Session Recording Player =28 L 9

Session Recording Player D XZ2—/1\—T. [V—IL] > [# 7> 3] OIBISERL £,

(&%) 27T [Bml 22Uy o L&Y,

[RRX b&] 71 —JLRIC. Session Recording —/N\—% KA F25IT>OERIHDIP 7RLZEANFIL.
TORILEBERLET, T7AIL TR EF a7« TREShIBEDRS HTTPS/SSL 2R 3 &

ok wph
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3. &l 279%0UvILET,

4. [Session Recording #+—/\—] 7 —JL KT, Session Recording 4 —/\—DREM K X1 > ZE AN
HALES,
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HTTPS i TX vt —YF¥a—%FEMAT 313, [Session Recording #—/\—] 71 —JLRIZES

BEIR XA > BZANNILET (F74I LTI TCP 2EM) . AALAEWSEE, Session Recording 1
RBLET,

5. [Session Recording X L —I YR —Y v —Xwvt—IDFa2—] T, Session Recording R bL—
RE—Tv—HBEICERTS 7O ILZERL. BETHNRETIAILEDOR—FESZEELE T,
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LT T74)LbD 7,200 2B5R]) #FIFANZD. FHILWMEEZANALET, COHBBIEBTI . X
vt —CIBHIBRIN. 77 EBETER3DRT—ENRbNIEEETICRDET,

7. [Session Recording Broker] T. Session Recording Broker p@SICER T2 70 L% RIRL.
BETHNUET 74 FOR— FBESZLELE Y,

8. BRBXvE—INRRFINZDT. Session Recording Agent f —E 2= BRE L TEEEZITANE T,
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I—H—ICHEREM ST 3ICIF. Session Recording 4 —/N\—% 742X k93 0> Ea—4%—T Session Recording
ARV - ZERALTERE (O—)L) ZEODHETEY, 52000-LHHDHET:

HE:

tXal T LOEADNS, vy aYOREORTHYE. BHEDOHEZRITT B LDICKRELIERDOAZ L
—F—IH5LET,

PolicyAdministrator, $RER) > —DFRR. 1. HE. HIR. SLU0BMUERTTEET, 771/
kTid. Session Recording 4 —N\—% KX b T3 Y OEBENCOO—ILDAYN—TT,

PolicyQuery, Session Recording Agent 27Kk X k34 —N—TRER) > —DFHEEERTI£T,
FI AT BEIA—HF—ATOO-ILDXYN—T T,

LoggingWriter. BBEOJ 2T ATCEREZNELET. 774N LT O—AILEBES LUV
Network Service Z)IL—7HRZOO—=ILD A N—TT, T7 1)L ~D LoggingWriter X > /N\—> v 7%
LEFTR L. OJDETAANKRTIRAL G ZAEELHD £7,

LoggingReader. EBEOJ/ 2B I3 1EREMSLET, T 74 M TIOO—ILDAYN—IZHZ1—
F—3HO FEA,

Player, ##&E L 7z Citrix Virtual Apps and Desktops v > 3 >R R TEET, T 74/ bTIOO—
LWDOXYN—ICHEZI—H—FHD £ A, Session Recording D77 +JL FRETIF. LOI—HF—ICH
BRE LY a Y EBETIERIEHD LA, EEELRD. A —ICEREZDYTIXELHD
F9, RELIEY I3 VEBETRERP TV I D RELIEY I3 VZBELEISETIERDT
TRyt —UhHRRINEFT:

Search Failed

- 1 Search for recorded session files failed.

Access to Session Recording Server was denied, Rejected user request as
access is denied by role-based security,

OK

A—H—%#O—JLICEIDYHTBICIK. XOFIEZERITLET:
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2—N=T [FHLWRU>—0EM] Z#ERLET,
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[(RETFVTr—2aYERBTRI My T] £ [TFUNI=TIL—-TFFETI V] Z2FIRT 3158,
Session Recording KU > —1> YV — )L T@EICEHERY 3 Delivery Controller Zi8E L %9

Session Recording KU > —2a> v —)Lid. Citrix Cloud 8& U7 > 7L = XEEH 5 Delivery Con-
troller ISBE 9 32— DF v RILTY,

% Rules Wizard

Step 2: Select the rule criteria.

[] Users or Groups

Published Applications or Desktop
Delivery Groups or Machines

] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users
Published Resources: Select Publizshed Applications or Desktop. .

Delivery Groups | Machines: Select Delivery Groups or Machines...
|P Address |/ IP Range: All IP Addresses

et =

e g [FTUND =TI —TFd< V] ZBIRTZBE. LOXV)—>> a3y FOFIE3 THEY
BZNAN—1)>oEERLT (B #4Jws L. Delivery Controller noo T ) %BIML £,
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[El Create Query x
Site Address: Citrie Cloud Controller
Eter 3 sfe address
i@ Delivery Groups i) Machines
|&MEﬂmﬂﬂhmnme
Create Cancel
Close

UTFoRIZ. 4> 7L =XKLV Citrix Cloud o Delivery Controller @ fERFNICDOWTHBEL TWET:

eI

#+> 7L = Z Delivery Controller

Citrix Cloud Delivery Controller

Z4> 7L = X Delivery Controller i 5 Citrix
Cloud Delivery Controller iZthh &z %

WBRIR(F

1. Broker_PowerShellSnapIn_x64.msi %1 > 2
k—JL ¥ 3, 2. [Citrix Cloud Controller] ¥ v
DRI RZ2ATIZT B,

1. Citrix Virtual Apps and Desktops Remote
PowerShell SDK Z-r > X k—JLF %, 2. Citrix
Cloud o 7h v > FERBRZRIET 3. 3. [Citrix
Cloud Controller] Fzv IRy I X%FICT B,

1. Broker_PowerShellSnapIn_x64.msi # 7 >
VRAF—ILLTRYD VZBE#HT S, 2. Citrix
Virtual Apps and Desktops Remote PowerShell
SDK% A >R b—JLF 3, 3. Citrix Cloud 7 Hh7>
> ERRIERERET 5. 4. [Citrix Cloud
Controller] Fxv IRy I R%EFVIZT B0
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Citrix Cloud Delivery Controller 54> 7L =X 1. Citrix Virtual Apps and Desktops Remote

Delivery Controller ictIh & X 3 PowerShell SDKE 7>« > X b—ILLTIY > V%2 H
289 %, 2. Broker_PowerShellSnapln_x64.msi
%4> b—JLF 3, 3. [Citrix Cloud Controller]
FIVvIRYIREFTICT Bo

Citrix Cloud @ &E&IEIRDIRE

Citrix Cloud TR X &N TW3 Delivery Controller ico T g 3Icid. Session Recording /K1) > —
AV =AY R b=ILanfe > > TFET Citrix Cloud EEBEREZREL £ 9. COEEETHAEL
BE. T5—HHREL Session Recording RUS—aAVY — LA ERICKEEL AR RBZILHABD £T,
FHTHRIET 2121

a) CitrixCloud a>v—iicad#> L. [ID&ELUVT7oEREHE] > [API 701 R] ICBEBLET,
APl 7ot 2BEF*a70517> hEER LT, Citrix Cloud OB 7O 7 ~ &2 BBE TS 387
O77MILEBREBLEY, EFaT705047>redorO0— L. BHIZEEL TEXLWIGMICRET
LFEd. 774 DT 7RI secureclient.csv T,

= Citrix Cloud

« |dentity and Access Management

Authentication  Administrators ~ APl Access  Domains

Secure Clients are used to interact with Citrix Cloud APIs.

To use this secure client in a silent connector install or to access any of our APIs, use the customer ID*

Name your Secure Client Create Client

' asthe customer parameter.

Named id Creation Date Actions.

secureclient 3:53:01 PM Dec 3, 2018 o

b) PowerShell ty > a>#BEVWTROIATY RERITL. FIOFIETERELE) RSO 771ILEE
MICLET,

asnp citrix.x
Set-XDCredentials -CustomerId “citrixdemo” -SecureClientFile

“c:\temp\secureclient.csv” -ProfileType CloudAPI -
StoreAs “default”

<!--NeedCopy-->

WMEIZIH LT, Customerld ¢ SecureClientFile #8E L £3, LFEEOIY Y RT. BEBEOT Y
FIIRDOFBHETOT 71 )LcitrixdemobMERE I . LUED TR TD PowerShell v 3> TR
TOYTEHEBINET,
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Tr—2avIidBEaINRVEdH. vy arhiREISNEE A,

o PUOTATHRARIS—TIRTOT IV r—> a3 rhREINSHE. 21— —H Windows @7 Citrix
Workspace 77U icOd 1> 93 . (BRREFINIEYy S a3 VABIINZDLREEIC) FEICk
TRBHNRRIN, FFEHINk (FD) tyviare. $BZOELYIa VY TEHINDZITARTD
FIVr—oarhigEsngd,

CNELET ZICIE. BER) S—ICRL>TROTIUNY —=FII—=—FTT7TIVr—>3 52 EALET, BE
FEICT TV =23 %2 FRALAVWTLETY, 259328 T. BREsdnicty ar sEETs
$9, =L, BHIERTINET,

Active Directory 7 /L — 7D fER

Active Directory 7' )L— 7% R L T. Session Recording ®RU > —%#ETEE T, BLADI—H—Tld%H<
Active Directory V)L —7%ZERT 3 L. HALKR) O —ZBRICERLILDEELDTI X, ezl BH
P9 21—+ —h Finance £ W5 Z#id Active Directory ZIL—ZIC&EFNTVWBRBEIE. RAEZER TR L EIC
HAD 1« F— KT Finance JIL—7%BIRTZE T, TOTIL—FOIRTOAYN—IZBRINZHAE1ER
TEFY,

A—H—DrRTA UMY

HBARAO—FOA—H—Dt v 3 v EBRICERETRD SRING B, Session Recording K1) > —%ERLTE F
T i

A—HF—DFRTA MU X MEREINE T, BEABRENORSHECPHEDOREOREE LY., tyvi aveRE
TRIRITREBVWI—H—&EFRTA M) X MNMIERT D CEFTT,

TARTOLBHEEEH Executive ¥ WS ZBID Active Directory ZIL— 7D X > N\—T#H 33B4E. Executive 7L
— 70ty arvRaEeE&MTIRUEERLT. EA50I—HF -0y ayMRLTHREINEGWVEL SICH
ETEFET, CORAEFTR)>—DT7 U7 THEIE. Executive FJIL—TDXN—Dty > 3 VidRE I N
FtHA, HERDIENDOXIUN—Dt Yy aviE, 7IT71TBRIS—DIELIORAICESVWTREINET,

Director %1%/ L T Session Recording # —\—%EHAT 3

Director 3>V —ILZFEAL T, BER) S —2ERSLUVT7 T THTET XY,

1. HTTPS #&5i0i5& 1. Director y—/N\—0 [SEINf)L— MEERAE] IC Session Recording #—/1\—%
BT 3HAZEE T VA M—ILLET,

2. SessionRecording % —/N\—% A9 % & 5 IC Director # —/N\—% 1M ¢ 3 ICIF.C:\inetpub\wwwroot\Director\to
/configsessionrecording <> RERITLE T,
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3. Director ¥ —/N—T. Session Recording #—/N\—®D IP 7 KL X #7213 FQDN. K— +BES. LU
Session Recording Agent #* Session Recording Broker & OiE&EICER T 3EG0BE (HTTP £7zid
HTTPS) ZAALF T,

ARV FATHY S—

Session Recording i1 RX> kO R & —D—h%B#ER%E 7 R— L& T, Session Recording R~ —21
YV=ITRIS—ZERE L TS ESERARY M ZEOTERTETET,
7
USB ABEBREEETNAXDEAN BLUT TV —2 a3 0RBHELRT ZRLERT B ICIE. Session
Recording Administration 3> R—=x> k (Session Recording ¥ —%~— X, Session Recording *
—/\—. Session Recording K1) >—1> YV —JL) &LV Session Recording Agent #/\—> 3> 1811
MBEBICT Y T L—RLTLIES L,
T7AIBRIEAARY > Web BABET7 V7« ET « 52889 %1213, Session Recording Administration O
vR—%>k (Session Recording ¥—#4~—2Z. Session Recording #—/\—. Session Recording 7~
1) —0>Y—JL) & Session Recording Agent #/X—2 3> 1903 LIBBICT v FUL—RLTLET
(AN

SATLEREDARY FOYRY > —

PRATLEBEBDARY FOJRIS—ZOJZR{BLEBEVT T, TIFINMTIRETITTTY, 7IT1TD5
A, IRV bOOJIFEEINEE A

SRTLEEDAIRY ORI S—ZEBEIBHBRTI EE A

ARZLARY FOTRY S —DIEEK

MBOARY FOJRI S —%Z2ERT 2HBE. Ly aYoRBHRICOJTEZLRITI/EDIARY MHHD1—
H—FFIN—TF RRT IV —2a Y ERIEFTRI My T TUNY =T IL—FF#IZ VDA v >, Citrix
Workspace 77V 05147 bD IP 7R L X%ZIBE S BRAZ1ER L 9. Session Recording R > —a>v
=R T A HF—RPAARINTED, SOV F—RIC > TRAIZERLEFT. 2T TWVWET7IUTr—> 3
VERRBTRI MY TIR FTUNU—FILN—TEIEVDAR I Y O—BEEIET 3 ICIE. Y1 FEEEDOHANMDIE
RARETY, B ko Delivery Controller TEEBEDHABMDEREBHL £9,

ARZLARY FOTR) S —%ERT BICIE:

1. AREHDR O —EEBE L LT, Session Recording K> —a>Y =LA YA b=)LTATWVWSH—
N=licad#x > LET,

2. Session Recording RU>—a>Y—)L=z&EBL £,
TIAILETIE POT1TBARY FOJRIS—EHD EFE A,
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% Citrix Session Recording Poelicy Console
File Action View Help

= HE G HE

% Session Recording Policy Console || Pglicy Name Description
~ [ Recording Paolicies [y Custom Reconding Policy
[ Custom Recording Policy @ Do nat record

This policy will disable recording of all sessions.
E Record everyone with notification This policy will enable recording of all sessions. ...
@ Record everyone without notification This policy will enable recording of all sessions. ...

[E De not record
[E Record everyone with notif
[E Record everyone without n

v [# Event Logging Policies
[= Donotlag

3. ERAVT [AIRY+OJRUS =] ZFEIRLET, XZa—/N\—T [FLWKRUS—DIEM] Z#EIRLTA
Ry bOgR) S —%#ERLE T,

4. (X7>ay) HILVARY FOYRIS—2HGI )y I LT, BRizEELET,

% Citrix Session Recording Pelicy Conscle
File Action View Help

e nH 6| HE

% Session Recording Policy Console
w Recording Policies

[ Custom Recording Policy

[E Do not record

[Z Record everyone with notif

[Z Record everyone without n
w Event Legging Policies

[E Do notlag

[ New event Inanina nnlic

Add Rule

Rule Name Description Action

%S}'stem defined rule Logs no events

Activate Policy

Copy Policy
Delete Policy

View Policy
All Tasks ¥

View »

Rename

Refresh

Help

5. FILLWARY MOYRUS—FH/IUw I LT BREIDOEM #BIRLET,

a) BIRNYEOBEOF T v IR IREAVIZLT, BT S 1 DFELIFEROTRIARY b EIEEL
7,
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]

File Action View Help
o= 2 6l H

3 Session Recording Policy Console || Ruie Name Descrption Action
s

v (5 Recor e [ System defined nie Logs no events
rd

ever with notif|
[E Record everyone without n
v [ Event Logging Palicies
Do not log
|5 New event logging policy
[ Email Alert Policies

[Ep Rules Wizard be

Step 1: Select one or more of the following options to specify whether to log the related events.

Log clipboard activities

Next > Cancel

+ CDMTYvEYIEINUSBARY hOOJ %588 Y 5: Windows @It £ =i Mac @7
Citrix Workspace 7 7UB A YA b= ILINTWBRISA TV FTFNARTISATYMRSA
IIvE>YY (CDM) ZEH L TABEREBEET /N ADBATNZ LREL. REOIRY b
ICETHTTEET,

¢« RAUSBUAALY MRy bOOY %] T S: Windows @i+ & 7z 1% Mac @i+ Citrix
Workspace 7 7UDA YA R—=ILEINTWVWBRISA 7Y RTFNARTRAVAIL Y bEFERL
TARBELSEEET N RAMEATNZ LT L. BEBOARY MIFZI[HIFTTEXRT,

s PTVEBANY FOOJZEFRTS: Z—Fy h 7TV - aroiRons il T #
BODARY MIZITHIITEERY,

N

TVERTARY  OOJ%RLHRTD: =Ty N7V r—2a3> 087007 %388 LT, 8
BDARY MIAZTHIFTEET,

pE o

Tef2l. 77U r—>a >Rz LanNgs. 77— 3 07207105088
TBLIWETEERA DD, FADV+H—RTIE [7FVERTARY bOOJ %R
93] Frv IRy I RIE [TTVEBAARY bDOOY ZLERT 5] OFERFNIIRERRIC
BToTWET,

TIVER—E: [TTUVEBIAY bOOJZRRTB] 8LV [TTVERTARY OO %
R3] 2BRLIBE. [TIVER—8] TE— v 7T r—2 a3V EBEL TERL.
BREINICBRICAARY FERESEBVELSICLET, TIAILTR 7FUT5r—2 3 VHNEE
TNTVELEA. EDD. 7TV T—23 DAY MIF v ITFvInEtA.
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P

- T2 oRMEETER vy TF v IBICE. [TAVERE—E] 7TV —
2avOTOERBZEMLET, LEXE. UE—FTFRI by TEGOEBTRY
EEXy IFvTBICE. TOERE mstsc.exe & [FIUBBR—E] ICBMLET, 7
OtXx%z [F7UEHRE—E] [CBMI2L. BMLATOELREZOF/OLRICLDE
TEINBZTTVT—2a o gRTERINE T,

- 7O0tXKZIEtEIa0y () TRPYDET,

- BE—HOHMTR—FINTVET, TIILRA—FRIFTR—FINhEFEA,

- BMT2370ERZTIE. ANFLIXFIIXFITNEE Ao

- BERICBEICAARY FERETEAVLSIC. YXTLTOEREZ (explorer.exe %
) ®»Web 7505 —%L IR MICEBMLAVWTL I,

s MBI 7AINARY b OOJZEFRY S BERNOZ—7 v b7 71ILICHT 31RF2 07 IC28®
LET,

e J7MIIER—H: BEI7AILARY OO RERT D] 2FRTIEE. [T71ILEHR—
] Z2FEALTERNROT7MILEEBELE T, 7HIIF—%ZEBETI L. 7HILF—RHOTA
TOT7ANEFVYIFYTIET, TIAIMTRE. T7MILDBESNTVRWVED. T71
WEFEvyTFvInEthi,

A

- 771 DOEMEE. . HIlf. BHREEF v TF v I3 [T71ILER—
Bl TI7ALT72NE—DONRIAXFH (T7ALERT7AIILT A INE—DIL— IR
Tldm<) Z#BMLET, fcrzld. C:\User\Filedsharing.ppt7 71/ D&
AIZE. 1B HIbR. BENMRMEZ X v 7F v 93ICIE [T7MILEE—E] TNZAXF
HIC:\User\FilexBML %9,

- O—ALT77AIUNRIELIVVE-MHEET IS —NXOBEFZERATET XY, &
ZlE. \\remote.address\Documents” # L4 —®d RemoteDocument.txt 7
FAILTEREZF Y IF v I3IC1E [T77ILERE—E] TNIXXFF\\remote.
address\Documents#iENML £7,

- 330> () TERNARZRYDET,

- BE—HOAHHR—EINTVET, TIILRA—RIFHR—FINEEA

- NZAXFIEAXFENIWXFZXR L FE Ao

HPRSEIR:

- BERINATVE 74 E—D5BRINTVAEVWT A —AD T 7AILERLIET LT —
DOIAE—@FF v FFrEThiEtA.

- T7ALNELRBTANA—NRIC. RAXFH (260 XF) 2B 28RO T 7L EET
FIA—BEENTVWBIHE. 77 ML ERIFTAINE—DRIEET Y TF v TITEHA
= TAR—ZAOPAXZERLTLIET V. KEDAIRY MF P TF v EINBEVLSICZTS

ICid. EHAMIC TEventy 7—2 W ENY I 7 v T2 HIBRL £,
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- —EDOERTREOAIRY bHF v IF v Ih3HE. Player TORRE LUV T—ER—2
ANDBMEARY FOBEEICLI DDAIRNY NTFATLOHZHED, AL —2 DA%

EhEELETo

s Web BB 77T 20JIC8BIS: YR— I TVWE I SO —TaA—H—TU 7«
EFsz0JERL. REICT ST —A. URL. R=JFA1 MLORTZHITET,

Events and Bookmarks

A

Wwieb browsing: https:/

aeay, google. com, Google - Google Chrome, chrome

HR—rINTWE T SO —0—&:

Web 7' 54— N—=23>
Chrome 69 LIpE
Internet Explorer 11
Firefox 61 LIpE

s RAIEDVA Y RIDTIT4ET1Z2O7ICRKERT 5. RAEDVA Y RUDT7IT4ET1%

OJicseEkL T,

RRICTOELRB. 21 ML, TOEXBESO2IZEBMLEY,

Events and Bookmarks

(4 1:56:08 AM
2 1:56:22 AM
i 1:56:36 A
% 1:56:39 Ah
2 1:56:55 A
(24 1:56:59 A
(24 1:57:08 A
(23 1:57:13 AM
(24 1:57:20 A
(2} 1:57:34 AM
¥ 15751 AM
iy 1:58:04 A
2y 1:58:25 A
(24 1:58:26 A

Top-maozt window: EXCEL, Book2, 5230
Top-mozt window: explorer, CITREXIMSTALLATIONLOGS, 7212
Top-most window: Taskmagr, CdfSve.exe, 9276
Top-mogt window: esplarer, Application.evts, 7212
Top-mozt window: notepad++, . 4340
Top-mozt window: explorer, Deskhop, 7212
Top-mogt window: WIKNWORD, Bjzjizbb | dock, 3896
Top-mazt window: natepad++, . 4340
Top-most window: Tagkmgr, CdfSve.exe, 9276
Top-most window: Tazkmar, CitnAuthenticationVirtualSmartcard.exe, 9276
Top-most window: regedit, FileQperationkonitorList, 5534
Top-mozt window: notepad++, shi, 4340
Top-mozt window: explorer, Tazk Switcher, 7212
Top-mozt window: EXCEL, Grd, 6330

b) MAIKHZRERL THRELEY,

HRELFRERY S —OIERE Bk, RD 1 DFLIBEHRORAZHEZBIRTETFI: 12— —F7%id
IIN—=T RRAT IV r—2a3 B3 TR by 7 TUN)=TIL—TFELEII U IPTRLZR
FlF IP OFE, F#FLIE TARZLRER) S —OFER] €02 a > THFEZSBLTIET L,
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E:
AR FOTRY S —DRAZFHFOVTNICHETIEESHRVWEY S 3 OB ZAI8EELHD £

To INHDEYIaYDHE. 7NV IRADARY FOJERE (BIC Tz & LA
W) BBERTINET, 74—y IRAIGEEXIFHBRTE EH A

C) T —RFOERICE>THERERTTLET,

[EE Rules Wizard X

Step 4: Complete the rule setup.

Specify a name for this rule:
[ |

Provide a description for this rule:
| Spectic user nik fitet |

Enable this nule
Summary (click Back to edit):
Log &CDM mapped USE events

Users / Groups  Published Resources  Delivery Groups / Machines  |P Address / IP Range

MName Location
& user JZUASRS-1

< Back Next Cancel

LY R bR C DB

Session Recording "#iL< A > X b= LT B E. FL@ET7vTIL—RINLEBEE TI4ILET
FRTEZT7I9T47RAROTRIS—1EHD EH A, TDL E, Session Recording Agent 1%
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SessionEvents ® L ¥ X ~k U B It > THE
ARV OO ZRBIBINERELE T, LEXMUEDHBICOVLTIE. RORZSBLTIETL:
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LYXMVME

EnableSessionEvents

EnableCDMUSBDriveEvents

EnableGenericUSBDriveEvents

EnableAppLaunchEvents

AppMonitorList

EnableFileOperationMonitorEvents

FileOperationMonitorList

EnableWebBrowsingActivities

LTI B0 H352F+UFTY:

A

1 1R ~oOJRREITO—/NILICERICT S, 0:
AR bOOYREE I O—NILICENCTS (577
FIEDEDT—43),

1: CDM Ty vEYI TN USB ABEIBEET
NAROBAOOTEEREBMICTS. 0. CDM TV
vEY I ENf USB KBEXLBEE T /N1 XD
DOOVRBEENCTS (FTIAILEOEOT—4),
1: ARVAA LY rEFERLIE USB XBRERLIEES
FNAZOBANOOJBREEMICT S, 0: AAVAE
1LY hZERALE USB XKBERBEET /N1 XD
BAOOJEBREENCTS (TI2ILOEDT—
o

1. 77075—> 3 0RBOHOOTEBEEMICT
3.2 TAVT—2 a3 0RBEETOmADOY T
BEEMCTS. 0: TTVIT—a VORBEKTO
OJEBEEMNICTS (TIAILEOEDOT—H),
BRIZ2—T Y T TVTr—>a % EET S, T
THILETIE. PTUT—>avpfEEShTLEE
ho ZDTD. 7V T—23>DARY MMEE v
FrInEtA.

1. 770 RMEOOJ B E=E/MICTS. 0. 770
IREOOJEBEEMICTS (FIA4ILLDEDT
_g)o

BRTZ4—T Y b TAINA—%IBEET B, T 74/
FTlE. 7N A—DEETNATULEEA. EDRH.
T71IVBREREF vy FTFvyInEt A,

1: Web B 771 ETrE2BHMICTS. 0: Web
MBET7IT71ET1Z2ENICTS (TTAILEDED
T—4)o

+ Session Recording 1912 A’ LK A Y XA b= LT NI R FOTEHR—F LAVMUETIO Y J—2X
(1811 & D@l »B5T7vFJL—RINTHE, & Session Recording Agent ORIEL U X  UBIZT 7 #
IWETE, TIAIWERTIE. 7IOT1TRARY FOTRUSD—HRVDH, AR bOOJIEERINEY

Ao
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+ Session Recording 1912 B’/ XY bOJEHR—rF3LFOD U U —2 (1811 & D#HI) MET7vFIL—
RINTBEE, 7y 7T L—RENCC OMEEZ BHICT 5 L. & Session Recording Agent oBEEL P X +
DBIZT 7AW MDERFRICHEDET, TIAINETIE. PIOTA4THBARY OGRS —DBVTEH, AR
YhoOJgEREInEtE A

+ Session Recording 1912 B/ RY bOJEHR—rF3LFIO U U—2 (1811 & O#HI) M"B6T7vFIL—
REINFIBE. Ty 7FIL— REIICC OMEEZBHMICHIFTLICEMICT B L. & Session Recording
Agent DEEEL SR MUBIREEINER A, T7HIETIRE. 7IOT1 THBARY bOTRY D —H5GWT:
O, ARV FOOJOEEFEESNEE A,

+ Session Recording 1912 A 1811 A5 7 v FJ L —RENBE. RUS—aAVY —ILTHERINEZAAN
Y hORUS—IFEISHRSFHRAINET,

AR

Session Recording KUY =YY =)L TV ATLEERD. £EARFZLDARY COATRUS =TI T
1 7133 . & Session Recording Agent TRIEL X FUREHNERIN. ARV FOJOLI IR
REZFEATEIRARDET,

BEORER > —

Session Recording Player Tid. &EIR—DT7 U XA R— I TWVWET, Session Recording K1
=YV —IITHREOFMEBR) D —ZEHL. BRI —ICEHDOIL—IILEZEBMTETET, SHRAT. BELLE
OMOA—H—BLUVA—F—TI—T RETTVT—>23>BLVTRI My T TUNRNV—=FIL—TFELT
VDAL S OREZEMETEF 31— —FEaA—H—JIL—T2HELFT,

H L LRERER S — DR

BREOBMEBR > —%/ERT B80S, ROFIETHEEZEMICLET:
1. Session Recording #—/N\—%KZX rF3I> IO F >V L& T,
2. [R&2—F+] RE>EIU Yo L. [Session Recording —N—D7O/NF 1] #EIRLET,
3. [Session Recording #—/N\—D70/87 ] T. [RBAC] #7% 0 Uv o L%d,

4. [REORER) S —OBRZETAIT3] FIv IRy IREFUICLET,
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iﬁ] Session Recording Server Properties — )4

Storage  Signing Follover Flayback Notifications CEIP Logging REBAC
Recarding viewing policy

This option allows you to configure recording wiewing policies in the
Session Recording Policy Conscle.

Allow to configure recording viewing policies.

HRE2 LRERERY S —ZERT BICI3:

A BEBRS—BLIPARY FOTRIS—CBERD, REOREERYS— (RUS—RICEBMLEIRTOR
AZE&0) d ERTBCEBICT VT ICEDET, BT IHERIHD EFEA,

1. ZRBEHDRY S —EFEE L LT, Session Recording /K> —aA>Y—)LHBA YA =)LTATWVWSH—
N=iIZOJd# > L&Y,

2. Session Recording RU>—a>V—ILzEBELET, 774/ ETIE. BREOMER) S —EHD FEA.
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% Session Recording Policy Consele || Palicy Name
~ [=; Recording Policies
[ Do not record
[= Record everyone with notif
[= Recerd everyone without n
[ Event Logging Policies
[ Recording Viewing Policies

. [BEOBER) -] XZa—IiF. [Session Recording #—/N\—D70O/X57 1] T DEEEEBMIC
LBWEFHBATEEzEA,

3. ERORA>T [BREORER)S—] Z8IRLET, XZa—/N—=T FHLWRU>—0EM] Z23RLT
BREOMEBER) > —Z2EHLET,

% 5ession Recording Policy Console || Pglicy Name
v [ Recording Policies
[ Do not record
E Record everyone with notif
| Record everyone without n
[ Event Logging Policies
E, Recrrdina Wicainn Daliciarc

Add Mew Policy

All Tasks >
Yiew »
Refresh

Help

4. (X7 ay) HILLVREBOBMBERYS—2HI Uy I LT, BRIZEELET,
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% Session Recording Policy Censcle || Bule Mame
~ [= Recording Policies
[ Do not record
E Mew policy
[= Record everyone with notif
[= Record everyone without n
[% Event Logging Policies
w [ Recording Viewing Policies

E Mews Pnlinme

Add rule

Delete Policy
All Tasks ¥
View ¥

Rename

Refresh

Help

5 \ILWRUS—%HFIUw o LT [RAIOEM] 20Uy I LET,

Type

a) MELItOI—H—HLV0A—Y—FI—THo0RELHMETIZ IV —F31—H—JI/L—

TeEELE T,
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[Ef Rules Wizard X
Selected user or user group who can view recordings
| | Add...
Selected users and user groups whose recordings can be viewed
Remove
Remove Al
< Back MNexd = Cancel

pE =

ZHRAT, BFEOMABEEL L GERTETZ0IF 1 A0 —FF 1l >01—F—JIL—TFk
1TTY, BEOI—Y—FlEaA—H—JIL—TEERLBEIF. BROEROADEIICHE
D, TFIAFRYIRIZRREINET,

BREOBBEEXIEE T S IE. MEBEEICPlayer oO—/LZEDYETTVBR e 2BERL TR
IV, FEIINEY Y a Y EBETIERI RV I - REIN Yy a>EBELEK
SELTRLIT—AyE—IUHRRINET, 2L <IE TA—H—D&ER 2BRLTIIZEL,

b) MAIRHZHERL THREL. MROBBEEIBEETIZREZIEELE T,

o A—H—FRIFINL-T
s NET IV —2avFERETRIMYT
s TUNU—=FII—T&IFT> Y
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% Rules Wizard

Step 2: Select the rule criteria.

[ Users or Groups
] Published Applications or Desktop
[ Delivery Groups or Machines

Step 3: Edit the rule criteria.

Users / Groups: All Users
Published Resources: All Applications and Desktop
Delivery Groups / Machines: All Delivery Groups and Machines

< Back Meat = Cancel

A RAIFKHEZEELAVTEC L., FIROIEEL/CHEEICIBERORENRTINEEA.
C) V- ROERIC> THEMZERT LE T,
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[EF Rules Wizard X

Complete the rule setup.

Recording viewer:
(s administratar

Rule crfera:

Users / Groups  Published Resources  Delivery Groups / Machines

MName Location
& admiristrator SHNKG

<o ==

RUS—DF7 0717k

1. Session Recording K> =YYV =LA YA R—LLEERIVICEBELLTOJF Y LET,

2. Session Recording RU>—a>Y—)Lz&EBL £,

3. [Session Recording #f —/\—~AD#E4T] 7 > RUHFEWZ5, Session Recording #f —N\—D&#i. 7
B, BEUOR—FPELVWCEZRERBLET, [OK] 20Uy I LET,

4. Session Recording R > =YY —JL T, [BERI>—] £ld [1RY ORI —] ZBEALXT,

5. 70T« T7HTBZRUS—ZBIRLES,

6. XZa—N—T [RUP—DT7I7« 7] ZFERLFT,

RUS—DESE

1. Session Recording KUY =YYV =LA YA R—ILLEERIVICEBELLTOJF Y LET,

2. Session Recording RU>—a>Y—)LzEBL £,

3. [Session Recording #f —/\—~A D] 7 > RUHFEW=5, Session Recording 4 —/N\—D&#i. 7
Ok, BLUVR—FHPELWC e ZHBLET, [OK] 20Uy ILET,

4. Session Recording R > =YY —IL T, [BER)>—] &ld [A1R>+OJRUS—] ZBELFT,
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5. BEETBRII—ZERLET, RUP—DRAIDERA VICRRINET,
6. RAZBM. ZE, FIFHIRTBICE:
e XZa—N—T FLVRADEM] ZBIRLET, RUS—DBT7IT 0 TRBERBRY TT7v T+
YRUDNHE. BEOHEEBZRIAvE—IDNRTINET, RAVsF—RFzERALTHLVWRAIZ
ERL £,
s TEIBMAEZBERL, BV Yo LT [FONTx] ZBIRLET, RAT s — F2FERAL TRA
ZXELEY,
« HIFf9 2R ZHRL. 52y I LT RADHIER] Z3ERLET,

RS —DHIRR
E:
SATLEBEBDOR) O —FIETOT4 THRAR)D—ISHBFETE EH A

1. Session Recording KU —aYYV =LA YA R—LLEERIVICEBELLTOJF Y LET,

2. Session Recording RU>—a>Y—)L=z&EBL £,

3. [Session Recording #f —/\—~A D4 7 > RUHFEW5, Session Recording 4 —/N\—D&#i. 7
Ok, BLUOR—FPELVWCEZBRBLET. [OK] 20Uy I LET,

4. Session Recording R >—>Y—IL T, [BER)>—] £ld [A1RY+OJRUS—] ZBEALFT,

5. ERA1VTHIBgT 2RV —2BIRLET, RUS—DBT7IT7 1 TBFEIF. EDPORVS—&TFIT1TIC
TRIHEDBDET,

6. XZa—N—=T [KUZ—DHIR] Z#RLET,

7. 03W] 20y LTREERREL £ 7,

O—JLA—/N\N—DEE

RUS—%TI0T17ICTB3HE. ENETTIT4 TR =3ty a>oRENETITEET. £
Ty a vORETFAIINDHERISGETZETHNEZREET, O—ILA—N—E T71IUY A IDLRISET S
ERTENEY, BFEI 7 NINOY A IDERICOVWTHLLCIE TBRET 71ILOT 1 XDIEE] 2BRL TS
LYo

RDORT, Ly avoFERICHLLRERY > —2BRALTO-IILA—N—DEIFLEFICELBIRRICOVT
SEAL X9

A=A —N—DBOFER >

UaioREAR > —:! mLWEREARD > —: —:

FE LAV IEFh DR > — TERL, A—H—DPFHLLWEY
2avicOdF > TR TOHIC
FLWRUS—DEICED 9,

BHILAEWTERBET S #FE LA FEEEIELET,
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A=A —N—DBOFER

UaioREAR > —: mLWEERY > —: —:

BHILAEVWTERET S BHLTERET S REZHGITLENXYyE—C%K
R~LZET,

BHILTCRET S FE LRV BEZELELET,

BHILCRET S BHILAVWTREETS FEEGITLET, 2—H—HR
ICOA>T2eTEAvE—
HRRINEFH Ao

IRE DI DISTE

November 25,2021

[Session Recording #f—N\—070ONT ] ZERALT. REOEMGCL 7—H1 T INBREOBEROETE
ZHEELE Y.

pE o

T7ANET—NAT 3 £IFHBFRINET 7rIL2Exs 33 ICLDBOY>Y REERALET,

BEZRNTZ 74 INE—=EET S

F7 4L kTl $BEl Session Recording H—N—%KX b T3>0 RS J&:\SessionRecordings)
THNA—ICBMEINE T, BREZRETZ IAIINA—ZRELLD, BHOR) 2 - LETERSEE T 27D,
FRREDEKDBEZZFERTBHIC. THINA—ZEBIMLIEDTEIEY, EROT + LA —D—BICHBIHEIE.
BRED T A IINA—HTEFIHRINTVWEZEZRLET. 1 2074 F—%2BHEEMTIT X9, BEFIHEE
TANA—Z2BRLTIThNET,

1. Session Recording #—/N\—%KZA rF3I> IO F >V L& T,

2. [R&2—=F] RE>HEIU Yo L. [Session Recording —N—D7O/F 1] #EIRLET,
3. [Session Recording r —N\—D70O0/NXF 1] T. [BMBFR] 270U v I L%ET,

4. [T71NWBMT A =] Ry I X0—BZ2ERALT. BEEZBMNTZ T+ ILI—2EELET,

TN —%BIRTDEe. TENSDOTAINA—ICT7ILOY FO—ILERODY—EXNRMTETNhE T,

A—AIWRESA7 SANARY 2 —4 £FRIGUNCRY hT—ONIXTIEETIHBFAICT 7 1L T + ILA —%ZE
MTIET, IvTTNeXYy FT—IRSATDRS1IXFIIYR— ~ThEtA. Session Recording TlZ.
NAS ZERALABWVWTLREIV, RY M T—IRSATANORBET—ZDEZTAAICEELT. NT+—<IVRAELY
TFaUTr LOERGREEN LS ZAEMIHD £,
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T—AATENREOBEROETT #IILF—ZEETS

T 7 ETlE. 7—h+a T EnfREld Session Recording 4y —N—% KA +$3IYE2—4—0 TRS17
Z:\SessionRecordingsRestore; 7+ /L4 —ICETINE T, 74N E—I3EBTI XY,

1. Session Recording #—/N\—%KX g2 Ea—2—cOJF >V LT,

2. [R&#—F] RE>HEV UYL, [Session Recording —N—D7O/XF 1] #ERLET,

3. [Session Recording #—/\—D70O0/NF ] T. [BIGFR] 2720V w o LET,

4. [P=HATEHIT7AINDETI ANE—] Ry I RCT—hA T EHBREEZEBITT DI AINE—=ZNSILF
ED

BE T 71IDOTA XDIEE

February 9, 2021

BET 7 1INOHYA IDKRELLABBZICONT 47 >O— RICKEANMIDID. BERICS—I XS4 —%2FBLT
BERBMEEETALIICRRDECABZLSICHDET, 77T A X ZFIETBICIFT 7LD L I WMEZE
ELFET, BET7 7ML ZORRISET S5 L. Session Recording Ik >TI7 7 ILAEL 5N, BREZFITT
BEDICHLWI 7LD EMMET, COREEO-ILF—N—CHFVET,

A—IILA—N—D7®H. 2DODOLIWVMEZIEETI T

¢« J7ANYARZ, T7MILH MBEATIESNIEARSIIIOET S L. 77 7IUBHACSh. HILLWI 71
PEINET, TIAILETIE T7AIUMN50MBICETZeO—ILA—N—DEIDFT, 2L, 10MB
75 1GB OFEETLEREZEETET £ Y,

o B, Ty a BB ATEESNAHEAREINS L. 77 7B LS. FiILLWI 77ILE LN
F¥, 774N ETIE L2KERE TS O0-ILA—N—DEIDET, 2L, 1KEHS 24 KEOEHE
TLERZEETEEY,

Session Recording IC& DEADRY 7 AOEHERIN. O—IILA—N—%2RTTIE1IVIERETZIAR
YhELT, EE550LIWVMEZLISBBTZIHWMHMINE T, fcexid. 77 1IILY 0 X2 17TMB. BEIC 6 B
BMZEEEL. RE 77O XA 3KETIIMBISELZELE T, CDHFE. 1TMB Q7 71 )L 1 XIZHIG
LTO—ILA—N—-ENESHL. T7I7IHBEHALSN. FHILLW I 7LD NET,

ZLONI BT 7AIPMERSNABVELSIC. T7 7T XITBESNBICHD DS Y, Daded 1KE (8
ETET3m/\0E) HEBITZETO-ILF—N—REID FHA. CORADHIIME. T 71IILH 1 XD 1GB %8
ZISHETY,

BEDRAKT 71T XDIEE

1. Session Recording —N\—%KZA rF3ZI>ICOTF >V LE T,
2. [RE—F+] RE>%U1)v o L. [Session Recording H—/NN—7O/NF+] #BIRLET,
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3. [Session Recording f—N\—070O/NF ] T, [O—ILF—N—] 2Ty I LET,
4. 10 15 1,024 OROEHENALT. 77 ALY 1 XD LRE MB B TEEL£T,
5. 15524 OMOEHZANAL T, REREO LRZEEEUTIEELFT,

BHIAYE—JDHARXEZITAX

January 27,2021

TOT4THRBER)S—ICED. Ly > avaERETRLIICA—F—ICBHMTIREICHE->TVBRHE. 1—Y
—DERBRENSLIRICEMNXA v E—UHRRINET, 774 FOBMXvE—F MREBKBLTVWET
RV by TERIFTOIILTOREZRBLTVWET, COXGICFRTHIHBEIF. TAZ by TEiF7O0
SLEBALTLREI Vg 2A—H—H [OK] Z20Uwvod3L, o RINMEALEY S aVEFITTEET,

T7 A4 bDOBHIX vy E—T1d Session Recording H—N\—%FKX g3V E2—F—DFRL—F1 I
AT LDEBRETRERINET,

BIRLASEBTHRELBAZER TSI E T, L. R TEZ2BAIX v E—JEFEELICLI D2DHTY, 1—
H—IZE - -—DNBERLICO-NIREDEFTEMA Y E—IDNRRINE T,

BHRIX v —2 DIER

Session Recording #f—N\—% KX bg33>vicOJF > LET,

[(Z&2—t] RE>vES1)vo L. [Session Recording r—N\N—D7O/NF+] ZFIRLET,

[Session Recording #—N\—D70O/NF«] T, [@FM] 27200 v o LET,

LBl #22Uv o L&ET,

XytE—YTHEATISTEZERL. FILLWAYE—CZANALET, 1 DOFHBICOTERTET AVt —
JF 12T,

ok D

FLOWXYyE—=S2ZFANNTT 9T 7ICT 3.
EEFEOEBENXvE—] Ry I RIIRRINET,

BREOBLCEML

November 25,2021

Session Recording Agent i, £y > a % RETETILFEy> 3> OSVDAICAI YA M—ILLET, 1VR b
— L% D VDA TREZEMICT ZHE S HhDEREIF. Session Recording Agent TITW£ 9, REZEMICTS
¥. Session Recording IC& D 7V 7« THBEAR ) S —HHEINE T, CORUI—ICLDBRERROL Y >
AavHREThET,
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Session Recording Agent 24 > X =L 3. T4 FTRENEMICHD £9, REL AWV VDA T
Session Recording ZBMICT 3 268D L F T, BEELTLWEVWEEITH, Y—N—DNT =T IN
ZVHEBEZTZRHTT,

VDA TORE DB X 7o I3EIHK

1. Session Recording Agent ' Y X b—JILINTWBH—N—icOJ 4> L£T,

2. [RB—F+] RE>%E1) v L. [Session Recording Agent D 7O0/8F7 ] %#BIRL £,

3. [Session Recording] T [COVDAX> > Tty avaRETE] Frv IRy IREAVEfEAT
ICL. COVDATEY 3 VZRETEIBL5ICTBNZRELET.

4. BEBEAXAvE—IHRIINBZ DT, Session Recording Agent —E X = BiEE L TEELZZIFANET,

E:
Session Recording 1 Y R b—JLLTcE EICT I T« TICHoTWVWBRY > —I&

MFE LBV RUP—TY, EOH—N—DEvIaYHREINEFEA. BREZHBT SICIE.
Session Recording RU>—a> Y —I)LZFERLTHORI S —2F7 071 TICLED,

ARAZLARY FDERROBMK

Session Recording Tld. H—RN—FsROT7 TV r—>a> % FERALT. IRV LTHIBNB D AZLT
—2ERBINLY S aVIBANTEIENTEET, Tn5DMRY M Session Recording Player % &/
LTEYYavzBEETRLSIICRTTNES, CNSRBEINIEYS Y 3>0—HTHD. BREORICEET S
CEIETEEEA

fee ZiE ARV ME Ta—H#—hHWeb TSI —FEIELI] CWSTXFIMEENZLHHDET,
DTFER I BEHEOEY >3y Ta—¥—HnNWeb 75U —2B< EPICREICEANIN F T, Session
Recording Player #ERL T v> 3 > B4 9% & F. Session Recording Player @ [A1R> b Tvo<—
7] O—BIZRTINZI—H—0HN 5. I—H—hH Web I 7% -5V EHIADLHD £T,

H—N—LDOREUAHARXZLARY L ZBANT BICIF:

+ [Session Recording Agent D 700/X\7 1] ZFEALT. WRAFLARY FZBATZ3EHY —/N—TRHEE
BIICLET, T—N—IZERICEHICLET, T MAOITRTOY—N—ZFLHTEMITRLIFT
FEEA

o IRNYEAPHZEDK 7V r—>a>a2BELET, COT7FVr—> 3 >%&1—4H—o Citrix Virtual
Apps and Desktops v > 3> TRITL. BEICT—FEZBALET,

Session Recording @1 > X b —JLICIZT R FEE COM 77U —> 3> (AP) BEENTEHED. H—F/N—
TAROT TV =23 vh6TF A MERBEICHENTZ N TITHY, Visual Basic. C++. F7iE C#H 28T,
Z2<OTOYSIVJEEBTAPI ZERATEEY, %L <&, Knowledge Center ds2ECTX226844%2 8B L T
<72E W, Session Recording f R ~ APl @ DLL I& Session Recording 90— L TA Y X b—ILTNhFET,
APl @7 7 JLiZ. C:\Program Files\Citrix\SessionRecording\Agent\Bin\Interop.UserApi.dll. T9,
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B—N—THIXEZLARY FOREZEMICTBICIF. UTOFIEZRTLET:

Session Recording Agent A1 Y X h—LINTWVWBH—N—ICOJ AV LET,

[(RE—F] REV%EIU Yo L. [Session Recording Agent D 7O0/N7 1] ZEIRL X,

[Session Recording Agent ® 70/X7 ] T. [B&E] 27%20 v I LT,

[(ARELARY FDOEER] T [COV—N—TH—RFN—FARTF7TVT—>aVICEBNRELT—2D
RREHFATE] FrvIRvIRZFVIZLET,

N

T RILERDBEMEE B

January 27,2021

Session Recording #—/\— & Session Recording Player #«1 > X b =)L L7 > VICiEBAZZ 1 VY X =)L
I35AIE. TUFIER% Session Recording ICEIDHTB I LICE D BEOEFa VT ZRUTIET,

TIAIET, TORIILBRIZEMCH>TVEY, REICER T BEAEEHEIRY B L. Session Recording h
5 Session Recording Z b L —I YR —2 v —H —EXICHAMOIERMTE I N F T,

TORINEBRZOBEML
1. Session Recording —N—%KZA b3 IcOJA Y LET,
2. [RE—F+] RE>%E 1)y L. [Session Recording H—/N—7O/F ] #RIRLET,
3. [Session Recording f —/\—7O/NF ] T [BR] 27520V v I LFET,
4. Session Recording Y AR—%Y rZA YA R—ILLEYY VOB TRESNIBEZBMICT 36EEZE
BRLEY,
TIZIELDEML

1. Session Recording #—N\—%HKZX r B3I IO F >V L& T,

2. [R&#—F] RE>HEIU YL, [Session Recording —N—D7O/XF 1] #ERLET,
3. [Session Recording #—/N\—D7O0/NF ] T. [BR] 2720V v o LFT,

4. DEE] 200w o LET,

EEEOY

November 25, 2021

Session Recording BBEOJ Tld. UTOT7 I T ET A HEBINFET:
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+ Session Recording ;R >—2>Y — )L & zi& Citrix Director TORER ) > —HLVI R FOTRY
¢/_/\®EEO

+ Session Recording 4 —N\—@7ONRT 1 IZH T B EE,
+ Session Recording Player TofEn4 v >O— K,
¢ RUS—UTUETHD Session Recording IZ& 3t v > 3 > DiFE,

o EROBVWEBEQS Y —EIANDT V1 XHT

R4

g==N
= .

LPZAMIIT 2—DERZR3 . RABEEDEETZERMEDHD. AL —FT1 VI XATLDOE
AR =IIDPRBEICRDZGELHDET, LIZAMNIITAZ—DORAICLBZFEEICHLT. PhJUvIX
TIR—EEZEVEFEA. LYRAMIITr2—3. BBEROERLHIMOBEATITHERALS ISV, el L
DRANITFANDNYITy TEBLTHSE. LYRFUZREL TSV,

BEEEOT OEMLITITBEML

1 >R b—JL#%. Session Recording t—/\—® 7 0/X7 « T Session Recording BI2E O U Hae% B £ /-1
BMICTIE,

1. Session Recording BBEOJH A VI b—ILTNTWBIIVICERBEL L TOVF VL&D,
2. [RE—F+] RE2>% V1) L. [Session Recording H—/N—7O/NF+] #BIRLET,
3. (@71 27% 00w o LET,

Session Recording BEEOJ/ Z\/MICT B L. MLWTITrETr ROV ICERINER A, BFEOOT%Z
Web R—2D UIh5BETE £,

WWEAEDTOY JREEZBMICT 3] NF > DFE. OTHKRRTICUTOT7 /T ET4ATOVIINET, >
ATLARY HAARY D600l TOVICERINET:

+ Session Recording K1) >—2> Y —JL%7:iZ Citrix Director TORER > —~ADEE,
+ Session Recording 4 —N\—07ONT 1 ICHIT B EE,

Ty a OREIIHADTOYIREILL ZHEEZITEEA.

Administrator Logging Y —EX7Hh7U > b DER

FTIAIET, BBEOQIIEAVEZ—Y b2 TAX—=2a3 > —EX (IS) O Web 7 FUr—> 3> LTE
TFENTHD. ID IE Network Service T9o EFa T LRNILENRT B30I, COWeb 7 FUsr—> 3>
DIDEY—EXTHIVRFERIIBEDORXAI >V THIY MIEETEEXT,

1. Session Recording #—N\—% KX r BT VICBERBEL L TOIA Y LET,

2. ISRR=2v—T. [7FUTr—2a>F—)] 200y o L&D,

3. [7FV4r—>a3>F—)L] T. SessionRecordinglLoggingAppPool #5727 1) v o LT [FHRTE] *
BIRLEFT,
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4. B4 ID %=, ERIZIREDTHAIY MIEELET,

5. db_owner #&R%. Microsoft SQL Server ®7—#%~— 2z CitrixSessionRecordinglLogging © 7 1
T M5 LETD,

6. LY Z kU *— HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server & D 1&
RET7HOYMIRIE5LET,

BE7 V>3 OO TROEMLIITEINL

FIAIET, BEEOJTRRIS—IITURTEROIRTOFEET V> aryhHOJIlEEzIhE s, CDFEAE.
REOOIJHERINDAREEDHD F T, NTF—IVXZALIETAML—CFBBRTBICE. LPXARUT
CoBEoOITEEMICLET,

1. Session Recording #—/N\—%KZX FFEIIVICEBELLTOJA Y LETD,

2. LYRAMIITA2—Z2HTET,

3. HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server (&L £ 7,
4. EnableRecordingActionLogging 0fEx L T. UT2RELFT:

0: REF7 V>3 >OOJRROENL
1l 87023 >OLROBMNL

BEEOQJT—2DRE
Session Recording Tld. INTOEBEEOI T —2%ZBR937HD Web XR—2 0 Ul BRI &7,
Session Recording —N\—%FKX + 230V E2—42—T. ROWEBETVET:

1. [R&—FK] RE>%EYwo L. [Session Recording EEEOJ] #ERL £,
2. LoggingReader 1—#'—D&EKEHRENNILE T,
AMOIAVE21—2—T. ROWEBETVET:
1. Web 75 0% —%2BE0T. BBEOJDO Web R—JIZT7 IR L£T,
« HTTPS T4t 9 3355 https:
(2 CT. servernameld Session Recording 4 —/N\—%#HKX b $E3I> Y DEBITY,)
« HTTP TSI T 5155 http:
(2 ZT. servernameld Session Recording t—/N\—%FKX b FE3I> Y DEBITT,)
2. LoggingReader 1—H'—DE&EKERENNILE T,

F—RZR—Z2DE0 B

November 25, 2021
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Session Recording I%. Microsoft SQL Server #RX— ¥ LfcT—ER—XAOEAI AMICETZ ROV ) 2 —>
avaHR—bLTWEYT, 7Y /NLSQL Server £7=137 51 <) SQL Server DN\N—Ro 7 £7faV 7
FYTTICEENRELIIBE. T—IR—IBEENICT T—ILF—/N—F 35D T, Session Recording H*#85E
CEDICHRELGITE T,

+ Always On aT@M I IL—7

Always On ARSIV — TiEEld. BRIAMS LUOBELERY Va—>3 YT T—ER—IADIS—UY
JICH>THRDBZ I 2—T A XLARNILOY—EXTY, SQL Server 2012 TEA T 17z Always On A
BUIIL—FYa—2aviid&>T IVE—FSAXBIFOA—Y—T—ER—-IAOFAMIPRAKL F
T, CDHEETIZ. Windows Server Failover Clustering (WSFC) ~/ — K EiZ SQL Server 1 > 242>
AHFEETIBERHD £F, HL<IE TAlwaysOn TAMTIL—7: SUAMSLUESZRIEY ) 2—>
Iv1 #BRLTETWL,

« SQL Server 7 5x21) 25

Microsoft ® SQL /524U >J 570 /O —%FRALT. FROY—N—ICEELNESZHBEICHOY —
N—DEBMNICZRIVPEITHEEZS|IFRCKSICTEEXT, L. COVUa—>a>yoty b7y
13T, SQL Server 7—4AR—X S5-I REEFEIDY ) a—-a3 LD EE T —ILA—/N—
ICIE—MREVICERA DD £9, 2L <& TAlwaysOn 7z — LA —N—=0F5242—1 > 2&Z > 2 (SQL
Server) | #Z8BLTETL,

« SQL Server 7—2~R—Xz=5—-U >

T—EAR—ZADIZF—U2TICL>T FUITATHBT—EAR=IAF—N—DELELTHHEHNTEINICT
—IF=N=—BRITINET, FT—FRXR—=XY—N—L|ZF2% SQL Server SV IABRUREBIZHR BT
&, FHrD22o0V ) a—3 > EDEHBEANEDF £, SQL Server Express T71>a>zfFHLT
- S—)2TFBIFTIERA FLLIE T7—E2R—=2=5—-1 >4 (SQL Server) 1

Session Recording T —4~R—20EIBE%ERT 3 5%

Session Recording T7—4RX—XOERAIAEZHEET 3ICIE. ROVWThHERITLET,

« ]I Session Recording f—N—OYR—%> b EA VI =)L L. RIHEBRLIET—EZR—RDT—4
N—2EAAEEBEL T,
EE L SQLServer 1 Y ZRE2 YV RICT—EAR—IABA YA M—=ILETNB3ELSICHER L T, Session
Recording Administration Y R—% > rEA VXM= TEET, RIC. ERLIET—ER—XDT—
AR—2EAAMEEBRTIET,

- Always On M I IL—TE LUV I SR 42 1) T DiFEIE. SQL Server 1 > X2 > AZ % FET.
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\SmAudDatabaselnstance
DERAMIT I —TFD) X+ —DREI. £7=id SQL Server =y hT—U DRFNICEE T ZHEL DD *
ED
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- F=AR—=ZADIF—1 I DFEHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\Datat
& & WHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\LoggingDatabaseFailoverPartn
ICT—AR=ZDT A INF—N—N— b F—EFHTEMI IBELNHD £T,
s RUICEDT —ER—ADT—EIR—XBTAMEZEH L. RIC Session Recording Administration 3>
R—22bZEAVI=ILLETS,
BELITZ1< U SQL Server 1 > 24> Rz, Session Recording ¥ —4R—XELVEBEODY T —
AR—RLLTEDT—ER—% 2 DEp L. S ZERTE £, RIC. Session Recording #—
N=—AVER—bEAVAM=ILTBEEIC. SQLServer D1V X2V ABZENILET,
Always On s I —FV ) a—> 3> FERT3ICIE. IR IL—TDU RF+—DERiIE NS

L9,
- TAR=RADIZ—=)TV ) a—2a > rFERTBICIE. T2 /NL SQL Server D&E#FIZ NS
LE¥J,.

USR8V a—>3 > & FERTBICIE. SQLServer oy b T —0ZFANNLET,

BRD

November 27,2021

Session Recording i%. Session Recording 4 —N\—RBOBREABEETR—bLET. COWEEZERT 3213,
Session Recording #f —N\—TAREIHPEH 7 =1 IILA—N—%1T23 L 5IZ. Citrix ADC ICEBTEDHZER L
=

BHOBEIEIEBK%Z $ T Session Recording 4 —N—[TEMIEZ e TEZ LS ICHRDELT,
7
C OEEDERICIE. Session Recording #—/\—& & U Session Recording Agent d/N\—> 3> 7.16 L
BENAKETY,

BESEE Y R— LT 3550 Session Recording D EEREA:

s IARTO Session Recording 4 —/N\—1'\ BETI771ILEREFTD 1 D207+ ILA—%=2HBLET,

+ AT Session Recording #r—/\—H% 1 D® Session Recording ¥ —4~X—X&=HBFL £7,

o (#%) Session Recording R —a>Y—I)L%& 1 D231 > X b—JLL. $RTOD Session Recording
B—N=HDZDOIAVY—IILZHBEITBELIICL TSIV,

BRDBDEN

COWEEEMRAT 3IC1E. Citrix ADC & & £ % Session Recording Y R—%> hTUTOFIEZTVET:
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BREoBOEN (Citrix ADC )
BESEY —/N—DEK

Citrix ADC RO &R 8 —/V—IC Session Recording #—/\—%iBiNL £,

BEOMY —EXDHER

1. #hzho Session Recording 4 —N—THEAZ 7O DLICEBREIHY —EXZEBML £,
2. (%) EY—EIXEZE—IINAIY RT3 BEITZ 7O INEZZ—ZFIRLE T,

BEOBREY —N—DHER

1. KEATORLICEDSVWT, BL Citrix ADCRAE IP 7 R L 2Z#F2RET—N—Z2ER L. Th5DRAE
Y—N—ZEEITZRFIHT—ERICNTIVFLET,

2. BRBY—N—TN—2RTVRZBRLET,

3. (%) aEIBOAZEICIE. 774 0A#E (LEASTCONNECTION) Tid#<. LEASTBANDWITH &%
7cid LEASTPACKETS Z#IRL £ 9,

4. HTTPS REBY —N—ZBE@BE L2 O DREZEHL 9,

BRI DER (Session Recording )
Session Recording 4 —/\—H'«( VX b—)LINT=EH—N—T. UTERTLET

1. (#32) Session Recording #f—/\—o- > X b—JLEFIC. EL Session Recording 7 —42X—X &% A/
LET,

2. BEEOJKEEZEIRL2BS. Citrix TIZE Session Recording #—/N\—0+ > X b—JLEFICIEE LB
BEOJT-EN-RBLALBHZANNTE L Z2HEBHLET,

3. Z7MLRL—=ST LA —DHAHED [EFAHIERE TRTD Session Recording H—/N—<> > 7
HhoY b eHEB L%, Session Recording —N—7ONTF A TIDT7AILA L= T LA —%H
BI7ANE - LTHERATRLSICEELEYT, LI MREOETEDIEE] Z8RLTIIETL,

4. SessionRecording 4t —/\—L Y2 1) £ —(HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server)
IZ. ROEZEEBMLET,
fEn&ni: EnableLB
Eo7T—%: 1 (DWORD. o%b TH%I)

5. Session Recording A L= R—T v —DXyt—IF a2 —ICHTTP £72id HTTPS 70k OJL % 2R
L7254 .Citrix ADC{R#8IP 7 KL XD R b L O— K #{ER L.C:\Windows\System32\msmq\Mapping\sample_n
ICUAA LI FEBIILT. XvtE—SFa—H—EXZBEFHLFT,

UEALY MEIUATOLSICLET:
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<redirections xmlns="msmg-queue-redirections.xml'">
<redirection>
<from>http://<ADCHost>\*x/msmq/private$/
CitrixSmAudData</from>
<to>http://<LocalFqdn>/msmq/private$/
CitrixSmAudData</to>
</redirection>
<redirection>
<from>https://<ADCHost>\*x/msmq/private$/
CitrixSmAudData</from>
<to>https://<LocalFqdn>/msmq/private$/
CitrixSmAudData</to>
</redirection>
</redirections>
<!--NeedCopy-->

<ADCHost> (ZEp S 117z Citrix ADC {R48 IP 77 K L 2@ FQDN T. <LocalFqdn> (zO0—HJL KR +D
FQDN T3,

6. (#%) 1 D> Session Recording H—N\—L I X b Z#EEE. RORTVTFTIOH—N—L I
M5 %E TV RKR— kLT, o Session Recording 5 —N—L X RVICAYHR—bTEEF, TOR
VT EERALT Xyt—SFa—0UAALIMIVEY T ZEBMTZEHTEET,

# Copyright (c) Citrix Systems, Inc. All rights reserved.
<#
.SYNOPSIS

This script is used to sync configurations between Session
Recording Servers for load balancing deployment.

.DESCRIPTION
Will do below kinds of actions:

1. Export values from the registry key: HKEY_LOCAL_MACHINE\
SOFTWARE\Citrix\SmartAuditor\Server to SrServerConfig.reg;

2. Import from SrServerConfig.reg and overwrite values 1in
registry key: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor)

Server;

3. Add redirection mapping sr_lb_map.xml in %windir%\System32\

msmg\mapping;

© 1999-2022 Cloud Software Group, Inc. All rights reserved. 105



Session Recording 1912 LTSR

3.1 sr_lb_map.xml will consist redirection rule for both
http and https, and not port specific.

.PARAMETER Action

Export - to export the registry configurations of Session
Recording Server to a registry file

Import - to import the registry configurations of Session
Recording Server from a registry file

AddRedirection - to add HTTP/HTTPS redirection for MSMQ
.PARAMETER ADCHost
The host name or FQDN of Citrix ADC.

.OUTPUTS

Exported configuration file (SrServerConfig.reg) or backup
configuration file (SrServerConfig.reg.bk)

.EXAMPLE
SrServerConfigurationSync.psl -Action Export
.EXAMPLE
SrServerConfigurationSync.psl -Action Import
.EXAMPLE

SrServerConfigurationSync.psl -Action AddRedirection -ADCHost
netscaler.xd.local

.EXAMPLE

SrServerConfigurationSync.psl -Action Import,AddRedirection -
ADCHost netscaler.xd.local

.EXAMPLE

SrServerConfigurationSync.psl -Action Import,Export,
AddRedirection -ADCHost netscaler.xd.local
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#>

HHHHHHAH AR AAAHHHHHHHHS

# Parameters section #

HHHHHHAHARAAAAHHHHHHEHS

Param(
[Parameter (Mandatory = $true)]
[ValidateSet("Export", "Import", "AddRedirection")]
[string[]] $Action,
[Parameter (Mandatory = $false)]

[string] S$ADCHost

HHHHHHHAHAHAHAH B HAEHBHAHAHHHHH
# Default variables section #
HHHHHHHSHAHAHAEHAEHAEHAHAHAHHHHH

SSR_SERVER_REG_PATH = "HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\
SmartAuditor\Server"

SREG_FILE_PATH = "SrServerConfig.reg"
$REG_BACKUP_FILE_PATH = "SrServerConfig.reg.bk"
STEMP_REDIRECT_XML = "sr_1lb_map.xml"

SREDIRECT_XML_PATH = "$Senv:windir\System32\msmg\mapping"
HHEHAHHARAHEAE MAIN HHAHHHHSAHHASHH

Try
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If (SAction -Contains "export") {

Write-Host "Exporting current Session Recording
Server Configuration to registry file: $REG_FILE_PATH ..." -
ForegroundColor Green

& REG EXPORT $SR_SERVER_REG_PATH $REG_FILE_PATH /Y

Write-Host "Finish exporting." -ForegroundColor
Green

If ($Action -Contains "import")

{
If (!(Test-Path SREG_FILE_PATH))
{
Write-Host "No $SREG_FILE_PATH founded.
Aborted." -ForegroundColor Yellow
Exit ©
+

# Back up previous registry key

Write-Host "Backing up Session Recording Server
Configuration to Registry file: SREG_BACKUP_FILE_PATH ..." -
ForegroundColor Green

& REG EXPORT $SR_SERVER_REG_PATH
$REG_BACKUP_FILE_PATH /Y

Write-Host "Importing Session Recording Server
Configuration from Registry file: $REG_FILE_PATH ..." -
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ForegroundColor Green
& REG IMPORT $REG_FILE_PATH 2>$null

Write-Host "Finish importing." -ForegroundColor
Green

If (SAction -Contains "addredirection'")

# Check 4if Citrix ADC host 1is given; If not, exit
normally with warning.

If(([String]::IsNullOrEmpty (SADCHost)))

{
Write-Host "No Citrix ADC host name is
specified. Finish adding redirection." -ForegroundColor Yellow
Exit ©
}

If (!(Test-Path STEMP_REDIRECT_XML))

New-Item $TEMP_REDIRECT_XML -Type file

$SysInfo = Get-WmiObject -Class Win32_ComputerSystem

SLocalFqgdn = "s($SysInfo.Name).$($SysInfo.Domain)"
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177
178
179
180
181
182
183
184
185

186
187

188
189
190
191
192
193

194
195

196
197
198
199
200
201
202
203
204
205

206
207

208
209

210
211

212
213

$RedirectXmlContent =
@Il
<redirections xmlns="msmg-queue-redirections.xml">
<redirection>

<from>http://$ADCHost*/msmq/private$/CitrixSmAudData
</from>

<to>http://$LocalFgdn/msmq/private$/CitrixSmAudData
</to>

</redirection>
<redirection>

<from>https://$ADCHostx/msmq/private$/
CitrixSmAudData</from>

<to>https://SLocalFqdn/msmq/private$/CitrixSmAudData
</to>

</redirection>
</redirections>
"@
# Don't take care of encoding

$RedirectXmlContent | Out-File -FilePath
STEMP_REDIRECT_XML

Write-Host "Copying $TEMP_REDIRECT_XML to
$REDIRECT_XML_PATH ..." -ForegroundColor Green

Copy-Item $TEMP_REDIRECT_XML -Destination
SREDIRECT_XML_PATH

Write-Host "Restarting MSMQ service ..." -
ForegroundColor Green

Restart-Service msmg -Force
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Write-Host "Finish adding HTTP/HTTPS Redirection for
MSMQ." -ForegroundColor Green

Exit O

Catch

Write-Host "S$_.Exception.Message" -ForegroundColor Red

Exit 1

Finally

# Nothing to do

<!--NeedCopy—-->

6a. Ls2oH > 7)LO— K% PowerShell 7 U 7 e LTREL £Y (fi: SrServerConfigurationSync.psl).

6b. 1 D® Session Recording #+—/\—T. EnableLB L X h U= #mME. EB&ErLTav>r7OY S
k%=i#Eg L. powershell.exe -file SrServerConfigurationSync.ps1 -Action Export,AddRedirection
-ADCHost <ADCHost> Ov> Rz EfTLF7d, T ZT. <ADCHost> (&, ek L 7= Citrix ADCRAE IP 7 KL X
@ FQDN T9,

6c. 1) 7 ~DRTHE. SrServerConfigreg t WS 77 M ILED IV RR— MEHL I X M UDNERI N
sr_lb_map.xml #* C:\Windows\System32\msmq\Mapping /XX IZiBIIINE T,
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6d. ZDfd Session Recording #f —/N\—T. LOFIETER I iz SrServerConfig.reg # I — L. B
FrlLTav>yr7oy7+%xieg L. powershell.exe -file SrServerConfigurationSync.ps1 -Action
Import,AddRedirection -ADCHost <ADCHost> <> R#=R{TL %9, - T. <ADCHost> (&, fER L7
Citrix ADC{R#8 IP 7 KL X® FQDN TY,

6e. XU U7 +nRFT%. EnableLB {EH 1 ®d Session Recording t—/N—L X b £ — (2B M.
sr_lb_map.xml #* C:\Windows\System32\msmqg\Mapping /XX IZBMI N £ 7,

Session Recording Agent 7' > X k—JLa i< > > D Session Recording Agent 700/X5 + TUT%1T
W&y

+ Session Recording R AL =YX =T v =Xy E—IDF 2 —IC HTTP £71& HTTPS %:#IR L 7215
&. [Session Recording #f—/\—] 7+ X bRv o RiZiZ Citrix ADC A8 IP 7 KL 2D FQDN % A\ 71
LET.

+ Session Recording A FL—I Y%= v =Xyt —JOFa2—ICT74/)LbO TCP 7O JJLEEIRL
f=#5&. [Session Recording #—/\—] F* X bR o ZIZIE Citrix ADCIRAEIP 7 KL XZANSL £,

Session Recording Player /' > X b —)LEN/cYP Y TUTETVET

Citrix ADCfR#8 IP 7 R L X &7zl Z® FQDN %, ###tnrz Session Recording #—/\—r L TEBML 9,

Session Recording ¥ —2~R—2H1 > X b—)LE - SQL Server T TEITVWET

#7% Session Recording 7 —4#~R—ZIZFARTO Session Recording H—N—<I>>7hHU > b ZEBIML. £h
51C db_owner iERZzEDHTEY,

BE7OMIILOEE

November 25, 2021

tF¥aU7s LOEBEDS. HTTP ZB&BE 7O M JLICERT 3 C id Citrix TIEHEDTEEEA, TIAILET
i&. Session Recording (F HTTPS ZEAL TBIE T3 L SICREINE T HTTPS TIEH< HTTP 2EMAT 3
B WSODDREZEETIHRENHD 7,

HTTP z®E70OFJLICERT S

1. Session Recording 4 —/N\—% KX +g35<3>vicOd 74> L. IIS T Session Recording Broker & 0%
BICERALTWSEXa) 7 TRESNIEGZEMICLET,

2. Session Recording Agent b1 X h—JLThTWBEH—/\—D [Session Recording Agent » 70
NTa] TTORILREZ HTTPS 15 HTTP ICROFIBICE > TEEL £7:
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a) Session Recording Agent i1 > X b—ILETNTVWBEF—N—ICOJ 4> LET,
b) [x2—Fr] R2>%#21wo L. [Session Recording Agent 0 70O0/87 <] #BIRLE T,
c) [Session Recording Agent 0 700 /X7 ] T. [E#H] 2T %BIRLET,
d) [Session Recording Broker] T [ZOrIJL] Ry RD—EN5 [HTTP] %:&ERL. [OK] %
Uy I LTEEZRITANE T, Y—EXOBEHZRIXvE—IPRTINES, [IFW] 201
v L&ET,
3. Session Recording Player ®s& <. 7Ok JJL%E HTTPS 15 HTTP ICEEL £7:
a) Session Recording Player ' Y X b—LENTWBEET—U R F—>avicOd4 > LET,
b) [R%—Fr] XZa—d [Session Recording Player] %##EiRL £7,
c) [Session Recording Player] X=—a—N\—T [V—Il] > [# 7> 3>] > [&&] OIBISERL.
F—N—%BRLT [EE] 20V vILET,
d) [Zota)l] Ry o 20—8h5 [HTTP] ##IRL. [OK] 2 2[RV v I LT EEEZZITANT
HA4T7OT Ry I RZEALET,
4. Session Recording R >—a>YY—LORET. FOLIIL%E HTTPS 15 HTTP ICEEL 7!
a) Session Recording KU =YY —IHBAYZAR—ILINTWVWRHF—N—ICOJF Y LET,
b) [R&—K] Ra2>%21) v L. [Session Recording K)o —a>vV—)L] #BIRLET,
c) [ZOrIL] Ryo2RO—EH S [HTTP] Z:ERL. [OK] 227U v o L TEGRL £9. BHENRETL
T3 L ZOREHMFEFEIN. KIC Session Recording RUS—>Y — L% EETZ L FICHERS
nFxd,

BEZORILZ HTTPS ICRY

1. Session Recording 4 —/N\—%KZ ~F3<>>icOF#> L. IS T Session Recording Broker & mi%
BUEALTVREFa U T TRESNIEGRZENCLET,
2. Session Recording Agent b4 X h—JLThTWBEH—/\—D [Session Recording Agent » 70
NTa] TTOLILREZ HTTP 25 HTTPS ICEEL £7,
a) Session Recording Agent B’f ¥ X b—LINTVWBEH—N—ICOJF >V LET,
b) [R#—Kr] Ra>u21) v L. [Session Recording Agent 0 700/X7 ] %&IRL £,
c) [Session Recording Agent ® 70O0/v7 1] T. 4] 2 7% &ERLE T,
d) [Session Recording Broker] T [FO kL] Ry o XR0—EHh5 [HTTPS] %#:&ERL. [OK]
2Oy I LTEBZRITANET, T—EXOBEFZRIAvE-—IHRFEINLS. [IBW] 22
Dyo L&D,
3. Session Recording Player ®z&%ET. 7O rJJL%E HTTP 25 HTTPS ICEEL £9:
a) Session Recording Player B' 1 Y X b—/LETNTWBET—I X TF—>3vicOd 4> LET,
b) [R%—Fr] XZa—n [Session Recording Player] %##EiRL £7,
c) [Session Recording Player] X=a2—N\—T [V—=JL] > [# 7> 3>] > [{EF] OIEISRIRL.
HP—N—%BRLT [EE] 29VvILET,
d) [ZOora] Ry oZ2o—8Hn5 [HTTPS] ##ERL. [OK] 22[E2V Uy o LT, EEZZIFAN
THA17AI Ry I ZAZRALE T,
4. Session Recording RS —aYV—ILORET. 7O L% HTTP 15 HTTPS ICEEL 9!
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a) Session Recording K> =YYV —IHBA YA R=LINTWVWEHF—N—ICOJA > LET,

b) [x2—+r] R2>%#21Uwo L. [Session Recording K> —a>V—)L] Z&ERLET,

c) [ZOrIL] Ry Z2n—8H5 [HTTPS] Z:ERL. [OK] 20U v LTEGL £, EHENHE
MUY DL ZOREHMFEIN. RIC Session Recording RS —>Y —LERET 3 & FICHER
Ih&Ed,

Citrix h x4v—ToZARYIT>ZRALEFOY 5L (CEIP) DAL

November 25,2021

Citrix h24<v—T O ARV TR ETO5 5L (CEIP) IZ8MT3L. EROBRT— 2B LVUERRRT—4
M BEORBSELUNT+—IVXZALIEZENTEEINE T, COBRT—2OIE—E. LOAEHLD
MEHICHITT B7-0IC Google Analytics (GA) ICHZEEINET,

=

E

K

CEIP 0=%E

77 #JL b Tl 2 —4 —Id Session Recording @ > X k—JLEFIC CEIP ICEEITEML £ 9, Session
Recording 1 > X b—ILh 5L 2 7T BEIC. IET—427 vy 7O—- Kb TbhEd,. CEIPOYITZoU T g
DEMBBRTBICIE. UTZRITLET:

1. Session Recording —N\—%KZX rF3I> IO F >V L& T,

2. [RE—F] Rarvuv w2 L. [Session Recording Hy—N\—D7O0/NXF 1] #FERLE T,
3. [Session Recording #—/N\—D70/85 ] T. [CEIP] 27% 01w oL %7,

4. [AREI—TIVIARVIVZAALETOTSLIZBMTE] Fv IRV IREFTICLET,

5. Citrix Session Recording Analytics t—E X = FE& L T. REZEMICLE T,

© 1999-2022 Cloud Software Group, Inc. All rights reserved. 114


https://www.citrix.com/community/cx/ceip.html?_ga=2.198384680.649725039.1555900843-502783305.1546506901

Session Recording 1912 LTSR

i_Eh Session Recording Server Properties —

Experence Improvement Program. Learn more

Farticipate in the Customer Expernence Improvement Program.

Carea

Thiz option allows wou o make the product better by jaining the Custamer

&pply

et

Storage  Signing  Follover  Plapback  Motifications CEIP Logging  REBAC

GA DFFE

GA =BT S5, GA & Session Recording H—N—fION—rE—rT—2H 5 RECCICINESNE T,

GAZBMELIIEMCTBILSZAMIRE (FT74L01F0):

18Ff: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\

Zni: CeipHeartBeatDisable
BOT—%: 1=8%. 0=F%
FKIEEDHZE. GAIFEMTY,

GA #E/ICT B IC1E:

1. Session Recording H—N—%KZA b3 IcOTA Y LET,

2. LPZARIITF12—2HTET,

3. **HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\** IC#& L £

4, LR hUfEZREMLT CeipHeartBeatDisable; ¥ WS &Fi#IEEL £,
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5. CeipHeartBeatDisable 0fE%x 1 ICEBEL T,

6. Citrix Session Recording Analytics t —EXZBEEH L T. REEZBMLF7,

Session Recording tH—\—Hh' 5 IEINZT—42

ROKRTIE. NETNZERDOBFROBEDOHZENLET. T—FTlE. BERZRET I IRNTOFAIZEN

FEA

F—g2HA T+

>0 O—-NIIL—E#BF

ARL—TFTa VT RATLDIN—

=

Session Recording #—/\—®

N—=23>

TTVr—2 3 > 0FEE

BB ERE DR

*—%

machine_guid

0s_version

SRS_version

application-recording-
number

recording-number

dynamic-recording-number

B2l

T—HORETDOTS > = i#A,
GAZAMIZT B . CEIP &%
K> TWALTHN—FE—F
F—AHGAICEEINET,
ROVDARL—TFT4 VTP RT
LERTTHFRAIXFS, GA%EH
#icg 3. CEIPAEMICAE ST
Wi THN—rE—rT—4H
GAICEfETNE T,

1> h=JLEINTWS Session
Recording #—/N\—0N—= 3>
ZRT TFRRXFY. GAZBM
IC3 3. CEIPAERICAE>TWY
HBLTHN—FE—FT—2H GA
ICIEEINFE Y,
TIVr—=a oRE T 7L
DOz TR EH. GA & CEIP 0
FHEMEBE. T—FHREES
nxd,
TIVT—2aveFRI by T
B DRE T 71 IOz RTE
#, GA & CEIP o@mA N BB
B, TEDREEINE T,
BNICBRE SN 7LD E
RIEH, GA « CEIP o@mAHsE
MEBE. T—EDHEEINET,
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F—gRL Yk

FERINtEy> a ERIALT
3T O

(OFRBINTARY FEED)
gE SNty a ERALT
B2I—S1TY RO

(OFRBINTARY FEED)

BRE D

BEEOJ 0BEML

OJ@\FINARNY FDE

ARZ LRI —DE

BREDEOBEMKL

BREORFER) > —DEK

*—%

recorded-agent-number

event-logging-enabled-agent-
number

event-logging-recording-

number

admin-logging-status

collected-events-number

customized-policies-number

load-balancing-status

rbac-status

A

BEINcEY >3 ERIALT
% VDA 0¥z "9 B GAL
CEIP omAMNBEMEIHZE. T—%
MEETNET,
(OJRBINARY FEED)
BEINctEYy > aYERIALT
% VDA 0¥z "9 B GAL
CEIP o@mAMNEMRIBE. T—2
MEETNET,
(OJRBINARY FEED)
BE7 71 OBETRTER. GA
& CEIP omAI B BIHZE. T
—AHEEThET,
EEEOJOEMUEZR I

Fo M) 13EZ%Z T0) 3EHZE
kL F79. GA ¢ CEIP o@mAHE
WA, TENEETNhET,
OJ@BBINTARY FOBETR
TEH, GA ¢ CEIP omAHIEZ
BIHA. TR EINET,
7124 L Session Recording 7R
Vo=BLVAIRY FOTRU S
—DO¥ERITEH. GAr CEIP®D
BADENRISE. T—20EE
INEY,
BEIBOBMERIHF. M)
3B M0 I3\ EHRL &
¥ GA & CEIP omANEH LS
A, TEEETIhET,
BREOHERY > —0EHET
TEHF. 1) 3Bz 01 (3ERD
ZEMKLEY. GA ¢ CEIP om7A
HNEMRIBE. T-EHEETN
9,
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AR OOy

November 27,2021

Session Recording Tld. 1AY ~2OJICRBLBENTEIHIFLT. BTRESSLUVBETHES LN TE
£, REOREHSELDH DR MEBEIKRE LD, 7. Session Recording Player THBAERIZA A
PhERDIFTBIEHTEFED,

OJICEBRTE B IRV b
Session Recording Tld. ROARY hEGBBTEI £
« USB ABRERLIBEET /N1 RDEAN
s TTVT—avOEBEKET
« 77MILDBRTEE. E. HIFR. BBDERIME
s Web BTV 71T+

s REIEIDVA Y RUDTIT1ET A

USB ARELIBEET /N1 ADEAN

Windows @i+ #7z1d Mac @7 Citrix Workspace 77U B A YR b—ILEINTWB TSI TV ETFNARTY S
A7V RS14TIvEYS (CDM) oxvE>d. £RIFABUVAAL Y bZFERLTUSB KE=REBEETN
T1ZABBATNBEERL. MEDARNY MIZITRMTTEFET,

7

RE. USB KBERIEEET /N7 X (USBClass 08) OBADAHOTIEEINE T, WEENERICEEY

B1=®IZlE. Session Recording Administration 2> 7R—=> k& Session Recording Agent # /N\—
I 181I LREICT v I L— R LTLESW, FLCIE TR FOTRU S —) ZBRLTLET W,

TIVT—=2a oRBMERT

Session Recording i&. 7 7Ur—>a>OREEETOEAOOJEREYR—MLEYS, 7OEX%E [TV
EIR—E] ICEBMT3L. BMLATOEREZOFIOERICEDRITEINEZ T IV r—2a i IRTERIN
£9

P
WRENIEE ICBIET 70 ICIk. Session Recording Administration > 7R—=%> k& Session Record-

ing Agent z/N\—> 3> 1811 LIRRICT w 7O L— R LTLRET W, #LLIE TRy hOJRUS—]) 25
BLTLIET L,
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771N DOZRMEE. 1. HIFR. BBDERME
B=TY b TANE—RADT 7AIINEIRBFIY T T+ IILE—DEREE. E. HIfR. BEBOBRMEZITERL. BRERAD
ARV MBI ZMIFEIEDNTEEY, FHLRE TRV FOTRI S —) ZBRLTIET W,

!

COWEEE ERICEIES € 5121, Session Recording Administration > 7R—=*> k. Session Record-

ing Agent. Session Recording Player &X' ® 3 XTd Session Recording I R—%> hEN—-Y 3>
1903 LABRICT v T L—RLTL IS LY,

WebBE7V 71 ET

HR—FINTWVWBE Web 7SO —TaA—H—T7IFT0ETc20O7ICBE L. BERICARY MIEZIHITFTE
£9, 759 —2. URL. R=J &1 MILHAOJISEERINET, fle LT UTFTORIU—>d a3y hEBEL
TLIET L,

Events and Bookmarks

Ak web browsing https:Adwiaw. google.com, Google - Google Chrome, chrome

T73—hADH3 Web R—=Ih5h—VIiILEghTE. ZDOWeb R—JOBELEZIGIFINETH. TS5UH—
BIEFRREINELA. COWEEIL. 21— —H Web R—JICHETIR[MEHTE T I-OICFERTETEI, flle L
T UTORIU=22 3y b EBRLTETL,

Events and Bookmarks

2 2:01:43 Ak Web browsing: https:/ v facebook. com, Facebook - Log In or Sign Up - Google Chrome, chrome
3 2:02:00 Ak Web browsing: hitps: / fweae facebook. com, Facebook - Log In or Sign Up - Google Chrome: :

HR—rTNTWB TSI —D—&:

Web 754 — N—=oa>
Chrome 69 LIpE
Internet Explorer 11
Firefox 61 LU

pE

WRENIEE ICBIES 270 ICId. Session Recording Administration > 7R—=%> k& Session Record-
ingAgent Z/N\—2 3> 1906 LIRRIC T v UL —RLTLIEST W, #L<IE TR ORI S —) 25
RLTLEET WL,
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RREOVA Y RUDTIT1ET

Session Recording I3, |REIEAD V1 Y RIDTF VT4 ET+EOJICEIFEL. BBEDOARY MIZTZBINTE
£9, 7OERE. Z bL. FOLRESHOJICRBFINET,

) 1:56:08 AM
() 1:56:22 AM
i 1:56:36 AM
i 1:56:39 A
(2 1:56:55 &M
() 1:56:59 A
) 1:57:08 A
) 1:57:13 AM
2 1:57:20 AM
() 15734 AM
) 15751 &M
iy 1:58:04 AM
() 1:58:25 A
) 1:58:26 A

Events and Bookmarks

Top-mozt window: EXCEL, Book2, 5230
Top-most window: explorer, CITREXINSTALLATIONLOGS, 7212
Top-most window: Taskmar, CdfSve.ere, 9276
Top-most window: explarer, Application.evts:, 7212
Top-mogt window: notepad++, . 4340
Top-mogt window: explorer, Desktop, 7212
Top-mozt window: WINWORD, Bigjizbb . dock, 3396
Top-mast window: notepad++, . 4340
Top-mozt window: Taskmgr, CdfSve.ere, 9276
Top-mozt window: Tazkmar, CitisAuthentication VitualSmartcard. exe, 9276
Top-most window: regedit, FileQperationkd onitorlist, 5584
Top-most window: notepad++, shi, 4340
Top-mozgt window: explorer, Tazk Switcher, 7212
Top-mozgt window: EXCEL, Grid, 6230

BIMEARY b 2> TcBEBORRLBE

RIGIARY FTHEEBRET S

Session Recording Player 293 L. 27 S ARy FORBZFMBICKRRTIH I,

1. [Session Recording Player] T. W—ILN\—0 [BEAERR] 20V v o330 [V—I] > [EELRRK
=] DIBISERLET,
2. [BEBHRER] 414700 Ry I ATREFHZEELET,

[TRY ] ZTTIE Ey2ayADRIEEANRY b ZARY S TFIMERIBAARY FOBERIC, Elcid@A

ZRETITET,

[1R> R [ElL (B[R] [20@ED] OF T IL2—=EiAEHETERLT. &4z

LI REZRRTEET,
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Advanced Search >

Saved Searches... || Save fs_ || Reset Values

Search Criteria

Common Date/Time Events Other

Citrix-defined events and events inserted by third-party applications can be tagged while a session is being recorded. To search for
recordings with target events tagged, set the search criteria below.

Event text: | |

Event type: | |V

Citrix. Event Monitor. AppEnd

Citrix.Evert Monitor App Start

Citrix. Event Monitor COMUSBDrive Attach

Citrix. Event Monitor Clipboard

Citrix. Event Monitor FileCreate

Citrix. Event Monitor File Delete

Citrix. Event Monitor.File Move

Citrix. Event Monitor File Rename

Citrix. Event Monitor GenericlU 5B Drive Attach

Query Builder Citrix. Event Monitor. Top Most
Citrix. Event Monitor. Web Browsing

Find the 200 most relevant re[RTraIE ry AR e

Citrix. UserApi SessionResume

Any Citrin-defined event

Cose

o [ R bOfEE] U RiCiE. Citrix Session Recording O ICEER L1 T R TDA R Y b OEEN
RRINET, BETZIRY COBEOVTNMAERBIRTEET, [(FED Citrix EZDTRVN] %
BIRT B L. 1RY hOEEICHH 5T Citrix Session Recording IC& > TOJICEBFEINLTA
TORBZRELFT,

s AINRYETEFRANTAIINFREEBL—HZHR—FLTVWET, TTILRA—RIFFR—FINELEA

¢ AIRNYETEIRTAIILEZ—TIF. BERICAXF ENIXFHARFETNEE A

« Citrix.EventMonitor.AppStart.Citrix.EventMonitor.AppEnd.Citrix.EventMonitor.CDMUSBDriveAttac
Citrix.EventMonitor.GenericUSBDriveAttach. Citrix.EventMonitor.FileCreate. Cit-
rix.EventMonitor.FileDelete.Citrix.EventMonitor.FileMove.Citrix.EventMonitor.FileRename.
Citrix.EventMonitor.WebBrowsing. Citrix.EventMonitor.TopMost D& 1R > k TlE.
RNRYbTHFZAMTHERT 3. App Start. App End. Client drive mapping. File
RenameDXENBEICERAINEFFA. LD 2T [ARYEFFX L] Ry I XICApp Start.

App End. Client drive mapping. #7:I3File RenameZz A\/1§ 3. BRNEOND t
Ao
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BIRMEIARNY FTREZHET S

ARV MDA R ITRIFINERBEBETDI L. (IR TV IT—0] RRIILICARY MHRREIN. UTOLS
IZ Session Recording Player 0 FEICEBVRTRRINET:

@ Session Recording Player - x
Fe Edt View Play Toos Hep
B | b @[ [ | soon Eye— ~ () (1% |[15 Advanced Search

Workspace x || Search Results x
2 Workspace - administrator

User Name Aoplcation Saus  StTime Duation  Delivery Group VDA Machin Sie A
ﬁ E::::;E‘““ or Deskiop Complete  9/27/2019253AM 000318  DG_TSVDA EBSDK-TSVDA1 1553 KB
= o Desidop Complete  8/272018248AM 040646 DG_TSVDA EBSDKTSVDA1 1577K8
B o Desklop Complete  /27/2019232AM  00:1316  DG_TSVDA EBSDKTSVDAT 2108KB
B adnnisitor  Desktop Complele  9/27/20192719AM 001157  DG_TSVDA EBSDKTSVDAT 1450 KB
O adnrisistor  Desktop Complele  9/27/20192712AM  00:0603  DG_TSVDA EBSDKTSVDAT 1725 K8
O acnrisistor  Deskdop Complele  9/27/2019204AM  00:0316  DG_TSVDA EBSDKTSVDAT 1,044 KB
I adnrisistor  Desidop Compiete 000173 DG_TSVDA EBSDKTSVDAT 1211 K
B T T ST TN T
O scmristtor  Desidop. Complete 97272019 T50AM  00:0454  DG_TSVDA EBSDKTSVDA T62KB
Deski Comeleie 97701191100 0013606 TS cRSnKTEUNAL 1onim
Now Playing A
User: administiator ~
Domain EBSDK
Applicationr  Deskiop
Delivery Group: DG_T5VDA v

Events and Bookmarks:

O 1:56:08 AM Toprmost window EXCEL, Book?, 6880

O 1:56:22 AM Top-most window: explorer. CITRINSTALLATIONLOGS, 7212
O 1:56:3 M Topmost window: Tasknor, CiSve exe, 276

O 1:56:39 AM_Top-most wind: er, Applization evty, 7212

G 15655 AM Topmost windoy v, 4340

eskiop, 7212

O 1:57.08 &M Top-most window: WINWDRD, Bisisbb | docs, 8895

O 157A3AM Topmost window: notepades, , 4340

O 1:57:20 #M Topmost window: Taskmor, CiSvo exe, 5276

O 1:57:34 AM Topmost window: Taskmer, Citix Authentication VitualSmancard exe, 3276
O 15751 AM Topmost window: regedi, FileDperstiorMoritorList, 6554

O 1:5804 &M Topmost window notepad+. shi, 4340

O 115825 AM Topmost window: explorer, Task Switcher, 7212

O 1:58.26 AM Topmost window: EXCEL. Grid, 6380

omabs ik +imans s2ma0: s2ma0: am00: sama0: 4moss 420z E =
IlW|«€Ww —T—TT——TT1—]—I
o @0 00 00 0 o ° o ©
D> Size:2241 KB © 156:39 AM explorer, Application evtx, 7212 912772019 1:56:52 AM

ARV ZFRALTEY 3 YORBRAEZEBELIED. ARV EDRFZITRITENTVBRA Y MIRACEDNTEE
ER

BREDRT

June 26, 2020

Session Recording Player %/ L T. #&@ L 7 Citrix Virtual Apps and Desktops v > 3 v #&KR. BRE.
BLUVTvoIv—ULET,

STy avoBEREZENICLTEY Y a Yy ZRET 3551 ETROotyarze 1~2WENRTERER
TEEXT,

Session Recording BIEENRE T ZREP T 7 1LY A XD LREZBR 2y avid. #oty>a>7ry
TIICHDIFTTRRTNE S,

E:
Session Recording &M, BN VDADtL YL IVADT UL AEZI—HF— IG5 T 2HRELD

DET, Ly araERRTTEIHRVIEEIF. Session Recording BIEEITEAS L T I L,

i@H. Session Recording E12# H* Session Recording Player % > X b —JL ¥ 3B, Session Recording
Player & Session Recording 4t —/N— DB DEHHREL £T. COBEHRIPRREDHEIEZ. MHTIT71IL%E
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BRETDEIICREDZITOI Ry IV ADEEET, REICHERIERICDOULTIL Session Recording BEE(C
FUWEHETIZTL,

Session Recording Player 0z

November 25,2021

Session Recording Player o2&

1. Session Recording Player B’ 1 ¥ X b—ILENTWBT—IRF—>a>icOdF > LT,

2. [R#—F] XZa—a [Session Recording Player] %i®iRL %3, Session Recording Player h'%&
T~eNnET,

CORIF. Session Recording Player DEBHREZRZRLTVWEY, CNODEZRDEEEICDWVWT. UTFT
HEALE T,

T4 Y RUBRORTELIERT
Session Recording Player (ZId. RIRNTBHESHEYDBERXZHDT 1 Y RIBRDHD £,

Session Recording Player i*f > Z k—JLENTWVWE T =R FT—>avicOd AV LET,

[R#2—F] X=a2—n [Session Recording Player] #3%ERL %7,

Session Recording Player ® X =1 —/\—7T. [&F] #&RL £,

RILTBEREBRLET, BRTBZLICICZDERDRTITNE T, FIvIV— IR TOERNERS
nTWsZeznlLEzT,

> wnd e

Session Recording # —/\—A0DE#&:

Session Recording E##&#h* Session Recording Player 1 51%® Session Recording # —/N\—Il#E# TS
3 &3 ICHRE LB AL Session Recording Player 14t 9 % Session Recording #—N\—%BIRTET £ 7,
Session Recording Player »* 5 [EBFIC#83 D Session Recording 4 —N—ICEHTE L IFTI EFH A

1. Session Recording Player B’ 1 ¥ X b—ILENTWBT—IRF—>avicOdF > LT,

2. [2#—1+] Xx=a—n [Session Recording Player] #3#{RL %7,

3. Session Recording Player D X—a2—/N\—7T. [V—JL] > [#TF>a>] > [ OIBISERLES,
4. ###%:9 % Session Recording Hr—N—%3EIRL £,
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A7ty a OB EBET —FOREBZBNIISEMICTS

November 23, 2020

A7ty a OBEZEMIRISEMNICT S

SATBERREZAMCLTEY 3 ZRETHL. BREFRLERERICEY 3 VERRTEXRY, Ty 3
VERBLABDNSRTIBZ LR, FATTEY > aYeER3E54HDTY, il VDAL ST—EHRETN
BERBFICIE 12D OBENFKEL T,

BEHNTTLTVWRVWEY S a Y ZBETREEIE. ROEEIIFERTEZEA:

s REDRTIBETTOHIMAEZEDLETE LI TETEEA. TIVRINEBENEMWIGSIF. S17€
wia veBETIEIN EFREREICEZBEITNTVERA, By ardRT LTHIO T, dBEEERT
TEET,

s REINTTITBET. BET—RDOREIIEATIE LA, BET—XOREDNBEHNRHBE. 17ty 3
VEBETIEY, L. By arydRET I3 ETEBSKINEE A

s BREDTETIBET. 7717 ZF vy aTEEHA

TI7#IWET STy a>yOBERBEMCBR>TULET,

1. Session Recording #—/N\—%KZX g3V Ea—2—IcOJF >V LT,

2. [R&#—F] RE>HEIU Yo L. [Session Recording t—N—D7O/F 1] #EIRLET,
3. [Session Recording #—/\—D7O0/NF ] T. [BE] 49200 voLFT,

4. [Z14 7y a>oB4EEHFAT3] Fov IRy IREAVERIFFTICLET,

BET -2 ORBZENRIZENICT S

tFal) 7o LoR2D®. Session Recording Tid. Session Recording Player T&RRY 374 H >0
— RN RET 77 ILISEBBNICESHKINE T, COBET—2OREREEICED. BE T 7ML 24 7> 0O—
FLEDI—F—BUMDOI—H—IF. 770 ZaE—LEDRRLEDTEIRIARDET, FLrOT—IRT—>3
VEREA—H—TAHAUVIETR. 770 Z2BETIEFEA. BSUINET7rILIE. icleliRFTHAIINE
T, BESHINTLWAVLT 7L, IcULBRFTHAINE S, Session Recording Player &1 > X k—JLEh
Tw3%localAppData%\Citrix\SessionRecording\Player\Cachelc® 3. 7 7-1I)Lid. 1&ER%Z
Fod—H—h7 71 2R ETHBSUINFETT,

HTTPS ZfER L TEHET — 2= RETH L ZHBHLE T,
BET—20OFEIR. T STEMICEDET,

1. Session Recording #—/N\—%KZA rF3I> IO F >V L& T,
2. [R&2—=F] RE>HEIU Yo L. [Session Recording —N—D7O/F 1] #EIRLET,
3. [Session Recording —/N\—D7O0/NF ] T, [BE] 49200 voLFT,
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4. [BEORDHDAOYO—RENB3 Yy a>YORET 7ML eBSHTB] FIv IRy IREFVERIZFT
ICLEI,

BREOBE

November 25,2021

REDORE A
Session Recording Player Tt v a>0oBREZB<ICIE. RD 3 D2DFHEDNHD F7:

+ Session Recording Player Zf#f L THREREZEITT 3. BREFHIC—HIT 3ty a>oREh’. REER
DEFICRTINET,

e O—AINTA RV RSATEIEHBERSA T LOEY S a3 > ORE T 71 ILICEET V2R %,

e BRUIAD T AINA =Bty a>ORE T 71T IERT %,

FTIORINEZRBRLTEEINE T 7ML EBECE. ZOT7 71 IILEEEEIRIETN TLARVWE WS BEHRRRS
NET, 77 17ILDOESHICOVWTHELNHZHEIE. BEORYITT7YvTI4VRUT [IZW] #oUvoLTT
TIINZHRHETET,

7
Session Recording D EE&EOJ#EEIC K D, Session Recording Player 0ffE 4~ > O— K& O RER
TETET, FLE MEEENT] 28BLTRT L,

BREERDEHICHZIBFEZHVTEETS

Session Recording Player h'f > X k—JLEhTWVWB I vIcO 4> LE D,
[2#2—1t] X=a2—n [Session Recording Player] #3ERL %7,
BREZRITLET,
REERE 2 —DRAINTULRWEEIE [T—IIR—Z] RAIVT [BRERER] 2BRLET,
BEERE2—T. BET3 v a3 V2 BRLET,
ROVWTNH DBRIFEITVERT:
s Lyl avERATINIUYILET,
s BUUwILT [BE] ZFRLED,
+ Session Recording Player O X =2 —N\—7T. [B4%] > [BX] DIBEISERLET,

A e

T7AICT 7R L THREZH <

Ty avORET FAILOERFNIZ. BRICT_MIK—BBEEFOT 77U ID T 77 1IIUBRRFIZ. iclh.
iclelcAD &Y, icUHERFI. BET—2ORBEENDERHSN TV ARVREZTLET, .icleliRFIE.
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BET -2 ORERENEAINCREZRLET, Ty aryoRE I 71ILIE EyParyhgaEadnicAN
PHEAAENTT LA ICRFECNET, X 2014 F 12 A 22 HICRE Sty 3> DT 7 1)L
2014\12\22 t WS T A LA NRRICRESINET,

1. Session Recording Player i1 > Z h—=JLETNTWVWET—FIRFT—>avicOJ 4V LET,
2. [R#2—F+] X=a2—n [Session Recording Player] #3ERL %7,
3. ROWT DO DBRIEZITTVWET:
+ Session Recording Player D X=a2—/N\—T. [Z77JL] > [B<] DIBISERL. 771/ %E
BLEI,
« Windows DT/ 270—-5—%FEHALTI71ILERTL. 771)L% Player 7+ Y RJICRS Y
JLET,
o Windows DT/ 2 7O0—-5—%FHALTI771ILERRL. FTNIVvILET,
¢ [T=UZAR=R] RAVT IBRUCAND ] ZIERR L HZBEIF. [BRUCAD] ZFIRL. REERTD 7
PET7AILZERCOLRILAET. [BRICAD] B5T7 71 2T £7,

BRUAND DFER

BRUAND T # LA —= B L T SEBICRTITBREICTIICK T I ERTZIENTETET, BRUAD T+
WA—=IZE>T D= RF7—2aVERERY IO RS TICBMTNTLR LY 3 > ORE T 77 LA
SRINET, CNS5DOT7MILREBEIDT—IRT—2 3V EDETAIVR—bEIIRR— 2 LT, IEDOD
Session Recording Player 2 —#'—r H£ETE %9,

7
Session Recording Player A7 7 X1 FOA—H—D A BRICAD T+ LA —ICBE[RIFENT

W3ty a>oRE 7 7ML ELdTYO—RTEET, 7IEZMEICDWVWTIL Session Recording Player
EEEFICEVWEHLE TSI L,

BRUND G T I 4 IA—EEETBICIE:

1. Session Recording Player B’ 1 ¥ X b—LENTWVWBT—IRF—>a>icOdF > LT,

2. [R#—F+] X=Za2—n [Session Recording Player] #3ERL %7,

3. Session Recording Player 7+ > RU®D [T—UZAR—R] RAVT [BERICAD] T4 —%FERL
9,

4. XZa—=N=T [T7A0IL] > [T#IWE=] > [TAINF—DER] DIEISGERLET, FILLT AILEH
[BRUAD] THILABRTFICRRINE T,

5. 7x)4Z%=ANAL. Enter ¥—%Z#9H. HLLWERIZRMIZHMEIVYILET,

[Z70IL] > [7AINE—] OIEISEIRTZERRINBZEDNDA T a>EFEALT. 74INE—OHIR. BRIDZE
B, %, IE—. 1VR—bh. BXUVITIRR—FEITVET,

© 1999-2022 Cloud Software Group, Inc. All rights reserved. 126



Session Recording 1912 LTSR

BEOBE

Session Recording Player Tt v a>nRE%EW &G, ROAETREIN LYy a > HNEBBTE £

ER

o Player v« Y ROOREZVEZFERALT. BE. FIE. —BELE. SLUBEREOETEAXTVET,
e V—URSAZ—FEAL T, AIRICEELEXT,

J—Hh—DBREICEAINTVWBRESEE. $LU0tY I a>YOBEICARZLIRY FBEENTVWESBEIE. ¥X—7H

—BLVARY ORIV MMIBETBEILICE>T. BESN LY a Vv AZBETEI LD TEIET,

F:

e Lyl a ORBEBIDBERIC. NUVARAVEZ—N2ORRINZEENHBD £, COMEIE. 1—H
—h' Internet Explorer Z A5, Internet Explorer IZ& D BEIMICHENRRINIcA X =%
—H—DNT Vv ITREEELFT, Tyl a > RIF 1 DOYTARA UV Z—LHIARTRINEIEAN, &

v a OREOBERICOH 2 DEDIYTRRA VEA—DNRRINET,

« TON— 3 >0 Session Recording 1. SpeedScreen YILF AT 1 77 o 2T L —> 3 VIEE®
[Flash REDHEE] RS —REEZHHR—FLELA. COBENEDOEE. BEEBANVECERRS

nEJ,
* 4096 x 4096 LI LOBEETE Yy avzRET S L. BELHHETZHERHBD ET,

Player 1 > RUDRE > DfER

Player 7« ¥ Ko DR2 > %= ERT 5H. Session Recording Player X= 21— N\—® [BE] OFOXZa1—

TATLEERLT, Eyvia>voREBZRIELET,

Player 51« > RoDHREZ> BiE

b BIRLEEYy> a7 70 ZBELET,

I BEE—RELLET,

U BEZELELET, [BLE] 200y oL, [BE] 27
Vyoddc. Z71ILOBEISEEBHBEINE
ERD

« REOBEREDFDICREZEELFT, RIETE

EDAHDDLICETEEZTIFET,

ED 32 FBETEEZ LIFEY,

b REOBERED 2 FICEEZEBLEX Y, &= CR
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S—IRSAHE—DFEVA

Player 7« > RODFEICH B> — VXA Z—%FERAL T, £y a>ORERAOROUEICS v > T LET, &
— A Z—ERBADRRLIEWRA Y FETRIYITBEILDH. AZME—N—DEEBEDORI >V &I Uy
JLTEETRCHTTET.

o ROF—R—RF—Z2FAL T IR 4—ZHETEEY:

F—R—F*— #@iE

R—L BEAY—JLET,
End KEAS—TLFET,

> S5fEAS—ILET,
< S5#EIANT—ILET,
NORRA—)L% 1 BRED FRIICEDT 1IS5#EAS—ILFET,
NORARA—)L%z 1 BREDRICEHT 1I5#EIne—oLET,
Ctrl+> 30 AT —U LET,
Ctrl+¢ 30 BEIAT—T LET,
PgDn 19%A—U L&Y,
PgUp 193FIN—U L&Y,
Ctrl:—%#HLANSIVREI—)L%E LEEDFAE 90WEAS—ILET,
ICENDY

CtrlF—%HLANEIVRFI—)LE LEEDRIC 0MHAI—ILET,
g;hy

Ctrl+PageDown 6 DHEANT—ILET,
Ctrl+PageUp 6 DEINS—OULET,

=S4 A —DREXFAET 3ICIE. Session Recording Player D X =2 —/1\—T. [V—IL] > [#F> 3
] > [Player] DIEIZERL. XA A—%2 RSV I LTO—IDRBEREZZEELET. BEREZ LIFB L.
SDEZECOXEVNBEEINE T, BREDT A IRIIVON—RIITICE>T. BREREMETT3HENHD
ESERS

BEREOESE

Session Recording Player #:38E L T, Z£0D 4 95D 1 {EEH 5 32 XX TOERET. Ly avoRE*BE
TIEY, HEIEHMICEMLET,

1. Session Recording Player #’f > X b—JLENTWBRT—URXT—>avicOd4 > L £ T,
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2. [2#—F+] X=a2—n [Session Recording Player] #3ERL %7,
3. Session Recording Player ® X = 2 —N\—T. [B4%] > [B4ZEE] OIBISERLET,
4, REZBIRLE T,

TCICEELNAHINE T, COREERIRBEDTF X NI Player 7+ Y RUOTFHICRBRBRTINE T,

BEIN-EY> 32071 FILBABONAT 51 KRR

BEINEYS 307 RILEELC IE. AHBIENTOATLWAWLEES TY,. Session Recording Player ©
i BBILLEEY S aY07C RILEBBREZBERICNI S bTEEY, COFT>avid. TI74LET [FV]
ICHES>TWVWET, #LCIE 77 FILEARIONT S b1 ZBRBLTLETL,

BREO B V=R OEBE

EELEa—E—RZFEATRE. BESNEY S aVRATREOBVWEDOBLEZEKIZ LA TIEY, C
DREICLD. BERBEEZEMTIET, L. PIX—2aYZAVWEIDVARAIVE— SRTBH—V I
WS OREH Y. BEICK ZEFUIEOBEIIERTETEEA

1. Session Recording Player B’ 1 ¥ X b—ILETNTWB D= RF—>a>vicOyF > LT,
2. [2#—F+] X=Za—n [Session Recording Player] #3#{RL %7,
3. Session Recording Player D X =2 —/N\—T. [B4] > [EERLEa2—F—F] QIEISERL 7,

FT2aVhFVERLEFTICTIDEBEDODE Y, COA T3 ERIRTZTIC. TORKRED Player v+ > KD
ICRERERTINE T,

BEORTEADEE

A7 arEMERALT. Player v« Y ROl y > a3 v OREEXRTT IR EEETIET, Ly avoREr
Player 7« Y R £ 3tD v > 3> DY XITEHhETRRLED. 2EETHELD. Player 71> K7
EMMT Y RITRRLIED, 2y a>oREORDICHFVEERRLT. £y av% Playervr Y RoD
BRCXMLPTLKLEDTETFET,

Player 7« > RO OLBEBEERT

Session Recording Player ' f > Z k—=JLENTWVWE T = RTF—>avicOd 4 Y LET,
[R#2—F] X=a2—n [Session Recording Player] #3ERL %7,

Session Recording Player D X =1 —/\—7T. [&7F] > [2E8HE] DIBISERLET,
T A XICRTICIF. ESC ¥—F£7IFF11 £—%Z# L X7,

> wnh e

WU« > RUTOPlayer 7+ > RUDKRR

1. Session Recording Player B’ 1 ¥ X b—LENTWBT—OIRF—>a>icOyF > LT,
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2. [2#—F+] X=a2—n [Session Recording Player] #3ERL %7,

3. Session Recording Player ® X =2 —/\—7T. [&R] > MY+ > FU] OIEISERL 9, Player >
AV RIEBCHLVWI A Y RUDHATET, FIVILTIA Y RUDH A A ZEETRZIEHNTEEY,

4. Player 4 Y ROBXA >4 Y RUICEHALICIE. XZa—N—T [FR] > IV > RU] OIBEIC
BERTZH F10F—Z=RL ¥,

BEIZ 3ty ayommy X%z Player 7« > RIDOH A EHLES

1. Session Recording Player i1 > Z h—=JLETNTWVWET—JRT—>avicOJ 4V LET,

2. [R#—F+] X=a2—n [Session Recording Player] #3ERL %7,

3. Session Recording Player D X =2 —N\—T. [B%] > [RRE—R] > [Vr Y RUIE&DbE 3] DIE
ICEIRL &9,

[T RUICEDED (BRER)] ZERIZIE. toRBEZEIFLADYSEBGEZRINLET. &
BEA T a vEFRATIEELDBENERETITONE T, BRETF I MOBMISIXETLEY,
BEEE—RTNITA—IVRICEELIELZHEIEF. COF T a>zERALET,

e [TV RUICEDEZ (BEE)] 2BRT B L. PMBERGE TFX M EEF LA SEGRZHEDL F
o COFTa>veEFERTIE. BRERA T2 aY0RELDIBERENES RZCHHD FT,

BET3tyravoBEYTAXERTOEY 3O XICEDES

1. Session Recording Player i1 > Z h—=JLETNTWVWET—FIRFT—>avicOQJ AV LET,

2. [R#—F+] X=a2—n [Session Recording Player] #3ERL %7,

3. Session Recording Player D X =2 —N\—T. [B%] > [RRE—R] > [Ey>avicabt3] OlE
IBRLET RAVADBFOUVSOHICEDLD £9, BELSAZRI/NIARAX—IH Player vr > K
DELEICRTRTINET,

4. BEZ RSV LET, CONTHBAX—IT, BEDLICWEHHDLHID £T,

5. [tyrarviiabtd] £#8T733ICIE. "RRE—FOWVWThHOF T a v EBERLETD,

v a YOREDEDICHRVIHEEZRTRT S

Session Recording Player B’ Y X k—ILENTWVWET—U R TF—>3vicOd4 > LET,

[R&#—F] X=Za2—o [Session Recording Player] #3E{RL 7,

Session Recording Player ® X=a2—/\—7T. [V—IJL] > [# 7> 3>] > [Player] DIBIZEIRL £7,
[tysa>OREOBDICHEERTTS] FIvIRYIREFVICLETD,

[y a>oREBOADICRBEERTT B3] FTv IRy IZADRATOHEIE. IT AR 25 —1 Session
Recording Player 7« Y RURICH B L FICYVRADERF D ZBLILFFICT D &0 —RHICHRVREED
RLEINET,

> w N
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74 FILVEREDNA Z1 b

November 25,2021

BEINEY S 307 P, AHRENMTOATVWAEWVESTY, Session Recording Player T
F BEIL7-EY>a>07 1 RIVBEZBERICNAISAMTEET, COFT>avid. 774ILET [FV]
‘:@Q—C’b\ijo

7: Session Recording Player TS5 7w a>a2BET3 L. 71 RILEBANNA S FINBVWRISER
LTLEET W,

BRESNLY > a>07 1 RIVEBEZNT S bT3ICI1F. UTZ2EITLET:

1. Session Recording Player i1 > Z h—=JLETNTWVWET—JRFT—>avicOJ 4V LET,

2. [R#—F+] X=a2—n [Session Recording Player] #3%ERL %7,

3. Session Recording Player ® X =2 —/N\—T. [&R] > [7 FILERE] QIBISERL. Fzv IRy S
REFXIEIFFTICLET,

BEDOFvva

January 7,2022

Ty DBEET FAILERLLETIC. BERBMINTVWBBFADNS 7 7ML >O0—-RSnEzd, ALY
FIINEEEICATVO—RT35EIE. 77IINET—IJRXT—2aVIlFvyy>ad3I e THAYYO— RERH
EERHNTEET, 7—IXT7=2aoIlFvyyoaltnNd3 T 71ILIEIRD T # LA =TSN E T

userprofile\AppData\Local\Citrix\SessionRecording\Player\Cache

FryPallEDETET 1 RAVBEZEETTET, BELLBREBITRE 7 77UANERINBZ L. ROEE
BETnTWRLREDHIFRIN. HTLLWREDOOZZIEHMEBENE T, T AVEHZBRT B7HIC W
DTHFVYYIAZETILTBIENTEERT,

TrvanEML

1. Session Recording Player B’ > X b —JLETNTWBRT—0RXT—>avicOd4 > L £ T,

2. [R&#—F] X=Za2—n [Session Recording Player] #3E{RL %7,

3. Session Recording Player DX =2 —/N\—T. [V—IL] > [FF>3>] > [¥vva] OIEISERL
E

4, [Ao>O—RLE7Z70)ZO—AINAYEa—42—IlFvyv>ad3] FIvIRvIREFVICLETD,

5 Fv vl allERAINZ T AVBREZHIRTZICIE. [FRTZ T RIVBEZFHIRT B3] Fzvorvd
AZAVICLT, FRIT388%2 MBEMAITEELE T,

6. [OK] 20Uy o L&Y,
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Frulaz=TILTS

1. Session Recording Player B’ > X b= LT TWBRT—0RXT—>avicOd4 > L £ T,

2. [R&#—F] X=Za2—n [Session Recording Player] #3%{RL %7,

3. Session Recording Player D X =2 —N\—T. [Y—I] > [#7> 3] > [Fvv>a] OIBEISERL
E

4. [4o>O—-FLIET77A0EO—AILNIVE2—F—IlFvy>aT3] FIvIRvIREFVICILET,

5. Session Recording Player T. [V—IL] > [F#7>3>] > [#vva] OIBICERLET,

6. [Fv v anflbgR] ZoUwv o L. RIC [OK] 20Uy LTREFERELEX Y,

AR T YvOR—UDFER

November 25, 2021
ANV hETYIR—0%FRALT. BRESNEY > a v REBRICBEHTIEY,

Ty aroRERIC. CitriXx EEBDOARY MY I VICBATNET, IRV FAPI P —RN—F W7
D=3 aERALTARILARY FEBATEIIEHTEIET, IRV MIEYS 3T 7AIILO—EE LT
REINEY, Session Recording Player ZfEA L THIBREIZEET B IFTET £ A,

Tyvov—0ld. v a3 BEERIC. Session Recording Player 2R L TRBEINfctzy > 3 VICEAT S
N—A—TT, TvI—7Id. BATR L. HIRTIE TR BEIIN LY aVICBEEMITONET, Y
a3y I7AIO—BL LTIREShEE AN Session Recording Player ® Bookmarks v > 27+
LA —IC (fzx z1& C:\Users\SpecificUser\AppData\Local\Citrix\SessionRecording\Player\Bookmarks)
LAclbTZ7PAIILe LT i EROBE I 7AIILERAL I 7 ILBTRESNET, AOSLAVY—TITvIT—
VEFERALTRE 7 7 IILZBET3HEE1E. .iclb7 712 L1V — LD Bookmarks £vv> a7 1 )L4
—ICBBILET, ETvIR—VDTIFIEDIRILTEFRMNE TTwvox—0) TTH, BRRI128XFFEFTOHE
BOOXY M TFFINMIEETEET,

IRy MFEBOAE, Ty ov—0IFBEVWEAR L LT Player 71 Y RIDOTHICREINET, TN S5DENIR
IVE—ZEhEZ L. EBEMISNTUEITEILIRNIBRRINES, 1RV b TvIT—21F. Session
Recording Player ® [ R heTvI—0] O—BICHBRRTIEY, TOTFIMINLERBIN Y
23y TORZEHIC, BRIIT-EBICRRINET,

ARV PETYvIR—D%FRALT. BESNLY a3 VY REBRICBETEIE T, IRV MERIBFTVvIT—7
ICBEITRLICED. ZNESPBATNTUVBRRAY FETEZEELT. FESh LY 3 Y REBHTEET,

ARV PETYII—TD—BADRT

[1TRYreTyvo<w—0] O—BICIE. BREBEFOREIN LY aVIBBATINTVWERAIRY TV IT—
IHBRTRINET, IRXVEDH. TvIIT—0DH. FHIFEHAERTITEET,

1. Session Recording Player #’f > X b—JLENTWBRT—URXT—>avicOd4 > L £ T,
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2. [2#—F+] X=a2—n [Session Recording Player] #3ERL %7,
IRV ETvIR—0] O—BITRTVARAVEZ—%RBEHL. BTV I L TAZa—%RRLET,
4. [IRY bDHRR] [TyvIv—00HRTR]. Flold [TRTERER] 2BRLET.

Ty II—U DN

Session Recording Player B’ > X b= /LN TWVWET—U R T—>3>icOd 4> LET,
[R#—F] X=Za—n [Session Recording Player] #3ERL %7,
Ty oR—U%ZEBMY3RETEY> 3 >OBEERBLET,
TvIR—VZBANTRMUEELETO—VRSI4—%28HLET,
Player 9« Y RIRICR IRARA > 2 -8B L. BTV I LTAXZa—%2KRRFLET,
RDFZET. TIAIWEDOIRIL Ty o—201 TTYIR—UZEBMTEHN. IXVEAEERLET:
s TIANMDIRNI Ty —0) TTYvIR—IU%ZEBMTBICIE. [Tvo~v—o%BIN] ZERL
E
e TEIRINIMEIOTvII—TU%ZEBMTBICIE. [AXY FOEBM] Z#ERLET, TvIx—oIC
FDHETETHFRIINILERR 128 XFTANALET, [OK] 20Uy oL %Y,

SN e

AXY hDEBMEIIEE

T II—UZERLICBTIOXY FZEBMLAED. XAV MEEBELEDTIET,

1. Session Recording Player ' 1 Y X b—LETNTWBT—IRF—>avicOyF > LT,

2. [2#—1+] Xx=Za—n [Session Recording Player] #3#{RL %7,

3. Tvov—0z80RELYIVOBEERBLET,

4, [IRVPETYvIR—U] O—BTITYvIR—IDPRRINTVE L Z2RBLET,

5 [IRY eTyvov—0] O—ETITvII—I%BRL. GV ILTAZa—2RRLET,
6. [OX>Y hDRE] ZBIRLE T,

7. D4 RORRRINSS. FLWIAXY RZEAALT [OK] 20Uy o LET,

Twv oI —2o DY

1. Session Recording Player B’ 1 ¥ X b—LENTWBT—IRF—>a>vicOdF > LT,

2. [R#—F+] X=a—n [Session Recording Player] #3ERL %7,

3. Tvox—rzE80REEYYIVOBEERBLET,

4. [AIRY b TvIX—0] O—EBTITVvIX—IDNRRINTWVBR I Z2BALES,

5 [RY eTyvov—0] O—ETITvII—I%FRL. GV I L TAZa—2RRLET,
6. [HIFR] ZEBRLE T,
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ARV ERIET Vv II—IADEH

ARV MERBTYII—TICBEITRE. ENSHTBATNTVWBRA Y FETEZERL T, BEBSNEY Y 3
YREBEBTEET,

Session Recording Player B Y X k—ILENTWVWBET—IXF—>3>vicOd# > L&Y,
[Z#2—1t] X=a2—n [Session Recording Player] #3ERL %7,
ARV RERBTvIR—02E80REL Y a VY OBEZRBLEY,
MDFET. ARV EERIFTvII—0ICBBLET:
o Player 94 Y RODOTFEHTARY b EIFTVIR—IERTENEIU I L. ARV MERIFT VY
Y—UICBELET,
¢ [ARYPETYIR—V] D—BT. AIRVIMELETVIR—IEZLZTINIVYILET, RDAA
PRERFTYvIOR—VICBETRICIE. —BLSIRYNERETvIX—0%&ERL. GoUY D
LTAXZa—%&RTL. [TyvIv—oA>—0] Z#RLET,

> w N

BEDRER

November 25, 2021

Session Recording Player Tld. 71 v IBRERTITIILdH. BELARRERITL TRRICERTS 47> 3
VEETELHTIET, BERERIZ Session Recording Player 0BERER DB ICRTINE T,

E:
FRAREAFE SNty a3 % 1 00OBETRRITCEZ2 Yy avHBOLEREFTIRTERRTSICIE. 1%
BENTXA—EZ—%IBECLTICHREEZRTLET,

71y VRRDRELT

1. Session Recording Player i1 > Z h—=JLETNTWVWET—IRTF—>avicOd 4>V LET,
2. [R#—F] X=a2—n [Session Recording Player] #3ERL %7,
3. REZMHEERLEY:
o [BER] Ry I ABRREHZNALET,
o [BE] SRIVOLEICRTRRA D Z—BITIE ANTEINTA—FZ—D—EBHRRINET,
o [BR] Ry I RGAIOKRENZI Uy T2, BEICERLIEBEXFINENO 64 X TRRIN
9,
o [BRER] Ry IRGRADROYTHAT VI FERALT. By a i RESNCHEZIEETIE T,
4, FOY ATV NERIOWBRO 7 A>T ) v o LT REZRBLET,
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BERRRDRET

BESRERETIE. BRIC150,000E@ZzEBAZ Ty T T4 DEFENTVEHE. BEND X TICEKR 20 WHH 515
BB O E9, Citrix TIRANSEEPI—Y—REDLDBBEERRFHZEAL T BROBZHAST L E2EH
HLEY,

1.

2.

Session Recording Player i*f > Z k=L TWVWE 7= RF—>avicOd AV LET,
[R#2—F] X=a—n [Session Recording Player] #3ERL %7,

[Session Recording Player] 7> RUT. V=IN—0D [BEBRRER] 20Uy I T3H. XZa—N
—T [V—I] > [BEBRE] OIEICERLET,

. [(BEBRER] 47O RY RO T TRERGZEELET!

o [H38] 27 TIE RXAVERIETHIY bOREER. V1 b JIL—T IILFEv> 3> 0S M
VDA, 77Ur—>av, 137700 ID #EAL TRETEET,

o [BfE/§z] 27Tk B9, BH. $LURBAUEERL TRETEI XY,

e [IRY K] 2TTIE By avIicBATNE CtiX EBIARY MEARZLARY FERETEET,

¢ [ZDIEHD] 2T TR By v avR. I5AT7 2 RE 95147V 7 RLR, BLUOBRERMEEER
LTHRETIET, COFT TR RRTNBIBREERBOLBRELUVT—H1TEFAOT 71 L %1%
RICEDRINESINBIEETEET,
BEFHEIEETIICONT. ERLTVWEITURL A 7OTRY I X TFHBORA VICRRINET,

BRE] 20V v o L TREZMIBLE Y,

BEZRREOIIVR. RELTEVWTETIET LA TS, [BEBRE] 4700 Ry IR0
[(REF] 20Uy o LT BAEOIIVZRELE T, ®RELLITVZIEY3ICIE. [BERRER] 4170
IRy IR0 (K] 20y I L&ET, REFELIEIIV I 7MIILDIERFIE. 1sqTY,

BERA T2 a>DRE

Session Recording Player &+ 7> a vic& b, RRSNBREERBO LRSSV T —HA TEFHDT 71
IWERRICEDINESHDBIEETETET,

> w N

Session Recording Player i'f > Z h—JLENTWVWE 7= RFT—>avIicOJ AV LET,

[R#2—F] X=a2—n [Session Recording Player] #3ERL %7,

Session Recording Player X=a2—/1\—T. [V—IL] > [#F> 3] > [HE] OIBEISERLED,
[REERORTHERDOLER] Ry IR, RATIBREERBEANNILEY, &mAT 500 FoRFERER
TCEET,

T—HATEHDIT7AINERRICEDDINESDZRET IR [T—Hh1TEAT7AILEEDHB] F
ITVIRYIRZEFVERIEFTTICLET,
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Session Recording Web Player

November 25,2021

e

Web Player Tid Web 75—z ER L TREZR RS SUVBEL. BEPICREEZREITSF vy axXEY
ZHWMTI£T, WebPlayer 2EHT 3. UTERITTITZT:

o« RAMR., VA7V A A—H—R, 75— 3200 9SAFVRIPFZRLR ARYETFTER M
ARY OEE, BABED 7 IIL2—%2FRALT. BEZRERETIET, FLLIE. CoR—J0 MFED
=l O avESBLTLLETL,

o BFEESAIT, FHIIBEERBICARIVICZITLIARY N ERTFLTBETEIET, LG TorR—
SO MREORTR] £ arvEBBLTLIETL,

i

Internet Explorer. Google Chrome. Firefox i R— kI TWVET,

Web Player &1L

Web Player (57 # )L f TEMICHR>TVWET,

+ Web Player #8#11C 9 3 ICid. Windows X > R 7O> 7 % #E L T<Session Recording
Server 1installation path>\Bin\TestPolicyAdmin.exe -enablewebplayerd < >
FERITLET,

+ Web Player # &z 9 3 ICid. Windows <Y R FO> 7 % E& L T<Session Recording
Server 1dnstallation path>\Bin\TestPolicyAdmin.exe -disablewebplayerd~>
FERITLED,

AJA > NRT—R

Web Player @ Web # -4 + @ URL Ighttp(s)://<FQDN of Session Recording Server>/
WebPlayer©d, HTTPS # R ICHER T 5 IC1E IS E D Web v ~IZ SSL /N1 > R & 3B M L.
SsRecWebSocketServer.exe.configl7 71V ZEML T, s£L<IF. CDEREOHTTPS OHERLIC
T2 tEo>avasBLTIIETW,

P
Web Player ® Web #« MO A > § 356 RXAYI—H—3ERBERENSITIHEIZHD FH A
RXAA A= —LIMIANNTDHBET T,

© 1999-2022 Cloud Software Group, Inc. All rights reserved. 136


https://docs.citrix.com/ja-jp/session-recording/1912-ltsr/view-recordings/session-recording-web-player.html#view-recordings
https://docs.citrix.com/ja-jp/session-recording/1912-ltsr/view-recordings/session-recording-web-player.html#view-recordings
https://docs.citrix.com/ja-jp/session-recording/1912-ltsr/view-recordings/session-recording-web-player.html#view-recordings
https://docs.citrix.com/ja-jp/session-recording/1912-ltsr/view-recordings/session-recording-web-player.html#https-configuration

Session Recording 1912 LTSR

Web Player ® Web #« hicOJF> 932, IRTOBREIS—BRRINET, £OFTESF—>3VN—T [T
RNTORE] 27V v I TRLR=—JHEHIN. MILLBREDFETIHESEIRRIINET,

€ Recordings x| + - x
c NebPlayer/#/recordings/all «* @ mil:

CITRIX | Session Recording

(8] Recordings Start time User Host Client Events Durati
Al Recordings

September 22019, 6:29am EBSDK-TSVDA-L I 0 13

Configuration -
2

August 22019, 6:47am TSVDA-19-1 I 00:01 »)

S

August 22019, 6:43am administ C-TSVDA- I 0 »)

ugust 2 2019, 6:43a dministrator KUQOC-TSVDA-1 00:05 \\b

e

August 2 2019, 6:42am administ UQOC-TSVDA- I orod )

ugust 2 2019, 6:42am dministrator KUQOC-TSVDA-1 00010 »)

€S

August 2 2019, 6:3ar administra UQOC-TSVDA-1 I )

ugust 2 2019, 6:34am dministrator KUQOC-TSVD/ 4 00:01 \b

~

July 12 2019, 7:21am user2 KUQOC-TSVDA-1 | 4 00:00:52 CU

July 12 2019, 7:20am userl KUQOC-TSVDA-1 I 00 (})

S

u 19, 7.07a UQOC-TSVDA- I »)

July 12 2019, 707am user2 KUQOC-TSVDA-1 4 00 .

July 12 2019, 7:04am userl KUQOC-TSVDA-1 ] 4 00:01:14 C})

2

July 11 2019, 219pm user2 TSVDA-19-1 I 0 00; )

Jly 11 2019, 214pm wer2 KuQoC TSVOAL — o o »

N

1A=L

i Session Recording ® 3> 7R—=x> tRE#E. Citrix Virtual Apps and Desktops ¥ > X k=5 —%#ERAL T
Web Player #1 > X b—JLTE £,

AR R=)LiC [T7aYR—%> ] "= T [Session Recording Administration] %=#EiR3 3.
Session Recording —/\—t @A LY > ki Web Player #r > X k—JLL ¥9, Session Recording -1 >
AR=JLUZDOWTELIE T2 =)L, Py FIL—R, BLUV0T7VA YR =)L) #BELTIIEETL,

Web Player ®-r » X k—JL#%. SessionRecordingRestApiService 5 & * WebPlayer 7 7)) 5 —> 3 >
ISICRFEINET,
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€5 Internet Information Services (IIS) Manager - X
@S [ p— Ll
File Help

Connections Actions
@ id% 16 ¢} I Manage Server
= 2 Res
gg Start Page . Filter: - % Go - GShowAll | Groupby: Area -E@- & Restart
v et e e T e oS e b Start
L) Application Pools i Compilati Pages izati Levels Settings Strings Controls * |l m swop
v (8] Sites >, .
v @ Default Web Site \.ﬂ& b “EL'. View Application Pools
> A aspnet_client Providers  Session State SMTP E-mail baiukiio BN
5 @ MsmQ
> @ SessionRecordingBroker
5 (¥ SessionRecordinglLogging s ~ © Get New Web Platform
5B Sessi ingLogging pplicat S = \g - @ % & Components
S SessonRecordingRestApiService o= 5& 9 = = @ Hep
5 SessionRecordingWebStreaming ASP  Authentic..  CGI  Compression Default  Directory ErrorPages  Failed FastCGI
y: Document  Browsing Request Tra...  Settings
> P WebPlayer
R - -
&1 @ & % & g“ = « -
Handler HTTP HTTP ISAPland  ISAPIFilters  Logging MIME Types  Modules Output
Mappings Redirect Respon...  CGl Restri... Caching
e Ty
o= @y
Request Worker
Filtering | Certifi | Processes
Management -
| o
EN
Configurat..  Feature Shared Web
Editor Delegation Configurat...  Platfor... .
< >| |=] Features View |iZZ Content View
Ready %G

HTTPS &/

HTTPS %/ LT Web Player ® Web #1 MZ7 V2R 9311
1. ISICSSL N1 RAEBMLFT,
a) EETEZREEME (CA) 15 PEM Ao SSLAIBRE#EEL £ 7,
A
Google Chrome % Firefox X DIFL AL D—RM AT S UH —Id. AAEBEZER (CSR)
OHBEOHR—bZFELELEL, IRTOBEESNIEEALSOIRAEICET IO I MO

A& (SAN) PERINET, HTTPS & T Web Player B9 3 IC1E. RRICH L TRD
BIFERITLET:

« BE— Session Recording # —/\—p"EA TN TW 3B 5. Session Recording #—/\
—DsERAE % SAN SERREICEH L £ 95
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© 3

Chrome Firefox

HTTPS HTTRS HTTPS

VDA -% SAN Certificate

HITPS
SR Server
(=]

BREIBEFERL TWSHEIE. Citrix ADC £ & Session Recording #f—/\— D@5 T
SAN FEFRENMERTIEETH D L ZHEABL T T L

© ©

Chrome Firefox

@ HTTPS HTTPS HITPS HTTPS @
° -n SAN Certificate
[ ]
ADC (Load Balance) HrTes @
% _________________________ - SAN Certificate
| ) ' S
N 1
i o
' : SR Server
VDA | Virtual Server SAN Certificate !
! OnHTTPS
|

b) ISTWebH+1t2H7)vI LT [INMYRDEM #&ERLET, [V NIV R] 409705

Ry I ZANRTENET,
Site Bindings ? >
Type Host Mame Port IP Address Binding Informa... Add...
htt, a0 *
. Edit...

Remove
Browse
Close

c) AL Bl 2oy LET, [H1 NIV RDEBM] 41700 Ry I IADBRRINET,
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d) [ Rvo20—EH 5 https 23R L. SSLAFAEZEEERL T,

Add Site Binding ? >
Type IP address: Port:
http e |AII Unassigned v| |3D |
httE l
Exarnple: www.contoso.com or marketing.contoso.com
OK Cancel
Add Site Binding ? *
Type: IP address: Port:
https ~ | |All Unassigned v| |443 |
Host name:
] Require Server Mame Indication
S50 certificate:
Mot selected Select... View...
OK Cancel

e) [OK] 22Uy o L%FT,
2. SsRecWebSocketServer.exe.configl7 7ML ZEHL T,
a) SsRecWebSocketServer.exe.configR 7 71ILERDOIF CTHAT£Y,

SsRecWebSocketServer.exe.config# B 7 7 -1 JL I3 i® E<Session Recording
Server installation path>\Bin\Zz#)I&—IZHDFT,

b) TLSEnable=1 ###$& L T TLS #&#MIC L. SSLAFAZ LAFAZDF —ADE/NRZENALF T,
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E:
PEM XD SSLEARAEZE F—T7 71 ILDAHDTFR— TN TVLE T,

ServerPort 7+ —JL R iZ. Web Player B 2@ 7 7 1L ZINET 2= DICFEA YT 2R — hES
ZRALET, RORV)—>> 3y bTld. 77 2L MME (22334) ICRESNTVET,

Mj SsRecWebSocketServer.exe.config - Notepad

File Edit Format View Help

#1-enable TLS
#0-disable TLS
TLSEnable=08

#

#default-enable web socket serwveron all ip address
#x.x.x.x-only enable serveron the given ip address
Serverfddress=default

#default-enable web socket serveron tcp port 22334

[8-65535]-enable serveron the given tcp port

[ServerPort=default |

#cert file path and name, only config it when TL5Enable=1

|SSLCert=C:\aSRS2.pem |

f#tkey file path and name, only config it when TLSEnable=1

|SSLKey=C: \newaSRS2key . pen

WebSocket —N—#EETHEBINZERDOHBPE *—T7 7ML EHME T 3 IC1E:

Vi.

SSL #EBAZ % & T Session Recording #r—/N\—IZ OpenSSL A1 Y X b—=)LdhTWVWB %
HRLTRET W,

ii. SSLAIRAZ % .pfX 7 7ML LTIV RR—bLET, .pIX T 71ILICIE. HEFBECWEF—D

AANEENTUVET,

ii. Ay R7OV7 RS, pX I 7ML ESC T A NE—ICBEL T,

iv. OpenSSL\bin 7+ L& —H5 OpenSSL ZBAL £,

ROARV R ZRITLT, AEAZEZMEL T

openssl pkcsl2 -in [yourfile.pfx] -clcerts -nokeys -out [
aSRS2.pem]
<!--NeedCopy-->

PIXTF7ANETIRR— T BEEITER LIz VR— X RT—REANALET,
ROATY RERITLT. MEBEXF—FHHLFT:

openssl pkcsl2 -in [yourfile.pfx] -nocerts -out [
newaSRS2keyWithPassword.pem]
<!--NeedCopy-->
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PXTF7ANEIVRR—FTREIICER LA Y R— XA —RENADLET, PEM /XX
TL—XDNNERDENTE. F—T 7N EZRETZLDOHLOUNIT—RFEANNILET,

Vii. ROOAIY RERITLT. MEBEXF—DORESHEMRLET:

openssl rsa -in [newaSRS2keyWithPassword.pem] -out [
newaSRS2key .pem]
<!--NeedCopy-->

c) EEZREFELET,

d) 771 794—ILOBEZERL I, SsRecWebSocketServer.exe B TCPR— bk (F7#IL+T
1% 22334) #ERATE5L3ICL. WebPlayer ® URLADT7 X Z#HA LT,

e) TestPolicyAdmin -stopwebsocketserverd¥>RER{TLEI,

BE DR

Web Player icOJ 74> 9% . RAAEBIRTOREHN—BRRIINET, Web =2 TFICZo/0O—-ILLT
RTIIBREZHEIRTSED TN 2—2FAL TRFEREZNAEIAIITERY, FATREDHE. MG
Ml BBIC [517] EREShBERZVHPRICEDD Y,

HiMRILDVAdministrator — (3)

E] Recordings ” Start time User Host Client Events Duration
All Recordings
August 27 2019, 7:25am administrator TSVDA-19-1 | 0 _
Configuration v
—
August 14 2019, 10:17am administrator KUQOC-TSVDA-1 | 2 00:12:40 >
—
August 92019, 9.24am administrator KUQOC-TSVDA-1 | 2 01:38:46 ‘\P

BREEEOHAICOV TR ROKRZERBLTIET L,

BH A

s B & BEDORBERE. LREMPTRENZIU v I LT §
EZRRTIEICRTTETE I,

I-—%— tyviarAREINI—T—. EREPTRENZ

Uy LT A—HF—CLICREZFEHTRRL.
A—Y—=TINT 7Y MEICHERZZEDNTEEY,

KX b BESNcEYy P a VDRI SENTLS VDA DR
bB, EREPTRENZI UYL T, VDARI LS
ZT7INT7RY MRICERZZEHTEFET,
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HH A

7347k Ty a hARITEINTVWBEISAITY T NARAD
Rl ERENPTRENEZ VI LT V31472 RR
ZARBETILIT 7Ry MEICENZ ZEHTEITET,

ARV b BREINDANY FDB, EREIPTRENZIUYIL
T. —"BEOREZARY FOETUARZEHNTEE
ERS

A Ae R BREORKEORS, EREPTRENZS ) v LT,

—BEOoREZHEORI TEREZEHTEET,

T4 L2 —%ERALICREDIRER

TN E—ZEALTREZRETEE T, "A MR V547V & 2—H -8B 7TV 7r—>3>, 9547
YEFIPP7RLRARYETERIR ARV ORBE. BZBEDT L2 —2FRATIET,

User

name

[»] fecordings ~ Start Time Host name

00:30:07 W)

Application Client name

All Recordings
00:29:26 I:b:

¥ ¥

00:30:43

00:32:27

00:32:39

(w) (w) (¥

10 00:33:03

TR RAMRT4IIEZ—%BRT B ROAATATRY IIADNRTEINE T, BEShicE Yy arhR
A SN VDADKRIEZANALT BR] 22Uy oL, BELAVREZRRERD SHIN. TEET 24
ROHBERERTETET,

FILTER m Clear All
| |

UFDRIV—=r2ay bDLSIc. REBREINTWVS KRR ME] 29000538, BIOT L2 —ICEET
TET, [RAMEB] OOV v OB IRTOITAINE—DH—EBRRINET, BEICGLTIAIILZ—2RIRLET,
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FILTER

£ Host name
eErname User Ho

HH Application
I Client name am user KU

£ Client IP address

W3am userl KU
July 18 2019, 1.418pm userl KU

+] 20Uy I L TITAIINE—ZEMTBIELEHTETEY,

FILTER

fee ZiEe [l 7008 —ZUTORIU =223y FOKSICEBIMTEET,

FILTER

Host name

Time Start date End date
Start time End time
Duration
At least Seconds

(] 70 LZ—ICI3REORKA. RAR. ZaKEIIHD X7,

BEOBE

BER-JOEREICIT [BEKE] BEORAICBERZVDHD XY,
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CITRIX' | Session Recording GlEESDR AR
m Recordings Start time User Host Client Events Duration
All Recordings
ptember 2 2019, 6:29ar dministrator BSDK-TSVDA-1 I 0 >
Configuration v
August 2 2019, 647am administrator TSVDA19-1 — 001 (»
August 2 2019, 6:43ar administrator KUQOC-TSVDA-1 I 00. )
August 2 2019, 6:42am administrator KUQOC-TSVDA-1 I 0001 )
August 22019, 634am administrator KUQOC-TSVDA-1 I 0001 )
1 sser QoC-TSvD — 00 >
P
122 x 0C-TSVD! | o )
~
122019, 70 sser — 00 )
~
122019, 7042 sser a — 0001 )
112019, 219pn sser TSVDA-19-1 ] 0 000:4: )
Jly 11 2019, 214pm user2 KuQC [ 0 0004:4: o)

BERZ>ZIUyILET, BER—IJHPRETNET, XEVF vy a0RICBENBIIBINE T,

FEB 23,2021

11:;10:58-00:07:32-11 Events

Host name:

Client name:

Sort by All Categories v
M Q

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:\Win..

.+ Please wait for the Citrix Profile
= Mar‘lagement conhost: 5692 \?2\C:AWin.

00:01:00 App Start:8416:

00:01:36 Session Pause:sik;

00:02:27 Session Resumerl;;

00:03:02 Session Pause:/help;;

» fv) 00:00:04/00:07:32 & Comments (7} Share Current Playback X1 FULL SCREEN 00:03:19 Session Resumehi

TLAV—04 Y FODHBICOVTIE. RORESBL T T WL

Player 51« > RonHRE2> B

>
Il

BRLICRE D 7ML 2BELE Y.

BEZ—RELELET,
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Player o1« > RonHRE> Bz

BERICETRRAN-—Z RSV I TEEY,

D THHAL—o LET,
. BEBLOBENBL AHBREREETRL ST, B
OFRIE HH:MM:SS T3,
" REQBERERRLET, P4V EI Uy LT,
X0.5. X1. X2. X4 B DA T a v EYIDEZ 7,
FULL SCREEN SEACBEEERLED,
NARROW

Web R—JHTHEZRRLET,

BER—JSOART VTR, ROBET—H. IRV RITqINE—, V1V IBRTRY IR EFRATIET:
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JULY 23 2019
191424 -00:13:41 - 9 EVENTS

semame: userl
! Host name:

clint nare: N

00:00:51 WebBrowsing :
https:/fww.google.com, bitt..

00:02:20 WebBrowsing :
https:/fww.google.com, bitt..

00:02:20 WebBrowsing :
https:/fww.google.com, hdx..

00:02:55 WebBrowsing :
https:/fww.google.com, hdx..

00:03:30 WebBrowsing :
https:/fww.google.com, hdx..

00:03:30 WebBrowsing :
https:/fww citriv.com, HDX...

00:08:56 WebBrowsing :
https:/fww citriv.com, HDX...
« Web Player v >0 BAfFC Rzl CofiTiZ. 201946 7H 23 AL 19K 145247 TY,
o BEROREOKRE, COFITIZ. 00 KE 13 541 TY,
s BERDARY ML, COFITIE 91XV T,
s tydariRESNiI-H -8,
s BEISNEY I VARIFEINTWVS VDA DR +Eo
s EYLIUBARITEINTVBISAIT Y TN ZDER,

¢ IRYETANLE—o BERDTULEZ—ZERL T, REOREADAANY FZRRETEEXI,
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f‘\
e,

EVENT TYPE

O App start

O Append

O USE drive insertion
O Client drive mapping
O File creation
O File deletion
O File moving
O File renaming

O Web browsing

O Top-most window

O Custom Events

FAAYEIVY I LT DL ENTARY FORTZRBALE Y,

00:01:00 App Start:8416:
00:01:00 App Start:5416: conhost: 5602177

conhost: 5692: \?C:\Win... * \C:\Windows\system32\conhost.ex
elx4

¢ ANV, —BOAIRY+2IUvITRE. BRERNDIRY FOUBICEELET,

¢« VAVIRRRY IR [ARVEERE] V1V IBRRRYIRCE>T REORETIRY b—EZ T
PLBDRACIEDTEES

BERICBERRETRODF vy aXEURERTS

Web Player @ [#f] R—S TR 4—%0) v LTBEFICREEZFRETZIHDOF vy aXEUEEY
F7YTTEERT,
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CilTIX | Session Recording

Recordings

Set up recording cache
Comments

You can set up cache memory to store recordings while playing
Administrator Logging  ~

@ Configuration

Storage

A | = Rl ol 274

May 26, 2020

CDOMSTINa—T1 > JERICIE. Session Recording AV HR—%>Y bDA YR b—ILHFERIEFI YR =)L
BICHETZFREMEDH B, RDOLSBREBICH T BBRENEENTLET,

cg==N
= .

R4

LPZAMIIT A 2—DERZR3 . RABEEDEETZARMDHO. AL —T1 VI AT LDOE
ATVAM=IDBEBICRZHELHD T,

LPZAMIVIT4Z—DRABICLZBEICHLT Uy IR
TII—ERZEVWERA. LA MNIIT 1 2—(3. BEROBRELHIMOBEATIHEALET V. Eew L
DRMVTFAINDNY Ty TEBELTHS. LYX MU ZEELTIESL

HYP—N—JVR—RDbZA X =ILTELZV
May 26,2020

Session Recording 4 —/N\—2JYR—R > DAY X h—JLH T5—I—F 2503 LT 2502 TRMLET,
iR C\Windows\Temp 7 # L4 —0 77 XHHHUZ ~ (ACL) Z2Fzvo L. O—AlI—H—rO—7H

WIN=FICCDT ANE—ICH T BETAHERIMMAESIN TS L ZRRBLE T, F5TNMTLRVIGEIE.
ETUNHEREZFHTHELES,

AV RAM=IRICT—ER—=ZIANDEHDT X MMZKB LT

November 25, 2021
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Session Recording ¥ —4# ~X— X #7zi Session Recording Server ®-f > X b —JLBIC. T—ER—X1 VR
BUAEBNELLTH IF—RXytE—Y IF—ER—BFEHGT A MIKBLELT ELVWT—ER—X 1V RH
YRABEANALTLIET W DRETNTEGT R MORBLET,

ZOL5BBEIF. WEDI—H—IC. HEREIRI>—%ZBIETZ=HD/NT ) v SQL Server D&EIERN % S
CCERRLTLSIETL,

I—JTy b —N—ICEHGETEIRV

November 25,2021

Session Recording Agent 15 Session Recording # —/\—IZ###4: T & %4 L KL Session Recording Broker
IKR—IXyE—PZREELTVEY - CORBORITRICHAMMBEOND LTl EVWSARY EXyE—THN
BISbDTHF R b HICOTICREINE T, HISDOTFIMIRBEGICKBMLIEERAZHINE T, ROLSBERE
ARBODET:

s BENBHALSNE LT SSLITLS DRLAF v RXILEZRUTIEFHATL . COFISML Session
Recording #f—/\—THHL TW3:EAE %= ER L7z CAH'. Session Recording Agent H'&hfEs 34—
N—iZfsETnTULaRWLA, Session Recording Agent E&fEd 34 —/N—IC CASERAZN 1> X =)L
NTWEWI e ZERLET, Thld. SEAZEOFEMHEITINTVSEIHRIML TVBREELHD £,

iR EL W CAGERAE D Session Recording Agent £ R X b 93 —N—ICA Y X b—LTNTWVWS
M ERINTULWS CAZERALTVWB L ZREIDET,

e UE—FHY—N—HI>—%RLFZL/: HTTP403 (77 EZXF0E), COEREEDHTTPS T>—IF. £*2
D7+ TRESNTOEBVWHTTP ZFEAL TEHRL LS E LI SICREL £, Session Recording #—
N—ZRZA+TBIIYTEFaU T+ TRESNEGOAZRITNIT 7. BHEVPEEINTULET,

figirsk: [Session Recording Agent ® 70/87 1 %{ER L T Session Recording Broker ® 70 +JJL
Z HTTPS IZZEL %7,

o« LO—RRYI—o T DEEFHIC. Session Recording Broker A REBHR TS —%#BL £ L7 T5—1
—R5 (FOEXMEFINFE L), %L <L Session Recording #—N\N—ED1I > bOJEBEL
TRV, COIF—R. Lty a hHRIhBERY S —OFMEERNEEINZEHELET, O
I >—I3. Session Recording &RV —ILOREITHZ RIS —ITUDKREHS. TIHILEDXY
N—T®%3 Authenticated Users 7 )L—7HhHIBR SN EREEL £,
fi#iReE: Authenticated Users 7 )L— 7% CO&EICEEBINY $h. & Session Recording Agent #7R X
FB3EH—N—%KRUS—IT)DKENBML X7,

s BEHBHLONE LT, #RTNBIBELRD SFEGD. U—N—ICL>TUEThE L. COITF—I3
Session Recording #f —N\—HMEIEL TWB D BERZZIFFISNAEVIEZRLET, ISHFTS51>
FlRBBEBINLD. U—N—2FDBFT T 51> THBARELNHD FT,
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iRk Session Recording #—N—HRAINTVWE . HY—N—TISHERTHTHZI . LU
H—N—DRY b T—DIEGLTVE L 2RI T T,

e VE-MY—N-DI5-ZRLELTH 401 (REARTI7ER)e COIZ—ICED RDEKSBEKHEE
L&ET:

- Session Recording Agent 4 —EXDRZ— k7w 7BIC. 40l TS5 —HIARY OISR INE
ER

- Session Recording Agent TRUS—%Z2 2 TUTEEt Ao

- v arofREh Session Recording Agent THv FF v IhEt Ao

@Rk NT AUTHORITY\Authenticated Users /)L — 7% Session Recording Agent oO0—#JL D
Users JIL—FDXVN—THBZ L ZBIDHET,

3" Computer Managemen
File Action View Help

e« ZEXE = HE

& Computer Management | Name Description
« [fi System Tools & Administrators Administrators have complete and unrestricted access to the computer...
> © Task Scheduler 2 Backup Operators Backup Operators can override security restrictions for the sole purpos..
» @ Event Viewer & Cryptographic Operators Members are authorized to perform cryptographic operations.
© &l Shared Folders S . o .
+ & Local Users and Gr & Distributed COM Users Members are allowed to launch, activate and use Distributed COM obj...
1)
| Users #Event Log Readers Members of this group can read event logs from local machine
- .
1 Groups &/ Guests Users Properties DD S G — lﬂu by defaul..
» () Performance /TS USRS ~ —
i etwork Configuratig es to ma...
# Device Manager | & Network Configuratid | | General L
4 5 Storage & performance Log Use ) e counter...
{=F Disk Management || & Performance Monitol k‘l Users locally a...
» 4 Services and Applicat| # power Users Ossess limi...
& Remote Desktop Use - - ly
) Description: Users are prevented from making accidental or intentional
#& Replicator I system-wide changes and can run mostapplications

& Users E :l¢> bem,wid_"
& HelpLibraryUpdaters Members:

2 Message Capture Usg(| | | S CTRITE\Domain Users IMicrosoft ...
P LT | NIE. YT AUTHORIT Aumenteated Users (S-1-5-11) | Bs to be as..
%‘SQLSENEQUUSMSSQ EE‘ NT AUTHORITYMINTERACTIVE (S-1-3-4) (les to be as
|| e
srvdsk
2SQLServer20055QLBr A ||es to be as...
BsQLServerDTSUser$N| les to be as...
SsQLServerFDHostUsel |les to be as...
M sQLServerMSASUsery) \les to be as...
I SQLServerMsSQLSendy ||es to be as...
HsQLServerMsSQLUsel) ||es to be as...
Changes to a user's group membership
& sQLServerReportSenyl| [ - ] [ = ] ato notefiactive unl the naxtfima the usar |[es to be as...
sqQLserversQLAgentl)| logs on. les to be as...
B WinRMRemaoteWMIU| |igement p...

[ OK ] ’ Cancel I Apply

& vmware__

F—N—HDT7—IR—=IEHETETHL

February 9, 2021

Session Recording #—/\—M'5 Session Recording 7 —2ZX—XTEFHTI AV E. ROVWThHDX vt
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—INRRINBIeHHBDEY!

ARV RV =R

TSQL H—N—ADEFHEIUEICERY NI —VEEX A VXV ABBOIS—DNRELE LTl COIT—
l&. Session Recording #—N—%KRA L TEZ53IAVE1—F—DARY rE2—T—IZEVWT, IDH2047T DT
y—2avaRy bOJICRTIINET,

ICitrix Session Recording X b L =Y —J v — DA T—EAR—BHEBILTVWET - CONEDOR
THRICHSIMDRDOMD £ LTzl TOIS—I. Session Recording H—N—%2 KA R FTBISVDARY FEa—
T=ICBEWT, 7V =2 arARY bOJICRRENE T,

Session Recording #f — /N —|CIEH T T £ Ao, Session Recording #f —/N\N—HRTHFHIMERL T LI L,
CDIZ—XyE—%, Session Recording RS —> Y —LOEEBRICRRINE T,

BRI A

Microsoft SQL Server 2008 R2. Microsoft SQL Server 2012. Microsoft SQL Server 2014, %71
Microsoft SQL Server 2016 @ Express Edition 242> R 7O H—N—ICA YA b= )LENTUVET
H. Session Recording Dt —E R F 7 IFREHNELKREINTLERA. H—N—TTCP/IP 7O kO
ILzBz#IC LT SQL Server Browser U —EXZ XTI B3HENHD ET. CNOSDOREZBMICT BHE
IZDWTEL<IE Microsoft #d RFa XY bEBRBLTLLETL,

Session Recording B — LD Y X h—JLARIZ, H—N—ET—ER—RIIDW TR IBHRHIIBES
NTWLEF, Session Recording 7 —42R—X%&Z7>A YR r—JLL. ELWVEHREEELTHBI VX M—
LWLET,

Session Recording 7 —#R—ZXH—N—HELELTVET, Y—N—ICEHRTIZLEBNIOET,
Session Recording #—/\—%7zi& Session Recording 7 —4RX—XH—N—%E KX +TBIZVT B
5—7® FQDN %714 NetBIOS BZBATI £ A, ping ATV RZFAL T, BRIZERATIZ L%
BBl E T,

Session Recording ¥ —4RX—XD 77170 x—ILO#EM%E F v L. SQL Server OiFHH A
TNTWB =R LET, 2L <& Microsoft ttohttps://docs.microsoft.com/en-us/sql/sql-
server/install/configure-the-windows-firewall-to-allow-sql-server-access?redirectedfrom=
MSDN&view=sql-server-verl5%ZS£B LT T L\,

r1—+— ‘NT_AUTHORITY\ANONYMOUS LOGON’ O 54 V4, ) COIS—XvtE—2iF —EZ20O
x> 7 hor bhiERoT\administrator ICHE->TWEA I #ERLE T,

BERE: O—AIPRFTLA-—F—e LTH—EXZBEFHL. SQLY—EXZzBEHLET,

Ty arvhiRETNGRL

November 25,2021
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TAVr—avteyya yAERICREINAVEEIX £ Session Recording Agent & Session Recording
H—N—DEETZTILFEy>a> OSHIE VDA LOARY FE2—F—T, 7V Tr—>a>va4xy 0%
BLEY, COOVICIIBREBZIBERNISENTVET,

tya HRESNABVGE, ROREIEZSNE T,

o dAViR—2> FEADEGCHEBAE, Session Recording IV R—%> FORBTEENTIRVIESIE. Y
aVORBEICKHMLET, REOMED FZ TN a—Ta 207 3IF. IRTOOAVR—RY FHE
PICRESNTVWTELVLWI S Y ESBRLTVWAI L. IRTOHAENEMTEINICA VA F—ILETAT
WBZEZHIDET,

+ 3k Active Directory K X1 Vg%, Session Recording & Microsoft Active Directory K X1 > DIRtE
THET B L SICRFINTWVWETY, Active Directory IRIEETER L TLWARWEEIZ. REITHENRET
ZEBEMENH D £ 9, Session Recording DFARTHIOVKR—%> . %7 Active Directory K X1 >
ICBMLTWBIYS Y TEITLED,

s Ly aYHEENRTIT 1 TR —HAE L TWS, Session Recording Tld. 7o 7+« FHARI > —
CA—H—HIRUNAVERBT7 TV r—>a>z2RBELET. ACEy 3> ETROT7 U r—2av%
<L RMOT FUT—2a VI LTEMBRI =D "ROF7 TV r—avicbBERINE Y. Ty
SAVHEDRTIOT A THBRRUS—EHETEI ez ICR METHT TV Tr—> 3> zRovILFEY
23> OS %z VDA TARL %9,

o BEDBEMICHE > TLEL, YIILFtv> 3> OSxdit VDA IZ Session Recording Agent =1 > X b—JL
T3, 7724 TVDA ODREDEMCBDET, BEZHAIBZ 7T+ T RBRERI S —ERET S
FTlE. REIZTNEEA

o TUOTa 7RBER)S—ICE > TREDNFAIINGV, FIOT1 TRBER) S —DIL—ILEZHFLLTWVWS
BEICOH. Ly arhiRETNE T,

+ Session Recording f —EZNRITINTLAL, Ly araRETSICIE. IILFEyv>a> 0SS
VDA T Session Recording Agent # —E XHRfTINTH D, Session Recording H—/N—%2 KX b7
33> > T Session Recording R b L —I Y= v —H—EXDRRITINTVIRELH D £7,

« MSMQ H':E TN TWAL, Session Recording Agent h&h¥Ed %t —/\— X Session Recording #—
N—%ZRA T BT TMSMQ BMEIICEESNTULVARVSEIE. REOBENES uEMLHD £7,

A7y aveBETEIAL

February 9, 2021
Session Recording Player TREZBETIAVE EIE. ROIT— Xy E—IHRRINZIAEMELBH D £

Tty aVDOBRET 7 EFd TV YO-RTIELEATL, S17Ey > a>0BEEFRITNTVWERA, ¥—
N=DCOWEEZHFAILBVREICES>TVWET ) COIF—F. H—N—DCOREEFALAVLSICRETN
TWBIEZERLET,

@Rk [Session Recording r—N\—070ONF ] T [BE] 270Uy oL, [S1T7Eyv>a>oBE:
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FRITB] FIvIRYIREAVICLET,

BREDEEL TVWS TR TR

November 25,2021

+ Session Recording Player Z R L TRTLISBRICRELNHREBL TVWE D, FLRBFTLTHIIHE.
Session Recording Agent D1 R cOJICHEENRBEINZI LHHBD X7,

1 ~R> kY —2: Citrix Session Recording R hL—I %~ v —
HEE: 77 AT 2 REROT—28-K

CORREIF. MCS £7c1E PVS THBRIEAD IR Z—1 X—2J 1 > X b—ILiEHD Microsoft Message
Queuing (MSMQ) %R L T VDA Z1ER T 2BEICKRELF T, COWRRTIE. VDA TMSMQ @ QMId
MEICICHRD £,

NhzEEY 3I1ICid. VDAL, —BD QMId ZERR L £9, s#L<Id 12 =L, v b7 v,
BELUOTvA VA=)l 2BRLTLIESIL,

s BEDRE T 71IILEBELTLWS L EIC, Session Recording Player B’ X wt— TBA/FD T 71 JLIC
&D. ABIZATLIS— (T5—0—F:9) B'TOREFICKEELLIEHBRESNE L. T5—DHE
LI-BIFfETIRBETEFz .0 ERRLTHABIS— 2L R—+F3HHBDFT,

COBEIE. 3571y rEatE Y>3 > OREHIC Session Recording Agent d /Ny 77—+ IHFR
FRBRIDICRELET,

Ch#x[OEs 3ICiE.Session Recording Agent ©HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SmA
EEDKRIBEDOT—RIZEELTHS, IO 0Z2EEFBLET,

OAVR—3 > b OEG DR

February 9, 2021

Session Recording oty b 7w ZHICOAVR—2 Y FEDOEGHKICRII LBV EDBD FT, IRTOIAVKR—
# > kht Session Recording #—/\— (Broker) X&EZ{TVWET, T 74 ETIE ISOOYR—V TH
370-HA—0tFaUTrid. ISOEED Web H bOHEFAZEZEHL TREINE T, H5IVKR—RV b
5 Session Recording ' —N\—ICEHTI AV FE. IFDOIAVR—RY b SEHFZHATLTHOEARTSZ L
RHDLET,

Session Recording Agent & Session Recording Server (R L —J Y%= v—JO—H—) OEHRIS—
I&. Session Recording Server 27 kX 33X >D, ARV EaAa—F—OT7 FVr—>3> 1Ry bOJICE
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N FEJ, Session Recording R > —1> Y — )Lk Session Recording Player Tid. #E&ickB LIz FiC
EEICI—XvE—IDPRRINET,

Session Recording Agent MiZEH I TW3 Z & DR

> w e

Session Recording Agent B > X b—LTNTWBH—N—IcOJF >V LET,

[(RE—F] REV%EI v L. [Session Recording Agent D70/ F 1] ZFEIRL X,

[Session Recording Agent 0 7O/X\7 ] T, [{&5 20V v I LFET,

[Session Recording # —/\—] 74 —JLRICELVWRREBH R XA Y ERANAINTVWE e 2R L &
ER

[Session Recording 4t—/N—] DEL L TAAINTWVWEH—N—ICYILFEv > 3> 0Sxti VDAH 5
TFIOEATEIZZzBIDFET,

ATV =oa AR AT, I EEERBLET,

Session Recording t#f—/\—HEH I N TV B T & ORER

S3-== .,
AR

LPARIITF o Z—DFERICE > T, FULEBENREETIAESENHD. AXRL—FT4 VI IXTLDOE
AVRAN=IDBREBIZRZIGELHDET, LPRAMNIITAZ—DZRAICKZIEZICHLT. M)y X
TII—EEZEVEFEA. LYXAMNIITs2—I3. BEROEFHBOSEETITERLIEI L,

H N

Session Recording #f—/N\—% KX bg33>vicOJF > LET,

LSRNV IT42—%2RAZTFT,

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server I8 L £ 9,
SmAudDatabaselnstance OfET.SQL Server 1 > X2 > X2+ > X k—JL L #= Session Recording
T—EAR—ZINELLKSBINTVWE L ZEIDE T,

Session Recording ¥ —2ZR—IMFELHIN TS Z L DFER

1.

2.
3.

SQLEEBY —I/ILEE>T. >R b—)LL7 Session Recording 7—4~_R—X% &L SQL 1V X2V %
HEET,

Session Recording ¥ —4#R—XDtEF a2 T HFAZME£7,

Session Recording AV Ea—42—F7ATY MIT—ER—IADT IV EAFANEX 5N TVWE L =
Mo FF, fer zid. Session Recording H—N—%KRX L §3I> > DOEFINH MIS K X1 > D SsRecSrv
THEIBAE. T—ER—RIZAYE2—F—THo > ke LTMIS\SsRecSrv$ ZiEETZHENHD £7,
Z OfiEld Session Recording F—42R—ZD1 VX b—)LHICEEL £7,
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IS D#ELGDT X b~

Session Recording J>R—=% > b TEEICEEMNE S oL Fi&. Web 754 —T Session Recording Broker
® Web R—2 72+ X LT Session Recording #—N\—d IS 41 bADESZ TR T3 2. BEODRRAD.
70~ JLOBRREBOD. ;AEDEERDH . Session Recording Broker ORER DO = FIMi g 2 DICKILSE
=

Session Recording Agent o |IS DiE&E =D B 11!

1. Session Recording Agent b1 > X b—LEhTWBH—N—iIcOJF> LT,
2. Web 759 —%2BWTROT7 RLAZANALET:

« HTTPS T #% #t ¢ % ¥ &: https://servername/SessionRecordingBroker/
RecordPolicy.rem?wsdl (2 T T. servernameld Session Recording # — /N — % 7K
ArTBEITVDERTY)

« HTTP TiE#i 9 3B &:http: //servername/SessionRecordingBroker/RecordPolicy
.rem?wsdl (ZCT. servernameld Session Recording —/N\—%KX +TE5ISVDEHIT
)

3. NTLM (NT LAN Manager) sREEDQERBERDOANNZ RO SNIHBRIE. RXAVEBEDOT AU MTO
JAVLES,

Session Recording Player o IS 0N 5 I21E

1. Session Recording Player ' 1 ¥ X b—ILEINTWVWBT—IRF—>a>vicOd4 > L&Y,
2. Web 759 —%2BUVWTROT7 RLAZANSALET:
« HTTPS T#&#4t9 %23%&: https://servername/SessionRecordingBroker/Player.
rem?wsdl (2 ZT. servernameld Session Recording # —N\—% KX+ $3I> > DEHIT
ED)
« HTTP T#E&i ¢ 3354 http://servername/SessionRecordingBroker/Player.rem
?wsdl (2T T. servernameld Session Recording # —/IN\—%KX +§3I VDR TY)
3. NTLM (NT LAN Manager) SREEQERBFRDOANNIZRD SNIHBEIF. RXAVEBEOT AT ATO
JFYLET,

Session Recording RU>—a>V—ILD IS OEGEBEND B ICIE

1. Session Recording R > =YYV —IHA YA R=ILTNTVEI Y —N—ICOTF > LT,
2. Web 7508 —%BWTRDT7RLRENALET:

« HTTPS T #& # ¢ % 3% &: https://servername/SessionRecordingBroker/
PolicyAdministration.rem?wsdl (2 T T. servernameld Session Recording
—N—%KRALFTBEILVOEFTY)

« HTTP TiEfi9 388G :http: //servername/SessionRecordingBroker/PolicyAdministration
.rem?wsdl (ZZT. servernameld Session Recording —/N\—% KR+ TB3ILVOEZFIT
¥)

3. NTLM (NT LAN Manager) SREEQERBFRDOANNZRD SNIHBEIF. KX VEBEDOT AT ~TO
JFYLET,
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Web 750H#—IC XML RFa XY hrARRINLBEIF. RELALTORILEMERL T, Session Recording
RUS—a2Y—ILDEIET B <> >h Session Recording 4 —N—% KX b TE3I 2 CEHELTVS Z EHEE
heohfcceilahb Fxzd,

HEFAEOMED S TN a—Ta 2T

BE7ORILICHTTPS 2R 35 4& k. Session Recording 4t —N—% KX~ 933> VIcH—/N—3EPA
EERETIMENBDET, IARTOIAVR—%> O Session Recording H# —/N\—AD#E#IC. JL—~ CA
(Certificate Authority: :EBEIRE) HUETY, COHIBER A VX b—JLLAVWE, OYR—% > FREDBEEI
KELET,

IS D#EGZE T AT B ID&L SIS, Session Recording Broker ® Web R—S 2772293 itk > Th
HEAEZTRETBENTEET, FEAVR—RXYEDXMLR—=JIZT7IERTE3155I1E. sEEAZIFIELC#E
ETINTULETD,

CITR BRIZ—DRAICRS. SABICI< HEMBICOVWTHEALET !

o SEMAEIBAE £ /o ISHFAE DA B, Session Recording Agent B8 34 —/N—ICH —N—FIPAE % {548
I357HDIL— MEEAEL A VX F—ILINTLWAWEEIE. HTTPS 77 L T Session Recording #—/\
—%ZEETEY., BHRTIEH AL Session Recording r—/N\— LY —N—HAEZERTARTO IV KR—F
YETEEINTLWA L ZEASH T RI L,

o BAHIDA—H, Session Recording H—/N\—% KX b3 VICEID YT 5N —/N—3EBEEH. FQDN
ZEALTERINTULSHA. Session Recording —N—ICEHRT I I BRIDZIRTOIVKR—
> ~TFQDN 2RI 2MBENH D £9, —/N—:EBHZEH NetBIOS B FEHL TERINTWBIEE.
Session Recording # —N\—IC#E#i T 5L &, BT D2 IRTOIAVR—*> T NetBIOS B=2ERAT S
ESICHRELEY,

o HARRYIN F7cidk3h LIEERRE, o — /N —3ERAEHAR3 L TV 3354, HTTPS %47t L 7 Session Recording
P—N—ADEFIFEBL £7, Session Recording H—/N—%2KIXrTEZIIVICEIDH TSN TWSY
—N—HEAENEUNT. KHLTVWAEWI L ZBIO T TV, BRELLEY > a>YOTPHIILEZRICAL
HEEAZEZ A L TUL 3B EIE. Session Recording —N\—%Z KX hF35I2>DARY ~OYIC, :EAE
MERMLIECEERT IS Ay E—JHLRBRMEAMNEOVTVWE L ERTEEX v E—UHEHRINE
ER

Player TREZRETIT 4R L

November 25,2021
Session Recording Player TREZKRETI AV FlE. ROIS— Ay E—IHRRINBATREMENHD £

s Lyl avOBRETFAINERETIELEATLI VE—FEZBRTETELEATLIR: servername, (C
ZT. servername |3 Session Recording Player TiE&iEHITL TWB T —/N\—DEBITT,) Session
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Recording Player i Session Recording 4t —N\—Ci@BETR D TEEHA, R —N—FHANA
TNTWVEH. DNS TH—N—FBEBATITLAEVEWS, 2 DDEANEXSNET,

figikek: Session Recording Player O X = a2 —N—T, [V—IL] > [# 7> 3>] > [{&&] OIEICER
L. [Session Recording tf—/\—] Ry I RO—BOH—N—BHELVWICEZRRAL T, F—N—F
AELWESIF. OYYRTOYFRTPIng IRV RERTL. BRIZBARTIZNESHZBBLET,
Session Recording # —N—MELELTWVWEH A 751D SICEY > a>YOREI 7IILERET S
ELTUE— R —N—ICEGTIEEAI CVWSIS—XvtE—UHRINET,

s UE—PMY—N—ICEHRTIEFEA, TOIF—Id. Session Recording F—N—MELLTVWENF TS
TUVDEEICRELET,

Resolution: Verify that the Session Recording Server is connected.

o FULBAPMETINF Lo 7I7EREFTOIS—IE. A—H—ICtEyv i a>oRE 7 7ML ERERE L US
J>O— R BERPBVGEICEELET,

figiReg: Session Recording B>V —JL T, 21— —% Player ORENCEID HTE T,

+ Player 0&ZIHEOHTOSNTVREFICT I EAMEEINE LTce COIS—Id. Session Recording
Player & Session Recording # —/\—%2@E LI VICA YR b—JLL. UACEZBIICLTWVWB & SICEE
L £9, Domain Admins #7zi& Administrators 2—#%'—4'JL—7IZ Player o%&Z|% 2|0 ¥ Tl FIiC,
ZOIN—FICEENTVWBIEAAAHDEEE 11— —H Session Recording Player TRE 7 71 )L &
BRETBLIIRER—RDF v I EZBEBVWI LD HDFT,

Resolutions:
- Run the Session Recording Player as administrator.
- Assign specific users as Player role rather than the entire group.

- Install the Session Recording Player in a separate machine rather than Session Recording
Server.

s LYTaAYOREBETFAIILERRTCIERLATL . BHEHIVEHALSNE LT, SSLITLS OR&EHF v R/
ERUTIEFHATL. TOIS5—I3 Session Recording 4 —/N\—THERAL TW3iAEZESE L1 CA
(Certificate Authority: 3EBRHRE) AU S 7Y ETFNA RIEBINTVARVD. I514T7 Y ETFNTR
I CARERRZED Y Y XA b —LTNTUWAWDICHEELFT,

Resolution: Install the correct or trusted CA certificate workstation where the Session Recording
Player is installed.

e UE—FH—N—HIS5—%RLEL: HTTP403 (7O EZXFRM), COZEDHTTPS I > —Iid. £+
AT THRETNTVWAVWHTTP ZFERAL TERL LS LI SICEELEFT, 774 MTIRE €%
7« THRESNTVBERDAZRITANND LS ICREINS e, T—N—ICLDEHIETINE T,
figikes: Session Recording Player D XZa2—/N\—7T. [V—IL] > [#F> 3] > [{EE] DIEISERL
£79, [Session Recording #y—/\—] Ry I ZAO—BTH—N—%FRL. [EF] 20VvILFEzF, 7
O3z [HTTP] 55 [HTTPS] ICEZEEL XY,
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MSMQ O FS TS a—F1 >y

Ty a OREEMSEIEBMAvE—IHRTRIINTVSDIC. Session Recording Player Tig&E L TH R
ENRONS5BWESIE. MSMQ ICEENLH D £9, Session Recording f—/N\— (AL —II%—Tv—) I
Fa-PEHREINTVRICEBRLET, Web 75U -2 AL TESFIS —HMHRELBVATIAMLET
(MSMQ & 70 b )L LTHTTP %7213 HTTPS ZEB L TW3I55).

Fa—PEAINTVWSE I ERRT 301!
1. Session Recording Agent # R X g3 H—N—IicOJ1> LT, HieFa—2RRLFT,
2. Session Recording # —N\—%HKX b TE3IIVADF 2 —MELRINIRETHZ 2B LET,

s BEEFOTWVWAIRET, XytE—INFa—IZHD. 7ORILUHAHTTP £71E HTTPS 0541
([Session Recording Agent 0 7O /X7 ] @ [&EH] 27 TEIRETNATVWR 7O MIJLICHBL
F9). FIE3 ZETLEXT,

o BEUEADRET, XvtE—IHFa—ICHWESIF. Session Recording f—/N\—%HRX 334
—N—ICHBEDHBAIREMN BD £, FIE3 2HEL. FIB4E2ETLET,

3. Fa— XY E—IHBHBHEER. Web TSI —%EEL TROTRLAEANALET:

« HTTPS T##4i 9 %155 https: (C
CT. servernameld Session Recording 4t —/N\—% KX B3IV DEHFTY)

« HTTP THE4i935%&: http: (cc
T. servernameld Session Recording # —/N\—% KX+ TEIZVDEFTY)

M—N—RBEFa2V) T THRESNLEROAZZITMITET] CVWSESBIF—HRINDIFE
i&. [Session Recording Agent 7O /N\F <] IC—EBIhTW3 MSMQ 7O ~JJL% HTTPS ICEEL
£9, Web 1 bDtEFa2 U FEBAZICRIBENHZ L VWS IS —HRINZBEIE. TLSOEFa7F v
FIDOT-HDOEEREFRICEENH ZTEMENBD T, ZOHEIE. ELV CAGERAEZ 1V X b—ILT 3D\
FEINTWVWS CAZERLEY,

4. Fa—IIXyvtE—IHBRWESIL. Session Recording —N—%Z KX ~g3I>vicOd4> L. EAF
2—%KRLETF, citrixsmauddata ZERL £F, Fa—-ICXvE—IHH3HEIF ([XvE—I#]
HIEmER L £9). Session Recording StorageManager 1 —E XHBIIBINTVWB L #RRBL £, H
TN TULWARWESIR. T—EXZHBEHLFT,

T—ER—=ZAL - ROEIE

November 25,2021

ICAOYT—2~R—=2Z (ICLDB) 2—F s U7T & T—ER—ZXBQIAYRYFZ1>A-FTcsU74T, Ly 3
YORBOT—FZR—ALI—RZRIFETZOHICERALET, CD1—F T Session Recording #—
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N=YVITEDITHERALTZH—N—0D RS54 TH:\Program Files\Citrix\SessionRecording)\
Server\Biny 7 #JL4—IZ. Session Recording L &HETA YA M—ILENFET,

94907 7L>UR

MRORIC, ICLDB 2 —Tr UTr THEATES AV ReA T avo—8Z2RLET,. ARV FIRROERXTAS

LET,

icldb [version | locate | dormant | import | archive | remove | removeall]

command-options [/1] [/f] [/s] [/?]

i

FLCE =T VT BEEDANILTZERLTLETV, ANFILTIERTBICIF. IOV Tk

n5 TRS1 IR

\Program Files\Citrix\SessionRecording\Server\Bin] 7# /L4 —.
icldb /?DIBICAADLET, HEDIX Y RDA VY SAIUANILTICTIERTBICIE T

icldb *commandx /?) Y ANALZFT,

avrk

archive

dormant

358

EESNREPBEZBE Lty a>vDEET 71
WE2T7—hA4TJLEd, COOAXYREFRALTI 7
IINET—h1TLET,

HKIEREBE AL IN2 Y a Vv ORET 71 LD
FFT77MILEEZRRLET. KLET 71l
T—RDBROTDICARRLBEY I a Y ORE T 7
1ITY, COOARYREFEALTT—2DERDH
B3NESHZRIELF T, KIEREOEY S 3> D8]
B7 7 TILOBREWNRE LT, T—ER—2X2FZFA
BETZH. B, K. £IFDEAT. REDT
bNIHEZIEE TS HTIET,

v a>oRET 71 I)L% Session Recording 7
—ER=ZIAVR—bLET, OIATY RzFER
LT T—ER—LOA—REKFZEFICT—EN
—XZzEBRLET, £ SOOIV REFHLT,
T—ER=—REIX—YLEI, 2D2DT—FZN—2H
HBHER. —FDT—ER—ZADST 71L&V
R—bFTEEXT,

© 1999-2022 Cloud Software Group, Inc. All rights reserved. 160



Session Recording 1912 LTSR

vk

locate

HUBR

removeall

version

/1

/f

/s
?

Tyl aroRE I FAILDT —

BREORMIGFICETRLANILOEE
TLEY, FATURART AVBREL
DET., FEFKADS 2 BLLLES

@

h17

A

T7AILIDZE&HB LT By a>voRErrril
ZRELIINNZAZRRLET, COOAT Y FZER
LT, £y a>oRE7 71 IILOEMBREREL
g9, OOV R BEDI7 7ML 2&HICT—
AR—ZBBRHORENE S D ERIATEIFERELT
HEATETEY.

Ty avVORE T 7 AINADERET—EZR—2hH
SHIBRLEF T, COOTYYREFEALT. T—2R—
220V =Ty FLES, 2L FRLTERAL
TLRTW, £HE LTERTIREHEZIEEL
T BAEMITONTVRIWIET 7 ILZHIBRT S L
BHTEFY,

Ty a oRETFAILADIRTOERE
Session Recording 7 —4#~X—ZX M 5HIBRL. T—
AR—RZTOREICRLET. REOYET 71
IFHIBRINEFA. 7L, Session Recording
Player T7 7 1L 2BRETEZLIETI RO &
To COOIXYREFALT. T—ER—XX%&T—
PTYTLET, el ARLTERALTETV
HBRESNIBRIENY I Ty TH5EBRLABWVWERED T
ICREXtE A

Session Recording 7 —42X—XD X F—</N—3
IVERRLET,

“RrTS5—% Windows D1 hOJICEEEL F
ERS

7OV 7 ERRETICOATY REBEINICRITLE
ED

BFEOX Yy E—JZFRTICLET,

IRVEDFAYSAIUNILTERRLET,

THEFTBICIE. By avoBET 7L EENICT — AT
v aYORETFAIILOYAXIZHLC T, 7T—h1 THRIESR
IVOBRETFAINRT—NATHREBRDEY, Chid. 5
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1 ITRBARTHICT — DA T ENBVESICTBHDIL—ILTT,

Ty a BEET—AATTBICE 2 D0DFEDHDET, Ly a>ORE T 71 IILHREDIEMIBFTICH S
BIC. £y a>ORE I 7IILDT—FR—ALI—RZ2T7—AATEHDIAT—RATEMNTEEY. COHE
EFEHATRL. TLAV—TCTORRERZHOSTENTEET, HI120F%EE. Eyvia>oREm771ILD
T—AR—=ZALA—RET—HATEHDAT—FATEHL. Ly a>oRE T 71 Iz REDEMIZERD S 5
DBFHICBBL TREX T TICNY I T v TET3H4ETY, ICLDBA—Fs UF s 2 Eo Ty a>DRET 7
T EBEHTZHE. NSO T 7IIILIE F/B/BOTD 7 71T LA —BEDBRWMEESINITs LI R
ICBBLET,

Session Recording 7 —4RX—XRDLE v > a YREL I— RIZIE. 7—H1 THICEETZ 2207 1 —JLRH
HDEY: By avBEDN T A TINARCRRZRT 7—H TRREE. 7—hH TRICEEENEMT
BLEDHBT—NATRXE (FF2a3VDTHFIAMEEBELAE) TT, CD2D20T71—IILRIE v aViRE
PT7—h1TShicle. BLUVT7—h1TREZRLE S,

Session Recording Player Tid. 7—A1 7 hfcty > a Y ORBICT —HA TEHDRAT—RRALT—HA
THEDNREINE T, 77 MUDBBEILTVWALSTH, P7—AqM7Shicty S avRERBEINE T, 7—H1
THICEY S aYORE T 7AIILDBELIHE. 177 MIUDRRODDEHAI EVWSIZ—DHRRAINEFT, ¢
wiarveEBETBRICNE. Evia oRE T FAIINEERTIHVENHDET, EyviarBEZEEITT BICIE
Session Recording Player OB 7ONT 1 44 7O Ry I 2Dty a>BEO I 7L ID & 7—H+1 T8
MEEEEICRHLET, T—ACTTNET7AIILOERICOVTIE. UTO Ty a > 0RET 71 I)LOETT)
T2 a3 THLCHBLTOLET,

ICLDB 2—5« UF < ® archive OT > RICIZ. KDESHBNSX—2—HHDFET:

+ [RETENTION:<days>- v > 3 VSEOFREHE (B, IBEIN-BHEBB L -REld. Session
Recording 7 —#ZR—XT7—HA1 TEHI—IINET, REHBIZ2 BULOER L TIHENHD
9,

o [LISTFILES - v a3 OBE I 7LD T—HA TBOREE I FAINNRET7IILE—BRTLET,
CDINTA—=Z—FF T 3>TT,

+ IMOVETO:<directory>- 7—h1J3hict v a>oRE7 7L eYBNICBBIT3BBIETA L
o BESDLDEFEETZTALI MNIEEBETZHRELRHDEFT, CONSTX—EF—|EFTF>3>TY, T
4 LY RIUDEESNTVAWEE. 771 ILIZTTORMIBERICTED £95

o [NOTE:<note>- F—42Z~R—X L O—RICEBIMINS. 7T—HATINE&Ey avBEOTEFIME2S
AT, COXEIFZEFAFTTHATLEIVW, CONFTA—F—EF S>3 > T,

o [L-Windows 1R rOJIC. P—H1 7SNty a>vOBE I 7MIILOERE IS —DHERELE
To CONTA—=B—EF T 3>TY,

o [F-7OY7rERRETICarchive A7 Y REBHIICETLET. CONTA—E2—RF T3> TY,
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Session Recording 7 —42~R—XRty > a VBEET—H1 T L. v a>ORET 71 L2 ENICEET
BIClE

1. Session Recording #—N\—H1 > X b=ILTNTVEZH—N—IZ. O—AHILEBELTOJAYLET,
2. ARV RTIOVT L ZERBLET,

3. REDEET v LU LU H 5. Session Recording —N—D1 YA b=JILIXXD BinFs LYK
(<Session Recording Server Installation Path>/Server/Bin) ICEELZXT,

4, ICLDB ARCHIVE /RETENTION:<days> /LISTFILES /MOVETO:<directory> /NOTE:<
note> /LAY YRER[ITLET, CIT. daysidtyy a>oBE7 71 ILOREERM. directory (&7
— AT ENEY 3 VORET 7 AILOBEGET LI~ note 3T —2R—ZL - RIZEBMEHh
oo 7T=AAT7ENBE Y aYORE T 7AIICETEIXETT, YEANNLTT—Hh17ZBELET,

Session Recording ¥ —42~R—X T v > 3 VBRED T —HA1 T DHEITSICIE
1. Session Recording —/\—h' 1> X F—/LINTVEZH—N—IZ. O—HILEBELTOJFVLET,
2. ARy ROV T+ ZBBLES.

3. BEDEET « LU ) H 5. Session Recording 4 —/N—DA4 > XA = JLIXZRDBin T LI MU
(Session Recording #—/N\—® - > X k—JL/XZ/Server/Bin) ICEEL £,

4. ICLDB ARCHIVE /RETENTION:<days> /LISTFILES /NOTE:<note> /LOXYYRZEITLZF
¥, T, days idtvi aviREO®REHE. note lIT—2R—IL I—-RIZEBMINfe. 7—HATE
N3y a>REICETEIXETT, YENNLTT—HAITZHBELET,

Tyl arORET 7 1ILDOET

Session Recording 7 —4R—X T —hA1 TS hicty > avBEEZRTT IIHBEIC. TOT 71 ILHREDE
MIGFRD SBEITNTUVR L TICIE. By aYORET 7 AIILOEBTHBELRD ET, 7—h1 THRIZREDIE
MBFRD SBRBSNAD > 7—hA TEAHDE v 3 ViREIIZ. Session Recording Player T3IE£KiE 701X
TEEY,

BEINEYy aYOREIFAINZERTIBICIE 2DDHEDFHDET. BEREY S aYORET 71
WET7—AAd N7 7ILOEBRTTA LI MUICOE—9 %D ICLDBaA—F+ U5+ ZfEMAL T Session
Recording 7 —42~X—XIZAYKR— L&, Citrix TId. 7—har7dnicty>a>oRE7 71 IILOETIC
3. RVOFZEZSEBOHLET, 7T— A1 TFHT7MINDOETIAIINFZ—ICIE—LTeT 71ILIE. FREIZHE ST
Ha. HIBRLE T,

Session Recording Broker Tld. v a>ORE 7 7 1 LA TTOBMBRICER OS5 BRWEE. 7—h+1TEH
T71ILDETI A —%FIBLET, D7 —2XRIE. Session Recording Player h5t v > 3 > ORE 7 71
ILOBENBERINIBEICKEL £9, Session Recording Broker I3R#1IC. TTOEMBFATE v > 3 > DiRE
T71IVERLES, 771D TOBRMBAIICER DN 54 VLIEE. Session Recording Broker (&I, 7—5
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A1TBHTT7AINOERI NI —%2Fcv I LET, J7MIDETRAET #ILE—ICFEET S5SICIE. Session
Recording Broker (32D 7 7 1 L2 B4ED7=8 I Session Recording Player IC#fEL £3, 771 ILHRDH
5% W&, Session Recording Broker (& T7 7 1 LA RDOMD EFH AL ¥ W5 T 5—% Session Recording
Player IZEfs L £9,

T—hATEHDEYSa>ORE T 7L EICLDBI—-Fs VT2 FERAL T YR— T 3L, Session
Recording 7—2R—ZH DT 7LDty 3 VBEBR FLUVWEHNILY) TEHRIhEY, ICLDB2
— T VT ZEALTT7— 17Nty aYORET7IIILEAVYR—ELTH. T71)LidEY S aVig
EROTTOBRMISTICIIRINEE A,

FAYVR—bINfcEY >3 ORE T 7 )LICIE. Session Recording F—#R—XTHEEINT—H1 T
BRI T7—A1TIXEDNEENTUVET, TDEDH. KRIZICLDBarchivedY Y RZEEHTTR L. 1 VR—h3Eh
ey a oREI7AIINDBET—ACTEINBZZEAHD T,

ICLDB importa<x > Rid. 7—AHa 7SNty a>oRE 7 7L E S >R— kLD, Session
Recording 7 — 4 R—RHA DR > e FIERBELIEY Y a VBBET -2 2 BEELIEEHR LD, Session
Recording ¥ —N\—LtTtyv>a>ORET 71 I)L% 2 DDBMIBFROBMTEHI L 30 ICEF T, ICLDB
import J<> Rid. ICLDB removealldv > RDEfT#. Session Recording ¥ —4~R—RiZt v 3 VifE
ZHENDAHTBDICHLERTETET,
ICLDB =7+ U T @importIT Y FIZIF. RDOESBNFTX—E—hHDFT:
o [LISTFILES - v > 3 Y ORE T 71 ILDA VK- FREOREBR T 7TIILNRAL T 71 IILEE—BRRLE
3-0 C@/fax—7—632"7’°/3 \/—E\g-o
+ [RECURSIVE - SRTOHITFA LI MUTEY I VOREI 7ML ERRELET, CONTX—F—F
F72arTY,
« [L-Windows 1> +OJIC. A YAR—bINtEY S I VORBT 7AIIOBREIS—OHZRRL &
o CONTRA—E—FF T a>TT,

o [F-7OY7 rZREEFICIimport ATV REBBINICRITLE T, CONTX—EZ—FF T3> TY,

T=HAATINT7AILOERT AN —%Z2FEALTEYy > a Y ORE 7 71 IL2BITT 3ICIF
1. Session Recording #—N\—H1 > X b=ILTNTVEZH—N—IZ. O—HILEBELLTOJAYLET,

2. Session Recording Player  7O0/N7« T, 7—AA 7 SNfcty > a Y ORE T 71ILOT 7L ID &
T—hATBEERELET,

3. Session Recording Player ® 70O0/XF7 « TIEEL=7 7L ID #ERALT. NwIT7vT7RDEY> 3>
OREI 7N ZRLET, Sy aYBEDT 7 ILEIE1_<FileID>.iclTY¥, T T. FilelD &
Tyl a>ORE I FAILDID TY,

4. Ev2aYoREI7IINE. N ITVIHST7—ALTEAT7AILDOETI LA —ICAE—LE T,
T—AATERT7AINDERT A INE—ZRHET BICIE:
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a) [RE2—K] XZa—h5, [RE2—K] > [TARTOFOY S L] > [Citrix] > [Session Recording
H—N—07ONT <] DIRICEIRLETY,

b) [Session Recording #—N\—07F0O//NXF 11 T. [&MBFHA] 2 TEBRLET, [T—H1TEHT
FIIWNDERTAINEA—] T4 —ILFICREDCERTT A LI FUBRRINET,

ICLDBimport Y REFERALTEY Y3 Y ORET 71 ILEZETT 3ICI1E
1. Session Recording #—/N\—M1 > X b=ILTNTVEZH—N—IZ. O—AILEBELTOJA Y LET,
2. ARV RTIOVT L ZERBLET,

3. REDEET « LU LU h 5. Session Recording 5 —N—D1 Y X b—=JLIXZDBin T L7 kU
(<Session Recording Server Installation Path>/Server/Bin) ICEELZXT,

4, LTFoWwWghhzRTLET:
e ICLDB IMPORT /LISTFILES /RECURSIVE /L <directory>aVY>YRZZE{TLET,
ZT. directory i3ty > 3> ORE T 7 A ILEET 1 DUEDF« LI FUD (RR—ZATXYISN
72) BEICTY. YENALTAYR—bZHELET,
o ICLDB IMPORT /LISTFILES /L <file>a~v > R#xE{TLZET, ZCZ7T. filelzl2ULD
Ty aVORET 7LD (AR—IATRYSNE) BHITT, ZyvPavORET 71 ILDIBEIC
iF. TANWRA—RXFEFERATZCHTEET, YEANLTAVR—FEBELEX T,
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