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Getting Started with XenCenter

September 30, 2020

With XenCenter, you can manage your XenServer environment and deploy, manage, and monitor vir-
tual machines from your Windows desktop machine. Just click the topics below to get started.

E:E' Add a New Server Connecting to XenServer host servers and
adding them to the list of managed resources
in XenCenter.

B

Create a Shared Storage Creating XenServer storage repositories (SR) to
provide storage that can be shared between
managed servers.

LE Create a New Pool Grouping managed servers togetherinto a
resource pool with shared storage using the
New Pool wizard.

lﬂl Create a Virtual Machine Creating new virtual machines (VMs) with the
New VM wizard.

Managing Users Configuring access control by adding Active
Directory (AD) user accounts and assigning
different levels of access through the Role
Based Access Control (RBAC) feature.

For information on system requirements for Citrix XenServer and XenCenter, see the XenServer Instal-
lation Guide.

Starting or Exiting XenCenter

June 3, 2019

Starting XenCenter

To start a XenCenter session, do one of the following:

« On the Start menu, choose: Start > All Programs > Citrix > Citrix XenCenter

© 1999-2022 Citrix Systems, Inc. All rights reserved. 12
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+ Double-click the Citrix XenCenter desktop shortcut.

If XenCenter was configured in an earlier session to restore your server connections on startup and a
master password was set, you will be prompted to enter this password before continuing. See Store
Your Server Connection State to find out more about how to set your server reconnection preferences.

Note that it is possible to run only one XenCenter session per user.

Exiting XenCenter

To exit the current XenCenter session: on the File menu, click Exit.

Any servers and VMs that are running when you exit will continue running after the XenCenter appli-
cation window closes.

If there are any XenCenter tasks running, such asimporting or exporting VMs, you will be warned when
you try to exit. You can choose to exit anyway, in which case unfinished tasks may not complete suc-
cessfully, or wait until the unfinished tasks have completed.

Uninstalling XenCenter

June 3, 2019
To uninstall XenCenter:

1. Open the Windows Control Panel.
2. Onthe Control Panel, under Programs, Click Uninstall a program
3. Select Citrix XenCenter from the list and then click Uninstall.

Note that XenCenter user configuration data and log files will not be removed when you uninstall the
XenCenter application. The log files and user configuration data are stored in the folder:

%appdata%\Citrix\XenCenter
<!--NeedCopy-->

Exploring the XenCenter Workspace

June 3, 2019

Topics
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« XenCenter Window Overview
« The Toolbar

» The Resources Pane

» The Tabs

» Keyboard Shortcuts

« Changing XenCenter Options
« Hidden Objects

XenCenter Window Overview

June 3, 2019

[x]
1 —a

2—e

B —

5—se

Ref # Name

1 Menu bar

2 Toolbar

Description

Includes all of the commands
you need to manage servers,
pools, SRs, VMs and
templates.

Provides quick access to a
subset of the most frequently
used menu commands. See
The Toolbar.

© 1999-2022 Citrix Systems, Inc. All rights reserved.

14


https://docs.citrix.com/en-us/xencenter/7-1/intro-xencenterwindow.html
https://docs.citrix.com/en-us/xencenter/7-1/toolbar.html
https://docs.citrix.com/en-us/xencenter/7-1/resourcespane-viewing.html
https://docs.citrix.com/en-us/xencenter/7-1/tabs.html
https://docs.citrix.com/en-us/xencenter/7-1/intro-keyboard.html
https://docs.citrix.com/en-us/xencenter/7-1/intro-options.html
https://docs.citrix.com/en-us/xencenter/7-1/intro-hiddenobjects.html
https://docs.citrix.com/en-us/xencenter/7-1/toolbar.html

XenCenter 7.1 LTSR

Ref # Name Description

3 Resources pane Lists all of the servers, pools,
VMs, templates, and SRs
currently being managed
from XenCenter. See The
Resources Pane

4 Navigation pane Lists all of the navigation
buttons. Click on a button to
see a corresponding view of
the managed resources in the
resources pane.

5 Status bar Displays progress information
about the current task.

6 Properties tabs View and set properties for
the selected resource. See
The Tabs.
The Toolbar
September 30, 2020

The XenCenter toolbar provides quick access to some of the most common XenCenter tasks, for exam-
ple, to connect to new servers and create new VMs.

o Back ~ o Forward ~ | [y Add Mew Server "'i||| Mew Poal Fﬁ New Storage tr MNew VM (0’ Shut Down @ Reboot 0 Suspend

Showthe Showthe Connectto a Create a new Create a Create a Shut down Reboot a Suspend

Previous view next view newserner resource pool new storage new virtual avM or WM or Or resume
repositony machine senver server a'Wvi

Using the Back and Forward buttons on the Toolbar

The Back and Forward buttons on the toolbar work like Back and Forward buttons on a browser and
allow you to quickly move between views of your resources.

« To display your previous resource view, click Back.
 To display the next resource view (if you have used Back ), click Forward.

© 1999-2022 Citrix Systems, Inc. All rights reserved. 15
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« To display one of the resource views you have used in this session, click the ™ arrow
next to the Back or Forward buttons, and then select the view you want from the list.
9 XenCenter

Eile  Miew Pool Server VM Storage Temnpl

0 Back % Forward Add Mew Server

KenServer DDK 5.6.0-31188p import, (General)

cookbook, (Performance)
cockbook, (Logs)
cookbook, (5earch)

DVD drives, (Storage)
DVD drives, (General)
izzen, (Console)

issen, (Memaory)

issen, (5earch)

e T EErE

XenCenter, (Home)

Showing and hiding the Toolbar

The XenCenter window displays the toolbar by default. However, you can hide the toolbar, for exam-
ple, if you need to make more space in the XenCenter window for the console display. To hide the
toolbar, do one of the following:

« Right-click anywhere on the toolbar and, on the shortcut menu, click to remove the Show Tool-
bar check mark.

« On the View menu, click to remove the Toolbar check mark.

Note:

Any changes you make to your XenCenter toolbar visibility are persistent and will be saved from
session to session.

The Resources Pane

June 3, 2019

The Resources pane displays details about the managed resources - servers, pools, VMs, and storage.
You can view your resources by their physical location or by properties such as folders, tags, or custom
fields. The view in the Resources pane depends on the button you click in the Navigation pane. Refer
to the table in the following section for information about various buttons in the Navigation pane.

© 1999-2022 Citrix Systems, Inc. All rights reserved. 16
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You can do a simple text search on resource names by typing a word or a phrase in the Search box,
located above the Resources pane. Matching resources are displayed as you type. To remove the
query and view all your resources again, click the x button at the right of the Search box.

You can also apply a previously saved search query to the Resources pane. XenCenter includes sev-
eral useful saved searches that allow you to search by network, operating system, power state, vApp
membership, and XenServer Tools status. You can also create and add your own custom searches to
this list at any time; see Create a Search Query and Saved searches for more information. To apply a
saved search to the contents of the Resources pane, click Saved Searches in the Navigation pane and

select a search query from the list.

The following table lists various options available in the Navigation pane.

Navigation button Description

Infrastructure Displays resources by their physical location,
that is, by the host or pool to which they belong

Objects Displays resources by categories such as,
pools, servers, VMs, templates, etc.

Organization Views Displays resources by folders, tags, custom
fields, or by vApps

Saved Searches Displays resources by the selected search
criteria

Notifications Displays the Notifications view which is a

one-stop shop for alerts, updates, and events

For detailed information about the navigation buttons, see The Navigation Pane.

The Navigation Pane

June 3, 2019

The XenCenter Navigation pane provides various options to view and access managed resources. The
navigation buttons Infrastructure , Objects , Organizations Views , Saved Searches , and Notifica-
tions provide a quick way to view and manage your resources.

The following sections provide an overview of the buttons in the Navigation pane:

© 1999-2022 Citrix Systems, Inc. All rights reserved. 17
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Infrastructure

SR XenCenter]

Fp clog-A-01
[ clog-c-04
[ dt30
[ dt36

This is the default view. The Infrastructure view displays a tree view of the resources by their physical
location. It provides a list of servers, VMs, templates, and storage resources by the pool or the server
to which they belong.

Objects

=[] Objects by Type
@ Pools
|_-| SErvers
E Disconnected servers

Ol ¥Ms

Custom Ternplates
XenServer Templates

% Remote Storage Repositories
% Local Storage Repositories
=4 Virtual Disks

£ Networks

Click Objects to see a list of the resources by categories such as pools, servers, VMs, etc. Expand the
nodes to view items in each category.

Organization Views

XenCenter allows you to group resources for ease of management. By default, XenCenter provides the
following types of Organization Views:

« Objects by Folder

+ Objects by Tag

+ Objects by Custom Field
« VApps

© 1999-2022 Citrix Systems, Inc. All rights reserved. 18
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Objects by Folder

Slfi] Folders|
+ |==y Bangalore
+ |- Cambridge
+ |- Fort Lauderdale
+ | =7 Manjing
+ == Santa Clara

Select this option to view your resources by folders. You can create folders to group your resources
by location, function, resource type, etc. You should note that organizing resources into a folder is
conceptual, and not physical. The resources will not be physically moved to a folder if you choose to
group them by Folders.

For detailed information about creating and managing folders to organize your resources, see Using
Folders.

Objects by Tag

Sl Tags|
+ 3= Finance
¥ 3= HR
+ %= Marketing
+ = Production
+ 3= R&D

3= Support

T

Select this option to view your resources by tags that you have previously defined. Tags are labels
that you specify in order to view resources based on the criteria that you define. A single resource can
contain multiple tags. For example, a server with the tag ‘Production’ can also be tagged as ‘R&D".

For detailed information about creating and managing tags in XenCenter, see Using Tags.

Objects by Custom Field

Custom Fields

=

-
1
=
T Cost centre

+ Date created

T Location

(00 00 0o 0o

T Platform

Select this option to view your resources by the customized fields you have previously defined. Xen-
Center enables you to add custom fields to your resources and provide a value in order to effectively

© 1999-2022 Citrix Systems, Inc. All rights reserved. 19
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manage your resources. You simply add a custom field to a server, VM or any other resource in the
pool, then give it a value. You can then use custom field values when building search queries.

For information on creating and using custom fields, see Using Custom Fields.
VApps
Select this option to view your VMs by the vApps they belong to. A vApp is a group of one or more VMs

which can be managed as a single entity. For detailed information about vApps, see Managing vApps.

Saved Searches

| Resources by Tag
VMs and Snapshots
ViMs by Metwork
VMs by Operating System
VMs by Power State
Vs by vApp
VMs without XenServer Tools

Click this button and select an option from the list to view resources that match the search criteria.
By default, XenCenter includes a few saved searches that allow you to search your resources. You can
create and add your own query to this list at any time.

For detailed information about the Search functionality in XenCenter, see Searching Resources.

Notifications

ﬁ Infrastructure

W Objects
i%i Organization Views -
O‘ Saved Searches -

‘ Motifications @

Click this button for the Notifications view. The Notifications view enables users to see all notifications
in a centralized location and perform specific actions to address them. It contains Alerts, Updates, and
the Events view.
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2 Alerts (8)
4 Updates (12)

I':'I Events

Alerts

The Alerts view displays a list of system alerts generated by XenCenter. You can filter the alerts by var-
ious options and take specific actions to address the alerts. For detailed information, see XenCenter
Alerts.

Updates

Select this option to see a list of available XenServer and XenCenter updates. For more information,
see Updating Managed Servers.

Events

Select this option to see a summary of all events in your current XenCenter session. For detailed in-
formation, see XenCenter Event Log.

The Tabs

September 30, 2020

The tab-based navigation in XenCenter provides quick access to your managed resources without
needing to open and close dozens of windows at the same time. The tabs available at any time de-
pend on what you have selected in the Resources pane; for example, most resources have a General
tab, while the HA and WLB tabs are available only when a pool is selected, and the Snapshots tab is
only available when a VM is selected.

Console

On this tab, you can run a console session on a VM or a managed server.

See also Run a Remote Console Session to read about the different types of remote VM console sup-
ported in XenCenter.
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Switch to Remote Desktop
Switch to Default Desktop

Switches between Windows remote console types

Switch to Graphical Console
Switch to Text Console

Switches between Linux remote console types. You may need to enter your VNC password first when
switching to a graphic console.

Open SSH Console

Opens an external SSH console as a pop-up window. This option is available
« Onthe host’s Console tab to access the Control Domain (Dom0) console

« Onthe Console tab of a Linux VM to access the VM’s console.

Note:

You mustensurethatthe Linux guestagentisinstalled onthe VM to launch the SSH console.

Send Ctrl-Alt-Del

Sends the Ctrl+Alt+Del key sequence to the remote console.

By default, most keyboard shortcuts are transmitted to the server or virtual machine when you use a
remote console. However, your local system will always intercept the Ctrl+Alt+Del key sequence and
prevent it from being sent if you try to type it in directly at the remote console.

Undock (Alt+Shift+U)

Undocks the Console tab into a floating window.
To shut down or reboot a server, install XenServer Tools, shut down, reboot or suspend a virtual ma-

chine from within the floating console window, click% in the top left corner of the window and then
click on a command.

To use a different keyboard shortcut for docking and undocking the console, go to the XenCenter Op-
tions dialog box: click Tools > Options.
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Find Console

Opens the floating console window when it has been minimized or brings it to the front if it is hidden
behind other windows.

Redock (Alt+Shift+U)
Reattach Console

Docks the floating console window back to the Console tab.

Scale

Scales the remote console screen to fit within the Console tab or window so that you can easily see
everything on the remote console. Clear the check box to display the remote console screen at its
normal size.

By default, the scale setting used in the Console tab is preserved when you undock the console or
switch between console types (for example, VNC/text console), but this is configurable. To change
this setting, go to the Console tab of the Options dialog box.

Fullscreen (Ctrl+Enter)

Displays the console in full-screen mode. Press Ctrl+Alt to exit full-screen mode; to use a different key
sequence, go to the XenCenter Changing XenCenter Options dialog box.).

When you point to the top center of the screen in full-screen mode, the Connection bar is displayed,
showing the name of the VM or server you are working on and including two controls: a Pin button to
allow you to turn the Connection bar on permanently, and a Restore down button that you can click
to exit full-screen mode.

You can control a number of console settings in the Options dialog box. For example, the text clip-
board on your local machine is shared with the remote console by default, so that items you cut or
copy will be placed on the clipboard and made available for pasting on either your local computer
or on the remote console. You can turn clipboard sharing off and change a number of other console
settings from the XenCenter Options dialog box; see Changing XenCenter Options.

General

View general properties of the selected container, virtual machine, server, resource pool, template or
storage repository on the General tab; click Properties to set or change properties.

You can quickly copy any of the values shown on this pane to the Windows clipboard, for example, to
paste into a text editor, by right-clicking on the value and then clicking Copy on the shortcut menu.
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GPU

The GPU tab allows you to view or edit the GPU placement policy, view the available GPUs and vir-
tual GPU types. The GPUs are grouped together based on the supported virtual GPU types. You can
modify the virtual GPU types allowed on a particular GPU using the Edit Selected GPUs option. The
horizontal barin each group represents a physical GPU and it displays information about VMs running
on the GPU.

For more information, see Configuring Virtual GPU and Change Pool Properties.
Note:

+ GPU Pass-through and Graphics Virtualization is available for XenServer Enterprise Edition cus-
tomers, or those who have access to XenServer through their Citrix Virtual Apps and Desktops
entitlement. The GPU tab is displayed when the pool meets the license requirements and also
has GPUs that support various virtual GPU types.

+ Thereis no licensing restriction to use NVIDIA GPU pass-through for HVM Linux VMs.

HA

On the HA tab for a pool, you can:

+ Enable HA using the Configure HA button.
+ Change the pool’s HA configuration using the Configure HA button.
« Disable (turn off) HA.

When HA has been enabled, you can see current HA status (failure capacity and server failure limit)
and the status of the selected heartbeat SRs on the HA tab.

See Configure HA , Disable HA , and Change HA Settings.

Home

The Home tab allows you to add a server to the list of managed servers, open the XenCenter Help
system, or open a browser window to find out more about XenServer and other Citrix products.

Memory

You can enable Dynamic Memory Control (DMC) and configure dynamic memory limits on the Memory
tab. VMs can have a static memory allocation or can be configured to use DMC, which allows the
amount of memory allocated to a VM to be adjusted on-the-fly as memory requirements on the server
change without having to restart the VM. The Memory tab also lets you update the Control Domain
(dom0) memory.
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See Changing the Control Domain Memory , About VM Memory Configuration , Dynamic Memory Con-
trol (DMC) , and Configure DMC.

Networking

The Networking tab displays a list of networks configured on the pool, server, or the VM you have
selected. It provides a centralized location to access or modify your network settings.

See About XenServer Networks and View and Change Network Properties.

NICs

View detailed information about the physical network interface cards (NICs) on the selected server
and configure NIC bonds on the NICs tab.

NIC bonding (or “NIC teaming”) can improve server resiliency by using two or more physical NICs as
if they were one: if one NIC within the bond fails, the server’s network traffic will automatically be
routed over the second NIC, ensuring server management connectivity. See Configuring NICs.

Note:

You must use vSwitch as your network stack to bond four NICs. You can only bond two NICs when

using Linux bridge.

Nutanix CVM Console
Note:

The Nutanix CVM Console tab will be displayed on XenServer hosts that are installed as part of
Nutanix Hyperconverged infrastructure.

The Nutanix CVM Console tab allows you to access the CVM terminal. A CVM is a privileged VM sim-
ilar to XenServer’s control domain (dom0). The Nutanix software stack runs inside the CVM on each
XenServer host. For more information, see the XenServer-Nutanix Integration Guide on the Citrix Prod-
uct Documentation website.

Performance

View performance data for your VMs and managed servers on the Performance tab. Note that full
performance data is only available for VMs with XenServer Tools installed.

The tab provides real-time monitoring of performance statistics across resource pools as well as graph-
ical trending of virtual and physical machine performance. By default, graphs showing CPU, memory,
network 1/0 and disk I/O are displayed on the tab. Click Actions to add more performance data and
change the appearance of the graphs. For more information, see Configuring Performance Graphs.
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Performance alerts can be generated when CPU, memory usage, network, storage throughput, or VM
disk activity go over a specified threshold on a managed server, virtual machine, or storage repository.
For more information, see Configuring Performance Alerts.

Search

Select the top-level XenCenter item, a pool or a server in the Resources pane and then click on the
Search tab to perform complex searches of your managed resources. You can construct queries based
on object types, folders, and attributes such as name, description, tags, HA status or restart priority,
and power state.

See Create a Search Query, Filter and Group Search Results , Saved Searches, and Export and Import
Searches.

Snapshots

Create, delete and export VM snapshots, revert aVM to a selected snapshot, and use existing snapshots
to create new VMs and templates on the Snapshots tab.

See VM Snapshots.

Storage

View the storage configuration of the selected virtual machine, server, resource pool, or storage repos-
itory on the Storage tab. The settings shown on this tab depend on the type of resource currently
selected in the Resources pane.

What’s shown on the Storage
Selected resource tab Learn more

VMs and templates Information about each Configuring Virtual Storage
virtual disk on the VM is
shown, including its size and
location (the SR where the
virtual disk is located), its
data access status and disk
access priority. To edit a
virtual disk’s settings, select it
in the list and click Properties.
Click Add to add a new disk or
Attach to attach an existing
disk.
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What’s shown on the Storage

Selected resource tab Learn more
Servers and pools Alist of the available storage ~ Managing Storage
repositories (SRs) is shown, Repositories (SRs)

with summary information
about their type, size, free
space, and share status. To
edit the name or description
of an SR, select it in the list
and click Properties. Click
Add to add a SR or Detach to
detach the selected SR.

Storage repositories Alist of the virtual disks or Add Virtual Disks
ISOs on the selected SR is
shown. Click Add to add a
new virtual disk.

Users

Configure role-based access to XenServer users and groups through AD user account provisioning and
Role Based Access Control (RBAC) on the Users tab. Here, you can join a pool or server to an Active
Directory (AD) domain, add an AD user or group to a pool, and assign roles to users and groups.

See Managing Users.

WLB

Access key Workload Balancing features, including configuration, optimization recommendations,
and status on the WLB tab.

Note:

WLB is available for XenServer Enterprise Edition customers, or those who have access to
XenServer through their Citrix Virtual Apps and Desktops entitlement. For more information
about licensing, see About XenServer Licensing.

Resource Status Icons

September 30, 2020
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The current status of managed resources - servers (hosts), virtual machines, storage, and templates -
is represented using different icons in the Resources pane and elsewhere in XenCenter:

Servers

Icon Description

B A server that is connected and is up and
running normally.

s A server that is temporarily not connected to
XenCenter, for example because it is being
rebooted or suspended.
A server that is disconnected, for example
because it has been shut down.
A server that is currently in Maintenance Mode.
See Run in Maintenance Mode.

o A server on which a crash dump file has been

created as a result of a system failure. Crash
dump files are located in a folder named crash
under the /var directory on the server. Crash
dump file can provide invaluable information
to your support engineer to aid in diagnosing
XenServer-related problems, and can be
included in server status reports generated in
XenCenter using the Get Server Status Report
utility. See Creating a Server Status Report. for
more information on using this feature. When
you remove the crash dump file from the /var
directory on the server, the server status icon
shown in XenCenter will be restored to normal.

A server for which updates are available. See
Updating Managed Servers.

A server that is running an older version of
XenServer than the pool master. See Updating
Managed Servers.

Virtual machines, VM templates, and vApps
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Icon

@ § &

VM Snapshots

Icon

202 Q@

Storage

Icon

=

Description

Avirtual machine that is up and running
normally.

Avirtual machine that is currently suspended.

Avirtual machine that is currently unavailable,
for example because it is being rebooted or
suspended.

Avirtual machine that is not running, for
example because it has been shut down.

Avirtual machine that is currently migrating.
See Migrate Virtual Machines.

A XenServer VM template.
A custom (user-defined) VM template.

A XenServer vApp. See Managing vVApps.

Description

A disk-only VM snapshot.
A scheduled disk-only VM snapshot.
A disk and memory VM snapshot.

A scheduled disk and memory VM snapshot.

Description

A storage repository.
The default storage repository for a pool.

A storage repository that is not currently
connected.
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Icon

Keyboard Shortcuts

June 3, 2019

Description

A storage repository that is currently
unavailable. See Resolving SR Connectivity
Problems.

A storage repository that needs to be
upgraded. See Upgrading Older SRs.

Avirtual disk.

Avirtual disk snapshot. This is a snapshot of a
virtual machine’s disks, and is created when a
snapshot is made of the VM. See VM Snapshots
for information about taking VM snapshots,
and see the XenServer Administrator’s Guide to
find out more about disk snapshots.

You can use the keyboard as well as the mouse to navigate and perform tasks in XenCenter. For exam-

ple, you can use the arrow keys to navigate between the items in the Resources pane and around the

menus.

Navigating menus

To toggle Menu Mode on and off, press F10 or Alt. In Menu Mode, you can use the keyboard to navigate

menus.

Key
Right Arrow , Left Arrow
Up Arrow , Down Arrow

Enter

Esc

Action

Navigate across the menu bar, selecting each
menu in turn.

Select each menu command in turn.
Activate the selected command.

Cancel the selected command and closes the
menu.

© 1999-2022 Citrix Systems, Inc. All rights reserved. 30


https://docs.citrix.com/en-us/xencenter/7-1/storage-repair.html
https://docs.citrix.com/en-us/xencenter/7-1/storage-repair.html
https://docs.citrix.com/en-us/xencenter/7-1/storage-upgrade.html
https://docs.citrix.com/en-us/xencenter/7-1/vms-snapshots.html

XenCenter 7.1 LTSR

Key

Underlined letters ( Access Keys )

Shortcut keys

Using shortcut keys

Action

Use the underlined letters to select specific
menus and menu commands. For example, to
copy a virtual machine, press Alt or F10 , then
M, then C to select the VM menu then Copy
VM. In Windows Vista, the underlined letters
are hidden by default, until you press F10 or
Alt. To change this setting, so that the
underlined letters are always shown: On
Windows Vista and Windows 7, in Control
Panel, click Ease of Access , then under the
Ease of Access Center heading, click Change
how your keyboard works. Scroll down to the
bottom of the page of options, then, under
Make it easier to use keyboard shortcuts
select the Underline keyboard shortcuts and
access keys check box.

Use shortcut key combinations to activate
specific menu commands.

You can use shortcut keys to perform tasks quickly with the keyboard rather than the mouse. For
example, pressing Ctrl+N opens the New VM wizard, just like clicking N ew VM on the VM menu. Some
shortcut keys are shown on menus and toolbar ToolTips. For numeric keypad keys, ensure that Num

Lock is off.

Key

F1
Alt+F4

Ctrl+Alt

Ctrl+B
Ctrl+C

Action

Display the online Help

Exit XenCenter and close the XenCenter
window

Toggle the console display between full screen
mode and window mode

Start the selected VM

Copy the selected text to the Windows
clipboard
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Key

Ctrl+E
Ctrl+N
Ctrl+R
Ctrl+V

Ctrl+X
Ctrl+Y
Ctrl+z

Action

Shut down the selected VM
Open the New VM wizard
Reboot the selected VM

Paste the selected text from the Windows
clipboard

Cut the selected text to the Windows clipboard
Suspend or resume the selected VM

Undo the last text edit action

Changing XenCenter Options

July 15,2020

You can change a number of settings that affect your XenCenter working environment. On the Tools

menu, click Options , click on a tab and change the setting, and then click OK to save your changes.

Security settings

Option

Warn me when a new SSL
certificate is found

Description Default

Select this check box to have  Off
XenCenter display a warning
whenever a new SSL (Secure
Sockets Layer) security
certificate is found on a
managed server. Clear the
check box if you do not want
to see warnings about new
certificates found on your
managed servers when
connecting to them.
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Option

Warn me when an SSL
certificate changes

Description

Clear this check box if you do
not want to see warnings
about modified certificates
found on your managed
servers when connecting to
them. Select the check box to
have XenCenter display a
warning whenever a modified
certificate is found on a
managed server.

See also: Connecting and disconnecting servers.

Update settings

Option

Check for new versions of
XenServer

Check for XenServer
updates

Check for new XenCenter
versions

Description

Select this check box to have
XenCenter periodically check
and notify you when new
versions of XenServer are
available. Clear the check box
to disable the periodic check.

Select this check box to have
XenCenter periodically check
and notify you when updates
are available for XenServer.
Clear the check box to disable
the periodic check.

Select this check box to have
XenCenter periodically check
and notify you when a new
version of XenCenter is
available. Clear the check box
to disable the periodic check.

Default

On

Default

On

On

On
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See also: About software updates , Updating managed servers , Updating XenCenter.

Performance graph settings

Option

Area graph

Line graph

Description

Click this radio button if you want to view the
performance data shown on the Performance
tab as area charts. For example:

Click this radio button if you want to view the
performance data shown on the Performance
tab as line charts. For example:

See also: Monitoring system performance.

Console settings

Option

Share clipboard contents
with remote console

Description Default

Select this check box to share  On
your local text clipboard

contents with the remote

console. Items cut or copied

will be placed on the

clipboard and made available

for pasting on either your

local computer or on the

remote console.
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Option

Full-screen mode

Dock/Undock

Release keyboard and
mouse

Preserve current scale
setting when console is
undocked

Preserve current scale
setting when switching back
to the default console

Description

The keyboard shortcut to
switch the console to and
from full-screen mode.

The keyboard shortcut to
undock the Console tab from
the XenCenter window and to
redock it.

When the operating system
on a VM captures your
keyboard and mouse cursor
for use within the guest OS,
all keystrokes, mouse moves
and button clicks that you
make go to the VM. To return
ownership of the keyboard
and mouse to your host
operating system, XenCenter
reserves a special key on your
keyboard: this is the host key
. By default, the host key is
the right Ctrl key on your
keyboard. You can change
this default here.

Select this check box to use
the same console scale
setting when the console is
docked and when it is
undocked.

Select this check box to keep
the same console scale
setting when switching
between console types (for
example, VNC/text console).

Default

Ctrl+Enter

Alt+Shift+U

Right Ctrl

On

On
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Option

Send Windows Key
combinations to the Remote
Desktop console

Receive sound from the
Remote Desktop console

Automatically switch to the
Remote Desktop console
when it becomes available

Connect directly to the
server’s console session

Description Default

Select this check box to have  On
XenCenter send any Windows

Key combinations entered on

your keyboard to the Remote
Desktop console.

Select this check boxto have  On
XenCenter play sounds from
applications running on the
Remote Desktop console on

your local computer (the

computer on which you are
running XenCenter).

Select this check boxto have  On
XenCenter automatically

switch from using the

standard graphical console to
using the Remote Desktop

console wheneveritis

available.

Select this check boxto have  On
XenCenter connect to the

existing console session on

the remote server instead of
creating a new virtual console
session when opening a

Remote Desktop console

session.
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Option

Enable Remote Desktop
console scanning

Description

Select this check box to have
XenCenter automatically scan
for an RDP connection. Clear
the check box to prevent
XenCenter from automatically
scanning (polling) the RDP
port, for example, if you have
a firewall that blocks RDP
traffic. Note that when this
option is enabled, XenCenter
will continue to scan the RDP
port even if the
Automatically switch to
Remote Desktop option is
turned off, so that you have
the chance to switch to RDP
as soon as it becomes
available.

Default

On

Any changes you make to the Windows Remote Desktop console settings will apply when you restart

XenCenter.

See also: Run a remote console session.

Connection settings

Proxy server

XenCenter can be configured to connect directly to your managed servers or to use a proxy server. You

can use your Internet Explorer proxy server settings, or you can specify a proxy server.

+ Select Don’tuse a proxy server to have XenCenter connect directly to managed servers without

using a proxy server.

+ Select Use proxy server settings from Internet Explorer to use the same proxy settings as

Internet Explorer.

+ Select Use this proxy server if you want XenCenter to connect to the specified proxy server and

use HTTP CONNECT to establish a secure SSL tunnel to your servers. Enter the address of the

proxy server and the port number to use.
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To have connection requests to local resources made directly and not via the proxy server, select the
Bypass proxy server for local addresses check box. To have all connection requests made through
the proxy server, clear the check box.

Alocaladdressisonethatisonthe LAN orintranet and isidentified syntactically by the lack of a period
(.) asinthe URIs http: and http:

Default: Don’t use a proxy server

Connection timeout

You can specify how long to wait when trying to establish a connection with a managed server by
adjusting the number of seconds to wait for a connection timeout. You should not set this value too
low if you don’t want to receive a lot of false alerts due to network-related problems.

Default: 20 seconds

See also: Connecting and disconnecting servers.

Save and Restore settings

Use the settings on this tab to specify if you want your login credentials for managed servers to be
stored and used to automatically reconnect to all your managed servers at the start of each XenCenter
session. You can also set a master password here to protect your stored login credentials.

Option Description Default

Save and restore server Login credentials - your off

connection state on startup  username and password - for
all your managed servers can
be stored between XenCenter
sessions and used to
automatically reconnect to
them at the start of each new
XenCenter session. When this
check box is selected,
XenCenter will remember the
connection state of all your
managed servers at the end
of each session and attempt
to restore them at the start of
your next session.
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Option Description Default

Require a master password  When Save and restore off
server connection state on
startup is enabled, you can
protect your stored login
credentials with a master
password to ensure they
remain secure; at the start of
each session, you will be
prompted to enter this master
password before connections
to your managed servers are
automatically restored.

Change Master Password Click to change the current
master password; you will be
prompted to enter the current
password then to enter and
confirm the new master
password.

Plug-ins settings

Plug-ins are optional components that you can add to XenCenter to extend its functionality. You can
add custom menu items or even whole tabs to the main window using a XenCenter plug-in. For ex-
ample, you might do this as an ISV to integrate your own product with XenCenter, or as an end-user
to integrate with your company’s existing inventory management. A menu item can run a Microsoft
PowerShell script or even an arbitrary executable on the client machine. Tabs are populated with a
web page, and can call out to other services on your network or to your VMs,

Plug-in components

A XenCenter plug-in consists of the following components:

+ An XML configuration file.
» Aresource DLL for each supported locale.
« The application and any resources it requires.

Plug-in components should be placed into a plugins subfolder in your XenCenter installation folder.
The components will be loaded when XenCenter starts. For example, in a default installation of Xen-
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Center, your plug-ins would be located here:

C:\Program Files\Citrix\XenCenter\plugins\<your_organization_name>\<
your_plugin_name>
<!--NeedCopy-->

Default: Off

View available plug-ins

To see a list of plug-ins currently available in XenCenter, and to enable or disable individual plug-ins,
on the Tools menu, click Options. The Options dialog box will be displayed. From the list of options
on the left pane, click Plugins.

Default: On

Creating plug-ins

To learn how to create plug-ins for XenCenter, see the XenCenter plugins web page.

Hidden Objects

June 3, 2019

Networks, PIFs, and VMs can be hidden from XenCenter by adding the key HideFromXenCenter=true
to the other_config parameter for the object in the XenServer API. For example, certain VMs could be
hidden because they shouldn’t be used directly by general users in your environment. Objects flagged
with this key are hidden objects, and by default they will not appear anywhere in XenCenter.

To make hidden objects visible in XenCenter, on the View menu, click to select Hidden Objects. To
hide them again, on the View menu, clear the Hidden Objects check mark.

See the XenServer Software Development Kit Guide to find out more about flagging objects using the
HideFromXenCenter key.

Organizing Resources

June 3, 2019
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XenCenter provides a number of different ways of organizing your physical and virtual resources, al-
lowing you to use the method that works best for you.

» Using Folders
» Using Tags
+ Using Custom Fields

Using Folders

June 3,2019

A folder is a container that you can use to group any managed resources in whatever manner makes
sense for your environment; for example, you might create a folder for each branch office in your
organization. Folders can contain any type of resource from anywhere in your XenServer environment.
Resources can be accessed independently of the folder in which they are referenced.

The organization of folders in XenCenter is conceptual, not physical. The resources are not physically
located in the folder, therefore, you can place resources into folders independently of their physical
location. For example, placing a VM into a folder does not place its host server in the folder as well;
placing a server into a folder does not place all the VMs and storage resources on that server into the
folder as well.

Folders can also be used in search queries, for example, you can search by folder, with a contained in
/ not contained in relation and a drop down hierarchy of folders. See Create a Search Query.

The folder in which a resource is currently located is shown on the resource’s General tab and in its
Properties dialog box, so you can see folderinformation for a resource at all times. You can also move
a resource into a different folder or remove it from a folder from the General tab.

To create a new folder

The simplest way to create a new folder is through Resources pane. Click Organization Views in the
Navigation pane, and then select Objects by Folder. In the Resources pane, click on the Folders
group, right-click, and select New Folder from the shortcut menu. Type a name for the new folder,
select the server where your folder metadata will be stored, and then click Create.

You can also create new folders from the General tab for any resource:

1. In the Resources pane, select a pool, server, SR, virtual machine, or template, then click on the
General tab and click Properties.

2. Onthe General tab of the Properties dialog box, click Change in the Folder box.

3. In the Change Folder dialog box, click In this folder button and then click New Folder.
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4. Type aname forthe new folder and select the server where your folder metadata will be stored,
then click Create.
5. Click Move to apply the change and click OK on the Properties dialog box.

To move resources into and out of folders

The simplest way to move a resource into a folder is by dragging it from within the Resources pane
or from the Search tab and dropping it onto the folder. Resources can only be in one folder, so if the
resource is already in another folder it will be moved when you drag and drop in onto a different folder.

You can also move a resource into a different folder or remove it from a folder from the General tab:

1. In the Resources pane, select the pool, server, SR, virtual machine, or template you want to
place in a folder, then click on the General tab and click Properties.

2. Onthe General tab of the Properties dialog box, click Change in the Folder box.

3. Toremove the resource from its current folder, select Not in any folder.

4. To move the resource into a different folder, select In this folder and choose a folder or a sub-
folder from the list.

5. To place the resource in a new folder, click New Folder , type a name for the new folder and
select the server where your folder metadata will be stored, and then click Create.

6. Click Move to apply the change and click OK on the Properties dialog box.

To rename a folder

1. Inthe Resources pane, select the folder then right-click and select Rename Folder on the short-
cut menu.
2. Type the new name.

To delete a folder

Note that you won’t actually delete the resources in the folder when you delete the folder: they will
be returned to the general collection.

1. In the Resources pane, select the folder, then right-click and select Delete Folder on the short-
cut menu.
2. Click Yes to confirm.

All the contents will be moved out of the folder and then the folder will be deleted.
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Using Tags

June 3, 2019

Tags enable you to identify your resources in new ways. Tags are like keywords or labels, and they al-
low you to rearrange your view of resources within XenCenter depending on criteria that are important
to you, such as application, location, cost centre, owner, or lifecycle stage.

You make up tags when you need them and you can use as many as you like, and you can build
searches based on your tags, for example “all Windows 7 test machines located in Cambridge”.

Click on the General tab for a resource to see the tags currently assigned to that resource and to add

and remove tags.

To create a new tag

In the Resources pane, select a resource, click on its General tab and then click Properties.
On the General tab of the Properties dialog box, click Edit tags.
Type a word or phrase in the New Tag box and then click Create.

> w N =

The new tag will be automatically assigned to the selected resource. To remove the tag, clear
the check box.

5. Click OK.

6. On the Properties dialog box, click OK to apply your changes.

To delete a tag

1. In the Navigation pane, select Organization Views and then Objects by Tag. The Tags group
will be displayed on the Resources pane.

2. Select the tag you want to delete, right-click and then click Delete Tag. The tag will be removed
from all resources that are currently tagged with it.

To tag a resource

The simplest way to assign an existing tag to a resource is by dragging and dropping it onto the tag
in the Resources pane. You can drag and drop resources from within the Resources pane on the Tags
group, and also from the search results list on the Search tab.

You can also assign an existing tag or a new tag to a resource using the Edit tags dialog box:

1. Inthe Resources pane, select the pool, server, SR, virtual machine, or template you want to tag,
click on the General tab and then click Properties.
2. Onthe General tab of the Properties dialog box, click Edit tags.

© 1999-2022 Citrix Systems, Inc. All rights reserved. 43



XenCenter 7.1 LTSR

« To create a new tag and add it to the selected resource, type a word or phrase in the Edit
Tags box and then click Create.
« To add an existing tag, click to select the tag’s check box in the Tags list and click OK.
3. Onthe Properties dialog box, click OK to apply your changes.

To untag a resource

To untag (remove a tag from) a resource, in the Navigation pane, click Organization Views and then
click Objects by Tag. Select the resource that you would like to untag, right-click and then select
Untag object.

You can also untag a resource using the Edit Tags dialog box:

1. In the Resources pane, select the pool, server, SR, virtual machine, or template you want to
untag, click on its General tab and then click Properties.

2. Onthe General tab of the Properties dialog box, click Edit tags.

3. Clear the check box for the tag in the Tags list and click OK.

4. Onthe Properties dialog box, click OK to apply your changes.

Using Custom Fields

June 3, 2019

Custom fields allow you to add structured information to your resources which you can then use to
help you find and manage them more effectively.

For example, you could identify all hosts with their physical location, for instance, or label the cost
centre and applications running on all of your virtual machines. You simply add a custom field to a
server, VM or any other resource in the pool, then give it a value. You can then use custom field values
when building search queries.

Custom fields are shared at the pool level. Setting a custom field of any resource in a pool makes it
available to all other resources in the pool, on the General tab and in the Custom Fields tab of the
resource’s Properties dialog box.

In the Navigation pane, click Organization Views and then select Objects by Custom Field to see
your managed resources by the custom fields.

To create a new custom field

1. In the Resources pane, select any resource, click on the General tab and then click Properties.
2. Onthe Custom Fields tab, click Edit Custom Fields.
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3. Click Add , type a name for the custom field and select the field type.
4. Click OK to apply your changes.

To assign a value to a custom field on a resource

1. In the Resources pane, select the resource and click on the General tab and then click Proper-
ties.

2. Onthe Custom Fields tab in the Properties dialog box, enter a value for the custom field(s).

3. Click OK.

The General tab for the resource displays all the Custom Fields set for that resource.

To delete a custom field

1. In the Resources pane, select the resource and click on the General tab and then click Proper-
ties.

2. On the Custom Fields tab in the Properties dialog box, click Edit Custom Fields.

3. Select the custom field in the list and then click Delete.

4. Click Yes to confirm.

Searching Resources

June 3,2019

XenCenter enables you to perform complex searches of your managed resources. By default, XenCen-
terincludes several searches that allow you to search resources by tag, and VMs by network, operating
system, power state, vVApp, and XenServer Tools status. You can also create and add your own custom
searches to this list at any time. The view on the Search tab depends on the option you select in the
Navigation pane. Select a view from the Navigation pane and then click on the Search tab to start
your search query. The Search tab also displays a title that highlights the selection of resources for
your search query.

You can also do a simple text search on resource names by typing a word or a phrase in the Search
box, located above the Resources pane. Matching resources are displayed as you type. To remove the
query and view all your resources again, click the x button at the right of the Search box. Refer to the
following topics for more information:

+ Create a Search Query

« Filter and Group Search Results
« Export and Import Searches

+ Saved Searches
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Create a Search Query

June 3, 2019

Using the Search tab, you can construct queries based on object types, folders, and attributes such
as name, description, tags, HA status or restart priority, and power state.

To create a new search query

1. Onthe Search tab, click New Search.

2. Under Search for , select the type of resource or combination of resources you want to search
for. In addition to the resource types such as servers, VMs, and storage repositories, this list
also contains some common combinations of resource types, as well as options to search all
resources.

To define your own search category, click Custom and select the resource types you want to
search for.

The search is applied as soon as you select an option under Search for , and the results are
displayed immediately in the bottom half of the Search tab.

3. Click Save to save the search query.
4. Type a title for your search query in the Name box.

5. Click on the Location list to choose the server where the search query metadata will be saved,
and select a server.

6. Click Save.
Notes:

« Double-click a search result on the Search tab to display the General tab for that resource.

« To refine the search further, you can apply filters to the results. For more information, see Filter
and Group Search Results. Filters are applied as soon as you select afilter option, and the results
will be updated immediately.

« To quickly place search results into folders, select Organization Views and then Objects by
Folder. Perform a search query, select the search results and drag them onto folders in the
Resources pane. Note that resources can only be in one folder, so if the resource is already in
another folder it will be moved. See Using folders to find out more.

«+ To quickly tag search results, select Organization Views and then Objects by Tag. Perform a
search query, select the search results and drag them onto tags in the Resources pane. For more
information on using tags, see Using tags.
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Filter and Group Search Results

June 3, 2019

You can apply filters to a selected search category to further refine the search. The filters that are
available are appropriate to the type of resource you are searching for.

Forexample, when searching for servers, you can filter the results by server name, address (IP address
of the server), the pool it’s in, and the VMs on it. When searching for virtual disks, you can filter the
results using criteria such as whether or not they are shared, and the storage repository where they
are located.

To filter your search results

1. Click on the button immediately below Filters and choose a filter category from the list:

Filters

| Select a filter... [ -
emi b

You can only select filters that are applicable to the resources you are searching for.

2. If applicable, select an operator, such as Is, contains or Start Time and then enter a value. The
filter is applied to the search result as soon as you select an option here, and the results are
updated immediately.

3. Toadd morefilters, click on thefilter button immediately below Filters and choose a multi-filter

Filters

[Nar‘ne '” containz

All of the following:
Gr s

| Any of the following:

Mone of the following:
category from the list:

4. To remove a filter, click on the Remove button on the right of the Search tab.

To group search results

1. Under Group by, select the grouping options you want to apply from the drop-down list. The
grouping is applied as soon as you select an option here, and the results are updated immedi-
ately.
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2. To add another grouping category to the search results, click More and then select a group cat-
egory you want to add.
3. Toremove a grouping, click on the group button and select Remove Grouping.

Saved Searches

June 3, 2019

XenCenter includes several useful saved searches that allow you to search resources by tag, and VMs
by network, operating system, power state, vApp, and XenServer Tools status. You can modify these
search queries at any time by clicking the Edit Search button on the Search tab.

You can also create and add your own custom searches to this list at any time; See Create a Search
Query for more information. Custom searches appear at the top of the Saved Searches list in the
XenCenter Navigation pane.

To apply a saved search

« Torunasaved search in the Resources pane, select a search from the Saved Searches list in the
XenCenter Navigation pane. Search results will be listed in the Resources pane.

« To run a saved search on the Search tab, click Saved Searches and then select a saved search
query from the list.

To delete a saved search

On the Search tab, click Saved Searches and then Delete and select a saved search query from the
list. Click Yes to confirm.

Export and Import Searches

June 3, 2019

XenCenter enables you to save search queries as XenSearch (.xensearch) files. When you export and
save a search query, only the search query is saved, and not the results.

To export the current search

1. On the Search tab, click Export.
2. Enter afile name and location and then click Save.
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To import a search

1. On the Search tab, click Import. Alternatively, on the XenCenter File menu, select Import
Search.

2. Browse to locate the exported search file (file extension .xensearch ) and then click Open. The
imported search will be performed immediately, displaying results on the Search tab.

To save the imported search as a new custom search, click Save and then specify a Name for the
search query and choose the Location where the search query metadata will be stored. Click Save to
confirm.

About XenServer Licensing

June 3, 2019

XenServer uses the same licensing process as other Citrix products. XenServer requires a License
Server. For details on how to install and run Citrix Licensing, see Citrix Product Documentation.

After purchasing support for XenServer you will be provided with . LIC license key. This license key
should be installed on either:

+ aWindows server running the Citrix License Server software
« aLinux-based Citrix License Server virtual appliance

XenServer Licensing is dependent on the version of XenServer you have installed on your host. Refer
to the following table to know more about licensing concepts in various versions of XenServer.

Version Topics

XenServer 7.1 CU2 Licensing Overview - XenServer 7.1 CU2
Managing XenServer 7.1 CU2 Licenses

XenServer 7.0 Licensing Overview - XenServer 7.0 Managing
XenServer 7.0 Licenses

Licensing Overview - XenServer 7.1 CU2

February 3, 2021
XenServer 7.1 CU2 is available in two commercial editions:

« Standard
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« Enterprise

The Standard edition is our entry-level commercial offering, with a range of features that will suit the
needs of those customers who want a robust and high performing virtualization platform, but do not
require the premium features offered by the Enterprise Edition; while still wishing to benefit from the
assurance of comprehensive Citrix Support and Maintenance.

The Enterprise edition is our premium offering, optimized for both server, desktop and cloud work-
loads. In addition to the Standard edition, the Enterprise Edition offers the following features:

« Install and update I/O drivers through the Windows Update mechanism
+ Automatic updating of the Management Agent

+ Support for SMB storage

« Support for BitDefender hypervisor-level introspection
+ Dynamic Workload Balancing

« GPU Virtualization with NVIDIA vGPU and Intel GVT-g

« VMware vSphere to XenServer Conversion utilities

« Intel Secure Measured Boot (TXT)

« Export Pool Resource Data

+ In-memory Read Caching

+ PVS-Accelerator

+ Automated Updates using XenCenter

+ XenServer Live Patching

Note:

Customers who have purchased Citrix Virtual Apps and Desktops continue to have an entitlement
to XenServer, which includes all features listed above.

Citrix Licensing

XenServer uses the same licensing process as other Citrix products and as such requires a valid license
to be installed on a License Server. You can download the License Server from Citrix Licensing. After
purchasing the license for your XenServer edition, you will receive a . LIC license key. This license key
should be installed on either:

+ a Windows server running the Citrix License Server software
« aLinux-based Citrix License Server Virtual Appliance

Important:

Citrix XenServer 7.1 CU2 requires Citrix License Server 11.13.1.2 or higher.

When you assign a license to a XenServer host, XenServer contacts the specified Citrix License Server
and requests a license for the specified server(s). If successful, a license will be checked out and the
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License Manager displays information about the license the hosts are licensed under.

When requesting or applying licenses, information about the XenServer version and license type may
be transmitted to Citrix. No other information relating to any users of the system, virtual machines
running in the environment, or the environment in which XenServer is deployed, is collected or trans-
mitted to Citrix. The limited information transmitted to Citrix during the licensing process is handled
inaccordance with the Citrix privacy policy, a copy of which can be reviewed at http://www.citrix.com/
privacy .

Licensing XenServer Editions

XenServer does not support partial licensing, all hosts in a pool must be licensed. If you are running a
XenServer pool with hosts that are licensed with different license types, the host with lowest license
determines the features available to all members in the pool. Mixed pools of licensed and unlicensed
hosts will behave as if all hosts were unlicensed. For information on managing licenses in XenServer
7.1 CU2, see Managing XenServer 7.1 CU2 Licenses.

Upgrades to the Enterprise Edition are available from the Standard edition. For detailed information
about XenServer licensing, see the XenServer Installation Guide. To upgrade or to buy a XenServer
license, visit the Citrix website.

License Expiry

XenCenter notifies you when your license is due to expire. You should purchase a license before it
expires. When a XenServer license expires:

+ XenCenter License Manager will display the status as Unlicensed.
« you will no longer be able to access licensed features or receive Citrix Technical Support for any
host within the pool until you purchase another license.

License grace period

Citrix licensing has built-in timeout technology. After a startup license is checked out by a XenServer
host, XenServer and the License Server exchange “heartbeat” messages every five minutes to indicate
to each other that they are still up and running. If a XenServer host cannot contact the License Server,
for example, due to problems with the License Server hardware or software or network failures, the
server lapses into a 30-day licensing grace period. During the grace period, XenServer licenses itself
through cached information and the hosts are allowed to continue operations as if they were still
in communication with the License Server. The grace period is 30 days and when the grace period
runs out, XenServer reverts to an unlicensed state. After communication is re-established between
XenServer and the License Server, the grace period is reset.
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Managing XenServer 7.1 CU2 Licenses

February 4, 2021
This topic contains information about managing licenses in XenServer 7.1 CU2.

All hosts in a pool must be licensed. You can manage your XenServer licenses using the License Man-
ager dialog box in XenCenter. The License Manager allows you to:

« Assign XenServer licenses to managed servers. When you assign a license, XenServer contacts
the Citrix License Server and requests the specified type of license. If a license is available, it is
then checked out from the License Server.

+ Release XenServer licenses. When you release a license, XenServer contacts the Citrix License
Server and checks the license back in.

Important:

Citrix XenServer 7.1 CU2 requires Citrix License Server v11.13.1.2 or higher. You can download the
License Server from Citrix Licensing.

To discover the license status of servers and pools

Toseethelicensetype of aserverorpool, select that server or poolinthetree view. XenCenter displays
the license status in the title bar for that server or pool, after the server or pool name.

You can also go to the General tab of the server and find the license type in the License Details section.

Mixed pools of licensed and unlicensed hosts behave as if all hosts were unlicensed. In the tree view
XenCenter displays unlicensed pools with a warning triangle icon.

To assign a XenServer license

1. From the Tools menu, click License Manager.
2. Select the host(s) or pool(s) that you wish to assign a license and then click Assign License.

3. Inthe Apply License dialog box, select the license you want to request from the License Server.
For more information about various XenServer licenses, see Licensing Overview - XenServer 7.1
Ccu2.

4. Enter the License Server details and then click OK.

Note:

By default, the License Server uses port 27000 for communication with Citrix products. If
you changed the default port on the License Server, enter the appropriate number in the

© 1999-2022 Citrix Systems, Inc. All rights reserved. 52


https://www.citrix.com/downloads/licensing.html
https://docs.citrix.com/en-us/xencenter/7-1/licensing-overview-71.html
https://docs.citrix.com/en-us/xencenter/7-1/licensing-overview-71.html

XenCenter 7.1 LTSR

Port number box. For more information about changing port numbers due to conflicts,
refer to the Licensing topics on the Citrix Product Documentation website.

XenCenter contacts the specified Citrix License Server and requests a license for the specified
server(s). If successful, a license is checked out and the information displayed in the XenCenter
License Manager will be updated.

To release a XenServer license

1. Onthe Tools menu, click License Manager.
2. Select the host(s) or pool(s) and then click Release License.

Licensing Overview - XenServer 7.0

February 3, 2021
XenServer 7.0 is available in two commercial editions:

» Standard
« Enterprise

The Standard edition is our entry-level commercial offering, with a range of features that will suit the
needs of those customers who want a robust and high performing virtualization platform, but do not
require the premium features offered by the Enterprise Edition; while still wishing to benefit from the
assurance of comprehensive Citrix Support and Maintenance.

The Enterprise edition is our premium offering, optimized for both server, desktop and cloud work-
loads. In addition to the Standard edition, the Enterprise Edition offers the following features:

« Install and update 1/O drivers through the Windows Update mechanism
+ Automatic updating of the Management Agent

+ Support for SMB storage

 Support for BitDefender hypervisor-level introspection

+ Dynamic Workload Balancing

+ GPU Virtualization with NVIDIA vGPU and Intel GVT-g

« VMware vSphere to XenServer Conversion utilities

« Intel Secure Measured Boot (TXT)

+ Export Pool Resource Data

+ In-memory read caching

Note:

Customers who have purchased XenApp or XenDesktop continue to have an entitlement
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to XenServer, which includes all the features contained within the Enterprise Edition. Cus-
tomers should note that the In-memory read caching feature is available only for XenApp and
XenDesktop Platinum customers.

Citrix Licensing

XenServer uses the same licensing process as other Citrix products and as such requires a valid license
to be installed on a License Server. You can download the License Server from Citrix Licensing. After
purchasing the license for your XenServer edition, you will receive a . LIC license key. This license key
should be installed on either:

+ aWindows server running the Citrix License Server software
« aLinux-based Citrix License Server Virtual Appliance

Important:

Citrix XenServer 7.0 requires Citrix License Server 11.12.1 or higher.

When you assign a license to a XenServer host, XenServer contacts the specified Citrix License Server
and requests a license for the specified server(s). If successful, a license will be checked out and the
License Manager displays information about the license the hosts are licensed under.

When requesting or applying licenses, information about the XenServer version and license type may
be transmitted to Citrix. No other information relating to any users of the system, virtual machines
running in the environment, or the environment in which XenServer is deployed, is collected or trans-
mitted to Citrix. The limited information transmitted to Citrix during the licensing process is handled
inaccordance with the Citrix privacy policy, a copy of which can be reviewed at http://www.citrix.com/
privacy .

Licensing XenServer Editions

XenServer does not support partial licensing, all hosts in a pool must be licensed. If you are running a
XenServer pool with hosts that are licensed with different license types, the host with lowest license
determines the features available to all members in the pool. Mixed pools of licensed and unlicensed
hosts will behave as if all hosts were unlicensed. For information on managing licenses in XenServer
7.0, see Managing XenServer 7.0 Licenses.

Upgrades to the Enterprise Edition are available from the Standard edition. For detailed information
about XenServer licensing, see the XenServer Installation Guide. To upgrade or to buy a XenServer
license, visit the Citrix website.
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License Expiry

XenCenter notifies you when your license is due to expire. You should purchase a license before it
expires. When a XenServer license expires:

+ XenCenter License Manager will display the status as Unlicensed.
+ you will no longer be able to access licensed features or receive Citrix Technical Support for any
host within the pool until you purchase another license.

License grace period

Citrix licensing has built-in timeout technology. After a startup license is checked out by a XenServer
host, XenServer and the License Server exchange “heartbeat” messages every five minutes to indicate
to each other that they are still up and running. If a XenServer host cannot contact the License Server,
for example, due to problems with the License Server hardware or software or network failures, the
server lapses into a 30-day licensing grace period. During the grace period, XenServer licenses itself
through cached information and the hosts are allowed to continue operations as if they were still
in communication with the License Server. The grace period is 30 days and when the grace period
runs out, XenServer reverts to an unlicensed state. After communication is re-established between
XenServer and the License Server, the grace period is reset.

Managing XenServer 7.0 Licenses

September 30, 2020
This topic contains information about managing licenses in XenServer 7.0.

All hosts in a pool must be licensed. You can manage your XenServer licenses using the License Man-
ager dialog box in XenCenter. The License Manager allows you to:

« Assign XenServer licenses to managed servers. When you assign a license, XenServer contacts
the Citrix License Server and requests the specified type of license. If a license is available, it is
then checked out from the License Server.

» Release XenServer licenses. When you release a license, XenServer contacts the Citrix License
Server and checks the license back in.

Important:

CitrixXenServer 7.0 requires Citrix License Serverv11.12.1 or higher. You can download the License
Server from Citrix Licensing.
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To assign a XenServer license

1. From the Tools menu, click License Manager.
2. Select the host(s) or pool(s) that you wish to assign a license and then click Assign License.

3. Inthe Apply License dialog box, select the license you want to request from the License Server.
For more information about various XenServer licenses, see Licensing Overview - XenServer 7.0.

4. Enter the License Server details and then click OK.

Note:

By default, the License Server uses port 27000 for communication with Citrix products. If
you changed the default port on the License Server, enter the appropriate number in the
Port number box. For more information about changing port numbers due to conflicts,
refer to the Licensing topics on the Citrix Product Documentation website.

XenCenter contacts the specified Citrix License Server and requests a license for the specified
server(s). If successful, a license is checked out and the information displayed in the XenCenter
License Manager will be updated.

To release a XenServer license

1. Onthe Tools menu, click License Manager.
2. Select the host(s) or pool(s) and then click Release License.

Getting Help

June 3,2019

There are a number of different places you can look to find the information you need about using
XenServer:

« XenServer product documentation. Comprehensive reference documentation aimed at
XenServer administrators and developers is available in PDF format on the XenServer product
CD and online in the XenServer section of the Citrix Knowledge Center.

« Citrix Knowledge Center. If you are connected to the Internet, you can go online to browse
or search for knowledge base articles and technical notes, as well as the most up-to-date
XenServer product documentation. For more information, visit the Citrix Knowledge Center.

+ XenCenter online help. XenCenter includes a context-sensitive help system which provides
assistance appropriate to where you are in the application and what you are trying to do.
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Topics

+ The Help Window
+ Searching the Help
+ Printing Help Topics

The Help Window

June 3, 2019
XenCenter Help is displayed in an HTML Help window:

+ Onthe left of the window is the navigation pane containing the Contents, Search and Favorites
tabs.

+ On the right of the window is the topic pane. It displays the selected Help topic, or the default
Help topic.

« Atthetopisthe toolbar.

Using the Help toolbar
Icon Description
1E Hides the navigation pane, saving space on
your screen by only displaying the topic pane.
Displays the navigation pane. This button is
available only if you have previously used Hide.
Displays the last topic you viewed.
= Displays the next topic (if you have used Back ).
= Prints a topic.
Using the Contents tab

Click the Contents tab to list the Help topics:

The folder icon starts a new subject. If the folder is closed, click the plus sign to expand it, listing its
individual topics, and click the minus sign to collapse them again.

Thetopiciconindicates anindividual help topic. Click the topicicon orits title to display it in the topic
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pane.

The topic that you are currently viewing in the topic pane is highlighted in the Contents. When you
move to another topic, the Contents expands as necessary to show you where you are in the Help
system.

Using the Search tab

You can search the entire text of the Help system for words or phrases. You can limit the search to
previous results, match similar words, or search topic titles only. See Searching the Help to find out
more.

Using the Favorites tab

« To create a list of favorite Help topics, locate the Help topic you want to make a favorite topic,
click the Favorites tab, and then click Add.

« To return to a favorite topic, click the Favorites tab, select the topic, and then click Display.

+ To rename a favorite topic, right-click the topic in the list and click Rename on the shortcut
menu, then type a new name for the favorite.

+ To remove a favorite topic, select the topic and then click Remove.

Searching the Help

June 3,2019

You can search the entire text of the Help system for words or phrases. You can limit the search to
previous results, match similar words, or search topic titles only.

1. Click the Search tab, and then type the word or phrase you want to find.

2. Tosearch forwords in the topic titles only, select the Search titles only check box. All topic files
are searched, including any that are not listed in the table of contents.

3. Tosearch only the most recent group of topics found, select the Search previous results check
box. To search through all of the files in the help system, clear this check box.

4. Click List Topics , and either double-click the topic you want, or select it and click Display.

« Searches are not case-sensitive, so you can type your search in uppercase or lowercase charac-
ters.
« You can search for any combination of letters (a-z) and numbers (0-9).
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« Punctuation marks otherthan double quotes, such as the period, colon, semicolon, comma and
hyphen, are ignored during a search.

« Use double quotes to search for a phrase. For example, “server root password” finds topics
containing the phrase server root password , while server root password finds topics containing
the words server and root and password somewhere but not necessarily together as one phrase.

» Use wildcard expressions to search for one or more characters: use an asterisk to search for zero
or more characters and use a question mark to search for a single character.

Printing Help Topics

June 3, 2019

To print the current topic

1. Expand all the sections: select the Show all text check box at the top of the topic or click in the
topic and then press Alt+X.

2. Right-click in the topic pane and click Print on the shortcut menu. Alternatively, click Print on
the toolbar, click Print the selected topic, then click OK.

3. Inthe Print dialog box, set the printer options that you want, then click Print.

You can choose to print a group of topics shown in the Contents tab. However, note the following

points:

« The topics are printed with all the sections expanded.
+ The formatting of the printed topics will not look exactly as you see on screen.
+ Images may printin incorrect locations, obscuring text nearby.

To print a group of topics

1. Inthe Contents tab, right-click the book containing the topics you want to print, then click Print
on the shortcut menu or click Print on the toolbar.

2. Click Print the selected heading and all subtopics, then click OK.

3. Inthe Print dialog box, set the printer options that you want, then click Print.

Managing Servers

June 3, 2019
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Connecting and disconnecting

« Add a new server

+ Disconnect a server

» Reconnect a server

» Reboot a Server

« Shut Down a Server

« Restart Toolstack

+ Configuring Host Power On

« Power on a server remotely

+ Runin Maintenance Mode

+ Exporting and importing a list of managed servers
+ Changing Server Properties

» Changing the Control Domain Memory
« Store Your Server Connection State

» Back up and Restore a Server

« Remove a Server From XenCenter

Configuring networking

« About XenServer Networks
« Add a New Network
« Remove a Network

View and Change Network Properties

Configuring NICs

Configuring IP Addresses

More information

Changing server properties
Changing the control domain memory

Exporting and importing a list of managed servers

Connecting and Disconnecting Servers

June 3, 2019

« Add a New Server
« Disconnect a Server
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« Reconnect a Server

+ Reboot a Server

« Shut Down a Server

» Restart Toolstack

« Configuring Host Power On

« Power on a server remotely

« Run in Maintenance Mode

« Store Your Server Connection State
» Back up and Restore a Server

« Remove a Server From XenCenter

Add a New Server

September 30, 2020

In order to monitor and manage activities on a server from XenCenter, first identify it as a managed
resource. When you first connect to a server (via Add New Server on the toolbar or Server menu), it
is added to the Resources pane on the left of the XenCenter window. The default storage repository
for the server (if configured) and any physical CD or DVD drives on the server may also appear here. A
managed server can subsequently be disconnected, reconnected, shut down or put into Maintenance
Mode, and it remains accessible from the Resources pane until you remove it from XenCenter.

The first time you connect to a server using XenCenter, the Save and Restore Connection State dialog
box appears. This enables you to set your preferences for storing your server connection information
and automatically restoring server connections at the start of each XenCenter session; see Store Your
Server Connection State.

To Add a Server to XenCenter

1. Click Add New Server. Alternatively:

« Onthe Server menu, click Add.

« Inthe Resources pane, select the top-level XenCenter entry, right-click and then click Add
on the shortcut menu.

+ On the XenCenter Home page, click the Add New Server button:

2. Enterthe IP address or DNS name of the server you want to add in the Server box. For example:
182.31.32.28 or belt.orion.com .
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Tip:

You can add multiple servers with the same login credentials by entering the names or IP

addresses separated by semicolons in the Server box.

3. Typetheusername, for example, “root”, and the password set up during XenServer installation.
If Active Directory (AD) authorization has been enabled in your XenServer environment, you can
enter your AD credentials here. See RBAC overview for more information.

4. Click Add. A connection progress monitor is displayed: to cancel the connection, click Cancel.

Security Certificates

XenCenter may be configured to display a warning message whenever a new or modified SSL (Secure
Sockets Layer) security certificate is found when connecting to a managed server. Click View Certifi-
cate to view the security certificate. To prevent SSL certificate warnings from being generated, use
the Security Settings tab in the XenCenter Options dialog box.

Disconnect a Server

September 30, 2020

Adisconnected server continues to be a managed server and remains available in the Resources pane
with this status icon: (&

You can quickly see which of your servers are currently disconnected by switching to the Objects view
in the Navigation Pane and then clicking on Disconnected servers.

« To disconnect a server, select it in the Resources pane and then, on the Server menu, click
Connect/Disconnect and then Disconnect. You can reconnect to a disconnected server at any
time. For more information, see Reconnect a server.

« To remove a disconnected server from the Resources pane, see Remove a server from XenCen-
ter.

Reconnect a Server

June 3, 2019

Once you have added a server to XenCenter, it remains accessible in the Resources pane throughout
the current XenCenter session regardless of the server’s status - connected or disconnected, running
normally or in Maintenance Mode.
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To reconnect to a managed server that is disconnected, simply double-click on it in the Resources
pane, or right-click and then click Connect on the shortcut menu. Server connection information is
remembered for the duration of the current XenCenter session and so you will not need to enter the
same login credentials more than once in the same XenCenter session if you want to reconnect using
the same user account.

You can also reconnect to a connected server using different login credentials, for example, using your
AD login instead of your local root account.

To reconnect to a connected server using different login credentials

1. Select the server in the Resources pane.
2. Do one of the following:
+ Right-click in the Resources pane and select Reconnect As on the shortcut menu.
« Onthe Server menu, click Connect/Disconnect and then Reconnect As.
3. Enter the new username and password. If Active Directory authorization has been enabled in
your XenServer environment, you can enter your AD credentials here. See RBAC overview.
4. Click OK.

Reboot a Server

June 20, 2019

When you reboot a server in XenCenter, any virtual machines (VMs) running on it are shut down, and
then the server is disconnected and rebooted. If the server is a member of a pool, the loss of con-
nectivity on shutdown will be handled and the pool will recover when the server returns. If you shut
down another pool member (not the master), the other pool members and the master will continue
to function. If you shut down the master, the pool will be out of action until the master is rebooted
and back on line, at which point the other members will reconnect and synchronize with the master,
or until you make one of the other members into the master (which you can do via the XenServer xe
CLI).

Note that VMs with XenServer Tools installed (“paravirtualized” VMs) will be shut down gracefully
when you reboot the host server, but VMs running in HVYM mode (that is, VMs without XenServer Tools
installed) will be shut down using a forced shutdown; to avoid this, you should Installing XenServer
Tools on all HVM virtual machines.

After a server reboot, XenCenter will attempt to reconnect to the server automatically. Once the server
is reconnected, you will need to restart any VMs that were running on it unless they are configured to
automatically start on host server reboot (see Change VM properties ).
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To reboot a server

Select the server in the Resources pane and then click Reboot on the Toolbar.

Shut Down a Server

September 30, 2020

When you shut down a server in XenCenter, any virtual machines (VMs) running on it are shut down,
and then the server is disconnected and powered off. If the server is a member of a pool, the loss
of connectivity on shutdown will be handled and the pool will recover when the server returns. If
you shut down another pool member (not the master), the other pool members and the master will
continue to function. If you shut down the master, the pool will be out of action until the master is
rebooted and back on line, at which point the other members will reconnect and synchronize with
the master, or until you make one of the other members into the master (which you can do via the
XenServer xe CLI).

Note that VMs with XenServer Tools installed (“paravirtualized” VMs) will be shut down gracefully, but
VMs running in HVYM mode (that is, VMs without XenServer Tools installed) will be shut down using a
forced shutdown; to avoid this, you should install XenCenter tools on all HVM virtual machines.

After you power the server back on, you will need to connect to it again - see Reconnect a server.
To shut down a server:
Select the server in the Resources pane and then click Shut Down on the toolbar.

When the server has been shut down, its status in the Resources pane changes to Disconnected [®.

Restart Toolstack

August 25, 2021

The Restart Toolstack option allows you to restart the XenServer management toolstack (also known
as xapi). This toolstack controls VM lifecycle operations, host and VM networking, VM storage, user
authentication, and allows the management of XenServer resource pools. xapi provides the publicly
documented XenAPl Management Interface which is used by all tools that manage VMs and resource
pools.

Note:

In some cases, the Restart Toolstack option can be used for troubleshooting XenServer issues.
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However, customers should be extremely cautious when using this option, as incorrect usage
can cause unexpected results.

To restart the toolstack:

o)(enCenter

File View Pool | Server | VWM 5Storage  Templates

e Back - Forw Ell’ Add..

Search @ Reboot
= {r} YenCenter Power On Ctrl+B
E cl01-15 @ @ Shut Down
[ clo1-14 Restart Toolstack (2
gy xrtuk-01-02 |
Connect/Disconnect 3
Add to Pool 2
Remove From Pool I

1. Select the server in the Resources pane.
2. Onthe Server menu, click Restart Toolstack.
3. Click Yes to confirm.

Note:

When you run the Restart Toolstack option on the Pool Master, XenCenter will lose connection
to the pool. Wait for 30 seconds after losing connection, and then reconnect manually.

Configuring Host Power On

June 3, 2019

The XenServer Host Power On feature allows you to manually turn a remote host (server) on and off.
To use this feature, you need to carry out the following steps:

1. Ensure that the host supports remote power control (that is, it has Wake-on-LAN functionality,
a DRAC orilLO card, or it is using a custom script). See Prerequisites for Host Power On.
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2. Enable the Host Power On functionality, as described in To enable or disable Host Power On. To
perform this procedure foriLO and DRAC processors, you need the credentials for the processor,
which are set in its firmware.

Once Host Power On has been configured on a server, you will be able to power the server on from
XenCenter by selecting it and then, on the Server menu, clicking Power On.

If you have Workload Balancing installed and configured, you can also configure XenServer to turn
hosts on and off automatically as VMs are consolidated or brought back online. This feature is known
as Power Management.

Prerequisites for Host Power On

To enable the Host Power On feature, the host server must have one of the following power control
solutions:

« Anetwork card that supports Wake On LAN (WOL).

« Dell Remote Access Controller (DRAC). To use XenServer with DRAC, you need to follow these
steps:

1. Install the Dell supplemental pack.

2. Install the RACADM command-line utility on the host server with the remote access con-
troller.

3. Enable DRAC and its interface. RACADM is often included in the DRAC management soft-
ware. For more information, see Dell’s DRAC documentation.

+ Hewlett-Packard Integrated Lights-Out (iLO). To use XenServer with iLO, iLO must be enabled
on the host and be connected to the network. For more information, see HP’s iLO documenta-
tion.

+ A custom power-on script based on the Xen-API that enables you to turn the power on and off
through XenServer. For DRAC and iLO, you can use the secrets feature (by specifying the key
power_on_password_secret ) to help you store your password more securely. For more infor-
mation, see the XenServer Administrator’s Guide.

To enable or disable Host Power On

You can enable Host Power On for an individual host server via the host’s Properties window, or on
multiple servers via the pool’s Properties window.

1. Select the server or pool and open its Properties dialog box: on the Server or Pool menu, click
Properties.

2. Click the Power On tab and under Power On mode , select the option you want:

« Disabled Select this option to turn off the Host Power On feature.
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+ Wake-on-LAN (WolL) To use this option, the host must have a Wake on LAN-enabled net-
work card.

+ HP Integrated Light-Out (iLO) To use this option, iLO must be enabled on the host and be
connected to the network. For more information, see HP’s iLO documentation.

+ Dell Remote Access Controller (DRAC) To use this option, the Dell supplemental pack
must be installed on the host server to get DRAC support. For more information, see Dell’s
DRAC documentation.

+ Custom power-on script You can use a custom Python Linux script to turn on the power
on a XenServer host from a remote location. For information about creating the script,
including a list of supported key/value pairs, see the XenServer Administrator’s Guide.

3. If you selected either HP iLO or Dell DRAC, enter the following information:

+ IP Address The IP address you specified configured to communicate with the power-
control card. Alternatively, you can enter the domain name for the network interface
where iLO or DRAC is configured.

« User name This is the iLO or DRAC user name that is associated with the management
processor, which you may or may not have changed from its factory default settings.

« Password This is the password associated with that user name.

4. If you selected Custom power-on script, enter the filename and path to the custom script you
created and then, under Configuration options , enter the key/value pairs you want to use to
configure the script. Move between fields by clicking or tabbing.

You do not need to specify the .py extension when you specify the filename of the custom script.
5. Click OK to save your configuration changes and close the Properties window.

After configuration, you can configure and run the Workload Balancing Automation and Host Power
On features.

Power on a server remotely

June 3, 2019

The Host Power On feature allows you to remotely power on managed servers from XenCenter. To use
this feature, the servers must have remote power control support (Wake-on-LAN functionality, a DRAC
oriLO card, or a custom power-on script) and you must have enabled Host Power On in each server’s
Properties (this can be enabled once for multiple servers at pool-level).

See Configuring Host Power On to what you need to do to set up and enable this feature.
Once Host Power On has been configured, select the server(s) and then do one of the following:

1. On the Server menu, click Power On.
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2. Right-click and select Power On.

Run in Maintenance Mode

April 25,2022

You may need to take a managed server offline for a number of reasons, such as a rolling upgrade
of virtualization software, adding or testing connectivity to a new network, diagnosing an underlying
hardware issue or adding connectivity to a new storage system. In XenCenter, you can take a server
offline temporarily by placing it into Maintenance Mode. If the server is in a resource pool, when you
place it into Maintenance Mode, all running VMs will be automatically migrated from it to another
server in the same pool. If the server is the pool master, a new master will also be selected for the
pool.

When Workload Balancing is enabled, the virtual machines running on that server will be automati-
cally migrated to their optimal servers when available, based on Workload Balancing recommenda-
tions (performance data, your placement strategy, and performance thresholds).

While a server is Maintenance Mode, you cannot create or start any VMs on it.

To place a server in Maintenance Mode

In the Infrastructure view of the XenCenter resources pane (left pane), select the server and then do
one of the following:

+ Right-click the server name and click Enter Maintenance Mode on the shortcut menu.
+ On the Server menu, click Enter Maintenance Mode.

When all running VMs have been successfully migrated off the server, the server’s status in the Re-
sources pane is changed to .

To take a server out of Maintenance Mode

In the Infrastructure view of the XenCenter resources (left pane), select the server and then do one
of the following:

+ Right-click the server name and click Exit Maintenance Mode on the shortcut menu.
« On the Server menu, click Exit Maintenance Mode.
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Store Your Server Connection State

September 30, 2020

Login credentials - your username and password - for all your managed servers can be stored between
XenCenter sessions and used to automatically reconnect to them at the start of each new XenCenter
session. When this feature is enabled, XenCenter will remember the connection state of all your man-
aged servers at the end of each session and attempt to restore them at the start of your next session.
If a server was connected at the end of your previous session, it will be reconnected automatically
without you being prompting for your server login details; if a server was disconnected at the end of
your previous session, it will not be reconnected automatically.

If you choose to turn off the automatic reconnection feature, you will need to reconnect to all your
managed servers each time you open XenCenter, entering your user name and password for each
server.

Note:

Your system administrator can disable the saving of server login credentials, so this feature many
not be available.

You can optionally protect your stored login credentials with a master password to ensure they re-
main secure; at the start of each session, you will be prompted to enter this master password before
connections to your managed servers are restored.

To turn automatic reconnection on or off

1. Open the XenCenter Options dialog box: on the Tools menu, click Options.
2. Clickonthe Save and Restore tab, then select or clear the Save and restore server connection
state on startup check box.

Using a master password

When you choose to store server login credentials in XenCenter, you can also set a master password
that must be entered before connections to your managed servers are automatically restored. You set,
remove and change the master password from the Save and Restore tab in the XenCenter Options
dialog box.

Note that if you lose or forget the master password, it cannot be recovered. If this happens, you will
need to connect to each managed server again and then set a new master password.
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To set a master password

Open the XenCenter Options dialog box: on the Tools menu, click Options.
Click on the Save and Restore tab.
Ensure that the Save and restore server connection state on startup check box is selected.

N =

Under Master password , select the Require a master password check box, then enter and
confirm the password, and click OK. Remember that passwords are case-sensitive.

To change the master password

Open the XenCenter Options dialog box: on the Tools menu, click Options.
Click on the Save and Restore tab.
Under Master password , click Change Master Password.

>N =

Enter the existing master password, then enter and confirm the new master password, and then
click OK.

To clear the master password

1. Open the XenCenter Options dialog box: on the Tools menu, click Options.

2. Click on the Save and Restore tab.

3. Under Master password , clear the Require a master password check box.

4. When prompted, enter and confirm the current master password, then click OK.

Back up and Restore a Server

June 3,2019

You can back up a managed server to a XenServer backup file (.xbk) that can then be used to restore
the server in case of hardware failure. Note that this will back up just the server itself, but not any VMs
that might be running on it.

We recommend that you back up your servers frequently to enable you to recover from possible server
and/or software failure. When backing up servers in XenCenter, note the following points:

+ You should not create the backup on the XenServer control domain (dom0). For more informa-
tion about XenServer control domains, see the XenServer Administrator’s Guide.
« XenServer backup files may be very large.

To restore a server, you can select and restore the backup file within XenCenter, and then you need to
reboot the server from the XenServer installation CD to complete the restore.
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To back up your server configuration and software

1. Select the server in the Resources pane, then, on the Server menu, click Back Up.
2. Browse to locate the folder where you want to create the backup file and enter the filename,
then click Save to begin the backup.

The backup may take some time. You can click on the Notifications and then Events to view the
progress.

To restore server software and configuration from backup

1. Selecttheserverinthe Resources pane, then, on the Server menu, click Restore From Backup.
2. Browse to locate the backup file and then click Open to begin the restore.
3. Onthe host server, reboot to the host installation CD and select Restore from backup.

Remove a Server From XenCenter

June 3, 2019

Removing a managed server from XenCenter stops all managing and monitoring activities for that
server. It does not affect the activities running on the server itself or remove any VMs installed on it.
Removing a server simply breaks the connection between XenCenter and the server and its VMs, and
removes all traces of it from XenCenter.

To remove a server, select it in the Resources pane, and, in the Server menu, click Remove from
XenCenter.

To put a server that you removed back into the list of managed resources, you need to add it again to
XenCenter in the same way as the first time you connected to it; see Add a new server.

Configuring Networking

June 3, 2019

+ About XenServer Networks

+ Add a New Network

+ Remove a Network

» View and Change Network Properties
+ Configuring NICs

« Configuring IP Addresses
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About XenServer Networks

June 3, 2019

Each managed server has one or more networks. A XenServer network is a virtual Ethernet switch
that may be connected to an external interface (with or without a VLAN tag) or may be entirely virtual,
internal to an individual server or pool.

When XenServer is installed on a physical server, a network is created for each physical NIC on the
server. The network works as a bridge between a virtual network interface on a Virtual Machine (VIF)
and a physical network interface (PIF) associated with a network interface card (NIC) on the host
server.

When you move a managed server into a Resource Pool, these default networks are merged so that all
physical NICs with the same device name are attached to the same network. Typically, you would only
need to add a new network if you wished to create an internal network, to set up a new VLAN using an
existing NIC, or to create a NIC bond. You can configure up to 16 networks per managed server, or up
to 8 bonded network interfaces.

Jumbo frames can be used to optimize performance of storage traffic. You can set the Maximum Trans-
mission Unit (MTU) for a new server network in the New Network wizard or for an existing network
in its Properties window, allowing the use of jumbo frames. The possible MTU value range is 1500 to
9216.

Network types

There are four different physical (server) network types to choose from when creating a new network
within XenCenter.

Single-Server Private network

This is an internal network that has no association with a physical network interface, and provides
connectivity only between the virtual machines on a given server, with no connection to the outside
world.

Cross-Server Private network

This is a pool-wide network that provides a private connection between the VMs within a pool, but
which has no connection to the outside world. Cross-server private networks combine the isolation
properties of a single-server private network with the ability to span a resource pool. This enables
use of VM agility features such as XenMotion live migration and Workload Balancing (WLB) for VMs
with connections to cross-server private networks. VLANs provide similar functionality though unlike
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VLANS, cross-server private networks provide isolation without requiring configuration of the physical
switch fabric, through the use of the Generic Routing Encapsulation (GRE) IP tunneling protocol. To
create a cross-server private network, the following conditions must be met:

+ all of the servers in the pool must be using Open vSwitch for networking;
+ the pool must have a vSwitch Controller configured that handles the initialization and configu-
ration tasks required for the vSwitch connection (this must be done outside of XenCenter).

External network

This type of network has an association with a physical network interface and provides a bridge be-
tween virtual machines and your external network, enabling VMs to connect to external resources
through the server’s physical network interface card.

Bonded network

This type of network is formed by bonding two or more NICs to create a single, high-performing chan-
nel that provides connectivity between VMs and your external network. Three bond modes are sup-
ported:

+ Active-active - In this mode, traffic is balanced between the bonded NICs. If one NIC within the
bond fails, all of the host’s network traffic automatically routes over the second NIC. This mode
provides load balancing of virtual machine traffic across the physical NICs in the bond.

« Active-passive (active-backup) - Only one NIC in the bond is active; the inactive NIC becomes
active if and only if the active NIC fails, providing a hot-standby capability.

« Link Aggregation Control Protocol (LACP) Bonding - This mode provides active-active bond-
ing, where trafficis balanced between the bonded NICs. Unlike the active-active bond in a Linux
bridge environment, LACP can load balance all traffic types. Two available options in this mode
are:

- LACP with load balancing based on source MAC address - In this mode, the outgoing
NIC is selected based on the MAC address of the VM from which the traffic originated. Use
this option to balance traffic in an environment where you have several VMs on the same
host. This option is not suitable if there are fewer VIFs than NICs: as load balancing is not
optimal because the traffic cannot be split across NICs.

- LACP with load balancing based on IP and port of source and destination - In this mode,
the source IP address, the source port number, the destination IP address, and the desti-
nation port number are used to route the traffic across NICs. This option is ideal to balance
traffic from VMs and the number of NICs exceeds the number of VIFs. For example, when
only one virtual machine is configured to use a bond of three NICs.

Notes:
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+ You must configure vSwitch as the network stack to be able to view the LACP bonding optionsin
XenCenter and to create a new LACP bond. Also, your switches must support the IEEE 802.3ad
standard.

+ Active-active and active-passive bond types are available for both the vSwitch and Linux bridge.

+ You can bond either two, three, or four NICs when vSwitch is the network stack, whereas you
can only bond two NICs when Linux bridge is the network stack.

For more information about the support for NIC bonds in XenServer, see the XenServer Administrator’s
Guide.

Add a New Network

September 30, 2020

To create a new network in a pool or on a standalone server, use the New Network wizard: select the
server or pool in the Resources pane, click on the Networking tab and then click Add Network.

To add a new external network

An external network has an association with a physical network interface card (NIC) and provides a
bridge between virtual machines and your external network, enabling VMs to connect to external re-
sources through the NIC.

Open the New Network wizard.

On the first page of the wizard, select External Network and then click Next.

Enter the name and an optional description for the new network, and then click Next.

On the Network settings page, configure the NIC, VLAN and MTU settings for the new network:

Fal

a) From the NIC list, choose a physical network interface card (NIC).
b) Inthe VLAN box, assign a number to the new virtual network.
¢) Tousejumbo frames, set the Maximum Transmission Unit (MTU ) to a value between 1500
to 9216.
5. Select the Automatically add this network to new virtual machines check box to have the
new network added to any new VMs created using the New VM wizard.
6. Click Finish to create the new network and close the wizard.

To add a new single-server private network

Asingle-server private network is an internal network that has no association with a physical network
interface, and provides connectivity only between the virtual machines on a given server, with no
connection to VMs on other servers in the pool or to the outside world.
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N =

Open the New Network wizard.

On the first page of the wizard, select Single-Server Private Network and then click Next.
Enter a name and an optional description for the new network, and then click Next.

On the Network settings page, select the Automatically add this network to new virtual ma-
chines check box to have the new network added to any new VMs created using the New VM
wizard.

Click Finish to create the new network and close the wizard.

To add a new cross-server private network

A cross-server private network is a pool-wide network that provides a private connection between the

VMs within a pool, but which has no connection to the outside world. To create a cross-server private

network, the following conditions must be met:

« all of the servers in the pool must be using Open vSwitch for networking;

+ the pool must have a vSwitch Controller configured that handles the initialization and configu-

N =

ration tasks required for the vSwitch connection (this must be done outside of XenCenter).

Open the New Network wizard.

On the first page of the wizard, select Cross-Server Private Network and then click Next.
Enter a name and an optional description for the new network, and then click Next.

On the Network settings page, select an interface for the new network to use, from the Man-
agement interface list.

Select the Automatically add this network to new virtual machines check box to have the
new network added to any new VMs created using the New VM wizard.

. Click Finish to create the new network and close the wizard.

To add a new bonded network

This type of network is formed by bonding two or more NICs together to create a single, high-

performing channel that provides connectivity between VMs and your external network.

Note:

Whenever possible, create NIC bonds as part of initial resource pool creation prior to joining ad-

ditional servers to the pool or creating VMs. Doing so allows the bond configuration to be auto-

matically replicated to servers as they are joined to the pool and reduces the number of steps

required.

1.

2.

Open the New Network wizard.

On the first page of the wizard, select Bonded Network and then click Next.
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3. On the Bond Members page, select the NICs you want to bond together. To select a NIC, select

its check box in the list. Up to four NICs may be selected in this list. Clear the check box to
deselect a NIC.

4. Under Bond mode , choose the type of bond:

7.

+ Select Active-active to configure an active-active bond, where traffic is balanced between
the bonded NICs and if one NIC within the bond fails, the host server’s network traffic au-
tomatically routes over the second NIC.

+ Select Active-passive to configure an active-passive bond, where traffic passes over only
one of the bonded NICs. In this mode, the second NIC will only become active if the active
NIC fails, for example, if it loses network connectivity.

+ Select LACP with load balancing based on source MAC address to configure a LACP
bond, where the outgoing NIC is selected based on MAC address of the VM from which
the traffic originated. Use this option to balance traffic in an environment where you
have several VMs on the same host. This option is not suitable if there are fewer virtual
interfaces (VIFs) than NICs: as load balancing is not optimal because the traffic cannot be
split across NICs.

+ Select LACP with load balancing based on IP and port of source and destination to
configure a LACP bond, where the source IP address, source port number, destination IP
address, and destination port number are used to allocate the traffic across the NICs. Use
this option to balance traffic from VMs in an environment where the number of NICs ex-
ceeds the number of VIFs.

Notes:

+ You must configure vSwitch as the network stack to be able to view the LACP bonding op-
tions in XenCenter and to create a new LACP bond. Also, your switches must support the
IEEE 802.3ad standard.

« Active-active and active-passive bond types are available for both the vSwitch and Linux
bridge.

+ You can bond either two, three, or four NICs when vSwitch is the network stack, whereas
you can only bond two NICs when Linux bridge is the network stack.

To use jumbo frames, set the Maximum Transmission Unit ( MTU ) to a value between 1500 to
9216.

. Select the Automatically add this network to new virtual machines check box to have the
new network added to any new VMs created using the New VM wizard.

Click Finish to create the new network and close the wizard.

For more information, see Configuring NICs.
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Remove a Network

June 3, 2019

1. Select the server or pool in the Resources pane then click on the Networking tab.
2. On the Networking tab, select the network in the list and then click Remove Network.

View and Change Network Properties

June 3, 2019

To view a server’s current networking configuration

Click on the Networking tab for a server to see all the networks currently configured on the server,

with information about each one:

Name
Description

NIC

VLAN

Auto

Link Status

MAC

MTU

The name of the network.
(Optional) A description of the network.

The physical network interface card (NIC), NIC
bond or internal virtual network used by the
network.

For external networks, this column shows the
virtual LAN (VLAN) tag.

This column shows whether the network will
be automatically added to any new virtual
machines created using the New VM wizard.

The link status of the network: connected or
disconnected.

The MAC (Media Access Control) address of the

network adapter (NIC). This is a unique
identifier for a particular network adapter.

A Maximum Transmission Unit value between
1500 to 9216 allows the use of jumbo frames.
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To change a server’s networking configuration

On the XenCenter Networking tab, select the network and click Properties. In addition to the name,
description, folder, tags and custom fields properties, you can also change a number of network con-
figuration settings on the Network Settings tab:

Bond mode

This configuration option will appear on bonded networks only.

+ Select Active-active to configure an active-active bond, where traffic is balanced between the
bonded NICs and if one NIC within the bond fails, the host server’s network traffic automatically
routes over the second NIC.

+ Select Active-passive to configure an active-passive bond, where traffic passes over only one
of the bonded NICs. In this mode, the second NIC will only become active if the active NIC fails,
for example, if it loses network connectivity.

+ Select LACP with load balancing based on source MAC address to configure a LACP bond,
where the outgoing NIC is selected based on MAC address of the VM from which the traffic origi-
nated. Use this option to balance traffic in an environment where you have several VMs on the
same host. This option is not suitable if there are fewer virtual interfaces (VIFs) than NICs: as
load balancing is not optimal because the traffic cannot be split across NICs.

+ Select LACP with load balancing based on IP and port of source and destination to configure
aLACP bond, where the source IP address, source port number, destination IP address, and des-
tination port number are used to allocate the traffic across the NICs. Use this option to balance
the traffic in an environment where the number of NICs exceeds the number of VIFs.

Notes:

+ You must configure vSwitch as the network stack to be able to view the LACP bonding optionsin
XenCenter and to create a new LACP bond. Also, your switches must support the IEEE 802.3ad
standard.

+ Active-active and active-passive bond types are available for both the vSwitch and Linux bridge.

+ You can bond either two, three, or four NICs when vSwitch is the network stack, whereas you
can only bond two NICs when Linux bridge is the network stack.

For more information, see Configuring NICs.

MTU

To use jumbo frames, set the Maximum Transmission Unit (MTU ) to any value between 1500 to 9216.
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Automatically add this network to new virtual machines

Select this check box to have the network automatically added to new VMs when they are created
using the New VM wizard.

Configuring NICs

December 28, 2021

XenServer automatically manages NICs as needed based on the related network, virtual network inter-
face, server network, and bond configuration. You can view the available NICs, configure NIC bonds,
and dedicate NICs to a specific function from the NICs tab.

NIC bonding canimprove server resiliency by using two or more physical NICs as if they were one. Two
or more NICs may be bonded to create a single, high-performing channel that provides connectivity
between VMs and your external network. Three bond modes are supported:

Active-active: This mode provides load balancing of virtual machine traffic across the physical NICs
inthe bond. If one NIC within the bond fails, all of the host’s network traffic automatically routes over
the second NIC.

Active-passive (active-backup): This mode provides failover capability. Only one NIC in the bond is
active; the inactive NIC becomes active if and only if the active NIC fails.

Link Aggregation Control Protocol (LACP) Bonding: This mode provides active-active bonding,
where traffic is balanced between the bonded NICs. Unlike the active-active bond in a Linux bridge
environment, LACP can load balance all traffic types.

Note:

You must configure vSwitch as the network stack to be able to view the LACP bonding options in
XenCenter and to create a new LACP bond. Also, your switches must support the IEEE 802.3ad
standard. The switch must contain a separate LAG group configured for each LACP bond on the
host. For more details about creating LAG groups, see XenServer Administrator’s Guide.

When you bond separate NICs using XenCenter, a new NIC is created: this is the bond master, and the
other NICs are referred to as the bonded NICs. The NIC bond can then be connected to a XenServer
network to allow virtual machine traffic and server management functions to take place. You can
create NIC bonds in XenCenter from the NICs tab or from the server’s Networking tab (network type
= Bonded Network).

Viewing available NICs

For each available NIC on a server, the following device properties are shown on the NICs tab:
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NIC Identifies the physical network interface card
or internal virtual network.

MAC The MAC (Media Access Control) address of the
NIC.
Link Status The connection status of the NIC: Connected or

Disconnected.

Speed The data transfer rate of the NIC.

Duplex The duplexing mode of the NIC: full or half.
Vendor, Device The NIC vendor and device names.

PCI Bus Path The PCl bus path for pass-through devices.

When you add a new physical interface on a XenServer host, for example, a new Ethernet controller,
it may not appear in the list on the NICs tab. If this happens, click Rescan on the NICs tab to force
XenServer to scan for new cards.

To create a new NIC bond

1. Ensure that the NICs you want to bind together are not in use: you must shut down any VMs
with virtual network interfaces using the bonded NICs prior to creating the bond. After you have
created the bond, you will need to reconnect the virtual network interfaces to an appropriate
network.

2. Select the server in the Resources pane on the left then click on the NICs tab and click Create
Bond.

3. Select the NICs you want to bond together. To select a NIC, select its check box in the list. Up
to four NICs may be selected in this list. Clear the check box to deselect a NIC. To maintain a
flexible and secure network, You can bond either two, three, or four NICs when vSwitch is the
network stack, whereas you can only bond two NICs when Linux bridge is the network stack.

4. Under Bond mode, choose the type of bond:

+ Select Active-active to configure an active-active bond, where traffic is balanced between
the bonded NICs and if one NIC within the bond fails, the host server’s network traffic au-
tomatically routes over the second NIC.

+ Select Active-passive to configure an active-passive bond, where traffic passes over only
one of the bonded NICs. In this mode, the second NIC will only become active if the active
NIC fails, for example, if it loses network connectivity.

+ Select LACP with load balancing based on source MAC address to configure a LACP
bond, where the outgoing NIC is selected based on MAC address of the VM from which
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the traffic originated. Use this option to balance traffic in an environment where you
have several VMs on the same host. This option is not suitable if there are fewer virtual
interfaces (VIFs) than NICs: as load balancing is not optimal because the traffic cannot be
split across NICs.

+ Select LACP with load balancing based on IP and port of source and destination to
configure a LACP bond, where the source IP address, source port number, destination IP
address, and destination port number are used to allocate the traffic across the NICs. Use
this option to balance traffic from VMs in an environment where the number of NICs ex-

ceeds the number of VIFs.
Note:

LACP bonding is only available for the vSwitch, whereas active-active and active-
passive bonding modes are available for both the vSwitch and Linux bridge.

For more information about the support for NIC bonds in XenServer, see the XenServer
Administrator’s Guide.
5. To use jumbo frames, set the Maximum Transmission Unit ( MTU ) to a value between 1500 to
9216.
6. To have the new bonded network automatically added to any new VMs created using the New
VM wizard, select the check box.
7. Click Create to create the NIC bond and close the dialog box.

XenCenter will automatically move management and secondary interfaces from bonded NICs to the
bond master when the new bond is created.

Note that a server with its management interface on a bond will not be permitted to join a pool. You
will need to reconfigure the server’s management interface and move it back on to a physical NIC
before it can join a pool.

Deleting a NIC bond

If reverting a server to a non-bonded configuration, be aware of the following requirements:

+ Aswhen creating a bond, all virtual machines with virtual network interfaces that use the bond
must be shut down prior to destroying the bond. After reverting to a non-bonded configuration,
reconnect the virtual network interfaces to an appropriate network.

+ Move the management interface to another NIC using the Management interfaces dialog box
before you delete the bond, otherwise connections to the server (including XenCenter) will be
dropped.

To delete a bond:

1. Select the server in the Resources pane on the left, then click on the NICs tab.
2. Click Delete Bond.
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Dedicating a NIC to a specific function

You can assign IP addresses to NICs to dedicate a NIC to a specific function, such as storage or other
types of network traffic. For more information, see Configuring IP Addresses.

Configuring IP Addresses

September 30, 2020

The NIC used as the management interface on a managed server is initially specified during XenServer
installation. In XenCenter, the XenServer xe CLI, and any other management software running on sep-
arate machines all connect to the server via the IP address of the management interface.

If a server has two or more NICs, you can select a different NIC or NIC bond to use as its management
interface. You can assign IP addresses to NICs (also known as configuring secondary interface) and
dedicate NICs to a specific function, such as storage or other types of network traffic. Note that putting
the management interface on a VLAN network is not supported.

Note also that when a new server joins a pool, the pool master’s networking configuration, including
network and bond information, is automatically inherited by the joining server. However, the joining
server’s management interface will not be changed to match the master, so you will need to reconfig-
ure it after joining in order to use the same bond as the pool master server. Note also that a server
with its management interface on a bond will not be permitted to join a pool, and so you will need
to reconfigure the server’s management interface and move it back on to a physical NIC before it can
join a pool.

The following sections provide instructions to assign an IP address to a NIC and change the manage-
ment interface for a server or pool in XenCenter, using the Configure IP Addresses dialog box.

To assign an IP address to a NIC

You can use XenCenter to configure a NIC an IP address to carry out a specific function, such as storage
traffic. When you configure a NIC with an IP address, you will be essentially creating a secondary
interface.

To maintain a flexible and secure network, you can segment network traffic by creating secondary in-
terfaces that use a dedicated NIC, for example, to establish separate networks for server management,
application production traffic, and storage traffic. In the default XenServer networking configuration,
all network traffic to IP-based storage devices occurs over the NIC used for the management inter-
face. Also, it is important to note that the secondary interfaces inherit the DNS server settings from
the management interface.

© 1999-2022 Citrix Systems, Inc. All rights reserved. 82


https://docs.citrix.com/en-us/xencenter/7-1/hosts-management-ip.html

XenCenter 7.1 LTSR

Assigning an IP addressto a NIC, to carry out a specific function, requires that the appropriate network
configuration be in place in order to ensure the NIC is used for the desired traffic. For example, to
dedicate a NIC to storage traffic, you must assign the newly created interface an IP address that (a)
is on the same subnet as the storage controller, if applicable, (b) is on a different subnet than the
management interface, and (c) is not on the same subnet as any other secondary interfaces. Also, the
NIC, storage target, switch, and/or VLAN must be configured such that the target is only accessible
over the assigned NIC. This allows use of standard IP routing to control how traffic is routed between
multiple NICs within a managed server.

Perform the following tasks to assign an IP address to a NIC and create a secondary interface:
1. Onthe Networking tab for a server or pool, under IP Address Configuration , click Configure.
2. Click Add IP address.
3. Enter a name for the new secondary interface.
4. Choose a XenServer network from the Network list.
5. Configure the networking settings for the new interface:

+ To use automated Dynamic Host Configuration Protocol (DHCP) to automatically assign
networking settings including the IP address, subnet mask and gateway, select Automat-
ically obtain network settings using DHCP.

« To configure networking settings manually, click Use these settings and enter the
required values. You must enter an IP address and a subnet mask, but the gateway
settings are optional.

6. To configure additional interfaces, click Add IP address again and repeat the configuration
steps above.

7. When you have finished, click OK to save your configuration choices.
Note:

If you choose to configure the network settings manually, you will be prompted to confirm
your settings. Click Reconfigure anyway to confirm.

To remove a secondary interface

1. On the Networking tab for a server or pool, under IP Address Configuration , click Configure.

2. Inthelist of configured interfaces on the left of the dialog box, select the one you want to remove
and then click Remove this Interface.

3. Click OK to save your configuration choices.
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To change the management interface

1. On the Networking tab for a server or pool, under IP Address Configuration , click Configure.
2. Onthe Primary tab, choose a XenServer network from the Network list.
3. Configure the networking settings for the management interface:

+ To use automated Dynamic Host Configuration Protocol (DHCP) to automatically assign
network settings including the IP address, subnet mask, gateway and DNS server, select
Automatically obtain network settings using DHCP.

+ To configure network settings manually, click Use these settings and enter the required
values. You must enter an IP address and a subnet mask, but the gateway and DNS server
settings are optional.

4. When you have finished, click OK to save your configuration choices.
Note:

If you choose to configure the network settings manually, you will be prompted to confirm
your settings. Click Reconfigure anyway to confirm.

Changing Server Properties

September 30, 2020

Select any connected server in the Resources pane and click on the General tab to see its properties
and current status. Click Properties to change the properties of a server.

General properties - Name, Description, Folder and Tags

You can change the name, description, folder, and tags for a server on the General Properties tab of
the server’s Properties dialog box.

« To change the server’s name, enter a new name in the Name box.

« To change its description, enter new text in the Description box.

« To place the server in a folder or to move it to a different folder, click Change in the Folder box
and select a folder. See Using folders for more information about using folders.

« To tag and untag the server and to create and delete tags, see Using tags.

iSCSI IQN (General tab)

The server’s iSCSI IQN is used to uniquely identify it when connecting to iSCSI storage repositories
(SRs). XenServer hosts support a single iSCSI initiator which is automatically created and configured

© 1999-2022 Citrix Systems, Inc. All rights reserved. 84


https://docs.citrix.com/en-us/xencenter/7-1/resources-folders.html
https://docs.citrix.com/en-us/xencenter/7-1/resources-tagging.html

XenCenter 7.1 LTSR

with a random IQN during host installation. The single initiator can be used to connect to multiple
iSCSI targets (SRs) concurrently. For more detailed information about XenServer support for iSCSI
storage, see the XenServer Administrator’s Guide.

Important:

The iSCSI target (SR) and all servers in the pool must have different IQNs set. If a non-unique IQN
identifier is used, data corruption can occur and/or access to the target may be denied.

To change the iSCSI IQN value for a managed server

Note:

Before changing a server’s iSCSI IQN value, all existing SRs must be detached. Note also that
changing the server IQN may make it impossible for the server to connect to new or existing SRs
unless the storage target is updated appropriately.

1. Select the server in the Resources pane, click on the General tab, and then click Properties.
2. Onthe General tab in the Properties dialog box, enter the new value in the iSCSI IQN box.
3. Click OK to save your changes and close the dialog box.

= Custom Fields

Custom fields allow you to add information to managed resources to make it easier to search and
organize them. See Using custom fields to find out how to assign custom fields to your managed
resources.

ﬁ. Alerts

Use this tab to configure performance alerts for the server’s CPU, memory usage, and network activity.
For more information, see Configuring performance alerts.

Email Options (standalone servers)

Use this tab to configure email notification for system alerts generated on a standalone server. This
feature is configured at pool level for servers in a pool. See XenCenter Alerts for information on how
to receive alert notifications by email.

= Multipathing

Dynamic storage multipathing support is available for Fibre Channel and iSCSI storage repositories,
and can be enabled via the Multipathing tab on the server’s Properties dialog.

See Storage Multipathing for information about enabling and disabling multipathing.
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@ Power On (standalone servers)

Use this tab to configure the XenServer Host Power On feature, allowing managed servers to be pow-
ered on remotely. For more information about configuring this feature, see Configuring Host Power
On. For servers in a pool, this feature is configured at pool level.

-
* Log Destination

XenServer system log messages may be stored locally on the server itself or on a remote server.

The remote server must be running a syslogd daemon in order to receive the logs and aggregate them
correctly. The syslog daemon is a standard part of all flavors of Linux and Unix, and third-party ver-
sions are available for Windows and other operating systems. The remote server should also be con-
figured to allow remote connections from the hosts in the pool, and have its firewall configured ap-
propriately.

To view or change the XenServer log destination

1. Select the server in the Resources pane, click on the General tab, and then click Properties.
2. Click on the Log Destination tab in the Properties dialog box and then:
+ To store XenServer log message locally, click Local.
+ To store XenServer log messages on a different server, click Remote and enter an IP ad-
dress or the hostname of a server running the syslogd daemon.
3. Click OK to save your changes and close the dialog box.

¥ Gpy

The GPU tab allows you to:

1. Set a GPU placement policy
2. Enable Intel GPU pass-through for Windows VMs

Placement Policy

The GPU tab allows you to set a host-wide policy to assign VMs to available GPUs to achieve either
maximum density or maximum performance. Select an option based on your requirements.

The GPU tab displays Mixed setting only when different settings are used for different GPU groups, that
is, when certain GPU groups are configured to achieve maximum density, and the rest are configured
to achieve maximum performance. Customers should note that it is not possible to set or edit the
Mixed setting using XenCenter. You should use the xe Command Line Interface if you would like to use
different settings for different GPU groups.
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Note:

GPU Virtualization is available for XenServer Enterprise Edition customers or those who have
access to XenServer through their Citrix Virtual Apps and Desktops entitlement. The GPU tab is
displayed when the host meets the license requirements and also has GPUs that support various
virtual GPU types. For more information, see About XenServer Licensing.

Integrated GPU pass-through

When your XenServer host is connected to an Intel GPU on an Intel Server, the XenServer host’s con-
trol domain (domO) will be connected to the integrated GPU device. In such cases, the GPU will not
be available for pass-through. Select This server will not use the Integrated GPU to disable the con-
nection between domO0 and the GPU and reboot the host for the changes to take effect. For more
information, see GPU.

Note:

The XenServer host’s external console output (for example, VGA, HDMI, DP) will not be available
after disabling the connection between dom0 and the GPU.

Changing the Control Domain Memory

September 30, 2020

The Control Domain, also known as ‘Domain0’ or ‘dom0’ is a secure, privileged Linux Virtual Machine
(VM) that runs the XenServer management toolstack (xapi). Besides providing XenServer manage-
ment functions, the Control Domain also runs the driver stack that provides user-created VMs access
to physical devices. The amount of memory allocated to the Control Domain is set automatically dur-
ing XenServer installation and is based on the amount of physical memory on the server. For more
information, see the XenServer 7.1 CU2 Administrator’s Guide.

In Storage Read Caching and PVS-Accelerator scenarios, or when running more than 50 VMs per
XenServer host, customers may wish to increase the memory allocated to dom0. On the other hand,
on servers with a smaller amount of memory (less than 16GB), customers may wish to reduce the
memory allocated to dom0. The following section provides instructions to update the dom0 memory
using XenCenter. For information about changing the dom0 memory using the xe CLI, refer to the
XenServer 7.1 CU2 Administrator’s Guide.

Notes:

« Citrix recommends that you do not reduce the dom0 memory below 400MB.
+ Increasing the amount of dom0 memory will result in less memory being available to VMs.

© 1999-2022 Citrix Systems, Inc. All rights reserved. 87


https://docs.citrix.com/en-us/xencenter/7-1/licensing-about.html
https://docs.citrix.com/en-us/xencenter/7-1/vms-new-vgpu.html

XenCenter 7.1 LTSR

« Customers cannot use XenCenter to reduce dom0 memory below the value that was initially set
during XenServer installation.

To update the dom0 memory
Note:

You must place the server in Maintenance mode before updating the dom0 memory. For more

information, see Run in Maintenance Mode.

1. Select the server in the Resources pane and click Memory. The Memory tab displays informa-
tion about the memory currently used by the server, available memory, Control domain mem-
ory, total memory and the percentage of the total memory used by the server.

2. Click the hyperlink displayed next to Control domain memory. Alternatively, from the Server
menu, select Control Domain Memory.

3. Update the memory allocated to dom0 on the Control Domain Memory Settings dialog. Note
that any change to the dom0 memory will cause the server to reboot.

4. Click OK to confirm the changes and reboot the server.

Exporting and Importing a List of Managed Servers

September 30, 2020

You can export your list of managed servers from XenCenter to a configuration file which can then
be imported into a XenCenter session running on another computer. This could be useful, for exam-
ple, to copy your list of managed servers from your desktop computer to a laptop, avoiding having to
manually adding a long list of servers on the new machine.

The IP address/DNS name, port and display name of each managed VM is saved in XML format in a
XenCenter configuration file with a .config file extension. Your login credentials are not stored.

To export your list of managed servers

1. On the File menu, click Export Server List.
2. Specify the name and location of the export file and then click Save.

To import a list of servers

1. On the File menu, click Import Server List.
2. Locate the XenCenter configuration file and then click Open.

The servers appear in the XenCenter Resources pane with a disconnected status .
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3. Double click on each imported server in the Resources pane to connect to it.

Managing Pools

June 3,2019

» About Resource Pools

+ Pool Requirements

» Create a New Pool

» Add a Server to a Pool

+ Remove a Server From a Pool
« Destroy a Server from a Pool
+ Export Resource Data

+ Migrate Virtual Machines

« Change Pool Properties

+ Change the Root Password

« Delete a Pool

About Resource Pools

June 3, 2019

Citrix XenServer pools allow you to view multiple servers and their connected shared storage as a sin-
gle unified resource, enabling flexible deployment of virtual machines based on their resource needs
and business priorities. A pool may contain up to 16 servers running the same version of XenServer
software, at the same patch level, and with broadly compatible hardware - see Pool Requirements for
details of hardware and configuration prerequisites.

One server in the pool is designated as the pool master, and provides a single point of contact for all
of the servers in the pool, routing communication to other members of the pool as necessary.

If the pool master is shut down, the pool will be unavailable until the master is rebooted and back
on line or until you nominate one of the other members as the new pool master. Every member of a
resource pool contains all the information necessary to take over the role of master if required. On an
HA-enabled pool, a new pool master is automatically nominated if the master is shut down.
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Pool Requirements

September 30, 2020

A resource pool is a homogeneous or heterogeneous aggregate of one or more servers, up to a max-

imum of 16. Before you create a pool or join a server to an existing pool, you should make sure that

the requirements identified below are satisfied for all the servers in the pool.

Hardware requirements

All of the servers in a XenServer resource pool must have broadly compatible CPUs, that is:

The CPU vendor (Intel, AMD) must be the same on all CPUs on all servers.
To run HVM virtual machines, all CPUs must have virtualization enabled.

Other requirements

In addition to the hardware prerequisites identified above, there are a number of other configuration

prerequisites for a server joining a pool:

It must have a consistent IP address (a static IP address on the server or a static DHCP lease).
This also applies to the servers providing shared NFS or iSCSI storage.

Its system clock must be synchronized to the pool master (for example, via NTP).

It may not be a member of an existing resource pool.

It may not have any running or suspended VMs or any active operations in progress on its VMs,
such as shutting down or exporting; all VMs must be shut down before a server can join a pool.
It may not have any shared storage already configured.

It may not have a bonded management interface. You will need to reconfigure the joining
server’s management interface and move it back on to a physical NIC before joining the pool,
then reconfigure it again once the server has successfully joined the pool; see Configuring IP
Addresses.

It must be running the same version of XenServer software, at the same patch level, as servers
already in the pool.

It must be configured with the same supplemental pack(s) as the servers already in the pool.
Supplemental packs are used to install add-on software into the XenServer control domain,
dom0. To prevent inconsistencies in the user experience across a pool, it is necessary to have
the same supplemental packs at the same revision installed on all the servers in the pool.

It must have the same XenServer license as the servers already in the pool. For example, you can-
notadd a serverwith XenServer Standard license to an existing resource pool containing servers
with XenServer Enterprise or other licenses. You can change the license of any pool members
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after joining the pool. The server with the lowest license determines the features available to
allmembersin the pool. For more information about licensing, see About XenServer Licensing.

Homogeneous pool

A homogeneous resource pool is an aggregate of servers with identical CPUs. In addition to the pool
requirements stated above, CPUs on a server joining a homogeneous resource pool must be the same
(in terms of vendor, model, and features) as the CPUs on servers already in the pool.

Heterogeneous pool

XenServer enables expanding deployments over time by allowing disparate host hardware to be
joined into a resource pool, known as heterogeneous resource pools. Heterogeneous resource pools
are made possible by leveraging technologies in Intel (FlexMigration) and AMD (Extended Migration)
CPUs that provide CPU “masking” or “leveling”. These features allow a CPU to be configured to
appear as providing a different make, model, or functionality than it actually does. This enables you
to create pools of hosts with disparate CPUs but still safely support live migrations. Servers joining
heterogeneous pools should meet the following requirements:

« the CPUs of the server joining the pool must be of the same vendor (that is, AMD, Intel) as the
CPUs on servers already in the pool, though the specific type, (family, model and stepping num-
bers) need not be.

+ the CPUs of the server joining the pool must support either Intel FlexMigration or AMD Enhanced
Migration.

XenServer simplifies the support for heterogeneous pools. In XenServer 6.5 and earlier versions, a new
pool member with a feature set different to that of the pool had to be CPU masked by users before it
was allowed to join the pool. Starting with XenServer 7.0, servers can be added to existing resource
pools, irrespective of the underlying CPU type (as long as the CPU is from the same vendor family).
The pool feature set is dynamically calculated every time:

« anew server joins the pool
+ a pool member leaves the pool
+ a pool member reconnects following a reboot

Any changein the pool feature set does not affect VMs that are currently runningin the pool. ARunning
VM will continue to use the feature set which was applied when it was started. This feature set is fixed
at boot and persists across migrate, suspend, and resume operations. In scenarios where a pool level
drops when a less-capable server joins the pool, a running VM can be migrated to any server in the
pool, except the newly added server. When you attempt to move or migrate a VM to a different server
within or across pools, XenServer performs migration checks to compare the VM’s feature set against
the feature set of the destination server. If the feature sets are found to be compatible, the VM will be
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allowed to migrate. This enables the VM to move freely within and across pools, regardless of the CPU
featuresthe VM is using. If you use Workload Balancing (WLB) to choose an optimal destination server
to migrate your VM, a server with incompatible feature set will not be recommended as the destination
server.

Note:

To update a running VM to use the pool’s new feature set, the VM must be powered off and then
started. Rebooting the VM, for example, by clicking Reboot in XenCenter, does not cause the VM
to update its feature set.

Shared pool storage

Although not a strict technical requirement for creating a resource pool, the advantages of pools (for
example, running a VM on the most appropriate server and VM migration between servers) are only
available if the pool has one or more shared storage repositories (SRs).

We recommend that you do not attempt to create a pool until shared storage is available. Once shared
storage has been added, you can quickly move any existing VMs whose disks are in local storage into
shared storage by copying them.

When a server with a shared SR becomes a pool master, this SR becomes a shared SR for the pool. If
the new pool master does not have any shared storage, you will have to create a new shared SR for
the pool: see Creating a New SR.

Create a New Pool

June 3, 2019

Before attempting to create a new pool, make sure that the requirements identified in Pool require-
ments are satisfied for all the servers that will be in the new pool.

To create a new pool

1. Open the New Pool dialog box by clicking New Pool on the Toolbar.

2. Enter a name for the new pool and an optional description; the name will be displayed in the
Resources pane.

3. Nominate the pool master by selecting a server from the Master list.

4. Select more servers to place in the new pool from the Additional members list. All available
managed servers are listed. If a server not listed, you may be able to add it to the list by clicking
Add New Server. If a managed server is not listed, it may be because it does not satisfy one or
more of the pool join requirements listed in Pool requirements.
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5. Click Create Pool to create the new pool and close the dialog box.

If the pool master already has a shared storage repository (SR), this repository becomes a shared SR
for the pool. If the new pool master does not have any shared storage, you will have to create a new
shared SR for the pool: see Creating a New SR.

Additional pool configuration steps

To configure the new pool, use the property tabs:

1. To add shared storage to the pool, see Creating a New SR.
2. To add more servers to the pool, see Add a Server to a Pool.

Add a Server to a Pool

September 30, 2020

Before you add any new servers to a resource pool, make sure that the hardware and configuration
requirements identified in Pool requirements are satisfied for the joining servers.

Important:

You should back up any virtual machines hosted on a server before attempting to add it to a pool.

To add a server to an existing pool

1. Select the server in the Resources pane, then do one of the following:

+ Dragthe selected server onto the target pool in the Resources pane.

« On the Server menu, click Add to Pool and then click on the target pool.

+ Right-click and click Add to Pool on the shortcut menu, and then click on the target pool.
2. Click OK to confirm.

Once you have placed a server in a pool, it is shown as a pool member in the Resources pane, for
example:

= % Grimsby Pool
+ E grimshy
+ B chester

When you add a server to a pool, XenCenter will attempt to resolve any pool configuration issues if
possible:
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+ Thejoining server must be licensed atthe same level as the pool master. You cannot add a server
to a pool whose master has a different license type. For example, in XenServer 6.5, if you add a
server with Standard license edition to a pool whose master is licensed with Enterprise Edition,
you will be prompted to upgrade the joining server’s license to match the master’s license. You
cannot add the server to the pool if there are no licenses available.

You can change the license of any pool members after joining the pool. The server with the low-
est license determines the features available to all members in the pool. For more information
about licensing, see About XenServer Licensing.

+ Ifthe pool master is joined to a domain, you are prompted to configure Active Directory (AD) on
the server joining the pool. When you are prompted for credentials on the joining server, enter
your AD credentials for the domain to which the pool is joined. These credentials must have
sufficient privileges to add servers to the domain.

Note that there may be other hardware or configuration issues that will prevent a server from success-
fully joining a pool: see Pool requirements for details of resource pool prerequisites.

When a new server joins a pool, the pool master’s networking configuration, including network and
bond information, is automatically inherited by the joining server. However, the joining server’s man-
agement interface will not be changed to match the master, so you will need to reconfigure it after
joining in order to use the same bond as the pool master. See To change the management interface
for information on how to do this.

To place a server in a new pool

You place a managed server in a new pool using the New Pool wizard. The server will become the
master in the new pool.

1. In the Resources pane, select the server.
2. Right-click and, on the shortcut menu, click Add to Pool and then New Pool.
3. Create the new pool using the New Pool dialog box. See Create a new pool.

Remove a Server From a Pool

September 30, 2020
Important:

When you remove a server from a resource pool, all VM data stored on local disks (local storage)
will be erased. If you have important data on local virtual disks, you must move the disks to a
shared storage repository in the same resource pool before removing the server.
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1. Move any data stored on local disks to a shared storage repository in the same resource pool;
see Move virtual disks.
2. Shutdown any VMs running on the server; see Shut Down a VM.
3. Inthe Resources pane, select the server and do one of the following:
+ Right-click and click Remove Server from Pool in the Resources pane shortcut menu.
+ In the Pool menu, click Remove Server.

Destroy a Server from a Pool

September 30, 2020
Important:

Destroying a server from a resource pool forgets the specified XenServer host without contacting
it explicitly, and permanently removes it from the pool along with its local SRs, DVD drives and
removable storage. Use this option to destroy a server that cannot be contacted or has physically

failed. Also, note that the destroy server operation cannot be undone.

1. In the Resources pane, select the server and do one of the following:
+ Right-click and select Destroy in the Resources pane shortcut menu.
« In the Server menu, click Destroy.

2. Click Yes, Destroy to confirm.

Export Resource Data

September 30, 2020

Export Resource Data allows you to generate a resource data report for your pool and export the
report into a .xls or .csv file. This report provides detailed information about various resources in
the pool such as, servers, networks, storage, virtual machines, VDIs, and GPUs. This feature enables
administrators to track, plan, and assign resources based on various workloads such as CPU, storage,
and Network.

Note:

Export Resource Data is available for XenServer Enterprise Edition customers, or those who have
access to XenServer through their Citrix Virtual Apps and Desktops entitlement. To learn more
about XenServer licensing, see About XenServer Licensing.

To export resource data:

1. In the XenCenter Navigation pane, click Infrastructure and then click on the pool.
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2. From the XenCenter menu, click Pool and then select Export Resource Data.
3. Browse to a location where you would like to save report and then click Save.

Resource data

The section lists the resources and various types of resource data included in the report.

Server

+ Name

» Pool Master

« UUID

« Address

» CPU Usage

+ Network (avg/max KBs)
+ Used Memory

« Storage

« Uptime

« Description

Networks

+ Name

« Link Status
« MAC

« MTU

« VLAN

« Type

« Location

VDI

*« Name

* Type

« UUID

« Size

- Storage

» Description
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Storage

« Name

+ Type

« UUID

« Size

« Location

« Description

+ Name

» Power State
« Runningon

« Address

« MAC

« NIC

+ Operating System
- Storage

+ Used Memory
» CPU Usage

« UUID

« Uptime

« Template

+ Description

GPU
Note:

Information about GPUs will be available only if there are GPUs attached to your XenServer host.

+ Name

» Servers

+ PCl Bus Path

« UUID

« Power Usage

« Temperature

+ Used Memory

« Computer Utilization

© 1999-2022 Citrix Systems, Inc. All rights reserved.



XenCenter 7.1 LTSR

Change Pool Properties

September 30, 2020

Select any resource pool in the Resources pane and click on the General tab to see its properties and
current status. Click Properties on the General tab to change the properties of a pool.

General properties - Name, Description, Folder, Tags

On the General Properties tab you can change the pool’s name and description, place it in a folder,
and manage its tags.

+ To change the pool name, enter a new name in the Name box.

+ To change its description, enter new text in the Description box.

+ To place the pool in a folder or to move it to a different folder, click Change in the Folder box
and select a folder. See Using folders for more information about using folders.

+ To tag and untag the pool and to create and delete tags, see Using tags.

= Custom Fields

Custom fields allow you to add information to managed resources to make it easier to search and
organize them. See Using custom fields to find out how to assign custom fields to your managed
resources.

Email Options

Use this tab to configure email notification for system alerts generated on any of the servers or VMs in
the pool. See XenCenter Alerts for details about how to set up alert email notification.

@ Power On

The Power On feature allows you to configure power management preferences for servers that sup-
port power management, allowing them to be powered off and on automatically depending on the
pool’s total workload (via Workload Balancing).

« In the list of servers at the top of the tab, select the server(s) for which you want to configure
power management.

« Under Power On mode , specify the Power On settings (Disabled, Wake-on-LAN, HP iLO, DRAC,
or custom script) for the selected servers.

« Under Configuration options , specify either the IP address and credentials or key-value pairs
for a host power-on script, depending on the Power On mode option you chose.
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See Configuring Host Power On for more information on prerequisites for configuring the Host Power
On feature and the different configuration options available.

B Gpy

This tab allows you to set a pool-wide policy to assign VMs to available GPUs to achieve either maxi-
mum density or maximum performance. Select an option based on your requirements.

The GPU tab displays Mixed setting only when different settings are used for different GPU groups.
That is, when certain GPU groups within a pool are configured to achieve maximum density, and the
rest of the GPU groups are configured to achieve maximum performance. Customers should note that
itisnot possible to set or edit the Mixed setting using XenCenter. You should use the xe Command Line
Interface if you wish to use different settings for different GPU groups.

Note:

GPU Virtualization is available for XenServer Enterprise Edition customers, or those who have
access to XenServer through their Citrix Virtual Apps and Desktops entitlement. The GPU tab is
displayed when the pool meets the license requirements and also has GPUs that support various
virtual GPU types. For more information, see About XenServer Licensing.

—| Security

The Security tab enables you to specify a security protocol that will be used for communication with
the pool.

TLS 1.2 only: Thisoption accepts communication from XenAPI clients and appliances (including third-
party appliances) that can communicate with the XenServer pool using the TLS 1.2 protocol. TLS 1.2
only option uses ciphersuite TLS_RSA_WITH_AES_128_CBC_SHA256 .

Important:

Do not choose the TLS 1.2 only option before you ensure that all XenAPI clients and appliances
that communicate with the XenServer pool are compatible with TLS 1.2.

Backwards compatibility mode (TLS 1.2 and earlier protocols) : Choose this option if you would
like to allow both TLS and SSL protocols for pool-wide communication, for example, for backward
compatibility reasons. This option uses the following ciphersuites as specified to stunnel:

« TLS_RSA_WITH_AES_128_CBC_SHA256
« TLS_RSA_WITH_AES_256_CBC_SHA

« TLS_RSA_WITH_AES_128_CBC_SHA

« TLS_RSA_WITH_RC4_128_SHA

« TLS_RSA_WITH_RC4_128_MD5
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« TLS_RSA_WITH_3DES_EDE_CBC_SHA

Live Patching

This tab allows you to enable or disable live patching. Live patching enables customers to install some
Linux kernel and Xen hypervisor updates without having to reboot the hosts. It is enabled by default.

Note:

XenServer Live Patching is available for XenServer Enterprise Edition customers, or those who
have access to XenServer through their Citrix Virtual Apps and Desktops entitlement. For more
information about licensing, see About XenServer Licensing.

Change the Root Password

June 3, 2019

You can change the root password for a pool - that is, for all of the servers in a pool - by selecting the
pool or any server in the pool in the Resources pane and clicking Change Server Password on the
Pool menu or on the Server menu.

To change the root password of a standalone server: select the server in the Resources pane, and
click Password and then Change from the Server menu.

If XenCenter is configured to save your server login credentials between sessions, the new password
will be remembered; see Store your server connection state for details.

Delete a Pool

June 3,2019

A resource pool containing only one managed server can be deleted, effectively turning that server
into a standalone server.

To delete a pool, select the pool in the Resources pane and from the Pool menu, select make into
standalone server.

Managing Storage

June 3,2019
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« About XenServer SRs

» Creating a New SR

« Removing an SR

+ Reattachingan SR

« Storage Multipathing

+ Storage Read Caching

+ PVS-Accelerator

» Reclaiming Freed Space
» Live LUN Expansion

« Changing SR Properties
» Upgrading Older SRs

About XenServer SRs

June 20, 2019

A XenServer storage repository (SR) is a storage container on which virtual disks are stored. Both
storage repositories and virtual disks are persistent, on-disk objects that exist independently of
XenServer. SRs can be shared between servers in a resource pool and can exist on different types
of physical storage device, both internal and external, including local disk devices and shared
network storage. A number of different types of storage are available when you create a new storage
repository using the New Storage Repository wizard and, depending on the type of storage selected,
a number of advanced storage features can be configured in XenCenter, including:

+ Dynamic multipathing. On Fibre Channel and iSCSI SRs, you can configure storage mul-
tipathing using round robin mode load balancing. See Storage Multipathing for more
information.

+ Thin provisioning. On NetApp and Dell EqualLogic SRs, you can choose the type of space man-
agement used. By default, allocated space is thickly provisioned and all virtual allocation guar-
antees are fully enforced on the filer, guaranteeing that virtual disks will never run out of space
and consequently experience failed writes to disk. Thin provisioning allows the disks to be bet-
ter utilized, as physical capacity is allocated only as a VM needs it - when it writes - allowing for
over provisioning of the available storage and maximum utilization of your storage assets.

+ Reclaiming Freed Space. On a thinly provisioned block-based SRs, you can free up unused
space (for example, deleted VDIs in a LUN). The reclaimed space can then be reused by the stor-
age repository. For more information, see Reclaiming Freed Space.

« Live LUN Expansion. Live LUN Expansion enables you to increase the size of the LUN without
any VM downtime. For more information, see Live LUN Expansion.

When you configure a server or pool, you nominate a default SR which is used to store crash dump
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data and images of suspended VMs, and which will be the default SR used for new virtual disks. At
pool level, the default SR must be a shared SR. Any new virtual disks, crash dump files or suspended
VMimages created within the resource pool are stored in the pool’s default SR, providing a mechanism
to recover from physical server failure. For standalone servers, the default SR can be local or shared.
When you add shared storage to a standalone server, the shared storage will automatically become
the default SR for that server.

Note that it is possible to use different SRs for VMs, crash dump data and suspended VM using the
XenServer xe CLI. See the XenServer Administrator’s Guide for more information.

Creating a New SR

September 30, 2020
To create a new storage repository, click New Storage on the toolbar.
Alternatively, do one of the following:

« On the Storage tab for the selected pool or server, click New SR.
« On the Storage menu, click New SR.

You select the physical storage type on the first page of the New Storage Repository wizard and then
follow the steps in the wizard as it takes you through the configuration process for that storage type.
The set of available settings in the wizard depends on the storage system vendor/model you select on
the first page. Click the links below to find out more about creating different types of SR.

SR creation steps
The New Storage Repository wizard takes you through process of creating a new SR:

1. On the Type page, you select the type of underlying storage:

« NFSInNFSVHD SRs, VM images are stored as thin-provisioned VHD format files on a shared
NFS target. Existing NFS servers that support NFS V4 and NFS V3 over TCP/IP can be used
immediately as a storage repository for virtual disks. NFS SRs can be shared, allowing any
VMs with their virtual disks in an NFS VHD storage repository to migrated between servers
in the same resource pool.

+ iSCSI Software iSCSI SRs use a shared Logical Volume Manager (LVM) on a SAN attached
LUN overiSCSI. iSCSI is supported using the open-iSCSI software iSCSl initiator or by using
a supported iSCSI Host Bus Adapter (HBA).

« Hardware HBA Hardware HBA SRs connect to a Fibre Channel (FC), Fibre Channel over Eth-
ernet (FCoE) or shared Serial Attached SCSI (SAS) LUNs via an HBA. You need to carry out
the configuration required to expose the LUN before running the New Storage Repository
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wizard: the wizard will automatically probe for available LUNs and display a list of all the
LUNs found.

« SMB/CIFS Storage SMB servers are a common form of Windows shared filesystem infras-
tructure, and can be used as a storage repository substrate for virtual disks. Virtual Ma-
chine images in SMB servers are stored as thinly provisioned VHD files on an SMB target.

+ StorageLink Technology This option allows you to configure a StoragelLink SR that pro-
vides native access to automated fabric/initiator and array configuration features in Ne-
tApp/IBM N Series or Dell EqualLogic PS Series arrays. The exact features available for a
given StorageLink SR depend on the capabilities of the array.

Important:

StorageLink technology has been removed from XenServer version 6.5 and higher.
Applications, code, or usage that depend on StorageLink technology will not function
in XenServer version 6.5 and higher.

+ Software FCoE This option allows you to configure a Software FCoE SR. Software FCoE pro-
vides a standard framework to which hardware vendors can plug in their FCoE offload-
capable drivers and get the same benefits of a hardware-based FCoE. This eliminates the
need for using expensive HBAs.

Before you use the New Storage Repository wizard to create a new Software FCoE storage,
you should manually carry out the required configuration to expose a LUN to the host.

« Window File Sharing (SMB/CIFS) This option allows you to handle CD images stored as files
in I1SO format available as a Windows (SMB/CIFS) share. This type of SR can be useful for
creating shared I1SO libraries, for example, VM installation images.

« NFS ISO NFS ISO SRs handle CD images stored as files in ISO format available as an NFS
share. This type of SR can be useful for creating shared ISO libraries, for example, VM in-
stallation images.

2. Onthe Name page, enter the name of the new SR. By default, a description of the SR will be gen-
erated automatically by the wizard, including a summary of the configuration options you select
asyou progress through the wizard. To enter your own description, clear the Auto-generate de-
scription check box and type in the Description box.

3. On the Location page, you enter the location of the underlying storage array and set configu-
ration settings. The options available on this and subsequent wizard pages will depend on the
type of storage you selected on the first page of the wizard.

4. Click Finish to create the new SR and close the wizard.

NFS Storage

September 30, 2020

In an NFS storage repository, VM images are stored as thin-provisioned VHD format files on a shared
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NFS target. Existing NFS servers that support NFSv3 and NFSv4 over TCP/IP can be used immediately
as a storage repository for virtual disks.

NFS SRs can be shared, allowing any VMs with their virtual disks in an NFS VHD storage repository to
migrated between servers in the same resource pool.

Since virtual disks on NFS storage repositories (SRs) are created as sparse, you must ensure that there
is enough disk space on the SR for all required virtual disks.

To configure an NFS SR

1. Open the New Storage Repository wizard: click New Storage on the toolbar.

2. Select NFS as the physical storage type, then click Next.

3. Onthe Name page, enter the name of the new SR. By default, a description of the SR will be gen-
erated automatically by the wizard, including a summary of the configuration options you select
as you progress through the wizard. To enter your own description, clear the Auto-generate
description based on SR settings check box and type in the Description box. Click Next to
continue.

4, Onthe Location page, specify the NFS storage target details:

« Share Name
The IP address or DNS name of the server and the path. For example, server:/path where
serveristhe DNS name or IP address of the server computer, and path is the directory used
to contain the SR.
The NFS server must be configured to export the specified path to all servers in the pool.
« Advanced Options
You can enter any additional configuration options here.
+ NFS Version
Select the NFS version used by the SR.
Note:
If the underlying storage array does not support NFSv4, NFSv3 will be used to mount
the share.

5. Click Scan to have the wizard scan for existing NFS SRs in the location you specified.

6. The New Storage Repository wizard lists any existing SRs which are not already attached. You
can select an SR from the list and attach it as the new storage repository. click Reattach an
existing SR and select the SR from the list, then click Finish.

7. If no existing SRs are found, simply click Finish to complete the new SR configuration and close
the wizard.
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Software iSCSI Storage

September 30, 2020

A Software iSCSI SR uses a shared Logical Volume Manager (LVM) on a SAN attached LUN over iSCSI.
iSCSlis supported using the open-iSCSI software iSCSl initiator or by using a supported iSCSI Host Bus
Adapter (HBA).

Note that dynamic multipathing support is available for iSCSI storage repositories. By default, multi-
pathing uses round robin mode load balancing, so both routes will have active traffic on them during
normal operation. You enable and disable storage multipathing in XenCenter via the Multipathing tab
on the server’s Properties dialog; see Storage Multipathing.

To create a software iSCSI SR
Note:

Before performing the following steps, ensure the iSCSI Initiator IQN is set appropriately for all
hosts in the pool. For more information, see Changing Server Properties.

1. Open the New Storage Repository wizard: click New Storage on the toolbar. Alternatively:
+ On the Storage tab for the selected pool or server, click New SR.
« On the Storage menu, click New SR.
« In the Resources pane, select a server or pool then right-click and click New SR on the
shortcut menu.

2. Select Software iSCSI as the physical storage type, then click Next.

3. Onthe Name page, enter the name of the new SR. By default, a description of the SR will be gen-
erated automatically by the wizard, including a summary of the configuration options you select
asyou progress through the wizard. To enter your own description, clear the Auto-generate de-
scription check box and type in the Description box. Click Next to continue.

4. Onthe Location page, specify the iSCSI target details:

+ Target Host: The IP address or DNS name of the iSCSI target.
» Use CHAP:
If the iSCSI target is configured to used CHAP authentication, select the Use CHAP check
box and fill in the details:
- CHAP User: the CHAP authentication username credential that should be applied
when connecting to the target.
- CHAP Secret: the CHAP authentication password credential that should be applied
when connecting to the target.
+ Target IQN: To specify the iSCSI target IQN, click the Discover IQNs button and then choose
an IQN from the Target IQN list.
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Important:
The iSCSI target and all servers in the pool must not have the same IQN set. Itisim-
perative that every iSCSI target and initiator have a unique IQN. If a non-unique IQN
identifier is used, data corruption can occur and/or access to the target may be de-
nied.
« Target LUN: To specify the LUN on which the storage repository will be created, click the
Discover LUNs button and then choose a LUN from the Target LUN list.
Each individual iSCSI storage repository must be contained entirely on a single LUN (Log-
ical Unit Number), and may not span more than one LUN. If the LUN already contains an
SR, you can either use the existing SR or you can replace the existing SR with a new one,
destroying any data present on the disk.
5. Click Finish to complete the new SR configuration and close the wizard.

Hardware HBA Storage

September 30, 2020

Hardware HBA SRs connect to Fibre Channel (FC), Fibre Channel over Ethernet (FCoE) or shared Se-
rial Attached SCSI (SAS) LUNs via an HBA. You need to carry out the configuration required to expose
the LUN before running the New Storage Repository wizard: the wizard will automatically probe for
available LUNs and display a list of all the LUNs found.

Dynamic multipathing support is available for Fibre Channel and iSCSI storage repositories. To en-
able storage multipathing, open the Multipathing tab on the server’s Properties dialog; see Storage
Multipathing.

To create a hardware HBA SR

1. Open the New Storage Repository wizard: click New Storage on the toolbar. Alternatively:

« On the Storage tab for the selected pool or server, click New SR.

+ On the Storage menu, click New SR.

+ In the Resources pane, select a server or pool then right-click and click New SR on the
shortcut menu.

2. Select Hardware HBA as the physical storage type and then click Next.

3. Onthe Name page, enter the name of the new SR. By default, a description of the SR will be gen-
erated automatically by the wizard, including a summary of the configuration options you select
as you progress through the wizard. To enter your own description, clear the Auto-generate
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description check box and type in the Description box. Click Next to continue to the Location
page.

4. The wizard scans for available LUNs and then displays a page listing all the LUNs found. Select
a LUN from the list and click Create.

Note:

Awarning message will be displayed if there are existing SRs on the LUN you have selected.
Review the details and click Reattach to use the existing SR, or click Format to delete the
existing SR and to create a new SR. If you prefer to select a different LUN, click Cancel and

select a LUN from the list.

5. The Summary page displaysinformation about the new SR. Read the information and then click
Finish to complete the SR creation process.

SMB Storage

September 30, 2020

SMB servers are a common form of Windows shared filesystem infrastructure, and can be used as a
storage repository substrate for virtual disks. Virtual Machine images in SMB servers are stored as
thinly provisioned VHD files on an SMB target. As SMB servers are shared storage repositories, VMs
with their virtual disks in SMB servers can be started on any server in a resource pool and can be

readily migrated between the servers.

Note:

SMB storage is available for XenServer Enterprise Edition customers, or those who have access
to XenServer through their Citrix Virtual Apps and Desktops entitlement. To learn more about

XenServer licensing, see About XenServer Licensing.

To configure an SMB SR

1. Open the New Storage Repository wizard: click New Storage on the toolbar.

2. Select SMB/CIFS as the physical storage type, then click Next.

3. Onthe Name page, enter the name of the new SR. By default, a description of the SR will be gen-
erated automatically by the wizard, including a summary of the configuration options you select
as you progress through the wizard. To enter your own description, clear the Auto-generate
description based on SR settings check box and type in the Description box. Click Next to
continue.

4. On the Location page, specify the details of the storage target:
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« Share Name The IP address or DNS name of the server and the path. For example,
\\server\path where server is the DNS name or IP address of the server computer, and
pathis a folder or file name.

The SMB server should be configured to export the specified path to all serversin the pool.

+ User name and Password (Optional) If you would like to connect to an SMB server using
a different user name, enter your login user name and password.

5. Click Scan to have the wizard scan for existing SMB SRs in the location you specified.

6. The New Storage Repository wizard lists any existing SRs which are not already attached. You
can select an SR from the list and attach it as the new storage repository. Click Reattach an
existing SR and select the SR from the list, then click Finish.

7. If no existing SRs are found, simply click Finish to complete the new SR configuration and close
the wizard.

StorageLink Storage

September 30, 2020
Important:

StoragelLink technology has been removed from XenServer version 6.5 and higher. Applications,
code, or usage that depend on StorageLink technology will not function in XenServer version 6.5
and higher.

A StorageLink SR can provide direct access to high-performance storage, allowing the VMs in your
XenServer environment to benefit from array-side enterprise storage services such as replication, de-
duplication, thin provisioning, snapshots and cloning, data protection, and performance optimiza-
tion.

StorageLink SRs use storage adapters to access different storage arrays on all common storage tech-
nologies including both NAS and SAN over either Fibre Channel or iSCSI. The features available on a
given StoragelLink SR depend on the capabilities of the underlying array. StorageLink SRs can co-exist
with other SR types on the same storage array hardware, and multiple StorageLink SRs can be defined
within the same resource pool.

Depending on your environment and goals, StorageLink provides three advantages:

+ StorageLink SRs use the storage management software to access the storage.

« StorageLink simplifies the storage configuration process. For example, when you create a Stor-
agelink SR from XenCenter, StorageLink automatically creates the LUN, volume, and initiator
group for you. This means that you do not have to go in to the storage management software
to create these objects. However, you do need to have created an aggregate before you run the
XenCenter SR wizard.

© 1999-2022 Citrix Systems, Inc. All rights reserved. 108



XenCenter 7.1 LTSR

+ Every VDI created gets its own LUN. All StorageLink SRs use a LUN-per-VDI model where a new
LUN is provisioned for each virtual disk (VDI).

By default, the XenServer block device-based storage inserts a Logical Volume manager on a disk,
either a locally attached device (LVM type SR) or a SAN-attached LUN over either Fibre Channel (LV-
MoHBA type SR), iSCSI (LVMoISCSI type SR) or SAS (LVMoHBA type SR). When you use StorageLink to
configure an SR, LUNSs are directly mapped to virtual machines as VDIs. As a result, the array stor-
age abstraction matches the VDI storage abstraction, which is helpful in environments that manage
storage provisioning at an array level.

Note:

StorageLink SRs are not supported with Citrix Virtual Desktops.

Methods of Creating StorageLink SRs

There are two methods of creating StorageLink SRs: allowing StorageLink to create the volume (de-
fault) or creating the volume in advance. The default method of creating SRs with StorageLink may
not be optimal in all environments.

StorageLink-created Volumes (Default): The standard (default) method of creating SRs with Stor-
agelink is to select an aggregate in the SR creation wizard and then allow StoragelLink to create the
volume and LUN for you automatically. When you use this method, each VDI gets a LUN in a unique
volume. However, in environments that want to create many VDlIs, this may not be ideal since you
can end up with numerous volumes. Some storage vendors have a maximum recommended limit of
number of volumes per storage array. Likewise, when you create an SR with StorageLink, the volume
names are auto-generated so they are not easy-to-read or meaningful, which can complicate manage-
ment. This method also limits your ability to use deduplication to reduce space consumed by common
data (such as operating systems or applications) in the volume.

Pre-created Volumes: The best practice method of creating SRs with StoragelLink is to specify a pre-
viously created volume by selecting the Show All button in the XenCenter SR wizard. This method
enables each virtual disk to get a LUN; however, you do not end up with numerous volumes with non-
meaningful names.

Specifying a previously created volume when using the StorageLink SR wizard to create an SR simpli-
fies volume management and administration. In this situation, each VDI gets a LUN in the selected
volume. However, you do not end up with excessive, potentially unmanageable numbers of volumes
(thatis, one for each VDI). Using this method enables you to create a high number of VDIs. You can also
create a more user-friendly meaningful name for the volumes, rather than the auto-generated names.
This method also provides more efficient storage because it enables you to use deduplication since
virtual disk images that share common data, such as the same operating system or application, may
be stored in the same volume.
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Creating StorageLink SRs for NetApp Arrays

When StorageLink creates an SR (and the associated LUN and volume), StorageLink automatically cre-
ates the initiator group with the Linux operating system. Manually configuring initiator groups with
other operating systems is not recommended.

To create a Fibre Channel SR using StorageLink, you should have an iSCSI license on the storage dur-
ing the initial discovery phase of the NetApp storage controller or be running ONTAP 8.1. If neither
one of these apply, create the SR by using the standard SR creation process (without StorageLink) as
described in Creating a New SR.

Note:

To use StorageLink to connect to a NetApp storage array, you must enable httpd on the storage
array before using the XenCenter New SR wizard.

To create a StorageLink SR
Note:

The XenCenter procedure for configuring Storagelink (Dell EqualLogic and NetApp) SRs shown
below applies to servers running XenServer version 6.0 or higher.

1. Open the New Storage Repository wizard: click New Storage on the toolbar.
Alternatively:

« On the Storage tab for the selected pool or server, click New SR.

+ On the Storage menu, click New SR.

+ In the Resources pane, select a server or pool then right-click and click New SR on the
shortcut menu.

2. Select StorageLink technology as the physical storage type and then click Next.

3. Onthe Name page, enter the name of the new SR. By default, a description of the SR will be gen-
erated automatically by the wizard, including a summary of the configuration options you select
asyou progress through the wizard. To enter your own description, clear the Auto-generate de-
scription check box and type in the Description box.

Click Next to continue.

4. Onthe Storage Adapter page, select one of the available storage system adapters and then click
Next to continue.

5. On the Storage System page, select the storage system that will host the storage for this SR:

a) Inthe Array target box, enter the host name or IP address of the array management con-
sole.
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b) Under Credentials, enter the username and password to use for connection to the array
management console.

c) Click Discover to scan the target array for storage systems. After discovery has completed,
select a storage system from the Storage System list, then click Next to continue.

6. On the Settings page, define the SR settings; the set of available settings for each new SR de-
pends on the storage system vendor/model and the configuration of the storage pool you’ve

selected.

+ Storage pool: Identify the storage pool within the specified storage system to use for al-
locating storage. On some types of storage system you can use the Show all check box to
list all storage pools here

+ RAID types: Select the level of RAID to use for the SR, as supported by the storage array

+ Provisioning type: Set the provisioning type (Default, Thick or Thin)

+ Provisioning options: Set the provisioning options (for example, deduplication)

+ Protocol: Set the storage protocol used to connect the managed server to the storage
(iSCSI, Fibre Channel, or Auto to have the system choose)

+ Use CHAP authentication: If the server is configured to used CHAP authentication, select
this check box and fill in the username and password to be used

7. Click Finish to complete the new StorageLink SR configuration and close the wizard.

To create an SR and a LUN for Fibre Channel with StorageLink

In the XenCenter Resources pane, right-click the pool, and select New SR.
Select StorageLink technology , and click Next.
Enter a meaningful name for the SR on the Name page, and click Next.
Select NetApp/IBM N Series Storage Adapter on the Storage Adapter page, and click Next.
On the Storage System page, do the following:
a) On the Array target box, enter the IP address for the storage controller. StorageLink ini-

ok W

tially communicates with the storage over IP.
b) In the Credentials section, enter the username and password for the storage and click
Discover.
6. After the NetApp controller appears in the Storage system box, click Next.
7. On the Settings page, specify where and how you want the LUN configured:
a) From the Storage pool box, select the aggregate where you would like to create the LUN.
Note:
NetApp does not recommend creating the LUN on the aggrO aggregate, as this is re-
served for system files.

b) Inthe RAID type box, select the RAID level you want the storage to use to format the LUN.
RAIDG is the equivalent of the NetApp RAID-DP RAID type.
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c) Inthe Provisioning type box, select either Thick or Thin provisioning. If you want storage
to allocate space as it is used, select the Thin Provisioned check box.
d) Inthe Provisioning options box, select either None or Deduplication.
e) Inthe Protocol box, select Fibre Channel.
8. Click Finish to create the SR and the LUN. After StorageLink creates the SR and LUN, an SR ap-
pears in the Resource pane.

Software FCoE Storage

September 30, 2020

Software FCoE provides a standard framework to which hardware vendors can plug in their FCoE
offload-capable NIC and get the same benefits of a hardware-based FCoE. This eliminates the need
for using expensive HBAs Software FCoE can be used with Open vSwitch and Linux bridge as the net-
work backend.

Before creating a new software FCoE storage, configuration required to expose a LUN to the host must
be completed manually, including configuring the FCoE fabric and allocating LUNs to your SAN’s pub-
lic world wide name (PWWN). After completing this configuration, available LUN should be mounted
to the host’s CNA as a SCSI device. The SCSI device can then be used to access the LUN as if it were
a locally attached SCSI device. For information about configuring the physical switch and the array
to support FCoE, refer to the documentation provided by the vendor. For detailed information about
Software FCoE, refer to the XenServer Administrator’s Guide.

Note:

Software FCoE can be used when using Open vSwitch and Linux bridge as the network backend.

To create a Software FCoE SR

1. Open the New Storage Repository wizard and click New Storage on the toolbar. Alternatively:

« On the Storage tab for the selected pool or server, click New SR.

« On the Storage menu, click New SR.

+ In the Resources pane, select a server or pool then right-click and click New SR on the
shortcut menu.

2. Select Software FCoE as the Storage type and click Next.

3. Enter a name for the new SR. By default, a description of the SR will be generated automatically
by the wizard, including a summary of the configuration options you select as you progress
through the wizard. To enter your own description, clear the Auto-generate description check
box and type in the Description box. Click Next to continue to the Location page.
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4. XenCenter probes for available LUNs and displays a list of LUNs currently exposed to the host.
This page also displays detailed information about the LUN such as, the size, serial, ID, NIC, etc.
Choose the LUN (s) which you would like to allocate to the SR and click Next.

Note:

If the host cannot find any LUNs, an error message will be displayed. Verify your hardware

configuration and retry to continue with the SR creation process.

5. Review the summary and click Finish to complete the SR creation process.

ISO Storage

September 30, 2020

This type of SR can be useful for creating shared ISO libraries, for example, VM installation images.
Two ISO SR types are provided for handling CD images stored as files in ISO format:

+ The NFSISO SR type handles CD images stored as files in ISO format available as an NFS share.
« The Windows File Sharing (SMB/CIFS ) SR type handles CD images stored as files in ISO format
available as a Windows (SMB/CIFS) share.

To configure a new ISO SR

1. Open the New Storage Repository wizard: click New Storage on the toolbar.

2. Under ISO library , select NFS ISO or Windows File Sharing (SMB/CIFS) as the storage type,
then click Next.

3. Onthe Name page, enter the name of the new SR. By default, a description of the SR will be gen-
erated automatically by the wizard, including a summary of the configuration options you select
asyou progress through the wizard. To enter your own description, clear the Auto-generate de-
scription check box and type in the Description box.

Click Next to continue.
4, On the Location page, specify the ISO storage target details:

« Share Name: For example, server: /path (NFS) or \\server\sharename (SMB/CIFS)
where server is the DNS name or IP address of the server computer, and sharename or
path is a folder or file name.

Use different user name (SMB SRs only):If you want to connect to an SMB server using a different user
name, select this check box and then enter your login user name and password.

NFS Version (NFS SRs only): Select the NFS version that will be used by the SR.
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Note:

If the underlying storage array does not support NFSv4, NFSv3 will be used to mount the share.

Click Finish to complete the new SR configuration and close the wizard.

Removing an SR

September 30, 2020
Using XenCenter, a storage repository can be removed temporarily or permanently:

« Detach. Detaching a storage repository breaks the association between the storage device and
the pool or server, and its virtual disks become inaccessible. The contents of the virtual disks
and the meta-information used by virtual machines to access the virtual disks are preserved.
Detach can be used when you want to temporarily take a storage repository offline, forexample,
for maintenance. A detached SR can then be reattached; see Reattaching an SR.

+ Forget. When you Forget an SR, the contents of the virtual disks on the SR are preserved but the
information used to connect the virtual machines to the virtual disks it contains is permanently
deleted. The SR is removed from the Resources pane.

A Forget operation cannot be undone.

+ Destroy. Destroying an SR deletes the contents of the SR permanently and the SR is removed
from the Resources pane.

A Destroy operation cannot be undone. For information on how to destroy an SR, see the
XenServer Administrator’s Guide.
Note:

You cannot remove a storage repository if it contains virtual disks of a currently running virtual

machine.

To detach a storage repository

Select the SR in the Resources pane and click the Storage tab.
Note the virtual machines that currently have attached virtual disks on this storage repository.
Ensure that the virtual machines that have disks on this storage repository are not running.

N =

Select the SR in the Resources pane and then do one of the following:
+ Right-click and click Detach on the Resources pane shortcut menu.
« On the Storage menu, click Detach.

5. Click Yes to confirm.
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Note:

While a storage repository is detached, you cannot start any virtual machines that have attached
virtual disks on that storage repository.

To forget a storage repository

Certain types of storage repositories, such as iSCSI, must be detached before attempting to forget the
SR.

Important:

An SR Forget operation cannot be undone. The information used to connect VMs to the virtual
disks on the SR are permanently deleted.

Perform the following steps to forget an SR:

1. Select the SR in the Resources pane and then do one of the following:
+ Right-click and click Forget on the Resources pane shortcut menu.
« On the Storage menu, click Forget.

2. Click Yes, Forget to confirm.

Reattaching an SR

June 3,2019

A detached storage device has no association with any pool or server, but the data stored on it is pre-
served. When you reattach a storage repository to a managed server, you need to provide the storage
configuration information in the same way as when you add a new storage repository.

To reattach a detached SR

1. Select the detached SR in the Resources pane and then do one of the following:
« Right-click and click Reattach Storage Repository on the Resources pane shortcut menu.
« On the Storage menu, click Reattach Storage Repository.

2. Enter the required configuration information in the same way as when you add a new storage

repository. See:

« NFSVHD Storage

Software iSCSI Storage

» Hardware HBA Storage

Storagelink Storage
ISO Storage
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3. Click Finish to complete the SR configuration and close the wizard.

