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Overview

September 12,2018

NetScaler SD-WAN Center is a centralized management system that enables you to configure, monitor,
and analyze all the NetScaler SD-WAN appliances on your WAN. It reduces the configuration errors and
the time taken to deploy SD-WAN appliances. It also provides visibility into the SD-WAN network and

application performance by allowing you to generate reports and statistics across multiple NetScaler
SD-WAN appliances.

The NetScaler SD-WAN Center web interface allows you to easily navigate and view various graphs

and reports. It also allows you to easily configure the SD-WAN Center.
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The basic navigation elements are as follows:

Title bar - The dark grey bar at the top of every SD-WAN Center Web Interface page displays the
software version currently running on the appliance, and the user name for the current login
session. Click the down-arrow next to the version number to see the IP address and version
number of the SD-WAN Center. Click the down-arrow next to the user name and select Logout
to log out of SD-WAN Center.

Main menu bar - The blue bar below the title bar on every SD- WAN Center Web Interface screen
contains the section tabs.

Section tabs - The section tabsin the blue main menu bar at the top of each page provide access
to the top-level categories for the SD-WAN Center Web Interface pages and forms. Each section
has its own navigation tree for navigating the page hierarchy in that section. Click a section tab
to display the navigation tree and default page for that section.

Navigation tree - The navigation tree for the currently selected section appearsin the left pane,
below the main menu bar. Click a section tab to display the navigation tree for that section. Click
a branch (topic) in the tree to reveal the default page for that topic.

Breadcrumbs - At the top of each page, just below the main menu bar, breadcrumbs show the
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navigation path to the current page. Active navigation links are blue. The name of the current
page is black.

« Page area - The right pane displays the work area for the selected page. Select an item in the
navigation tree to display the default page for that item.

+ Page tabs - Some pages contain tabs for displaying child pages for that topic or configuration
form. These are usually located at the top of the page area, just below the breadcrumbs.

+ Page area resizing - For some pages, you can grow or shrink the width of the page area (or
sections of it) to reveal additional fields in a table or form. Where this is the case, a gray, vertical
resize bar appears on the right border of the page area pane, form, or table. You can roll your
cursor over the resize bar until the cursor changes to a bidirectional arrow, and then click and
drag the bar to the right or left to grow or shrink the width of the area.

If the resize bar is not available for a page, you can click and drag the right edge of your browser to
display the full page.

Before You Begin

January 9, 2019

Before you install NetScaler SD-WAN Center on a VM, make sure that you must understand the hard-
ware and software requirements and have met the prerequisites.

Hardware Requirements

NetScaler SD-WAN Center has the following hardware requirements.

Processor

+ 4 Core, 3 GHz (or equivalent) processor or better for a server managing up to 64 sites.

+ 8 Core, 3 GHz (or equivalent) processor or better for a server managing up to 128 sites.
+ 16 Core, 3 GHz (or equivalent) processor or better for a server managing up to 256 sites.
+ 32 core, 3 GHz (or equivalent) processor or better for a server managing up to 550 sites.

Memory

« Aminimum of 8GB of RAM is strongly recommended for a VM managing up to 64 sites.

« Aminimum of 16GB of RAM is strongly recommended for a VM managing up to 128 sites.
« Aminimum of 32GB of RAM is strongly recommended for a VM managing up to 256 sites.
« Aminimum of 32GB of RAM is strongly recommended for a VM managing up to 550 sites.
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Disk space requirements

The following table provides some guidelines for determining the disk space requirements
for NetScaler SD-WAN Center data storage. Use direct access storage.

Estimated disk space requirement

Average # In-
tranet/Internet  Average #
Average # WAN  Services per Virtual Paths Database Size

# Client Sites Links per Site Site per Site (TB) for 1 Year
32 2 2 2 1.2T
32 4 4 4 1.8T
32 8 8 8 5.3T
64 2 2 2 1.5T
64 4 4 4 2.6T
64 8 8 8 9.6T
96 2 2 2 1.8T
96 4 4 4 3.3T
96 8 8 8 14.0T
128 2 2 2 2.0T
128 4 4 4 41T
128 8 8 8 18.0T
192 2 2 2 2.6T
192 4 4 4 5.6T
192 8 8 8 27.0T
256 2 2 2 3.0T
256 4 4 4 7.2T
256 8 8 8 35.0T
550 2 2 2 15.9T
550 4 4 4 41.9T
550 8 8 8 195.6T
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Network bandwidth

The following table provides some guidelines for determining network bandwidth requirements for
the NetScaler SD-WAN Center VM.

Estimated network bandwidth requirements

Bandwidth
Rate to
Average # Total VWAN Configure
Average # WAN  Virtual Paths Data per per 5-min Poll
# Client Sites Links per Site 5-min Poll (MB) (Kbps)
32 2 2 1.2 Default 1000
32 4 4 3.6 Default 1000
32 8 8 20.0 Default 1000
64 2 2 2.3 Default 1000
64 4 4 7.2 Default 1000
64 8 8 40.0 2000
96 2 2 35 Default 1000
96 4 4 10.8 Default 1000
96 8 8 60.0 3000
128 2 2 4.6 Default 1000
128 4 4 14.4 Default 1000
128 8 8 80.0 4000
192 2 2 6.9 Default 1000
192 4 4 21.6 2000
192 8 8 120.0 6000
256 2 2 9.2 Default 1000
256 4 4 28.8 2000
256 8 8 160 10000
550 2 2 34.0 2000
550 4 4 89.3 6000
550 8 8 45.7 24000
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Software

NetScaler SD-WAN Center VPX can be configured on the following platforms:
Hypervisor

+ VMware ESXi server, version 5.5.0 or higher.
+ NetScaler XenServer 6.5 or higher.
+ Microsoft Hyper-V 2012 R2 or higher.

Cloud Platform
+ Microsoft Azure
Browsers must have cookies enabled, and JavaScript installed and enabled.
The NetScaler SD-WAN Center Web Interface is supported on the following browsers:

+ Google Chrome 40.0+
+ Microsoft Internet Explorer 11+
+ Mozilla Firefox 41.0+

Prerequisites

Following are the prerequisites for installing and deploying NetScaler SD-WAN Center:

« The SD-WAN Master Control Node (MCN) and existing client nodes must be upgraded to the
latest NetScaler SD-WAN software version.

+ Itis recommended to have a DHCP server available and configured in the SD-WAN network.

» You must have the NetScaler SD-WAN Center installation files.

Note

You cannot customize or install any third party software on NetScaler SD-WAN Center. However,
you can modify the vCPU, memory and storage settings.

Download NetScaler SD-WAN Center software

Download the NetScaler SD-WAN Center Management Console software installation files, for the re-
quired release and platform, from the Downloads page.

The NetScaler SD-WAN Center installation files use the following naming convention:
ctx-sdwc-version_number-platform.extension

« version_number is the NetScaler SD-WAN Center release version number.
« platform is the platform type, hypervisor, or cloud platform name.
« extension is the installation file extension.

© 1999-2020 Citrix Systems, Inc. All rights reserved. 7
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Platform File extension
NetScaler XenServer .Xva

VMware ESXi -vmware.ova
Microsoft Hyper-V -hyperv.vhd.zip
Microsoft Azure -azure.vhd.zip

Gather the NetScaler SD-WAN Center installation and configuration information

This section provides a checklist of the information you will need to complete your NetScaler SD-WAN
Center installation and deployment.

Gather or determine the following information:

+ The IP address of the ESXi server, XenServer, Hyper-V server, or Azure that hosts the NetScaler
SD-WAN Center Virtual Machine (VM).

+ Aunique name to assign to the NetScaler SD-WAN Center VM.

« The amount of memory to allocate for the NetScaler SD-WAN Center VM.

« The amount of disk capacity to allocate for the virtual disk for the VM.

» The Gateway IP Address the NetScaler SD-WAN Center will use to communicate with external
networks.

« The subnet mask for the network in which the NetScaler SD-WAN Center VM will be installed.

Deploying NetScaler SD-WAN Center

September 12,2018

You can download the NetScaler SD-WAN Center software from the Citrix website and can install it on
the VMware ESXi 5.5 Server or the Citrix XenServer 6.5 Server and above.

Downloading the NetScaler SD-WAN Center Software

You can install SD-WAN Center on either a VMware ESXi or XenServer server. For a VMware ESXi
server, download the NetScaler SD-WAN Center OVA template (.ova file). For XenServer download
the NetScaler SD-WAN Center XVA file (.xva file).

The NetScaler SD-WAN Center installation files use the following naming convention:

cb-vwc-version_number-server.extension
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where:

« version_number is the NetScaler SD-WAN Center release version number.
« server is the Virtual server type, either VMware ESXi or Citrix XenServer
« extension is the file name suffix.

- .ova indicates an OVF template file for ESXi server.

- .xva indicates an XVA file for XenServer

To download the NetScaler SD-WAN Center installation files, go to the following URL:

http://www.citrix.com/downloads.html

Gathering the SD-WAN Center Installation and Configuration Information

This section provides a checklist of the information you will need to complete your SD-WAN Center
installation and deployment.

Information Checklist

Gather or determine the following information:

« The IP address of the ESXi server or XenServer that will host the SD-WAN Center Virtual Machine
(VM).

+ Aunique name to assign to the SD-WAN Center VM.

« The amount of memory to allocate for the SD-WAN Center VM.

« The amount of disk capacity to allocate for the virtual disk for the VM.

+ The Gateway IP Address the SD-WAN Center will use to communicate with external networks.

+ The subnet mask for the network in which the SD-WAN Center VM will reside.

Installing and Configuring the NetScaler SD-WAN Center on ESXi Server

October 25, 2018
To install and configure the NetScaler SD-WAN Center on ESXi, do the following:
1. Gather the SD-WAN Center installation and configuration information.
For instructions, see Gathering the SD-WAN Center Installation and Configuration Information.
2. Install the VMware vSphere Client.
3. Create an SD-WAN Center VM by using the OVF template.

4. View and record the SD-WAN Center management IP address.

© 1999-2020 Citrix Systems, Inc. All rights reserved. 9
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5. Configure the Management Interface settings.

For instructions, see Configuring the Management Interface Settings.
6. Install the SD-WAN Center certificate.

For instructions, see Installing the SD-WAN Center Certificate.
7. Specify the MCN and test the connection to the MCN.

For instructions, see Specifying the MCN and Testing the Connection.

Installing the VMware VSphere Client

Following are basic instructions for downloading and installing the VMware vSphere client that you
will use to create and deploy the SD-WAN Center Virtual Machine. For more information, see VMware

vSphere Client documentation.
To download and install the VMware vSphere Client, do the following:

1. Open a browser and navigate to the ESXi server that will host your vSphere Client and SD-WAN
Center Virtual Machine (VM) instance.

The VMware ESXi Welcome page appears.

© 1999-2020 Citrix Systems, Inc. All rights reserved. 10
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VMware ESXi 5.1

Welcome

Getting Started

If you need to access this host remotely, use the following
program to install vSphere Client software. After running the
installer, start the client and log in to this hast.

I

ownload vSphere Client

To streamline your IT operations with vSphere, use the fallowing
program to install vCenter. vCenter will help you consolidate and
optimize workload distribution across ESX hosts, reduce new
system deployment time from weeks to seconds, monitor your
virtual computing environment around the clock, avoid service
disruptions due to planned hardware maintenance or unexpected
failure, centralize access control, and automate system
administration tasks.

« Download VMware vCenter

* vSphere Documentation

For Administrators

If you need more help, please refer to our documentation hbrary:

vSphere Remote Command Line

Tha Remote Command Line allows you to
use command line tosls to manage vSphers
from & client machine. These tools can be
used in shell scripts to avtomate day-to-day
oparations.

* Diownload the Virtual Appliance

. whiload the Windows Installer (exe)

= - ]

o

s wnload the Linux Instalier (tar.gz)

Web-Based Datastore Browser

Use your web browser to find and download
files [for example. virtual machine and
wvirtual disk files).

= Browse datastores in this host's inventory

For Developers

vSphere Web Services SDK

Learn about our latest SDKs, Toolkits, and
APIs for managing VMvwiare ESX, ESXI, and
Vhhvare vCenter. Get sample code
reference documentation participate in our
Forum Discussions, and view our |latest
Sessions and Webinars.

* Learn more about the \Web Services SO

* Browse objects managed by this host

2. Click the Download vSphere Client link to download the vSphere Client installation file.

3. Install the vSphere Client.

Run the vSphere Client installer file that you just downloaded, and accept each of the default

options when prompted.

4. After the installation completes, start the vSphere Client program.

The VMware vSphere Client login page appears, prompting you for the ESXi server login creden-

tials.

©1999-2020 Citrix Systems, Inc. All rights reserved.
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vmware

VMware vSphere
Client

L0 In vSphere 5.5, al new vSphere features are avaiable only through the

""" vSphere Web Clent. The traditional vSphere Client wil continue to
operate, supporting the same feature set as vSphere 5.0, but not
exposing any of the new features in vSphere 5.5.

The vSphere Client is stil used for the vSphere Update Manager (VUM)
and Host Client, along with a few solutions (e.g. Site Recovery Manager).

To directly manage a single host, enter the IP address or host
name.

To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IP address / Name: ] LJ

User name: [

Password: ]

[" Use Windows session credentials

Login Close Help

5. Enter the ESXi server login credentials:

« IP address [ Name: Enter the IP Address or Fully Qualified Domain Name (FQDN) for the
ESXi server that will host your SD-WAN Center VM instance.

+ User name: Enter the server administrator account name. The default is root.

« Password: Enter the password associated with this administrator account.

6. Click Login.

The vSphere Client main page appears.

©1999-2020 Citrix Systems, Inc. All rights reserved. 12
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1 ; ml - ..:

File Edit View Inventory Administration Plug-ins Help
& B8 €Y Home

Inventory

=

Inventory

Administration

Roles System Logs

Name | Target | Status Details Initiated by | Requested Start..— | Start Time Completec

Creating the SD-WAN Center VM by using OVF Template

After installing the VMware VSphere client, create the SD-WAN Center virtual machine.

1. If you have not already done so, download the SD-WAN Center OVF template file (. ova file) to
the local PC.

For more information, see Downloading the NetScaler SD-WAN Center Software.

2. In the vSphere Client, click File, and then select Deploy OVF Template from the drop-down
menu.

3. The Deploy OVF Template wizard appears.

©1999-2020 Citrix Systems, Inc. All rights reserved. 13
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Select the source location.

Depiloy from a fie or URL

J ~] _Browse. |
Enter a URL to download and instal the OVF package from the Internet, or specify a location accessible from your
computer, such as a local hard drive, a network share, or a CD/DVD drive.

< Back | | Next > I Cancel |

=

4. Click Browse and select the SD-WAN Center OVF template (.ova file) that you want to install.
5. Click Next.
The ova file is imported and the OVF Template Details page appears.
6. Click Next.
7. Onthe End User License Agreement page, click Accept, and then click Next.

8. On the Name and Location page, enter a unique name for the new VM (or accept the default
value).

The name must be unique within the current Inventory folder, and can be up to 80 characters
in length.

9. Click Next.

The Storage page appears.

©1999-2020 Citrix Systems, Inc. All rights reserved. 14
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Where do you want to store the virtual machine fies?

Selert a destination storane for the virhial machine fies:

Name | Drive Type |  Capadity  Provisioned

acs_datastorel  Non-SSD 931.00 GB 871.74GB
@ datastorel Non-SsD

Disk Format

Network Mapping @ datastore2 Non-SSD
Ready to Complete

Free | Type

59.79G VMFSS  Supported Single host |
460.75GB 212.72GB 252.26 VMFS5  Supported Single host
465.50 GB 290.76 GB 179.72 VMFS5  Supported Single host

| Thin Provision., Access

| Hardware Acceleration |

| Drive Ty..| Capacity | Provisioned| Free | Type

| Thin Provisioning | Access

10. For now, accept the default storage resource by clicking Next. You can also configure the datas-

tore. For more information see Adding and Configuring the Datastore on ESXi Server section.

©1999-2020 Citrix Systems, Inc. All rights reserved.
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Disk Format
In which format do you want to store the virtual disks?

Datastore: [acs_datastorer
=1 Avaiable space (GB): 59.8

& Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
" Thin Provision

11. On the Disk Format page, accept the default settings, and click Next.
12. On the Network Mapping page, accept the default (VM Network) and click Next.
13. On the Ready to Complete page, click Finish to create the VM.

Note: Decompressing the disk image onto the server could take several minutes.

14. Click Close.

Viewing and Recording the Management IP Address on ESXi Server

The management IP address is the IP address of the SD-WAN Center VM, use this IP address to log into
the SD-WAN Center Web UL.

Note
The DHCP server must be present and available in the SD-WAN network.
To display the management IP address, do the following:

1. On the vSphere client Inventory page, select the new SD-WAN Center VM in the Inventory tree
(left pane).

©1999-2020 Citrix Systems, Inc. All rights reserved. 16
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Eile Edit ‘iew Inventary Administration Plug-ins Help
@ €y Home b gF] Inventory b [l Inventory

ED S @GR RS R
= [ 10.102.45.31
Citrix MetScaler SD-WAN WP
% Citrix SD-WAN Center Getting Started NS EEE
ﬂj Cikrix SD-YWAN Center_9_1_100
5 Citrix SD-WAN Center_new

Citrix SD-WAN Center1

close tab
What is a Virtual Machine?

@

(s Citrix virtual Wo Center 9.0 RTH Avirtual maching is a software computer that, like a Virtual Machines | .

(1 CTABLRSWINZKEDEVOL physical computer, runs an operating system and aonlay '\\

(s 15 Divya_Scalahilty_45.37 applications. An operating system installed on a virtual g 4 _
machine is called @ guest operating system ,J :
Because every virtual machine is an isolated computing . i

environment, you can use wirtual machines as deskiop or B
warkstation environments, as testing environments, or ta
consolidate server applications

irtual machines run on hosts. The same host can run
many virual machines

Basic Tasks
[ Pewer on the virtual machine

£ Edit virtual machine settings

2. On the Citrix SD-WAN Center page, under Basic Tasks, click Power on the Virtual Machine.
3. Selectthe Console tab, and then click anywhere inside the console area to enter console mode.
This turns control of your mouse cursor over to the VM console.

Note: To release console control of your cursor, press the <Ctrl> and <Alt> keys simultaneously.

4. Press Enter to display the console login prompt.

Fle Edit View Inwventory Administration Blug-ine Help
€] £y Home b g Inventory b [l Iwvertory
T o i N B O

o O 101024531

(& Citrix NetScalsr SD-WAN ¥PX
G Citrix SD-WAN Center ] Summary | R erformanc: 8 Consale NG
(T Cltrix SD-WAN Center_5_1_100
(G Citrix SD-WAM Center_new

(3 Citrix SD-WAN Center1

3 Citrie Virtual WAN Center 9.0 RTM Jebian 7 nter ttyl
{1 CTHBLRSWINZKEDEVO1
{3 L5 Divya_Scalabiity_45.37

SD-WAN Center1

5. Loginto the VM console.

The default login credentials for the new SD-WAN Center VM are as follows:

+ Login: admin
« Password: password
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| File Edit View Inventory Administration Plug-ins Help '
Ed & Home b g8 Inventory P Inventory
E o P @ I = |k i

I[= B 10.199.81.141

B ACS5-01

(B CBVPX Virtual WAN Edition
B cbvwcdm-84

B Citrix Virtual WAN Center
tp Citrix Virtual WAN Center 02
(I CloudBridge Virtual WAN Center
{#) Data ONTAP Edge

(B dhcpserver-81.170

(b ExtraHop Virtual Appliance
{31 GL OnTap Edge

@ TBA_O1
& TBA_0414
Recent Tasks Name, Target or Status contains: * |
[ Name Target Status Detalls | Initiated by | Requested Start Time Start Time Completed Time

in a welcome message that appears when you log on.

File Edit View Inventory Administration Plug-ins Help

& €y Home b g8 Inventory bl Inventory

nir @@ &hee e
B g 101024531
(&3 Citrix Metscaler SD-WAR WPX
(1 Citrix SD-WAN Center
(5 Citrix SD-WAN Cenker_9_1_100
G Citrix SD-WAN Center_new
{3 | Citrix SD-WAN Centerl
(5 Citrix Virtual WAN Center 9.0 RTH
(51 CTXBLRSWINZKEDEYO1
{5 L5 Divya_Scalabilty_45.37

ix SD-WAN Centerl

= Summary  Resource Allocation  Performance  Events [eGOESIM Permissions

Note

Record the SD-WAN Center VM’s management IP address, which is shown as the Host IP address

The DHCP server must be present and available in the SD-WAN network, or this step cannot be

completed.

If the DHCP server is not configured in the SD-WAN network, you have to manually enter a static IP
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address.
To configure a static IP address as the management IP address:
1. When the VM is started, click the Console tab.
2. Loginto the VM. The default login credentials for the new SD-WAN Center VM are as follows:
Login: admin
Password: password
3. Inthe console enter the CLI command management_ip.

4. Enter the command set interface <ipaddress> <subnetmask> <gateway>, to configure man-

agement [P.

Adding and Configuring the Datastore on an ESXi Server

You can add and configure datastore to store statistics from SD-WAN center.
To add and configure the datastore:
1. In the vSphere client, click the Inventory icon to open the Inventory page.

2. Expand the Inventory tree branch for the SD-WAN Center VM host server.

w

. In the left pane, click + next to the IP Address for the server hosting the SD-WAN Center VM you
just created.

4. Open the new SD-WAN Center VM for editing.

5. In the Inventory tree, right-click on the name of the SD-WAN Center VM you just created and
select Edit Setting from the drop-down menu.

© 1999-2020 Citrix Systems, Inc. All rights reserved. 19
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| Hardware | options | Resources |
I Show Al Devices Add...
Hardware | Summary
= Memory 409 MB
M crPus 4
Video card Video card
& VMCI device Restricted
@© SCsSI controller 0 LSI Logic SAS
& Hard disk 1 Virtual Disk
& co/ovD drive 1 Client Device
B Network adapter 1 VM Network

Memory Configuration

1011GB e

512 GB

256 GB H

128 GB

64 GB e

32GBH

16 GB H

BGBH

Virtual Machine Version: vmx-09

Maximum recommended for
- this

guest 0S: 1011 GB.

Maximum recommended for
' pest performance: 65504 MB.

Default recommended for this
< guest 0S: 1 GB.

Minimum recommended for
this

Memory Size:

guest OS: 256 MB.

N

_ e |

0K [ Cancel

—

6. In the Memory Size field, enter the amount of memory to allocate for to this VM.

For more information, see Memory Requirements.

7. Click Add.

8. On the Device Type page of the Add Hardware wizard, select Hard Disk and then click Next.

|
4

#"
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* Create a new virtual disk

" Use an existing virtual disk.
Reuse a previously configured virtual disk.

€ Raw Device Mappings

Give your virtual machine direct access to SAN. This

option allows you to use existing SAN commands to

manage the storage and continue to access it using a

(&) Add Hardware
o
Select a Disk

fl

il

|

4]

f mwj'm A virtual disk s composed of one or more fies on the host fie system. Together these fies appear as a single hard disk
Create :Osk to the guest operating system.
Advanced Options Select the type of disk to use.
Ready to Complete Disk

WL_‘I_

Create a Disk
Specify the virtual disk size and provisioning policy

Device Type ~ Capacity
Create a Disk K 16] |GB >
Advanced Options

Ready to Complete Disk Provisioning
& Thick Provision Lazy Zeroed

" Thick Provision Eager Zeroed
" Thin Provision

¢ Location
@ Store with the virtual machine
 Specify a datastore or datastore cluster:

hep | <gack |[ Net> |  cance
b— %

10. On the Create a Disk page, in the Capacity section, select the disk capacity for the new virtual
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disk.

11. In the Disk Provisioning section, select Thick Provision Lazy Zeroed (the default).
12. In the Location section, select Specify a datastore or datastore cluster.
13. Click Browse.

(%) Select a datastore or datastore cluster — @M

Select a datastore or datastore cluster:

Name Drive Ty...  Capacity | Provisio... Free | Type Thin Provision..
H acs_datasto... Non-SSD  931.00 GB 884.11... 47.42G VMFS5  Supported
@ datastore2 Non-SSD  465.50 GB 290.76... 179.72 VMFS5  Supported
@ datastorel Non-SSD  460.75GB 212.72.. 252,26 VMFS5  Supported

I Disable Storage DRS for this virtual machine

Name Drive Ty..| Capacity | Provisioned Free | Type Thin Provisioning

14. Select a datastore with sufficient available space, and click OK.

15. Click Next.

16. On the Advanced Options page, accept the Advanced Options default settings and click Next.
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Reviewy the ssiected options and dick Fnsh to add the: hardware.

Devic: Tvne Optons;
et Dk :
i Hartheare type: Hard Dk
Al wanoed Donrs Create dek; Nesw virtuial disic
H Rzl Do Comglele sk capacty: 1668

Dk provsioning:  Thick Provison Lary Zenoed
Diaastove: a0s_datastored
Wirtual Device Mode: 5051 (001)
Disk madie: Persstent

- cwa || mn ] | o

17. Click Finish.
This adds the new virtual disk, dismisses the Add Hardware wizard, and returns you to the Vir-

tual Machine Properties page.

18. Click OK.

In the SD-WAN Center web interface, switch the active storage to the new datastore. For more infor-

mation, see Switching the Active Storage to the New Datastore.
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Hardware | options | Resources | Virtual Machine Version: vmx-09
Dk Fie
I~ Show Al Devices | Add... | Remove [ [[acs_datastore1]
Hardware | Summary | Disk Provisioning
Type: Thick Provision Lazy Z... |
8 Memo 4096 MB
@ cPUs i 4 Provisioned Size: 163‘ GB ~ !
B video card Video card Maximum Size (GB): NfA
= VMCI device Restricted
© 5CS! controller 0 LSI Logic SAS Virtual Device Node
© Hard disk 1 Virtual Disk |scs1(0:1) =]
I & CD/DVD drive 1 Client Device '
W Network adapter 1 VM Network  Independen
= New Hard Disk (add... Virtual Disk | Independent disks are not affected by
Il o
Changes are immediately and
£ Nrinrarmkt:
Changes to this disk are discarded when
[l
ﬂ H
Help oK Cancel ‘
—— 2

Installing and Configuring the NetScaler SD-WAN Center on XenServer

September 12,2018

Before installing the NetScaler SD-WAN Center virtual machine on a XenServer server, gather the nec-
essary information as described in Gathering the SD-WAN Center Installation and Configuration Infor-
mation.

To install and configure the VM, perform the following tasks:

1. Install the XenServer server.
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For instructions, see Installing the XenServer.
2. Create an SD-WAN Center VM by using the XVA file.

For instructions, see Creating the SD-WAN Center VM using XVA file.
3. Record the SD-WAN Center management IP address.

For instructions, see Viewing and Recording the SD-WAN Center Management IP Address on
XenServer.

4. Configure the Management Interface settings.
For instructions, see Configuring the Management Interface Settings.
5. Install the SD-WAN Center certificate.
For instructions, see Installing the SD-WAN Center Certificate.
6. Specify the master control node (MCN) and test the connection to the MCN.

For instructions, see Specifying the MCN and Testing the Connection.

Installing the XenServer Server

To install the Citrix XenServer server on which you will deploy the SD-WAN Center virtual machine,
you must have XenCenter installed on your computer. If you have not already done so, download and
install XenCenter.

To install a XenServer server:
1. Open the XenCenter application on your computer.

2. In the left tree pane, right-click on XenCenter and select Add.

=R KenCenter
7 [{ & Add..

Eﬁ MNew Pool...

Connect All
Disconnect All
Expand All

3. Inthe Add New Server window, enter the required information in the following fields:

« Server: Enter the IP Address or Fully Qualified Domain Name (FQDN) of the XenServer
server that will host your SD-WAN Center VM instance.
« User name: Enter the server administrator account name. The default is root.
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« Password: Enter the password associated with this administrator account.

Enter the host name or IP address of the server you want to add
and your user login credentials for that server.

Server: 110.102.29.2 v|

User login credentials

User name: ‘root ‘

Password: luuuo ‘

4. Click Add.

The new server’s IP address appears in the left pane.

Creating the SD-WAN Center VM by using the XVA file

The NetScaler SD-WAN Center virtual machine software is distributed as an XVA file. If you have not
already done so, download the .xva file. For more information, see Downloading the NetScaler SD-
WAN Center Software

To create the SD-WAN Center VM:**

1. In XenCenter, right-click XenServer and click Import.

= 1.t XenCenter Genesal |}
=% B NewVM..
@ C
@ C 3 NewSR..
FH C L Import...
@ " Add to Pool v
i3 ™M
i3 ™M Enter Maintenance Mode...
(E& M
lg M @ Reboot
@ N @ Shut Down
Ila N Restart Toolstack
[
¢ I% : Disconnect
@ N Reconnect As...
8 s CH  Properties
gl ClForoormovery
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2. Browse to the downloaded .xva file, select it, and click Next.

o Import

Import Source

Location
Storage
Networking
Finish

% Locate the file you want to import

o

Enter the pathname of an exported VM or template, an OVF/OVA package or a vartual hard disk image file or
click Browse to find the file you want.

Filename: Browse...

Cancel

3. Selectapreviously created XenServer server as the location to which to import the VM, and click

Next.

€ Import XVA

@ Select the location where

X

7

the imported VM will be placed

Import Source

Home Server

Storage
MNetworking
Finish

CiTRIX

Click on a server to nominate it as the home server for the imported VM or for any new VMs to be based on
the imported template. The home server will be used by default to start up the VM and to provide resources
such as local storage.

Click on a pool if you do not want to nominate a home server: the most suitable available server will be
used.

FYcenserver 92]

[Fh Add New Server

< Previous Next > Cancel

4. Select a storage repository where the virtual disk for the new VM will be stored, and click Im-
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port.

For now, you can accept the default storage resource. Or you can configure the datastore. For
more information see Adding and Configuring the Datastore on XenServer.

€ Import XVA - X

@ Select target storage o

Import Source Select a storage repository where virtual disks for the new VM will be stored

Home Server Q Local storage on xenserver-29.2 758.09 GB free of 909.01 GB
Networking
Finish

ciTrRIX'

< Previous Import > Cancel

The imported SD-WAN Center VM appears in the left pane.

5. Select a network to which to connect the VM, and click Next.
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€3 Import XVA - X

[Q Select network to connect VM o

Import Source The default virtual network interfaces for the template you have selected are listed below. You can add,
modify or delete virtual network interfaces, if required.

Home Server

Storage When you have finished, click "Next" to continue to the next page.

Virtual network interfaces installed on the new virtual machines:

Finish Name + MAC Address Network

interface 0 62:0:d5:e6:79:3b Network 0 B
H . Add Delete
ciTRIX

s>

6. Click Finish.

Viewing and Recording the Management IP Address on XenServer

The management IP address is the IP address of the SD-WAN Center VM, use this IP address to loginto
the SD-WAN Center Web UL.

Note
The DHCP server must be present and available in the SD-WAN network.
To display the management IP Address:

1. In the XenCenter interface, in the left pane, right-click the new SD-WAN Center VM and select
Start.

©1999-2020 Citrix Systems, Inc. All rights reserved. 29



NetScaler SD-WAN Center 9.3

5o wancente: I
@ s0@ Start

- L

=N PT Start VM (Ctrl+B) i
r;a Lo Move VIOT

&4 Re Export...

£l Nj Take a Snapshot...

Convert to Template...

structun Assign to vApp 3

cts Delete VM...

nizatior F Properties

2. When the VM is started, click the Console tab.

I3 SD-WANCenter on 'xenserver-29.2' Logged in as: Local root accot

General Memory Storage Metworking Console Performance Snapshots Search

[ Nsl RN <empty> E

3. Make a note of the management IP address.
Note

The DHCP server must be presentand available in the SD-WAN network, or this step cannot
be completed.

4. Loginto the VM. The default login credentials for the new SD-WAN Center VM are as follows:
Login: admin
Password: password

If the DHCP server is not configured in the SD-WAN network, you have to manually enter a static IP
address.

To configure a static IP address as the management IP address:

© 1999-2020 Citrix Systems, Inc. All rights reserved. 30



NetScaler SD-WAN Center 9.3

1. When the VM is started, click the Console tab.

2. Loginto the VM. The default login credentials for the new SD-WAN Center VM are as follows:
Login: admin
Password: password

3. Inthe console enter the CLI command management_ip.

4. Enter the command set interface <ipaddress> <subnetmask> <gateway>, to configure man-
agement IP.

Adding and Configuring the Data Storage for a XenServer Server

You can add and configure data storage to store statistics from SD-WAN center.
To add and configure the data storage:
1. In XenCenter, shut down the SD-WAN Center VM.

2. On the Storage tab, click Add.

o

Enter a name, description and size for your virtual disk. The size of your disk and the home server setting
of any VM the disk belengs to will affect which storage locations are available.

|
Name: [SD-WAN Center |
Description:
Size: 10.000:5- |GB  ~
Location: Eﬁ Local storage on xenserver-29.2 704.22 GE free of 909.01 GB

Add Cancel

3. Inthe Name field, enter a name for the virtual disk.
4. In the Description field enter a description of the virtual disk.

5. Inthe Size field select the size required.
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6. Inthe Location field select the local storage.

7. Switch the active storage to the new data store in the SD-WAN center web interface. For more
information, see Switching the Active Storage to the new data store.

Configuring the Management Interface Settings

September 12, 2018
You can use the SD-WAN web interface to configure the management interface settings.
The management Interface settings include the following:

« SD-WAN Center Management IP Address
Gateway IP Address

Subnet Mask

Primary DNS

Secondary DNS

To configure the management interface settings:
1. In the SD-WAN Center web interface, select the Administration tab.

By default, the User/Authentication Settings page appears.

Seshieard Fa Moni(uli"g co“ﬁgl"iliun Rzpm"‘g e _

n [ User/Auth Sett
Iu;«;mnam:annsm.ngs SeTfAUhentication SEttngs

Global Settings 4. Add separate disk 10 store statistics from Virtual WAN when polling Virtual WANSs. Click here 1o navigate 1o Administration->Storage Maintenance.

Database Maintenance

@

Users 4
Storage Maintenance
Name ~ Type Level Created Modified Last Login

admin Local User Admin 2016-08-31 142846 2016-08-31 142846 2016-05-08 00-25-00

Guest 2016-08-31 143200 2016-08-31 1432:00 Never

RADIUS Authentication ©) TACACS+ Authentication ®

2. Inthe navigation tree, select Global Settings.
3. Configure the Management and DNS settings.
In the Management and DNS section, add the required information to the following fields:

« IP Address: Enter the IP Address for the SD-WAN Center.
« Gateway IP Address: Enter the Gateway IP Address the SD-WAN Center VM will use to
communicate with external networks.
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« Subnet Mask: Enter the subnet mask to define the network in which the SD-WAN Center
VM resides.

4. Click Apply.
Note

Connectivity to the SD-WAN Center will be terminated when your changes are applied

Installing the SD-WAN Center Certificate

September 12,2018

To establish a connection between the SD-WAN Center and the SD-WAN Master Control Node (MCN),
download the SSL certificate from the SD-WAN Center and installing it on the MCN.

To download and install the SD-WAN certificate:
1. In the SD-WAN Center web interface, on the Configuration tab, select Network Discovery.
3. On the SSL Certificate page, click Download Certificate.

This opens a file browser on your computer for selecting the download location. Navigate to the de-
sired location and save the certificate.

4. Log into the SD-WAN Master Control Node web interface.
5. Click the Configuration tab.

6. In the navigation tree (left pane), click the + icon next to the Virtual WAN branch.

7. Select SD-WAN Center Certificates.

iriual WAN ) SD-WAN Center Certificates

Certificate Management

This page allows for the management of SD.WAN Center certificates. installing an SD-WAN Center certificate will aliow

te: | 0D:DB:E8:12:80:01:2 Delete

+ System Maintenance Installed Certificates

Centificate Fingerprint Start Date Expiration Dale

8. On the SD-WAN Center Certificates page, next to the Install Certificate field, click Browse.

This opens a file browser on the local PC for selecting the file you want to upload. Select the certificate
file you just downloaded, and click Open.

9. Click Upload and Install.
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This uploads the certificate file to the master control node (MCN) and displays a success message when
installation is complete.

10. Click Continue.

This displays the MCN Management Web Interface Dashboard page. At this point, you can log out of
the MCN (optional).

Specifying the MCN and Testing the Connection

September 12,2018

Once the connectionis established between the SD-WAN Center and the SD-WAN Master Control Node
(MCN), you can discover the MCN and test the connection.

To specify the MCN and test the connection:
1. Loginto the SD-WAN Center web interface.
2. Select the Configuration tab.
3. Inthe navigation tree (left pane), select Network Discovery.
This displays the Network Discovery page. By default, the SSL Certificate tab is preselected.

4. Select the Discovery Settings tab.

Dashboard Fault Monitoring Configuration Reporting Administration

) Configuration / Network Discovery / Discovery Settings
Network Discovery 9 y 1y g

Network Configuration SSL Certificate Discovery Settings Inventory And Status
Change Management

Master Control Node MGT IP Address:
Appliance Settings 10.106.37.60 Test

Rediscover

Polling Configuration

Paolling Interval iminl: Bandwidth Limit (kops):
5 1000

5. In the Master Control Node MGT IP Address field, enter the management IP address of the
associated MCN.
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6. Click Test.

If the connection succeeds, a green check mark appears. A success message indicates that the
connection is established, and that the appliance is eligible to become the MCN.

7. Click Discover. Once you have already discovered an MCN, this option changes to Rediscover.
8. After the discovery operation completes, select the Inventory and Status tab.

The Inventory and Status table displays the status information for all the discovered SD-WAN
Appliances.

9. Select the Poll checkbox in the top left corner of the table heading.

This selects the Poll checkbox for each appliance listed in the table. To exclude an appliance
from the polling list, clear its check box.

10. Click Apply.

Switching the Active Storage to the New Data storage

September 12,2018

In SD-WAN Center, you can switch the active storage to the data store you created on your virtual
server. This allows you to store more statistics data obtained by polling all the SD-WAN appliances
in the WAN. For information on creating a datastore on ESXi server, see Adding and Configuring the
Datastore on ESXi Server. For information on creating a datastore on XenServer, see Adding and Con-
figuring the Data Storage on XenServer.

To specify the active storage for the SD-WAN Center VM:
1. Loginto the SD-WAN Center VM.
The default login credentials for the SD-WAN Center are as follows:
Login: admin
Password: password

2. Click the Administration tab and then click Storage Maintenance.
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S = ST SeREE S Fommsen _

Administration / Storage Maintenance

User/Authentication Settings

Global Settings
v Storage Systems @
Database Maintenance Host File System Type Size (MB) Available (MB) IActiveMigrate Dm!
I Storage Maintenance Local* faevhovda2 extd 7416 4143 O
Loeal raevhevad 3 20480 unknonn ®
Appty
Thresholds @

SD-WAN Center Database Storage and Auta Cleanup semtings are misconfigured, SD-WAN Center will reach auto cleanup threshold before the configured 6 months.

Stap stats polling when storage Usage exceeds | 55% | Of active storage size

[ Notify user when storage usage exceeds | 45% v of active storage size

3. Inthe Active column of the Storage Systems table, select the storage you created.

4. Select Migrate Data and click Apply.

5. The Delete All Existing Files message appears, click Switch.

Delete All Existing Files E

Switching the active storage system will remove all
existing files on the new file system.

Are you sure you wish to continue?

m I Cancel ‘

This places the SD-WAN Center into Maintenance Mode and displays a progress bar in the main

page area.

6. When the activation completes, click Continue.

This dismisses the progress bar and returns to the main Storage Maintenance page.

The SD-WAN Center Dashboard

September 12,2018

The SD-WAN Center Dashboard displays a subset of the common statistics at a glance. The application
and site specific statistics are obtained from the MCN that is discovered in the SD-WAN Center. The
following widgets are available on the Dashboard.

©1999-2020 Citrix Systems, Inc. All rights reserved. 36



NetScaler SD-WAN Center 9.3

+ Network Map

« Top Application and Top Application Families
« Network HDX: Quality Summary

« Network HDX: Users and Sessions

+ Network HDX: Bottom 5 Sites

« Site HDX: Users

« Site HDX: Sessions

« Site HDX: QoE

« Network Health: Virtual Path Report
+ Current Events

« Inventory Manager

+ SD-WAN Center: Alarm Summary

« SD-WAN Center: Database Usage

« SD-WAN Center: Active OS Usage

All the widgets are displayed on the dashboard by default. You can customize the dashboard by clos-
ing the widgets that you do not want to view and by arranging the widgets as per your requirement. To
view all the widgets as per the default settings, click Reset Dashboard.

The SD-WAN Center Dashboard is refreshed based on the configured polling interval. The default
polling interval is 5 minutes. For more information see, How to Configure Polling Interval.

Network Map

The network map provides a graphical view of the SD-WAN network. The information displayed in this
section is updated depending on the selected configuration and routing domain. In order to view a
network map here, you must import the network configuration and Network maps from the Master
Controller Node (MCN). For more information, see How to Import Network Configuration from MCN
to SD-WAN Center.

Top Applications and Top Application Families

Deep packet inspection (DPI) allows the SD-WAN appliance to parse the traffic passing through it and
identify the application and application family types. The top results of the parsed traffic is displayed
in this widget.

The SD-WAN Center dashboard displays the top applications and top application families. You can
select the site and time interval as last 24 hours, last 1 hour, or last 5 minutes.

© 1999-2020 Citrix Systems, Inc. All rights reserved. 37


/en-us/netscaler-sd-wan-center/9-3/how-to-articles/how-to-import-mcn-configuration-to-sd-wan-center.html
/en-us/netscaler-sd-wan-center/9-3/how-to-articles/how-to-import-mcn-configuration-to-sd-wan-center.html

NetScaler SD-WAN Center 9.3

Dashboard Monitoring Configuration Reporting Administration Nitro API

Network Map

SDWAN4000_3RCNS Routing Domain: | Any M

B stleast ane Virtual Path is DOWN
All Virtual Paths UP, but at least
one has congestion or member

path DOWN

B Al Virtual Paths and assodiated

member links UP

Total Sites Fair

Polling in progress

Please click on the Visualize Button in the table below to get the Virtual Path details between the selected Sites

Network HDX: Quality Summary

Qauality of Experience ( QoE) is a calulated index that helps you understand your ICA quality of experi-
ence. Thisindex s calculated for all ICA application traffic traversed from WAN to the site. Statistics of
packet drop, jitter and latency are used in the QoE calculation. The QoE is an integer between [0, 100],
the higher the number, the better the user experience. The jitter, latency and packet drop statistics
are tracked on data paths during packet processing.

Sites in the entire network are categorized as good, fair, poor or no HDX traffic based on the QoE of
HDX traffic. . For more information, see Application QoE.

The HDX traffic is classified into the following three quality categories:
Quality

QoE Range

Good

80-100

Fair

50-80

Poor

0-50

No HDX Traffic

N/A
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Network HDX : Quality Summary

B Good: QoE 80-100(1)

Fair: QoE 50-80 (0}
B Poor: QoEOQ-50(1)
B No HDX Traffic (0

You can click on the chart to view HDX reports per site. For more information, see How to View HDX
Reports.

Note

Sometimes, the HDX dashboard data and HDX reports from different sites may not seem to bein
sync because each site statistics are polled independently. The out of sync could happen when
some sites stats are polled and refreshed but other sites are not polled yet.

On HDX dashboard widgets, you may see a site with no HDX traffic, but there may be a non-zero
number of HDX sessions and users. This could happen when the HDX sessions remain idle for
that polling period, and still stay in open state.

Network HDX: Users and Sessions

This widget provides information on the number of active HDX users and sessions. The number of
sessions is the total number of active Single Session ICA (SSI) and Multi Session ICA (MSI) sessions.

Note

In the current release, the number of users is not based on distinct user names. That is, two
sessions started by a single user on two different machines is counted as two users.
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Metwork HDX : Users and Sessions

1

Mumber of Users

1

Mumber of Sessions

Network HDX: Bottom 5 Sites

This widget provides a list of the bottom 5 sites that have the least scoring QoE to help drive better
end-user experience initiatives.

Network HDX : Bottom 5 Poor Sites

I B

sanjose 0
MCH_VPX 0
Orlando a
Bangalore 0
Dallas a

Site HDX: Users

This widget provides a graphical representation of the number of users that were active at a particular
site for the selected time interval. You can select the site and the time interval as last 24 hours, last 1
hour, or last 5 minutes.
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Site HDX : Users

"

Humber of Users
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Site HDX: Sessions

This widget provides a graphical representation of the number of MSI and SSI sessions that are active
at a particular site for the selected time interval. You can select the site and the time interval as last

24 hours, last 1 hour, or last 5 minutes.

Site HDX : Sessions

Select site
calar

select Time

Mumber of Sessions

i
(=]
L
ra
L=
P
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I
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Site HDX: Quality of Experience

This widget provides a graphical representation of the overall QoE at a particular site for the selected
timeinterval. You canselectthe site and the timeinterval as last 24 hours, last 1 hour, or last 5 minutes.
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Site HDX : QoE

145

100
)
L

50

"1 8 11 18
4

Current Events

select site
Select Time

The Current Events section of the dashboard displays the events from all the discovered appliancesin
the network, that occurred in the last one hour. The output of events can be filtered using the Routing
Domain drop-down menu. The information displayed in this section is gathered from the Fault tab.
For more information, see Events.

Current Events (Last 1 Hour)

site

Center

Center

Routing Comain: | Any v
25 |V|/page  Showing1-250f596
Time v

09/26/16 19:49:30 SO-WAN Cer
09/26/16 19:49:28 SD-WaN
09/26/16 19:49:27

09/26/16 19:49:26

09/26/16 19:49:25

09/26/16 19:49:24

09/26/16 19:49:21 SO-WAN
09/26/16 19:49:20 SO-WAN
09/26/16 19:49:17 SO-WAN

Inventory Manager

Center

Object Name

~
Object Type Severity Current State &

" [
0 aert
0 ALERT
4 t tual_w 0 ALERT
connection_to_virtual_wan O seerr
tual_wa L
connection_to,_virtual_wan © aert
Q siert

connection_to_ virtual_wan [ P M

Once every 30 minutes, the Inventory Manager gathers the hardware information collected from all
the SD-WAN appliances that have been discovered by the SD-WAN Center VM. The Inventory Manager
page displays this data in columns that you select and filter. The following columns are available:
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« Site: Name of the site found in the configuration running in the MCN. If the appliance is a sec-
ondary MCN, “(secondary)” appears next to the name. The name is a link to connect to the
appliance management web console.

« Connection Status: Connectivity state to the appliance. A red icon appears when the connec-
tion is not reachable or not authenticated.

+ Management IP: Management IP address of the appliance. The IP address is a link to the appli-
ance management web console.

« Model: Hardware model of the appliance

« Serial Number: Serial Number of the appliance.

« BIOS Version: BIOS version of the appliance.

» Days Since Memory Dump: Time since last system-error memory dump. If the appliance
dumped its memory in the past 4 days, an error icon appears next to the time. If the memory
dump occurred between 5 and 10 days ago, a warning icon appears. N/A appears if no dump is
available. Clicking on the time opens the log page of the SD-WAN.

+ Active OS: The OS currently running on the appliance.

« Backup OS: The OS on the appliance’s backup partition.

+ RAM Size (GB): Amount of Random Access Memory currently installed on the appliance in GB.

+ Drive Type: Type of data-storage drive installed on the appliance. The value can be SSD (Solid
State Drive) or HDD (Hard Disk Drive).

+ Drive Size (GB): Size of the data-storage drive currently installed on the appliance in GB.

Inventory Manager

Filters: + Cra
25 ¥ |/page  Showing1-6of6
Site Name ~  (Connection State  (Management IP  BIOS Version  (Model Drive Size (GB) -Q

Bangalore

Bangalore
{secondary

Eeljing

Network Health: Virtual Path Report

The Virtual Path Reports section of the dashboard displays virtual path level statistics for every virtual
path in virtual WAN network that was measured as an average over the last 24 hours. The output can
be filtered based on the selected routing domain.

For more information, see Reports.
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Network Health: Virtual Path Report (Last 24 Hours)

ROUTING DOMaIn: | Any v

10 ¥ |/page  Showing1-10of 10

Search

Name A
Eangalore-Eeljing
Bangalore-Beljing
Bangalore-Dallas_MCN
Bangalore-Dallas_MCN
Beljing-Dallas_MCN
Beljing-Dallas_MCN
Beljing-5anjose
Beljing-Sanjose
Dallas_MCN-sanjose

Dallas_MCN-Sanjose

Data from 07/04/17 3:02pm to 07/05/17 3:02pm

SD-WAN Center: Alarm Summary

Worst State

Hil

Up Time (%)

100.0

100.0

100.0

100.0

100.0

100.0

100.0

100.0

100.0

100.0

=]

The Alarm Summary section of the dashboard gives a graphical overview of the type and quantity of

events. You can click on the graph to view the events on the Fault page. The display also outlines

how many events are in each category. Alarm triggers can be configured on the individual SD-WAN

Appliances. For more information see, Configuring Alarms.

5D-WAN Center: Alarm Summary

X

Acknowledge

B Alert (D)
Error (0}
B cCritical (D)

B Emergency (0)

SD-WAN Center: Database Usage

The Database Usage section of the dashboard displays a graphical overview of the database-resource
usage and the thresholds for sending notifications or halting the collection of data. You can click on
the graph to view the details on the Database Maintenance page.

+ Usage: Database capacity currently being used, in GB.

©1999-2020 Citrix Systems, Inc. All rights reserved.

44



NetScaler SD-WAN Center 9.3

+ Notification: Threshold for generating a database usage notification. The threshold is a per-
centage of the maximum size of the database. If an email alert is configured, an email notifi-
cation is sent when the size of the database exceeds this threshold. For more information, see
Setting Notifications.

+ Stop Polling: Threshold for halting statistics polling. The threshold is a percentage of the max-
imum size of the database. Polling stops when the size of the database exceeds this threshold.

For more information,
How to Manage Database.
SD-WAN Center: Database Usage (GE)

Database Total Size : 94.49
Usage Motification (%) Stop Polling (%)

1.43

SD-WAN Center: Active OS Usage

The Active OS Usage section of the dashboard gives a graphical overview of the used and available
storage space in GB. You can click on the graph to view the details in the Storage Maintenance page.

5D-WAN Center: Active OS5 Usage (GB) *

0 used (2.10)

Free (4.90)
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Events

September 26,2018

SD-WAN Center collects event information from all the discovered appliances in the network. This

event information can be filtered and viewed in the Event Viewer page.

The event details include the following information.

Time: The time the event was generated.

Site: The name of the site on which the event originated.

Appliance ID: Shows whether the appliance from which the event originated is a primary (0) or
secondary (1) appliance.

Note

The Appliance ID column is hidden by default. To display the column, click Show/Hide (gear

icon) and select the Appliance ID checkbox from the drop-down menu

Object Name: The name of the object generating the event.

Object Type: The type of object generating the event.

Severity: The severity level of the event.

Previous State: The state of the object before the event. The state will be listed as unknown if
not applicable.

Current State: The state of the object at the time of the event.

Description: A text description of the event.

Viewing events

You can view the events, filter it and also download it from the Event Viewer page.

To access the event viewer page.

In the SD-WAN Center web interface click the Fault tab.

The Event Viewer page appears by default.
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Dashboard ault Monitoring Configuration Reporting Administration

Fault [ Event Viewer
Event Viewer

Motification Settings ‘ New View | Open.. | Save As... ®

Sewverity Settings

Time: | September 23, 2016 2:14am | [E] Lest Hour / Day / Week / Montn Mode:  Relafive (18 hours ago - & hours from now) (o
L4
26. Aug 2B, Aug 30. hug 1. Sep 3 Sep 5.5ep 7.5ep 9.5ep 11.5ep 13.5ep 15 Sep 17. 5ep 19. 5ep 21.5ep 23 Sep
| i
call 1
300am 6:D0am S:00am 1Z200pm 3:00pm 6:00pm %-00pm 23 Sep
Y » 3 e Imerval 1 minute

Rolting Domain: | Any

Filters: + | Severity greater than info X ‘ S

25 v /Page  snowing 1 - 25 of 267 E—

Time w Site Ouject Name Object Type Severity |Previous State  Current State Description £+ 3
0812316 , BR2-130-WL-1-5DC2- The state of wan_to_lan_path BR2-135-WL-1->0DC2-201-WL-2 for
132:53 B33 2012 WD IEER NOTCE — BAD 00 Site: DC2-201 has changed from BAD to GOOD

" \ 2. a3 "
RINE sy aR2135.002.20¢ el NoTIEE BAD P The state of Virtual Path: BR2:135-DC2-201 nas changed from BAD
13253 o 1©GOOD
0812316 BR2-139-WL-1-3DC2- The state of wan_to_lan_path BR2-133-WL-1->DC2-201-WL-1 for
132:53 D22 201.WL1 WanIolanpan NOTKE — BAD oo Site: DC2.201 has changed from BAD to GODD

You can select and view events of a particular time frame by using the timeline controls. For more
information, see, How to use timeline controls.

You can also create, save and open event views. For more information, see, How to manage views
You can create custom filters for narrowing the Events table results.

Using Filters

To create and apply a filter:
1. Click +icon to the right of the Filters section label.
2. Select a category form the drop-down menu.
The options available are:

o Size

Object Name
Object Type

Severity
Previous State
Current State**

3. Select an operator from the middle drop-down menu.
The options are as follows:
. is
 isnot
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4,

is one of

contains

does not contain

« less than

less than or equal to

greater than

greater than or equal to**
Enter the string or value by which to delimit the filter.
Note

This field is case sensitive.

Flters: 4

Severity s L WARNING E

ra
w

Note

You can create and apply multiple filters.

To download the events table as a CSV file:

Click the Download icon at the upper right corner of the events table.

You can configure SD-WAN Center to send external event notifications for different event types as

email, SNMP traps or syslog messages. For more information, see How to Configure Event Notifica-

tions.

For more information on event statistics, see How to View Event Statistics.

Reports

September 26, 2018

SD-WAN Center provides the following reports:

Applications: Displays details about incoming traffic, outgoing traffic and total traffic of the top
applications, sites, and application families.

HDX: Displays detailed HDX data for every site.

Sites: Displays site level statistics for every site in the Virtual WAN. Sites rows expand to show
the Services table filtered for the Site.

Service: Displays summary statistics by service type (Virtual Path, Internet, Intranet and Pass-
through) for every site in the Virtual WAN. Services rows expand to show the individual Services
for the Service type.**
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Virtual Paths: Displays Virtual Path level statistics for every Virtual Path in the SD-WAN. ** Vir-
tual Paths rows expand to show the Paths contained within the Virtual Path**

Note

Virtual Path data is recorded from the perspective of both endpoints, as such, each Virtual Path

may have two rows identified by the Site that recorded the statistics.

Paths: Displays Path level statistics for every Path in the Virtual WAN.

WAN Links: Displays WAN Link level statistics for every WAN Link at each Site in the Virtual WAN.
WAN Links rows expand to show a Usage Summary for each Service type for that WAN Link. Each
Service type row will then expand to show usages for each Service of that type. If the WAN Link
is a Private MPLS link, a second table will be shown showing the MPLS Queues for the WAN Link.
MPLS Queues: The MPLS Queues rows expand to show a usage summary for each Service type
for that Queue. Each Service type row will then expand to show usages for each Service of that
type.

Classes: Displays Class level statistics for every Class for each Virtual Path in the Virtual WAN.
MOS Score: The mean opinion score (MOS) provides a numerical measure of the quality of the
experience that an application delivers to end users.

Ethernet Interfaces: Displays Ethernet Interface level statistics for every Interface at each Site
in the Virtual WAN.

GRE Tunnels: Displays statistics of every LAN GRE tunnel at each site in the WAN.

IPsec Tunnels: Displays statistics of every IP security tunnel at each site in the WAN.

Events: Displays summary counts of events occurring at each Site in the Virtual WAN. Events
rows expand to show summary counts by Object Type for that Site. Each Object Type will then
expand to show summary counts for each Object of that type.

Viewing Reports

Onthe Reporting tab of the SD-WAN Center web interface, you can view all reports or selected reports.

You can also download reports.
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Dashboard Monitoring Configuration Administration

Reporting

[ view | [open || == [ ®

Time: | August 18, 2017 2:15pm B ast Hour / Day / week / Month Mode: | Relative (1 month ago - 2 wesks ago) ¥ ¢

¢ I
0. Jul 22 Jul 24 Jul 26 Jul 28 Jul 30.Jul 1. Aug 3 Aug 5. Aug 7. Aug 9. Aug 1. Aug 13 Aug 15. Aug 17. Aug
St
S [ | SH [ oo AR oo e o = = — oo =
20.Jul 22 Jul 24.Jul 26 Jul 28.Jul 30.Jul 1.Aug 3. Aug 5. Aug 7. Aug 9. Aug 1. Aug 13. Aug 15. Aug 17. Aug
A wow w » oM ntenval | Aminge ¥

ROUTING DOM&IN: | Any v

Applications HDX Sites Services Wirual Paths Paths WAN Links MPLS Queues Classes MOS Score Ethernet Interfaces GRE Tunneis
Show Bandwidtn/Data in | KbpsMB ¥

IPsecTunnels | Events

Report Type:| Top Applications v | SelectSite: | A
Fiters: + e
10 ¥ |/page  Showing1-100f18 Search
Application Name Total Traffic ~ Incoming Traffic Outgoing Trafflc | o ‘

Independent CoMpUTING Architecture (CItrix) 20,025315.58 833347322 11,671,84236
Unknown virtual protocol 6.035.954.46 5.465.916.39 570.038.07
1CA Bulk-Transfer 78190691 8162918 70027773
1CA Realume 661,550.81 20,179.78 621371.03
ICA Interactive 303.970.85 16.400.00 287.579.86
HyperText Transfer Protocol 97.524.50 4802144 43.393.08
Internes Control Message Protocol 71017.49 28,511.41 28,506.08
1CA Background 4779958 3.066.85 4473274
Domain Name Service 20,354.02 1482852 1471539
Server Message Block (Windows Flle Server) 8.050.60 450954 454108
Data from 07/20/17 3:04am to 08/02/17 11:40pm > m

You can select and view reports of a particular time frame by using the timeline controls. For more
information, see, How to use timeline controls.

You can also create, save and open report views. For more information, see, How to manage views.
For more details on viewing different reports, see the following topics:

How to View Application Statistics

How to View HDX Reports

How to View Bandwidth Statistics

How to View Link Performance Statistics

How to View IPsec Tunnel Statistics

How to View GRE Tunnel Statistics

How to View MPLS Queues statistics

How to view MOS for Applications

How to View Event Statistics
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How to View Class Statistics

How to View Ethernet Interface Statistics

The Change Management Wizard

September 12,2018

The Change Management wizard guides you through the process of uploading, downloading, staging,
and activating the SD-WAN software and configuration on the Master Control Node (MCN) appliance
and client appliances.

The Change Management wizard is a component of the SD-WAN Management Web Interface running
onthe MCN, andis not part of the SD-WAN Center. However, you can use the SD-WAN Center to connect
to the specified MCN, and access the Change Management wizard.

Note

You must specify the MCN for the SD-WAN Center virtual machine before you can use SD-WAN
Center to access the Change Management wizard on that MCN. For instructions, see, Specifying
the MCN and Testing the Connection.

To open the Change Management Wizard:
1. In the SD-WAN Center web interface, click the Configuration tab.

2. Click Change Management.

Dashboard Manitering ion Reporting Administration

Configuration / Change Management
Network Discovery

Metwork Configuration
I Change Management

Appliance Settings

Click here to
Open Master Control Node's Change Management

3. At the Click here to Open Master Control Node’s Change Management prompt, click the here
link.

The Login page for the SD-WAN Management Web Interface running on the associated MCN ap-
pears.
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4. Log into the Management Web Interface on the MCN appliance.

5. Select the Configuration tab.

6. Inthe navigation tree (left pane), click + next to the Virtual WAN branch to expand that branch.
7. Click Change Management.

This displays the first page of the Change Management wizard, the Change Process Overview
page, as shown in the figure below.

Change Management Wizard
Configuration Section Tab Page Tabs Breadcrumbs.

Change

Change Preparation Appliance Staging
ke

‘ Activation Active Staged

heivats Change / Button
T

g | 837 - | «—— Begin Button

Page Area ——>

Configuration Filenames:  Active - latest-menzip  Staged - latest-menzip

Site-Appliance Table ——>
W

<<<<<

xxxxx

Active/ Staged Download Links

8. To start the wizard, click Begin.
Note

For complete instructions on using the wizard to upload, stage, and activate the SD-WAN
software and configuration on the appliances, please see the SD-WAN 9.1.0 User Guide.

The Change Management wizard has the following navigation elements:

+ Page area: Displays the forms, tables, and activity buttons for each page of the Change
Management wizard.

+ Change Management wizard page tabs: On the left side of the page area, on each page of
the wizard, tabs are listed in the order in which the corresponding steps occur in the wizard
process. When a tab is active, you can click it to return to a previous page in the wizard. An
active tab displays its name displays in a blue font. A gray font indicates an inactive tab.
Tabs are inactive until all dependencies (previous steps) have been fulfilled without error.

+ Appliance-Site table: At the bottom of the wizard page area, this table contains informa-
tion about each configured appliance site, and links for downloading the active or staged
appliance packages for that appliance model and site. A package in this context is a zip-file
bundle containing the appropriate SD-WAN software package for that appliance model,
and the specified configuration package. The Configuration Filenames section above the
table shows the package name for the current active and staged packages on the local
appliance.
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+ Active/Staged download links: In the Download Package field (far right column) of each
entry in the Appliance-Site table, you can click a link in an entry to download the active
or staged package for that appliance’s site.

« Begin button: Click Begin to initiate the Change Management wizard process and pro-
ceed to the Change Preparation tab page.

« Activate Staged button: If this is not an initial deployment, and you want to activate the
currently staged configuration, you have the option of proceeding directly to the Activa-
tion step. Click Activate Staged to proceed directly to the Activation page and initiate
activation of the currently staged configuration.

The Configuration Editor

September 12,2018

The Configuration Editor is available as a component of the SD-WAN Center Web Interface, and in the
SD-WAN Management Web Interface running on the Master Control Node (MCN) of the SD-WAN.

Note

You cannot push configurations to the discovered appliances directly from SD-WAN Center.

You can use the Configuration Editor to edit the configuration settings and to create a configuration
package. When the configuration package has been created, you can export it to the MCN and install
it. The changes are then reflected in the MCN.

Note

You have to log on with administrative rights to the SD-WAN Center appliance and the MCN, to
edit the configurations on SD-WAN center and to export and install the configurations on the
MCN.

For detailed instructions on using the Configuration Editor to configure your SD-WAN, see SD-
WAN documentation.

The Configuration Editor enables you to do the following:

+ Add and configure SD-WAN Appliance sites and connections.
 Provision the SD-WAN appliance.

+ Create and define SD-WAN Configuration.

« Define and view Network Maps of your SD-WAN system.

To open the Configuration Editor:

1. In the SD-WAN Center web interface, click the Configuration tab.
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2. Click Network Configuration.

Dashboard Fault Monitoring Configuration Reporting Administration

. Configuration / Network Configuration - Untitied_2
Netwark Discovery

I Network Configuration

View Tutorial |/ Gitrix Support

Change Management Uit~
[mew /1. Add separate disk to store statistics from Virtual WAN when polling Virtual WANS. Click here 1o navigate to Administration-» Storage Maintenance.

Appliance Settings.

Network Map

oma

This Network Map is curre:

Configure [ £})

The below figure outlines the basic navigation and page elements of the Configuration Editor,
and the terminology used in this guide to identify them.

Configuration Section Tab

Breadcrumbs . Fr T
Configuration Editor Menu Bar View Tutorial Link

Title Bar ——— IR RNE
Main Menu Bar — 5 [ ARG

Navigation Tree ———> |

| e

Network Configuration
(Configuration Editor)

Configuration Editor Sections

Sites Tree

Audit Status Bar

e = |
The primary screen of the Configuration Editor has the following navigation elements:

+ Configuration Editor menu bar: Contains the primary activity buttons for Configuration
Editor operations. In addition, at the far right edge of the menu bar is the View Tutorial
link button for initiating the Configuration Editor tutorial. The tutorial walks you through
a series of bubble descriptions for each element of the Configuration Editor display.
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« Configuration Editor sections tree: The stack of dark grey bars located in the left pane of
the Configuration Editor page area. Each grey bar represents a top-level section. There
are five sections: Global, Sites, Connections, Optimization and Provisioning. Click a
section bar to expand a section and reveal the configuration tree for that section. Click the
bar again to collapse the section.

+ Section tree branches: Click the + (plus sign) icon at the left of a section branch name in
the section tree to open a section branch. Click ** - (minus sign) to close a branch. Each
section branch includes one or more sub-branches of configuration categories and forms,
which in turn can contain additional child branches and forms.

« Sitestree: Lists the site nodes that have been added to the configuration and are currently
opened in the Configuration Editor. In the section tree, click the +icon at the left of Sites
to open the Sites tree. Click + to the left of a site name to open the branch for that site.
Click = (minus sign) to close a branch.

+ Audits status bar: The dark grey bar at the bottom of the Configuration Editor page, and
spanning the entire width of the Configuration Editor page. The Audits status bar is avail-
able only when the Configuration Editor is open. An Audit Alerticon (red dot or goldenrod
delta) at the far left of the status bar indicates one or more errors present in the currently
opened configuration. Click the status bar to display a complete list of all unresolved audit
alerts for that configuration.

+ Resize bar: The thin, grey, vertical bar on the right border of the main page area pane is
available in most of the Configuration Editor pages. You can use the resize bar to grow or
shrink the width of the page area to reveal or truncate contentin a table, tree, or form. Roll
your cursor over the resize bar until the cursor changes to a bidirectional arrow. Then click
and drag the bar to the right or left to grow or shrink the area width.

If the resize bar is not available for a page area, you can click and drag the right edge of your
browser to display the full page.

Mobile Broadband Page for LTE Network

The Mobile Broadband page under the Configuration tab in the SD-WAN Center GUI displays informa-
tion about the LTE modem configuration. You can perform the LTE modem operations using the same
options or buttons displayed in the SD-WAN 210-SE appliance GUI configuration for mobile broadband
settings. The LTE summary table lists 210-SE LTE appliances and you can select either single or multi-
ple appliances to perform LTE modem operations.

You upload modem firmware for only one site at a time from the Mobile Broadband page.
Note

Multi-region site support for uploading modem firmware is not available in release 9.3 version 5.
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Dashboard Fault Monitoring Configuration Reporting Administration Nitro API

. configuration / Network Discovery / SSL Certificate
Network Discovery

Network Configuration SSL Certificate Discovery Settings Inventory And Status

Zera Touch Deployment

Initial Setup

Change Mzanagement
Before SD-WAN Center can pegin inioal discovery of your network, an S5L certificate must oe Installed on the active Master Control Node. Click the Download Certificate button below, tnen

appliance settings upload the certificate to the Master Control Mode's Wen Console, under Configuration > Virtual WAN > SD-WAN Center Certificates.

Mobile Broadband Certificate Angerprint:  80:15:D2:15:69-0E: AN
2018 UTC Expiration Date:

Start Date: May 4 054

26:3C4CC400:A2
3 2028 UTC

Licensini
a Download Certificate H Regenerate Cartificate

Network Configuration
Remote Management and LTE Site Support

Zero Touch Deplayment Modem Actions:
Change Management Refresh SIM Card o
Appliance Settings
snow| 100 ¥ snowing 1101 of 1 entriest row selected Search:
entries
Mobile
A [Site Name ‘ avallable Firmviare |Model |MDdemSta(us ‘Radm Interface  Home Network  Signal Strength | APN ‘Sesslun State ‘IPAddrEss ‘ IMEI )ACtIVE Firmware ‘Dataus |
AUTO-SIM v -
br210 (] fT‘S 5a Enabled UMTS ATAT Excellent nxgenphone CONNECTED 10212272 359075060212577 02240500477 [
e 72
Firmware Revislons: SWIGX30C_02 24 05.06 r7040 CARMD-E- FRMWR2 2017/05119
Manufacturer: Slerra Wireless, Incorperated Model ID: EM7420 ez - ’
Boot Revislons: SWISX30C_02.24.05.05 r7040 CARMD-EV-FRMWR2 2017/05/19 PRI Revision: 9805178 001.004 PRL Version. 1
08:23:00 Generic :
Modem FRL Preference: 0 IMSI: 310410000515083 ESN Number: 0
- 1CCID Number. 2007505031357
1 350075060212577 MEID Humber: 3500750602125
IMEI Number: 3500750602125 5014102070008 190857 500751 7
Hardviare Revislon: 1.0 Modem State: READY
Home Network: AT&T Reaming Status: Home Sesslon State: CONNECTED
Cellular
Nemwork Data Bearer: COMA 1XRTT  DOrmancy Status: Traffic Channel ACive LU Reject Cause: 0
Card state: Present
RadioInterface: UMTS  Active Band Class: 54 Active Channel: 4385
RF Information  Signal Strength: Excellent ECIO: 5 10:0
SINR: 0 RSRQ: 0
FDF Type: 1P Authentication: 0 Frofile Name:
Frofile APN Name: nxigenghane  User Name: 1P Address: 10212272

Primary DNS: 172.26.38.1 Secondary DNS: 255.255.255.255 Gateway Address: 10.212273

CallStatlstics  Call Status: CONNECTED  Bytes Transferred: 10256352 Bytes Recleved: 0

How-to Articles

September 26,2018

NetScaler SD-WAN Center "How-to Articles” are simple, relevant, and easy to implement articles on
the features of NetScaler SD-WAN Center. These articles contain procedures on how to perform cer-
tain tasks using SD-WAN Center.

Administration

How to View and Add User Accounts
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How to Configure RADIUS Authentication
How to Configuring TACACS+ Authentication
How to Manage HTTPS Certificates

How to Perform a Software Upgrade

How to Configure Date and Time

How to Manage Database

How to Configure and Export Appliance Settings to Managed Appliances

Configuration

How to Import the MCN Configuration to SD-WAN Center

Analytics

How to View Application Statistics

How to View HDX Reports

How to View Bandwidth Statistics

How to View Link Performance Statistics
How to View GRE Tunnel Statistics

How to View IPsec Tunnel Statistics
How to View MPLS Queues statistics
How to View Class Statistics

How to View MOS for Applications

How to View Event Statistics

How to View Ethernet Interface Statistics

Monitoring

How to Configure Polling Interval
How to View Log Files
How to Create and Manage Diagnostic Packages

How to View the System Information
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How to Manage Memory Dumps

How to Configure Event Notifications

General

How to Use Timeline Controls

How to Manage Views

Zero Touch Deployment

March 1, 2019

Zero Touch Deployment (ZTD) Service is a Citrix operated and managed cloud service which allows
discovery of new appliances in the NetScaler SD-WAN network, and automates the deployment pro-
cess for branch offices. The ZTD Cloud Service is accessible from any node in the network via Internet,
and over Secure Socket Layer (SSL) protocol.

Forinformation on appliance, AWS and Azure deploment with zero touch, see Zero Touch Deployment
topic in SD-WAN documentation.
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