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Overview

Sep 27,2016

NetScaler SD-WAN Center is a centralized management systemthat enables you to configure, monitor, and analyze all the
NetScaler SD-WAN appliances on your WAN. It reduces the configuration errors and the time taken to deploy SD-WAN
appliances. It also provides visibility into the SD-WAN network and application performance by allowing you to generate
reports and statistics across multiple NetScaler SD-WAN appliances.

The NetScaler SD-WAN Center web interface allows you to easily navigate and view various graphs and reports. It also
allows you to easily configure the SD-WAN Center.
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The basic navigation elements are as follows:

e Title bar- The dark grey bar at the top of every SD-WAN Center Web Interface page displays the software version
currently running on the appliance, and the user name for the current login session. Click the down-arrow next to the
version number to see the IP address and version number of the SD-WAN Center. Click the down-arrow next to the user
name and select Logout to log out of SD-WAN Center.

e Main menu bar - The blue bar below the title bar on every SD- WAN Center Web Interface screen contains the section
tabs.

e Section tabs — The section tabs in the blue main menu bar at the top of each page provide access to the top-level
categories forthe SD-WAN Center Web Interface pages and forms. Each section has its own navigation tree for
navigating the page hierarchy in that section. Click a section tab to display the navigation tree and default page for that
section.

e Navigation tree - The navigation tree forthe currently selected section appears in the left pane, below the main menu
bar. Click a section tab to display the navigation tree for that section. Click a branch (topic) in the tree to reveal the
default page for that topic.

e Breadcrumbs - At the top of each page, just below the main menu bar, breadcrumbs show the navigation path to the
current page. Active navigation links are blue. The name of the current page is black.

e Page area - The right pane displays the work area for the selected page. Select an itemin the navigation tree to display
the default page for that item.

e Page tabs - Some pages contain tabs for displaying child pages for that topic or configuration form. These are usually
located at the top of the page area, just below the breadcrumbs.
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e Page area resizing — For some pages, you can grow or shrink the width of the page area (or sections of it) to reveal
additional fields in a table or form. Where this is the case, a gray, vertical resize bar appears on the right border of the
page area pane, form, or table. You can roll your cursor over the resize bar until the cursor changes to a bidirectional
arrow, and then click and drag the bar to the right or left to grow or shrink the width of the area.

If the resize baris not available fora page, you can click and drag the right edge of your browser to display the full page.

NetScaler SD-WAN Center Page Hierarchy

TOP LEVEL TABS PAGES PAGE TAB
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Before You Begin

Oct11, 2017
Before you install NetScaler SD-WAN Center on a VM, make sure that you must understand the hardware and software
requirements and have met the prerequisites.

Hardware Requirements

NetScaler SD-WAN Center has the following hardware requirements.

Processor

e 4 Core, 3 GHz (or equivalent) processor or better for a server managing up to 64 sites.
e 8 Core, 3 GHz (or equivalent) processor or better for a server managing up to 128 sites.
e 16 Core, 3 GHz (or equivalent) processor or better for a server managing up to 256 sites.

Memory

e A minimum of 8GB of RAM is strongly recommended for a VM managing up to 64 sites.
e A minimum of 16GB of RAM is strongly recommended for a VM managing up to 128 sites.
e A minimum of 32GB of RAM is strongly recommended fora VM managing up to 256 sites.

Disk Space Requirements

The following table provides some guidelines for determining the disk space requirements for NetScaler SD-WAN Center
data storage.

NETSCALER SD-WAN CENTER DATA STORAGE

ESTIMATED DISK SPACE REQUIREMENTS

# Client Average # Average # Intranet/Internet  Average # Database Size (TB)
Sites Conduits
WAN Links per Services per Site for 1 Year
Site per Site
32 2 2 2 127
32 4 4 4 18T
32 8 8 8 53T
64 2 2 2 15T
64 4 4 4 26T
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9.6T

18T

33T

14.0T

20T

41T

18.0T

26T

56T

27.0T

3.0T

7.2T

35.0T

Bandwidth Rate to
Configure per 5-min
Poll (Kbps)

64 8 8

96 2 2

96 4 4

96 8 8

128 2 2

128 4 4

128 8 8

192 2 2

192 4 4

192 8 8

256 2 2

256 4 4

256 8 8
Network Bandwidth
The following table provides some guidelines for determining network bandwidth requirements for the NetScaler SD-WAN
Center VM.

NETSCALER SD-WAN CENTER DATA STORAGE
ESTIMATED NETWORK BANDWIDTH REQUIREMENTS
# Client Average # Average # Total VWAN
Sites WAN Links Conduits per Site Data per 5-min Poll
(MB)
32 2 2 12
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32 4 4 36
32 8 8 20.0
64 2 2 23
64 4 4 7.2
64 8 8 400
96 2 2 35
9% 4 4 10.8
96 8 8 60.0
128 2 2 4.6
128 4 4 14.4
128 8 8 80.0
192 2 2 6.9
192 4 4 216
192 8 8 120.0
256 2 2 9.2
256 4 4 288
256 8 8 160
Software

NetScaler SD-WAN Center can be configured on the following hypervisors —

e VMware ESXiserver, version 5.5.0 or higher.
e Citrix XenServer 6.5 or higher
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Browsers must have cookies enabled, and JavaScript installed and enabled.
The NetScaler SD-WAN Center Web Interface supports the following browsers:

e Google Chrome 40.0+
e Microsoft Internet Explorer 11.0.9600+
e Mozilla Firefox 41.0+

Prerequisites

Following are the prerequisites for installing and deploying NetScaler SD-WAN Center:

e The SD-WAN Master Control Node (MCN) and existing client nodes must be upgraded to the latest NetScaler SD-WAN
software version.

e The DHCP server must be present and configured in the SD-WAN.

e You must have the NetScaler SD-WAN Center installation files. For instructions for downloading these files, see
Downloading the SD-WAN Center installation files.

Note

You cannot customize or install any third party software on SD-WAN Center. However, you can modify the vCPU, memory and
storage settings.
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Deploying NetScaler SD-WAN Center

May 22, 2017
You can download the NetScaler SD-WAN Center software from the Citrix website and can install it on the VMware ESXi

5.5 Server or the Citrix XenServer 6.5 Serverand above.

Downloading the NetScaler SD-WAN Center Software

You can install SD-WAN Center on either a VMware ESXi or XenServer server. For a VMware ESXi server, download the
NetScaler SD-WAN Center OVA template (.ova file). For XenServer download the NetScaler SD-WAN Center XVA file (xva
file).

The NetScaler SD-WAN Center installation files use the following naming convention:
cb-vwc-version_number-serverextension
where:

e version_numberis the NetScaler SD-WAN Center release version number.
e serveris the Virtual server type, either VMware ESXi or Citrix XenServer
e extensionis the file name suffix.

e _ovaindicates an OVF template file for ESXi server.

e xvaindicates an XVA file for XenServer

To download the NetScaler SD-WAN Center installation files, go to the following URL:
http://www.citrix.com/downloads.htmi

Gathering the SD-WAN Center Installation and Configuration Information

This section provides a checklist of the information you will need to complete your SD-WAN Center installation and
deployment.

Information Checklist
Gather or determine the following information:

The IP address of the ESXiserver or XenServer that will host the SD-WAN Center Virtual Machine (VM).
A unique name to assign to the SD-WAN Center VM.

The amount of memory to allocate forthe SD-WAN Center VM.

The amount of disk capacity to allocate for the virtual disk for the VM.

The Gateway IP Address the SD-WAN Center will use to communicate with external networks.

The subnet mask for the network in which the SD-WAN Center VM will reside.
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Installing and Configuring the NetScaler SD-WAN
Center on ESXi Server

Sep 27,2016
To install and configure the NetScaler SD-WAN Center on ESXi, do the following:

1. Gather the SD-WAN Center installation and configuration information.
For instructions, see Gathering the SD-WAN Center Installation and Configuration Information.
2. Install the VMware vSphere Client.
For instructions, see Installing the VMware vSphere Client.
3. Create an SD-WAN Center VM by using the OVF template.
For instructions, see Creating the SD-WAN Center VM by using the OVF template.
4. View and record the SD-WAN Center management IP address.
For instructions, see Viewing and Recording the SD-Wan Center Management IP Address on ESXi Server
5. Configure the Management Interface settings.
For instructions, see Configuring the Management Interface Settings.
6. Install the SD-WAN Center certificate.
For instructions, see Installing the SD-WAN Center Certificate.
7. Specify the MCN and test the connection to the MCN.

For instructions, see Specifying the MCN and Testing the Connection.

Installing the VMware VSphere Client

Following are basic instructions for downloading and installing the VMware vSphere client that you will use to create and
deploy the SD-WAN Center Virtual Machine. For more information, see VMware vSphere Client documentation.

To download and install the VMware vSphere Client, do the following:

1. Opena browser and navigate to the ESXiserver that will host your vSphere Client and SD-WAN Center Virtual Machine
(VM) instance.

The VMware ESXi Welcome page appears.
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VMware ESXi 5.1

Welcome

Getting Started For Administrators

If you need to access this host remotely, use the following
program to install vSphere Client software. After running the
installer, start the client and log in to this host.

vSphere Remote Command Line

The Remote Command Line allows you to
use command line tools to manage vSphere
from a client maching. These tools can be
usad in shell scripts to avtomate day-to-day

+« Download vSphere Client

To streamline your IT operations with vSphere, use the following oparations.
program to install vCenter. vCenter will help you consolidate and * Download the Virtual Appliance
optimize workload distribution across ESX hosts, reduce new * Download the Windows Installer (exe]

o

system deployment time from weeks to seconds, monitor your * Download the Linux Installer (tar.gz)
virtual computing environment around the clock, avoid service
disruptions due to planned hardware maintenance or unexpected
failure, centralize access control, and automate system
administration tasks.

Web-Based Datastore Browser

Use your web browser to find and dovwnload
files (for example, virtual machine and
virtusl disk files).

« Download VMware vCanter * Browse datastores in this host's inventory
If you need more help, please refer to our documentation library: For Developers
* ySphere Documentation vSphere Web Services SDK

Learm about our lakest SDKs, Toolkits, and
APls for managing VMware ESX, ESXi, and
Vihvare vCanter. Get sample code
reference documentation, participate in our
Forum Discussions, and view our latest
Sessions and Webinars.

* Lsarn more about the Web Services SDK

* Browse cbjects managed by this host

. ________________________________________________________________________________________________|
2. Click the Download vSphere Client link to download the vSphere Client installation file.

3. Installthe vSphere Client.

Run the vSphere Client installer file that you just downloaded, and accept each of the default options when

prompted.
4. Afterthe installation completes, start the vSphere Client program.

The VMware vSphere Client login page appears, prompting you for the ESXi server login credentials.
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vmware

VMware vSphere”
Client

L0 1In vsphere 5.5, al new vSphere features are avalable only through the

" vSphere Web Client. The traditional vSphere Client wil continue to
operate, supporting the same feature set as vSphere 5.0, but not
exposing any of the new features in vSphere 5.5.

The vSphere Client is stil used for the vSphere Update Manager (VUM)
and Host Client, along with a few solutions (e.g. Site Recovery Manager).

To directly manage a single host, enter the IP address or host

name.

To manage multiple hosts, enter the IP address or name of a

vCenter Server.
IP address / Name: | =]
User name: [
Password: I

™ uUse Windows session credentials

Login Close Help

5. Enterthe ESXiserver login credentials:

o |P address / Name: Enter the IP Address or Fully Qualified Domain Name (FQDN) for the ESXi server that will host your
SD-WAN Center VM instance.

e User name: Enter the server administrator account name. The default is root.
e Password: Enter the password associated with this administrator account.

6. Click Login.

The vSphere Client main page appears.
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| File Edit View Inventory Administration Plug-ins Help

& & £ Home

Inventory

W

Inventory

Administration

Recent Tasks Name, Target or Status contains: = Clear *
Name | Target | Status | Details | Initiated by | Requested Start.+ | Start Time | Completet

P in , »

!W@ _Tasks root

Creating the SD-WAN Center VM by using OVF Template

Afterinstalling the VMware VSphere client, create the SD-WAN Center virtual machine.
1. If you have not already done so, download the SD-WAN Center OVF template file (. ova file) to the local PC.
For more information, see Downloading the NetScaler SD-WAN Center Software.
2. Inthe vSphere Client, click File, and then select Deploy OVF Template from the drop-down menu.

The Deploy OVF Template wizard appears.
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Source

OVF Template Detais
Name and Location
Storage

Disk Format

Ready to Complete

Deploy from a file or URL

J ] _Browse. |
Enter a URL to download and install the OVF package from the Internet, or specify a location accessible from your
computer, such as a local hard drive, a network share, or a CD/DVD drive.

< Back | | Next > I Cancel

3. Click Browse and select the SD-WAN Center OVF template (.ova file) that you want to install.

4. Click Next.

The ova file is imported and the OVF Template Details page appears.

5. Click Next.

6. Onthe End User License Agreement page, click Accept, and then click Next.

7. Onthe Name and Location page, enter a unique name for the new VM (or accept the default value).

The name must be unique within the current Inventory folder, and can be up to 80 characters in length.

8. Click Next.

The Storage page appears.

https://docs.citrix.com
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Storage
Where do you want to store the virtual machine fies?

Selert A destination storane for the virhual machine files:

Free | Type | Thin Provision.. Access

| Drive Type | Capacity | Provisioned |
59.79G VMFS5 Supported  Single host

Name

Single host

datastorel

Disk Format
Network Mapping @ datastore2
Ready to Complete

252.26 VMFSS  Supported

460.75GB 212.72GB
Single host

465.50 GB 290.76 GB 179.72 VMFS5  Supported

Non-SSD
Non-SSD

| Thin Provisioning | Access

Free | Type

| Drive Ty...| Capacity | Provisioned|

°.
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information see Adding and Configuring the Datastore on ESXi Server.

© 1999-2017 Citrix Systems, Inc. All rights reserved.

For now, accept the default storage resource by clicking Next. You can also configure the datastore. For more

p.15


http://docs.citrix.com/en-us/netscaler-sd-wan-center/9-1/deploying-sd-wan-center/installing-sd-wan-center-on-esxi.html#par_anchortitle_ec9f

In which format do you want to store the virtual disks?

Source .
OVF Tempbte Detals o o0 R RO
End User License Agreet .

Name and Location Ambsiospece (B [ 558
Storage

Disk Format
Network Mapping % . .
Ready to Complete @ Thick Provison Lazy Zeroed
" Thick Provision Eager Zeroed

© Thin Provision

11. Onthe Disk Format page, accept the default settings, and click Next.
12. Onthe Network Mapping page, accept the default (VM Network) and click Next.
13. Onthe Ready to Complete page, click Finish to create the VM.

Note: Decompressing the disk image onto the server could take several minutes.
14. Click Close.
Viewing and Recording the Management IP Address on ESXi Server

The management IP address is the IP address of the SD-WAN Center VM, use this IP address to log into the SD-WAN
Center Web UL

Note: The DHCP server must be present and available in the SD-WAN.
To display the management IP address, do the following:

1. Onthe vSphere client Inventory page, select the new SD-WAN Center VM in the Inventory tree (left pane).
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File Edit “iew Inventory Administration Plug-ins Help

@ £y Home b gf] Inventory b [l Inventory
m 0> eBGRE DR
= %-102-45-31 Citrix SD-WAN Centerl
Citrix MetScaler SD-WaN YPR
Gh Citrix SD-WAN Center Getting Started SENER Resource Allocation | Performance | Eve
ﬂ; Cikriz SD-WAN Cenker_9_1_100 close tab
G Cltrix SD-WAN Center_new What is a Virtual Machine?
&
[ Citrix Virtual WAN Center 9.0 RTM A virtual machine is a software computer that, like a
G CTHBLRSWINZKEDEWDL physical computer, runs an operating systern and ol
i L5 _Pivya_Scalabiity_45.37 applications. An operating system installed on a virtual & B
machine is called a guest operating system. | L J
Because every virtual machine is an isolated computing Y 1

erwironment, you can use virtual machines as desktop or
workstation environments, as testing enviranments, or to
consolidate server applications.

virtual machines run on hosts. The same host can run
mary virtual machines.

Basic Tasks

[» Power on the virtual machine

5 Edit virtual machine settings

2. Onthe Citrix SD-WAN Center page, under Basic Tasks, click Power on the Virtual Machine.

3. Select the Console tab, and then click anywhere inside the console area to enter console mode.
This turns control of your mouse cursor over to the VM console.
Note: To release console control of your cursor, press the <Ctrl> and <Alt> keys simultaneously.

4. Press Enter to display the console login prompt.

File Edit “iew Inventory Administration Plug-ins Help
@ £y Home b gF) Inventory b [E] Invertory
mnr S8 GRS

= [ 101024531  SD-WAN Centerl
(3 Citrize MetScaler SD-AWAN YPX
G Cikrix SD-WAN Center
{3 Citrix SD-WAN Center_9_1_100
G Cikri SD-WAN Center_new
{3 | Citrize SO-WAN Centerl
(3 Cibrie Virtual WAN Center 9.0 RTM ] N GHUALin 1K nter tiyl
(§) CTHBLRSWINZKEDEYO! .9 :
(3 LS_Divya_Scalability_45.37

. Resource Allocation | Performance 5 Permissions

6. Loginto the VM console.

The default login credentials for the new SD-WAN Center VM are as follows:
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e |ogin: admin
e Password: password

— =1 =
& 1oassr191 - vsphere crent SN ~— -

File Edit View Inventory Administration Plug-ins Help

& &d £ Home P & Inventory P Inventory

mip &G &G B e P

= [ 10.199.81.141 Citrix Virtual WAN Center 02

(B ACS5-01

( CBVPX Virtual WAN Edition
B cbhvwedm-84

¢ Citrix Virtual WAN Center
¢ Citrix Virtual WAN Center 02
6 CloudBridge Virtual WAN Center
(f) Data ONTAP Edge

(B dhcpserver-81.170

(b ExtraHop Virtual Appliance
(B GL OnTap Edge

(B TBA 01

(2 TBA_0414

Recent Tasks Name, Target or Status contains: ~ -

Name Target Status Detalls Initiated by | Requested Start Time Start Time Completed Time

#1 Tasks root

7. Record the SD-WAN Center VM's management IP address, which is shown as the Host IP address in a welcome
message that appears when you log on.
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File Edit “iew Inventory Administration Plug-ins Help
@ £y Home b gF Invertory P Inwentory
C I R o R s M

B E 101024531 Citrixt SD-WAN Center1
(3 Citrix MetScaler SD-WAN VPR

G Citriz SD-WAN Center

E> Citriz SD-WAN Center_9_1_100
G Citriz SD-WAN Center_new

{3 | Citriz SD-WAN Centerl

(3 Citrize irbual WAN Center 9.0 RTH
G CTHELREWINZKSDEYOL

(3 LS_Divya_Scalabilicy_45.37

Adding and Configuring the Datastore on an ESXi Server

You can add and configure datastore to store statistics from SD-WAN center.

To add and configure the datastore

1. Inthe vSphere client, click the Inventory icon to open the Inventory page.

s

Expand the Inventory tree branch forthe SD-WAN Center VM host server.

3. Inthe left pane, click + next to the IP Address for the server hosting the SD-WAN Center VM you just created.

4. Openthe new SD-WAN Center VM for editing.

5. Inthe Inventory tree, right-click on the name of the SD-WAN Center VM you just created and select Edit Setting

fromthe drop-down menu.
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: _
Hardware | Options | Resources | Virtual Machine Version: vmx-09
Memory Contiguration
™ Show Al Devices Add...
Hard 1011 GB 4 [ 4i,]
E: 1 Sqm ".a'__’ 1 Memory Sze:
™ Memory 4096 MB | s12G8H M
i crus 4 256 cal mxmum recommended for
& Vvideo card Video card - .
= VMCI device Restricted 12868k guest OS: 1011 GB. "
© SCsI controller 0 LSI Logic SAS Maximum recommended
|| @ Hard disk 1 Virtual Disk 64 GB e < best performance: 65504 MB.
£ CD/DVD drive 1 Client Device el % leglt D[S-‘{G?rggended for this
B Network adapter 1 VM Network g '
16 GB H Minimum recommended for
U 4 ths
8GRH guest O5: 256 MB.
4GB
512MB
256 MB
128 MB
64 MBH
32MBH
16 MB
8MEH
b | o« | e |
| : A

6. Inthe Memory Size field, enter the amount of memory to allocate forto this VM.
For more information, see Memory Requirements.
7. Click Add.

8. Onthe Device Type page of the Add Hardware wizard, select Hard Disk and then click Next.
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Device Type A virtual disk is composed of one or more fies on the host fie system. Together these fies appear as a single hard disk

Select a Disk

Create a Disk R0 U e opestin S,
Advanced Options Select the type of disk to use.
Ready to Complete — Disk

* Create a new virtual disk

" Use an existing virtual disk
Reuse a previously configured virtual disk.

€ Raw Device Mappings

Give your virtual machine direct access to SAN. This
option allows you to use existing SAN commands to
manage the storage and continue to access it using a

|t |

-:BackllNext>|Came!

9. Onthe Select a Disk page, select Create a new virtual disk and click Next.
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@ Add Haraare ——t

Create a Disk ll
Specify the virtual disk size and provisioning polcy

Device Type Capacity
Create a Disk Disk 167] |GB ¥
Advanced Options

Ready to Complete Disk Provisioning
& Thick Provision Lazy Zeroed

" Thick Provision Eager Zeroed
" Thin Provision

= = s

~ Location
& Store with the virtual machine
T Specffy a datastore or datastore cluster:

| Browse.. | |

10. Onthe Create a Disk page, in the Capacity section, select the disk capacity for the new virtual disk.

11. Inthe Disk Provisioning section, select Thick Provision Lazy Zeroed (the default).
12. Inthe Location section, select Specify a datastore or datastore cluster.

13. Click Browse.
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= e = gy
(%) Select a datastore or datastore cluster

Select a datastore or datastore cluster:

- ' §
Cele a datast

Name | DriveTy...  Capadty | Provisio...| Free | Type | Thin Provision.,
i i@ acs_datasto... Non-SSD  931.00 GB 884.11.. 47.42G VMFS5  Supported
i@ datastore2 Non-SSD  465.50 GB 290.76.. 179.72 VMFS5  Supported
i@ datastorel  Non-SSD 460.75GB 212.72.. 252.26 VMFS5  Supported

™ Disable Storage DRS for this virtual machine

Name | Drive Ty..| Capadity | Provisioned| Free | Type | Thin Provisioning |

[ cance

L S—

E———e—

14. Select a datastore with sufficient available space, and click OK.

15. Click Next.

16. Onthe Advanced Options page, accept the Advanced Options default settings and click Next.

@ Ada -
Ready to Complete
" Reeview the seiected speoes and dick Fnsh b add the bardware.
d
i
W Do e Options:
Crape b Dsk Hartheie type: Herdd Dk
H Advanced Oripes Create disk: Mew virtual dsk
to Comgplete | pek capaciy: 16 G
Disk provsioring:  Thick Provison Lacy Tenoed
Datzstong; a05_datastorel
irtusl Device Mode: SCSE (001
Disk mode: Persstent 1
|
Helg ciack |[ men | cance h
17. Click Finish.

This adds the new virtual disk, dismisses the Add Hardware wizard, and returns you to the Virtual Machine

Properties page.

18. Click OK.

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.23




Inthe SD-WAN Center web interface, switch the active storage to the new datastore. For more information, see Switching
the Active Storage to the New Datastore.

Hardware | Options | Resources |

Virtual Machine Version: vmx-09

Disk Fie
I~ Show Al Devices Add... Remove | |[acs_datastore1]
Hardware | Summary | Disk Provisioning .
B Memory s Type: Thick Provision Lazy Z... M
B ook & Provisoned See: | 16— [B ~|
E video card Video card Maximum Size (GB): N/A
& VMCI device Restricted '
© 5CSI controller 0 LSI Logic SAS Virtual Device Node
© Hard disk 1 Virtual Disk |scst (0:1) =]
@5 CD/DVD drive 1 Client Device '
W Mode
® Network adapter 1 VM Network [ Independen
I = New Hard Disk (add... Virtual Disk i Independent disks are not affected by
Changes are immediately and
4

Changes to this disk are discarded when

E
.
B
g
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Installing and Configuring the NetScaler SD-WAN
Center on XenServer

0ct 06,2016
Before installing the NetScaler SD-WAN Center virtual machine on a XenServer server, gather the necessary information as

described in Gathering the SD-WAN Center Installation and Configuration Information.
To installand configure the VM, perform the following tasks:
1. Install the XenServer server.
Forinstructions, see Installing the XenServer.
2. Create an SD-WAN Center VM by using the XVA file.
Forinstructions, see Creating the SD-WAN Center VM using XVA file.
3. Record the SD-WAN Center management IP address.
Forinstructions, see Viewing and Recording the SD-WAN Center Management IP Address on XenServer.
4. Configure the Management Interface settings.
Forinstructions, see Configuring the Management Interface Settings.
5. Install the SD-WAN Center certificate.
Forinstructions, see Installing the SD-WAN Center Certificate.
6. Specify the master control node (MCN) and test the connection to the MCN.
For instructions, see Specifying the MCN and Testing the Connection.

Installing the XenServer Server

To install the Citrix XenServer server on which you will deploy the SD-WAN Center virtual machine, you must have XenCenter
installed on your computer. If you have not already done so, download and install XenCenter.

To install a XenServer server:
1. Open the XenCenter application on your computer.

2.Inthe left tree pane, right-click on XenCenter and select Add.
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= ﬁ_:} XenCenter
&[E Add.

ﬁ New Pool...

Connect All

Disconnect All
Expand All

3.Inthe Add New Server window, enter the required information in the following fields:

Server: Enter the IP Address or Fully Qualified Domain Name (FQDN) of the XenServer server that will host your SD-WAN
Center VM instance.

User name: Enter the server administrator account name. The default is root.
Password: Enter the password associated with this administrator account.

Enter the host name or IP address of the server you want to add
and your user login credentials for that server.

Server: 10.102.29.2 v

User login credentials '

User name: |root

Password: |esessss

Add Cancel

4. Click Add.
The new server's IP address appears in the left pane.

Creating the SD-WAN Center VM by using the XVA file

The NetScaler SD-WAN Center virtual machine software is distributed as an XVA file. If you have not already done so,
download the xva file. For more information, see Downloading the NetScaler SD-WAN Center Software

To create the SD-WAN Center VM:

1. In XenCenter, right-click XenServer and click Import.
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= {3 XenCenter

General )
- E@ - New VM...
@ C {3 NewSR.
@ C Import...
@ - Add to Pool »

Enter Maintenance Mode...

@ M @ Reboot

@ N @ ShutDown

@ N Restart Toolstack
¢ % z Disconnect

m N Reconnect As...

3 s [ Properties

2. Browse to the downloaded xva file, select it, and click Next.

O Import - X

ﬁ Locate the file you want to import o

Enter the pathname of an exported VM or template, an OVF/OVA package or a virtual hard disk image file or

. click Browse to find the file you want.
Location

Storage )
Filename: | | Browse...

Networking
Finish

CiTRIX'

< Previous Next =

3. Select a previously created XenServer server as the location to which to import the VM, and click Next.
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9 Import XVA — 4

IEE,  select the location where the imported VM will be placed (7]
Import Source Click on a server to nominate it as the home server for the imported VM or for any new VMs to be based on
the imported template. The home server will be used by default to start up the VM and to provide resources
TN -SR] such as local storage.
Storage
Click on a pool if you do not want to nominate a home server: the most suitable available server will be
MNetworking used.

Finish

E xenserver-29.2

pro—

< Previous | | Mext = | Cancel

4. Select a storage repository where the virtual disk for the new VM will be stored, and click Import.

For now, you can accept the default storage resource. Or you can configure the datastore. For more information
see Adding and Configuring the Datastore on XenServer.
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° Import XVA —

@ Select target storage o

Import Source Select a storage repository where virtual disks for the new VM will be stored

Horne Server Local storage on xenserver-29.2 758.09 GE free of 909.01 GE

MNetworking
Finish

CiTRIX

< Previous | I Import > I | Cancel

The imported SD-WAN Center VM appears in the left pane.

5. Select a network to which to connect the VM, and click Next.
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€ Import XVA — X

@ Select network to connect VM e

Import Source The default virtual network interfaces for the template you have selected are listed below. You can add,

Home Server modify or delete virtual network interfaces, if required.

Storage When you have finished, click "Next” to continue to the next page.
Virtual network interfaces installed on the new virtual machines:
Finish MName 4 MAC Address Network

interface 0 62:c9:d5:eh:f9:3b MNetwork 0

Add || Delete |

citTrRIX

< Previous ‘ Mext > I Cancel I

6. Click Finish.

Viewing and Recording the Management IP Address on XenServer

The management IP address is the IP address of the SD-WAN Center VM, use this IP address to log into the SD-WAN
Center Web UL

Note

The DHCP server mustbe presentand available in the SD-WAN.

To display the management IP Address

1. In the XenCenterinterface, in the left pane, right-click the new SD-WAN Center VM and select Start.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.30



[F2Y SD-WANCenter

Iﬁ S0
& Cl
& D\
E% Lo
&= Re
B NS
structur

cts

nization

(@) Start

LIk A

C —
OPT Start VM (Ctrl+B)

Move VT
Export...
Take a Snapshot...
Convert to Template...

Assign to vApp

Delete VM...

Properties

2. When the VM is started, click the Console tab.

[ SD-WANCenter on 'xenserver-29.2'

Logged in as: Local root accou

General Memory Storage MNetworking Console Performance Snapshots Search

V0 e -

3. Make a note of the management IP address.

Note

The DHCP server mustbe presentand available in the SD-WAN, or this step cannot be completed.

4.Log into the VM. The default login credentials for the new SD-WAN Center VM are as follows:

Login: admin
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Password: password
Adding and Configuring the Data Storage for a XenServer Server
You can add and configure data storage to store statistics from SD-WAN center.
To add and configure the data storage
1. In XenCenter, shut down the SD-WAN Center VM.

2.0nthe Storage tab, click Add.
0 Add Virtual Disk ?

Enter a name, description and size for your virtual disk. The size of your disk and the home server setting
of any VM the disk belongs to will affect which storage locations are available.

Name: SD-WAN Center
Description:
Size: ' 10.000=]|GB |

Location: | 5g Local storage on xenserver-29.2 704.22 GB free of 909.01 GB

Add | cancel

3.In the Name field, enter a name for the virtual disk.

4.In the Description field enter a description of the virtual disk.
5.1n the Size field select the size required.

6.In the Location field select the local storage.

7.Switch the active storage to the new data store in the SD-WAN center web interface. For more information, see
Switching the Active Storage to the new data store.
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Configuring the Management Interface Settings

Sep 27,2016
You can use the SD-WAN web interface to configure the management interface settings.

The management Interface settings include the following:

SD-WAN Center Management IP Address
Gateway IP Address

Subnet Mask

Primary DNS

Secondary DNS

To configure the management interface settings
1. In the SD-WAN Center web interface, select the Administration tab.
By default, the User/Authentication Settings page appears.

S - Henens SemaE . e _

Administration [ User/Authentication Settings

I User/Authentication Settings

Global Settings (8. Add separate disk to store statistics from Virtual WAN when polling Virtual WANs. Click here to navigate to Storage 1 x
Database Maintenance
Users + @
Storage Maintenance Search
Name A Type Level Created Modified Last Login Last Active Maraze
admin Local User Admin 2016-08-31 14:28:45 2016-08-31 14:28:45 2016-09-08 00-25-00 2016-09-08 00-29-00 O
FOot Local User Guest 2016-08-31 143200 2016-08-31 143200 Mever No Session * §
RADIUS Authentication @ TACACS+ Authentication @
[ Enabie RADIUS Authentscation [ Enable TACACS= Authentication

2.In the navigation tree, select Global Settings.
3. Configure the Management and DNS settings.
Inthe Management and DNS section, add the required information to the following fields:

e IP Address: Enterthe IP Address forthe SD-WAN Center.

e Gateway IP Address: Enter the Gateway IP Address the SD-WAN Center VM will use to communicate with external
networks.

e Subnet Mask: Enter the subnet mask to define the network in which the SD-WAN Center VM resides.

4. Click Apply.

Note
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I Connectivity to the SD-WAN Center will be terminated when your changes are applied
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Installing the SD-WAN Center Certificate

Jan01, 2018
To establish a connection between the SD-WAN Center and the SD-WAN Master Control Node (MCN), download the SSL
certificate fromthe SD-WAN Center and installing it on the MCN.

To download and install the SD-WAN certificate
1. In the SD-WAN Center web interface, on the Configuration tab, select Network Discovery.
3.0nthe SSL Certificate page, click Download Certificate.

This opens a file browser on your computer for selecting the download location. Navigate to the desired location and save
the certificate.

4.Log into the SD-WAN Master Control Node web interface.
5. Click the Configuration tab.
6.In the navigation tree (left pane), click the + icon next to the Virtual WAN branch.

7.Select SD-WAN Center Certificates.

Configuration

+ Appliance Settings Configuration WVirtual WaAN SD-WAN Center Certificates

= Wirtual WAN

View Configuration R =
Configuration Editor This page allows for the management of SD.WAN Center certificates. Installing an SD-WAN Center cartificate will aliow this Virtual WAN to be managed/monitored by the SD.WAN Center platform that generated
Change Management [the certificate.
Restart/Renoot Network nstall Certificate: Browse... Upioad and bnstall
Enable/Disable/Purge Flows
Oynamic Virtusl Paths Delete Certificate: | 0D:DB:EB:12:80:91:21 || Delete
SD-WAN Center Certificates.
+ System Maintenance Installed Certificates
Certificate Fingerprint Start Date Exgiation Dale

8.On the SD-WAN Center Certificates page, next to the Install Certificate field, click Browse.

This opens a file browser on the local PC for selecting the file you want to upload. Select the certificate file you just
downloaded, and click Open.

9. Click Upload and Install.

This uploads the certificate file to the master control node (MCN) and displays a success message when installation is
complete.

10. Click Continue.

This displays the MCN Management Web Interface Dashboard page. At this point, you can log out of the MCN (optional).
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Specifying the MCN and Testing the Connection

Sep 27,2016
Once the connection is established between the SD-WAN Center and the SD-WAN Master Control Node (MCN), you can

discover the MCN and test the connection.

To specify the MCN and test the connection

1. Loginto the SD-WAN Center web interface.

2.Select the Configuration tab.

3.Inthe navigation tree (left pane), select Network Discovery.

This displays the Network Discovery page. By default, the SSL Certificate tabis preselected.

4. Select the Discovery Settings tab.

Dashboard Fault Monitoring Configuration Reporting Administration

) Configuration / MNetwork Discovery / Discovery Settings
Network Discovery g Y 2 9

Network Configuration S5L Certificate Discovery Settings Inventory And Status
Change Management

Master Control Mode MGT |P Address:
Appliance Settings 10.106.37.60 | Test |

Rediscover |

Polling Configuration

Polling Interval (min): Bandwidth Limit (kops):
5 1000

5.1n the Master Control Node MGT IP Address field, enter the management IP address of the associated MCN.

6. Click Test.

If the connection succeeds, a green check mark appears. A success message indicates that the connection is established,
and that the appliance is eligible to become the MCN.

7. Click Discover. Once you have already discovered an MCN, this option changes to Rediscover.
8. After the discovery operation completes, select the Inventory and Status tab.

The Inventory and Status table displays the status information for all the discovered SD-WAN Appliances.
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9. Select the Poll checkbox in the top left corner of the table heading.

This selects the Poll checkbox for each appliance listed in the table. To exclude an appliance fromthe polling list, clear its
check box.

10. Click Apply.
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Switching the Active Storage to the New Data storage

Sep 27,2016

In SD-WAN Center, you can switch the active storage to the data store you created on your virtual server. This allows you
to store more statistics data obtained by polling all the SD-WAN appliances in the WAN. Forinformation on creating a
datastore on ESXiserver, see Adding and Configuring the Datastore on ESXi Server. Forinformation on creating a
datastore on XenServer, see Adding and Configuring the Data Storage on XenServer.

To specify the active storage for the SD-WAN Center VM

1 Loginto the SD-WAN Center VM.

The default login credentials for the SD-WAN Center are as follows:
Login: admin

Password: password

2. Click the Administration tab and then click Storage Maintenance.

- -

Administration / Storage Maintenance

User/Authentication Settings

Global Settings

Storage Systems @
Database Maintenance Host File System Type size (MB) | Available (MB) .M:u'leMigmlc Daln!
I Storage Maintenance Local* Adevhovda2 ol 7416 743 O
Local Faewhovld s 20480 unknown @
Apply
Thresholds @

SD-WAM Center Database Storage and Auto Cleanup settings are misconfigured, SD-WAN Center will reach auto cleanup threshold before the configured 6 months.

Stop stats polling when storage usage exceeds | 55% - of active storage size

[ Motify user when storage usage exceeds | 45% | of active storage size

3.Inthe Active column of the Storage Systems table, select the storage you created.
4.Select Migrate Data and click Apply.

5. The Delete All Existing Files message appears, click Switch.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.38


http://docs.citrix.com/en-us/netscaler-sd-wan-center/9-1/deploying-sd-wan-center/installing-sd-wan-center-on-esxi.html#par_localizedimage_4b7f
http://docs.citrix.com/en-us/netscaler-sd-wan-center/9-1/deploying-sd-wan-center/installing-sd-wan-center-on-xenserver.html#par_localizedimage_b67b

Delete All Existing Files x

Switching the active storage system will remave all
existing files on the new file system.

Are you sure you wish to continue?

s [

This places the SD-WAN Center into Maintenance Mode and displays a progress bar in the main page area.
6. When the activation completes, click Continue.

This dismisses the progress bar and returns to the main Storage Maintenance page.
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The SD-WAN Center Dashboard

Nov 07,2016
On the Dashboard tab, an administrator can create a custom home page that displays content collected fromthe
Monitor tab, network maps, and other tools. The purpose is to show a subset of common operations at a glance

The SD-WAN Center Dashboard presents text and graphical displays for the following information:

e Graphical display of the current network map of the SD-WAN
e Atable of events recorded upto a granularity of an hour

e [nventory Manager

e Virtual Path report, an average measure over the last 24 hours
e Graphical display of the Alarm Summary

e Graphical display of the current database usage

e Graphical display of the current active OS usage in Gigabytes
Network Map

The network map provides a graphical view of the SD-WAN network. The information displayed in this section is gathered
fromthe Network Configuration tab. In order to view a network map here, you must import the network configuration and
Network maps from the Master Controller Node (MCN).For more information, see How to Import Network Configuration
from MCN to SD-WAN Center.
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Network Map
Configuration: sample_1

Routing Domain: | Any

“Branch-EE-MCNaR#nch-EE-Branch.— Brancht MCN_Beanch1-Branch3 /-

= ¥ . LAY
% gong Wy '
W,

o Y MCN_DE arancna-mN!é&émg

ey

<

Current Events

P

Ly |

Site Filter

®7

The Current Events section of the dashboard displays the events from all the discovered appliances in the network, that
occurred in the last one hour. The information displayed in this section is gathered from the Fault tab. For more information,

see Events.

Current Events (Last 1 Hour)

Routing Damain: | Any EI

a5 Efpase Showing 1 - 25 of 596

Time w Site Object Name
09/26/16 19:49:30 SD-WAN Center BR452:0
09/26/16 19:49:28 SD-WAN Center BR4Z50
O926/16 19:49:27 SD-WAN Center BR4DZ-0
0W26/16 19.49:26 SO-WAN Center BRITG0
09726416 19:49:25 SD-WAN Center BR420:0
O9/26/16 19:49:24 SD-WAN Center BR40ED
09/26/16 19:49:21 SD-WAN Center BR4T2-0
09/26/16 19:49:20 SD-WAN Center BR445:0
09/26/16 19:49:17 SD-WAN Center BR4TA:0

Inventory Manager

Object Type

connection_to_virtual_wan

connection_to_virtual_wan

connection_to_virtual_wan

connection_to_virtual_wan

connection_to_virtual_wan

connection_to_virtual_wan

connection_to_virtual_wan

connection_to_virtual_wan

connection_to_virtual_wan

Severity

O aierr
O aierr
O aerr
O aerr
L
L
L
L
L

Saa

Current State ﬂ |

STATS_ERROR
STATS_ERROR
STATS_ERROR
STATS_ERROR
STATS_ERROR
STATS_ERROR
STATS_ERROR
STATS_ERROR

STATS ERROR

Once every 30 minutes, the Inventory Manager gathers the hardware information collected from all the SD-WAN
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appliances that have been discovered by the SD-WAN Center VM. The Inventory Manager page displays this data in
columns that you select and filter. The following columns are available:

e Site: Name of the site found in the configuration running in the MCN. If the appliance is a secondary MCN, “(secondary)"
appears next to the name. The name is a link to connect to the appliance management web console.

e Connection Status: Connectivity state to the appliance. A red icon appears when the connection is not reachable or
not authenticated.

e Management IP: Management IP address of the appliance. The IP address is a link to the appliance management web

console.

Licensed Capacity: Type of capacity licensed to the appliance. N/A if the appliance does not require a license.

Model: Hardware model of the appliance

Serial Number: Serial Number of the appliance.

BIOS Version: BIOS version of the appliance.

BMC Version: Baseboard Management Controller (BMC) firmware version of the appliance. The BMC monitors the

physical state of the appliance. The BMC is currently available only for SD-WAN 1000 SE and SD-WAN 2000 SE models.

An error icon next to the version indicates that the OS is not able to communicate with the BMC.

e Days Since Memory Dump: Time since last system-error memory dump. If the appliance dumped its memory in the past

4 days, an error icon appears next to the time. If the memory dump occurred between 5 and 10 days ago, a warning icon

appears. N/A appears if no dump is available. Clicking on the time opens the log page of the SD-WAN.

Active OS: The OS currently running on the appliance.

Backup OS: The OS on the appliance's backup partition.

RAM Size (GB): Amount of Random Access Memory currently installed on the appliance in GB.

Drive Type: Type of data-storage drive installed on the appliance. The value can be SSD (Solid State Drive) or HDD (Hard

Disk Drive).

Drive Size (GB): Size of the data-storage drive currently installed on the appliance in GB.

e Drive Model: Model of the data-storage drive installed on the appliance.

Inventory Manager

Mew View || Open.. Save As.. @ A~
Routing Domain: | Any j
Filters: = Cra
25 |w|/page  Showing 1- 25 of 257
site A BIOS Version Model Serial Number Days Since Memory Dump Active D5 RAM 5ize (GB) Drrive Type Drive Size (GB) Q
BR257 4.4.1-x5100654 cbvpx Sa75dfec-fal6-Oede-346f-8161283f65ac N/A 45 4 N/A 41
BR258 4.4.1-x5100654 chwpx 2736dedf-93e5-6511-8888-87827{25c2b N/A 45 4 N/A 41
BR259 4.4.1-x5100654 chvpx 3e04257b-2e7c-11c7-abBe-6cd2fedch05e N/A 45 4 N/A a
BR260 4.4.1-xs100654 chvpx 9784997a-9719-f470-3092-7d8 26e46090d NiA 45 4 N/a a
BR261 4.4.1-%3100654  chvpx Sfcacce-0056-0638-56d3- badfed60Offa N/A 4.3 4 N/A 4
BR262Z 4.4.1-x5100654 cbwpx 3d51979d-5834-d1a8-0a44- 1567130605 NI 45 4 WA 4
BR253 4.4.1-%5100654 chwpx Dea061bf 37ch-9686-19¢d-ba3dc3502a67 MNIA 45 4 N/ el v

Virtual Path Report

The Virtual Path Reports section of the dashboard displays virtual path level statistics for every virtual path in virtual WAN
network that was measured as an average over the last 24 hours.

For more information, see Reports.
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Virtual Path Report (Last 24 Hours)

Routing Domain: | Any E A

10 .f page Showing 1 - 10 of 106 Search

Name A Worst State 5§ Up Time (%) | o |

BR257-DCSk 1000

BR258-DCSk 100.0
BR259-DC5k 1000
BR260-DCSk 1000
BR261-DCSk 100.0
BR262-DC5k 100.0
BR263-DCSk 100.0
BR264-DCSK 1000
BR265-DC5k 1000

100.0

BR266-DC5k

Alarm Summary

The Alarm Summary section of the dashboard gives a graphical overview of the type and quantity of events. You can click
on the graph to view the events on the Fault page.

| Alarm summary |

Acknowtedge

B Alert [ 24.287)
Erver [ 631)

B Critical (0)
A2

Database Usage

The Database Usage section of the dashboard displays a graphical overview of the database-resource usage and the
thresholds for sending notifications or halting the collection of data. You can click on the graph to view the details on the
Database Maintenance page.

e Usage: Database capacity currently being used, in GB.

e Notification: Threshold for generating a database usage notification. The threshold is a percentage of the maximum
size of the database. If an email alert is configured, an email notification is sent when the size of the database exceeds
this threshold. For more information, see Setting Notifications.

e Stop Polling: Threshold for halting statistics polling. The threshold is a percentage of the maximum size of the
database. Polling stops when the size of the database exceeds this threshold.

For more information, How to Manage Database.
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| Database Usage (GB)

Database Total Size : 19.69
Usage Natification (%) Stop Polling [X)

227 45% 0%

Active OS Usage

The Active OS Usage section of the dashboard gives a graphical overview of the used and available storage space in GB.
You can click on the graph to view the details in the Storage Maintenance page.

| Active OS Usage (GB)

W Used (1.90)
Free (5.10)
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Events

Jan 05, 2017
SD-WAN Center collects event information fromall the discovered appliances in the network. This event information can be

filtered and viewed in the Event Viewer page.
The event details include the following information.

e Time: The time the event was generated.
e Site: The name of the site on which the event originated.
e Appliance ID: Shows whether the appliance fromwhich the event originated is a primary (0) or secondary (1) appliance.

Note

The Appliance ID columnis hidden by default To display the column, click Show/Hide (gearicon) and select the Appliance ID
checkbox from the drop-down menu

Object Name: The name of the object generating the event.

Object Type: The type of object generating the event.

Severity: The severity level of the event.

Previous State: The state of the object before the event. The state will be listed as unknown if not applicable.
Current State: The state of the object at the time of the event.

Description: A text description of the event.

Viewing events

You can view the events, filter it and also download it fromthe Event Viewer page.
To access the event viewer page.
In the SD-WAN Center web interface click the Fault tab.

The Event Viewer page appears by default.
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Dashboard Monitoring Configuration Reporting Administration

- Fault / Event Viewer
Event Viewer

Motification Settings | S ” Open.. | P | @

Seventy Settings
Time: | September 23, 2018 2:14am E Last: Hour [ Day / Week / Month Mode  Relafive (18 hours ago - & hours from now) G

L4
26, Aug 2B. Aug 30. Aug 1. 5ep 3. 5ep 5. Sep 7.5ep 9. Sep 11.5ep 13. 5ep 15 Sep 17.5ep 19. Sep Z1.5ep 13 Sep

3:00am c00am Ql.mam 1Z00pm 3:00pm 6c00pm 5 9-00pm 23, Sep
Y » » o Imterval: 1 minte
Roung Domain: | Any v
Filters: 4 | Severity greater than info X -
25~ |/Page  snowang 1- 25 of 287 Search
Time w ! Site | DOpject Name | Opject Type |$¢writy |Prlv-w= State  Current State Description a
09/23/16 BR2-138-WL-1->DC2- The state of wan_to_lan_path BR2-139-WL-1->DC2:201-WL-2 for
13253 Do 201WL2 wan_to_tan_pamn  NOTICE  BAD L Site: DC2-201 has cnanged from BAD to GOOD
00r23/16 DC2.201 BR2-139-DC2-201 virual pam NOTICE  BAD GOOD The State of Virtual Petn: BR2-130-DC2:201 has changed from BAD
13253 10 GOoD
0923116 BR2-130:WL-1->DC2- The state of wan 1o ian_path BR2-139-WL-1->DC2-201-WL-1 for
1:32:53 D2 201WL1 Wornko kmpath NOWKE. . BAD ot Site: DC2-201 has changed from BAD 10 GOOD

You can select and view events of a particular time frame by using the timeline controls. For more information, see, How to
use timeline controls.

You can also create, save and open event views. For more information, see, How to manage views.
Using Filters

You can create custom filters for narrowing the Events table results.

To create and apply a filter

1. Click + icon to the right of the Filters section label.

2. Select a category formthe drop-down menu.

The options available are:

Size

Object Name
Object Type
Severity
Previous State
Current State

w

. Select an operator from the middle drop-down menu.
The options are as follows:

is

is not

is one of
contains
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does not contain

less than

less than or equal to
greater than
greaterthan orequalto

N

. Enter the string or value by which to delimit the filter.

Note

This field is case sensitive.

Fliters: 4

Emriry e = e WARNING m

- wr

25 dU

Note

You can create and apply multiple filters.

To download the events table as a CSV file

Click the Download icon at the upper right corner of the events table.

Setting Notification

You can configure the SD-WAN center to send out email alerts about events generated on the appliances.
To configure email alerts

1. In the SD-WAN Center web interface, click the Fault tab.

2. Click Notification Settings.

3.Select Enable Event Emails.

4.1n the Destination Email Address field, enter an email address to be used as the destination for all event email
notifications from this system.

5.1n the Source Email Address field, enter an email address to be used as the source email address for all event emails from
this system.

This field is optional. To use the system default, leave this field empty.

6.In the Host field, enter the IP address or host name of the external SMTP server to be used to relay messages to the
Internet.

7.Inthe Port field, enter the port to be used forthe SMTP connection (default is port 25).
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Email Alerts

Ernail Settings
[ Enable Event Emalls

Destination Emall Address(es): Host:
johni@abc.com 10.9.164.208

g

Source Emaill Address:

| Apply || Send Test Message

8. Click Apply.
9. Optionally, click Send Test Message to send a test email to the specified destination.
10. Click the Severity Settings tab.

11. Fromthe list of event types, select the event types for which you want to receive an email notification.

Dashboard Monitoring Configuration Reporting Administration

Fault / Severity Settings

Event viewer
MNotification Settings @
Email -‘
Severity Settings
Event Type Alert if State Persists |
service 10 Saconds L VUARMING L
virtual_patn Alest Immedistely » [0 WARNING
wandnk 600 Seconds v CRITICAL v
path 180 Seconds ~ INFO w
dynamic_virtual_path Alast Immsachataly v DEBUG v
wan,_Jink_cangestion Adert Immmchately w [0  ALERT i
usage_congestion Alart Immeaciately v WARNING
nard_disk WARMING -
fan 0 WARNING
wirtual_wan WWARMNING W
virtusl_wan_user ettt

12. For each event type, in the Alert if Sate Persists field select the time duration after which if the event persists an
email notification will be sent.

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.48



13. For each event type, select the severity level from the drop-down list. Notifications are generated for events equal to or
above the specified severity level for the event type.

The available options are as follows, in descending order of severity:

EMERGENCY
ALERT

CRITICAL

ERROR
WARNING
NOTICE
INFORMATIONAL
DEBUG

14. Click Apply.

For more information on event statistics, see How to View Event Statistics.
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Reports

Jan 05, 2017
SD-WAN Center can provide the following reports:

Sites: Displays site level statistics for every site in the Virtual WAN. Sites rows expand to show the Services table filtered
forthe Site.

Service: Displays summary statistics by service type (Virtual Path, Internet, Intranet and Pass-through) for every site in
the Virtual WAN. Services rows expand to show the individual Services for the Service type.

Virtual Paths: Displays Virtual Path level statistics for every Virtual Path in the SD-WAN. Virtual Paths rows expand to
show the Paths contained within the Virtual Path

Note

Virtual Path data is recorded from the perspective of both endpoints, as such, each Virtual Path may have two rows identified by the
Site thatrecorded the statistics.

Paths: Displays Path level statistics for every Path in the Virtual WAN.

WAN Links: Displays WAN Link level statistics for every WAN Link at each Site in the Virtual WAN. WAN Links rows
expand to show a Usage Summary for each Service type for that WAN Link. Each Service type row will then expand to
show usages for each Service of that type. If the WAN Link is a Private MPLS link, a second table will be shown showing
the MPLS Queues forthe WAN Link.

MPLS Queues: The MPLS Queues rows expand to show a usage summary for each Service type for that Queue. Each
Service type row will then expand to show usages for each Service of that type.

Classes: Displays Class level statistics for every Class for each Virtual Path in the Virtual WAN.

Applications: Displays Application wide MOS quality estimation statistics on a per Virtual Path basis. The "Average
Virtual WAN MOS" field displays the average quality score calculated over all packets observed in a particular minute.
"Lowest Virtual WAN MOS" displays the quality score calculated over the worst sampling period from within that
particular minute.

Note

The Lowest Virtual WAN MOS is calculated using the worst latency for a single packet observed on WANto LAN that matches the
application over that minute, and the worstone second sampling of loss percentage for all flows matching the application for that
minute.

To clarify the worst loss sample statement: If there are 20 flows matching the application, we would take a 1 second

sample for each flow for each second calculating the loss percentage for that flow for that second. The worst of these
samples that we encounter ends up being the loss percentage that we would use for calculating that Lowest Virtual WAN
MOS.

Ethernet Interfaces: Displays Ethernet Interface level statistics for every Interface at each Site in the Virtual WAN.
GRE Tunnels: Displays statistics of every LAN GRE tunnel at each site in the WAN.
IPsec Tunnels: Displays statistics of every IP security tunnel at each site in the WAN.
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e Events: Displays summary counts of events occurring at each Site in the Virtual WAN. Events rows expand to show

summary counts by Object Type for that Site. Each Object Type will then expand to show summary counts for each
Object of that type.

Viewing Reports

Onthe Reporting tab of the SD-WAN Center web interface, you can view all reports or selected reports. You can also
download reports.

Dashboard Fault Monitoring Configuration Reporting Administration

| New View || Open... | | Save As.. | @
Time: | September 28, 2018 10:28pm | [&] Lest Howr / Day / Week / Month Mode:  Relative (8 hours from now) E| o
< |
2B AUE 30 AuE 1.5ep 3.5ep 5.5ep 7. 5ep 9. 5ep 11.5ep 13. Sep 15. 5ep 17. 5ep 19. 5ep 21.5ep 3. Sep 5_5ep
W Aug  0.Aug  1.5ep 3.50 5.56p 7.5ep | o.sep  11.sep 13 sep 15 Sep 17.50p 19.56p  20.5ep  13.5ep  25.Sep
A w o« mterval: | 1 minute
Routing Domain: | Any E
Sites | Services | Virual Paths | Paths | WAMLinks | MPLSQueuss | Classes | Applications | Ethematinterfaces | LAN GRETunnels | IPsec Tunnals | Events Show Bandwidtn/Data in | Kops/KB
Filters: + ra
10 [V]/paze  snowing1-30f3 Search
LAN to WAN WAN to LAN
] T
Name AfB. H l[ B n P’ermﬂ B 1 & |Control Bandwidth B P!ealume" dth B linteractive Bandwidth B Bulk Bandwioth B th 4 l[' B H F’ermmen Bandwi
BEn]mu 035 E 20000.00 & 20000.00 & 50288 o0 B 0T E =] 51628 19600.00 & 193¢
B%m 5228 20000.00 20000.00 & 2nE o0& 006 0.00 5366 19600.00 & 193¢
Eﬂ? 5150H 20000.00 B 20000.00 B 51458 0.00 B 0,058 [T:0] =) 52908 19600.00 & 193¢

r'd >

You can select and view reports of a particular time frame by using the timeline controls. For more information, see, How to
use timeline controls.

You can also create, save and open report views. For more information, see, How to manage views.
For more details on viewing different reports, see the following topics:

How to View Bandwidth Statistics

How to View Link Performance Statistics

How to View MQOS for Applications

How to View GRE Tunnel Statistics

How to View IPsec Tunnel Statistics

How to View MPLS Queues statistics

How to View Class Statistics
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How to View Event Statistics

How to View Ethernet Interface Statistics
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The Change Management Wizard

Sep 29,2016
The Change Management wizard guides you through the process of uploading, downloading, staging, and activating the
SD-WAN software and configuration on the Master Control Node (MCN) appliance and client appliances.

The Change Management wizard is a component of the SD-WAN Management Web Interface running on the MCN, and is
not part of the SD-WAN Center. However, you can use the SD-WAN Center to connect to the specified MCN, and access
the Change Management wizard.

Note

You mustspecify the MCN for the SD-WAN Center virtual machine before you can use SD-WAN Center to access the Change
Managementwizard on that MCN. For instructions, see, Specifying the MCN and Testing the Connection.

To open the Change Management Wizard
1. In the SD-WAN Center web interface, click the Configuration tab.

2. Click Change Management.

Dashboard Fault Menitoring Configuration Reporting Administration

~ Configuration / Change Management
Network Discovery ? g 9

Network Configuration
I Change Management

Appliance Settings

Click here to
Open Master Control Node's Change Management

3. At the Click here to Open Master Control Node’s Change Management prompt, click the here link.
The Login page forthe SD-WAN Management Web Interface running on the associated MCN appears.

4.Loginto the Management Web Interface on the MCN appliance.

5. Select the Configuration tab.

6. In the navigation tree (left pane), click + next to the Virtual WAN branch to expand that branch.

7.Click Change Management.
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This displays the first page of the Change Management wizard, the Change Process Overview page, as shown in
the figure below.

Change Management Wizard
Configuration Section Tab Page Tabs Breadcrumbs

Change

p— Change Preparation he Change Mzns chan e uh fiqurs ere. or both, This three-step viorkion d processes that
Mar N ansure
" FPEIEEEL
hs )
e . Active Staged
T ‘Change Preparation Appliance Staging Activation B g
- Uplsad Files to MCH Transfer Fles to Clients Activate Change utton
Clicking the Activate Staged buttan will sk to the Applisnce Staging siap, whers you may suitch to 3 previously-staged sppliance packags (f presentl.
Page Area ——>»

#civate Saged | | Begin + | 4=—— Begin Button

Configuration Filenames:  Active - latest-menzip  Staged - latest-manzip

Currently Active Currently Staged Traffic Interruption
Site-Appliance Model State

Site-Appliance Table ——> Software Config Softwars Config Expected Actual
Mast e 38 2616 <3 min

1026 0n 9/28/15 010116542012 En

1026 0n 9/28/15 010116542012 En

Active/ Staged Download Links

8. To start the wizard, click Begin.

Note

For complete instructions on using the wizard to upload, stage, and activate the SD-WAN software and configuration on the
appliances, please see the SD-WAN 9.1.0 User Guide.

The Change Management wizard has the following navigation elements:

e Page area: Displays the forms, tables, and activity buttons for each page of the Change Management wizard.

¢ Change Management wizard page tabs: On the left side of the page area, on each page of the wizard, tabs are listed
in the order in which the corresponding steps occur in the wizard process. When a tab is active, you can click it to return
to a previous page in the wizard. An active tab displays its name displays in a blue font. A gray font indicates an inactive
tab. Tabs are inactive until all dependencies (previous steps) have been fulfilled without error.

e Appliance-Site table: At the bottom of the wizard page area, this table contains information about each configured
appliance site, and links for downloading the active or staged appliance packages for that appliance model and site. A
package in this context is a zip-file bundle containing the appropriate SD-WAN software package for that appliance
model, and the specified configuration package. The Configuration Filenames section above the table shows the
package name for the current active and staged packages on the local appliance.

e Active/Staged download links: In the Download Package field (far right column) of each entry in the Appliance-Site
table, you can click a link in an entry to download the active or staged package for that appliance's site.

e Begin button: Click Begin to initiate the Change Management wizard process and proceed to the Change
Preparation tab page.

e Activate Staged button: If this is not an initial deployment, and you want to activate the currently staged
configuration, you have the option of proceeding directly to the Activation step. Click Activate Staged to proceed
directly to the Activation page and initiate activation of the currently staged configuration.
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The Configuration Editor

0ct 06,2016
The Configuration Editor is available as a component of the SD-WAN Center Web Interface, and in the SD-WAN
Management Web Interface running on the Master Control Node (MCN) of the SD-WAN.

Note

You cannot push configurations to the discovered appliances directly from SD-WAN Center.

You can use the Configuration Editor to edit the configuration settings and to create a configuration package. When the
configuration package has been created, you can export it to the MCN and install it. The changes are then reflected in the
MCN.

Note

You have to log on with administrative rights to the SD-WAN Center appliance and the MCN, to edit the configurations on SD-WAN
center and to exportand install the configurations on the MCN.

For detailed instructions on using the Configuration Editor to configure your SD-WAN, see the SD-WAN 9.0 documentation
on http://docs.citrix.com/en-us/netscaler-sd-wan/9-Lhtml.

The Configuration Editor enables you to do the following:

Add and configure SD-WAN Appliance sites and connections.
Provision the SD-WAN appliance.

Create and define SD-WAN Configuration.

Define and view Network Maps of your SD-WAN system.

To open the Configuration Editor
1. In the SD-WAN Center web interface, click the Configuration tab.

2. Click Network Configuration.
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. Configuration f Network Configuration - Untitled_2
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Connections @® m u
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This Network Map is currently empty. To populate it, dreg
individual Sites from the tree on the left.

You may also set a background on this map by dlicking
Configure (£}).

The below figure outlines the basic navigation and page elements of the Configuration Editor, and the terminology used
in this guide to identify them.

Configuration Section Tab

Breadcrumbs . T
Configuration Editor Menu Bar View Tutorial Link
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The primary screen of the Configuration Editor has the following navigation elements:

e Configuration Editor menu bar: Contains the primary activity buttons for Configuration Editor operations. In addition,
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at the farright edge of the menu baris the View Tutorial link button forinitiating the Configuration Editor tutorial. The
tutorial walks you through a series of bubble descriptions for each element of the Configuration Editor display.

e Configuration Editor sections tree: The stack of dark grey bars located in the left pane of the Configuration Editor
page area. Each grey bar represents a top-level section. There are five sections: Global, Sites, Connections,
Optimization and Provisioning. Click a section barto expand a section and reveal the configuration tree for that
section. Click the baragain to collapse the section.

e Section tree branches: Click the + (plus sign) icon at the left of a section branch name in the section tree to open a
section branch. Click - (minus sign) to close a branch. Each section branch includes one or more sub-branches of
configuration categories and forms, which in turn can contain additional child branches and forms.

e Sites tree: Lists the site nodes that have been added to the configuration and are currently opened in the
Configuration Editor. In the section tree, click the + icon at the left of Sites to open the Sites tree. Click + to the left of
a site name to open the branch for that site. Click - (minus sign) to close a branch.

e Audits status bar: The dark grey bar at the bottom of the Configuration Editor page, and spanning the entire width of
the Configuration Editor page. The Audits status baris available only when the Configuration Editor is open. An Audit
Alert icon (red dot or goldenrod delta) at the far left of the status bar indicates one or more errors present in the
currently opened configuration. Click the status bar to display a complete list of all unresolved audit alerts for that
configuration.

e Resize bar: The thin, grey, vertical bar on the right border of the main page area pane is available in most of the
Configuration Editor pages. You can use the resize bar to grow or shrink the width of the page area to reveal or truncate
content in a table, tree, or form. Roll your cursor over the resize bar until the cursor changes to a bidirectional arrow.
Then click and drag the bar to the right or left to grow or shrink the area width.

If the resize baris not available for a page area, you can click and drag the right edge of your browser to display the full
page.
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How-to Articles

Mar07,2017
NetScaler SD-WAN Center "How-to Articles" are simple, relevant, and easy to implement articles on the features of
NetScaler SD-WAN Center. These articles contain procedures on how to perform certain tasks using SD-WAN Center.

Administration

How to View and Add User Accounts

How to Configure RADIUS Authentication

How to Configuring TACACS+ Authentication

How to Manage HTTPS Certificates

How to Performa Software Upgrade

How to Configure Date and Time

How to Manage Database

How to Configure and Export Appliance Settings to Managed Appliances

Configuration

How to Import the MCN Configuration to SD-WAN Center

Analytics

How to View Bandwidth Statistics

How to View Link Performance Statistics
How to View MOS for Applications

How to View GRE Tunnel Statistics

How to View IPsec Tunnel Statistics

How to View MPLS Queues statistics
How to View Class Statistics

How to View Event Statistics

How to View Ethernet Interface Statistics
Monitoring

How to View Log Files

How to Create and Manage Diagnostic Packages

How to Manage Memory Dumps
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Zero Touch Deployment

Jan 25,2017

Note

The Zero Touch Deploymentservice is supported only on the Citrix NetScaler SD-WAN Standard Edition 410 appliance from Release
9.1.1.

The Zero Touch Deployment service is a Citrix operated and managed cloud-based service which allows discovery of new
appliances in the network at the remote or branch location. ZTD is publically accessible fromany point on the customers
network. The service is accessed over SSL.

In the backend, the ZTD service stores the identity of all customers who have deployed SD-WAN appliances (SD-WAN 410-
SE). The service has access to a permanently updated list that associates a customer and the serial numbers of the SD-
WAN appliances purchased by the customers.

ZTD High-Level Architecture and Workflow
Following is a list of roles required to implement the zero touch deployment service:

1. Installer - installs the appliance at the branch site or remote location. A user responsible for interacting with the service
to approve branch appliances foran MCN and also responsible for logging into the webservice portal (either directly or
indirectly) to add appliances. Installer receives an email with a link to open the activation page. The installer enters the
serial number of the applaince on this activation page.

2. SD-WAN Standard Edition MCN appliance Administrator - A user responsible for SD-WAN configuration, creates MCN
configuration, imports it to the SD-WAN Center, and initiates Zero Touch Deployment service for branch sites.

3. Network Administrator — A user responsible for Enterprise network settings (routing, DNS etc).
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Zero Touch Deployment Service Overview and Procedure

The service setup orinstallis enabled through a Web Application designed for use as a wizard by an Installer or SD-WAN
administrator to set up the new branch appliance. The installer receives an email with a link to access the activation page
forinstalling the appliance locally or remotely.

- Fora WebApp service setup, the SD-WAN Center administrator can connect to this Web Application through a browser
on a device (laptop/workstation/mobile) connected to the internet.

The installer facilitates the appliance setup and configuration includes the following steps:
1. Validating and ensuring the new appliance is detected and connected to the zero touch deployment service.

- This step can be initiated by entering the serial number of the physical appliance. These details are fed into the
zero touch deployment service. The installer does not need any specific authentication with the zero touch service,
however the interaction must be secure since the serial number is passed in this interaction. No approval is required from
the Web Management Interface. Once the appliance connects to the service, it downloads the configuration and the
software upgrade package.

2. (Optional) Provide an address (city, state, country) as part of the installation process.
3. (Optional) Perform speed tests.

- Once the software and configuration are in place, the SD-WAN Administrator using the service setup determines
whether this is a required step. Doing so, allows the configuration to understand the available bandwidth through each of
the connected WAN links and will capture this in the local configuration for the site. The option of skipping this step is also
available to the SD-WAN Center administrator.

4. (Optional) Identifying the ISPs that provide various links to the appliance.

- The step that might ease the SD-WAN Center administrators task of keeping track of providers at sites is, if the
appliance was able to detect the name of the provider of each of the WAN links. The provider name is detected by doing
an RDNS lookup based on the public IP address available for the link. After the provider is identified, this information is
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captured within the configuration and reported back to the MCN so that the links can be named by provider within the
config or reporting and management systems.

5. Lodging a request to join the SD-WAN network.

- Confirmation that the request is logged with the zero touch deployment service is provided back to the service
setup where the SD-WAN administrator will access the Web Management Interface.

6. Downloading the software upgrade package, if needed.

- Once the appliances are accepted into the SD-WAN network, and if a software update is required (consistency
over all appliances within a given network zone), the zero touch service identifies the correct software version and pushes
the configuration to the newly connected appliance.

7. Downloading the new appliance configuration sourced from the MCN.

a. Similarly, a configuration file containing the MCN IP address that is in-sync with the MCN is pushed through the
zero touch deployment service down to the newly connected appliance.

The steps shown above are performed in the same sequence or order by the Installer. The service setup and configuration
itself must be able to communicate with the zero touch deployment service. The zero touch deployment service then
communicates with the new appliance. These steps must be completed before the new appliance can connect to the MCN
and for data to be transmitted across the SD-WAN network.

Prerequisites for Successful Zero Touch Deployment Service

In order forthe zero touch service to function as expected, following is the list of requirements that should be met in order
to use the zero touch deployment service:

1. The branch appliance should be powered up.

2. The branch appliance should be connected to the internet:
a. This means, the branch appliance is assigned a public IP either using DHCP (default).
b. IP assignment can be configured manually.

¢. DNS is assigned to the appliance through DHCP - should be configured manually

Workflow for Zero Touch Deployment Capability

To acheive successful zero touch deployment service, you need to follow a workflow which is secure and easy for non-
technical users to implement at the branch site.

Following is the ZTD deployment capability workflow:
1. The branch appliance should be powered up.
a. If you (SD-WAN administrator) want to upload a manual configuration and software package for the appliance,

you should not connect the internet cable. Instead, you proceed to install the appropriate software and configuration. The
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steps beyond this, is the standard procedure to enable the appliance to connect to the MCN. The branch appliance
registers with the MCN and the MCN communicates the presence of this appliance with the Zero Touch Service in the
cloud for consistency and visibility into the fact that the appliance is now on the Enterprise Domain.

2. Branch appliance needs a working internet connection plugged in.

3. Branch appliance needs to have internet connectivity set up with an IP address assigned to it, either using DHCP or
manually.

a. If the branch appliance was pre-staged and deployed and configured with software package associated with it,
which contains the details of the MCN, then the normal process of joining the SD-WAN Enterprise network follows
including obtaining an IP address for the appliance through DHCP, or if one is provided manually.

b. However, if the branch appliance does not have a pre-staged software package and configuration, and if DHCP
is available to obtain an IP address, then the branch appliance obtains an IP address for itself and also scans forthe ZTD
service IP address within the DHCP options field. If none is found using the DHCP options field then proceed with the step
below.

¢. Optional: Assuming that the appliance now has IP address assigned either manually or using DHCP, the branch
appliance should query a well-known, local, fully qualified domain name (FQDN). For example; ztd <enterprise domain>, use
Citrix as an example ztd.citrite.net - The enterprise domain name itself (citrate.net) can be obtained by the branch
appliance through DHCP. The complete enterprise domain name and the IP address of the appliance should be a pre-
configured with DNS entry that is set up by the Network or DNS Administrator beforehand. The IP address that is resolved
should be the IP address of a private zero touch server that the branch appliance can then connect to.

d. If the appliance fails to obtain a zero touch service IP address with the DHCP options field or by querying the
well-known FQDN entry, then the appliance should query the DNS entry for the public cloud-based zero touch deployment
service (eg: ztd.citrix.com). This public cloud-based zero touch IP address or DNS entry must be known to the appliance
(exists in the appliance code) as part of the start-up procedure.

Once the appliance connects to the zero touch service requesting direction and approval to connect to the SD-WAN
Enterprise network, the next step is performed through the Web Management Interface, as shown below. This interaction
requires the use of a Citrix signed certificate in order for the ZTD service to authenticate the newly connected appliance to
ensure that the appliance connecting is a Citrix appliance and is based on the serial number obtained as part of the request.
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Zero Touch Deployment — End-to-End Workflow
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How to Configure Zero Touch Deployment Service

Begin Data Flow
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CiTRIX

The SD-WAN Center has the functionality to accept requests from newly connected appliances to join the SD-WAN
Enterprise network. The request is forwarded to the web interface through the zero touch deployment service. Once the
appliance connects to the service, configuration and software upgrade packages are downloaded.

Configuration worflow:

Access SD-WAN Center> Create New site configuration or Import existing configuration and save it.

Login to Citrix Workspace Cloud to enable ZTD service. The Zero Touch Deployment menu option is now displayed in
the SD-WAN center web management interface.
In SD-WAN Center, navigate to Configuration > Zero Touch Deployment > Deploy New Site.
Select an appliance, click Enable and click Deploy.
Installer receives activation email > Enter the serial number > Activate > Appliance is deployed successfully.

To configure Zero Touch Deployment service:

configuration is applied at the MCN site and deployed at the Branch sites.

https://docs.citrix.com

1. In the SD-WAN Center web management interface, go to configuration > Network Configuration > Sites. Create a
configuration fora new site and save it. You can also import an existing configuration by clicking Import. This
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For SD-WAN 410-SE appliance, from 9.1.2 release onwards, when the cloud service is up and when the appliance is connected to the cloud service, the ZTD

agentis automatically installed in SD-WAN Center and the Zero Touch Deployment menu option becomes available.

2. In SD-WAN Center, go to Zero Touch Deployment menu. If you are not logged into the Citrix Workspace Cloud account, you are prompted to Login with
Citrix Workspace Cloud user credentials. Upon login, the SD-WAN Center is registered with ZTD agent.

Note

The Zero Touch Deploymentmenu is displayed in the SD-WAN Center web managementinterface only after you login to the Citrix
Workspace Cloud accountto activate and register the Zero Touch Deploymentservice.
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When the appliance is powered on the bootstrap scriptinteracts with Zero Touch Service, downloads and installs the agent

Citrix SD-WAN Center R9_1_2_25_560801 v admin v

Dashboard Fault Monitoring Configuration Reporting Administration

: Configuration / Zero Touch Deployment
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i “
Network Canfiguration £b Add separate disk to store statistics from Virtual WAN when polling Virtual WANSs. Click here to navigate to Administration->5Storage Maintenance.

Zero Touch Deployment
I i Zero Touch Deployment @

Change Management Zero Touch Deployment requires Login into Citrix Workspace Cloud.

Appliance Settings

@ Citrix Secure Sign In - Internet Explorer — X

E https://accounts.cloud.com/core/loginisignin=dedcbh68f(4f4679fbT4acT77782del26 a

Citrix Cloud”

Username

Password

B Remember me

Sign in with my company credentials

3. Navigate to the Zero Touch Deployment welcome page in SD-WAN Center, under the Deploy New Site tab, select the saved network configuration file.
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Afteryou select a saved configuration file, list of all the branch sites with SD-WAN 410-SE appliance configuration is
displayed.

4. Select the branch sites you want to configure, click Enable, and then Deploy. The Deploy New Site window is
displayed. Provide the branch site Street Address and the Installer Email address. Add additional notes, if required. Click
Send Activation Link. A message indicating that 7he Site configuration has been deployed appears.

The network configuration for the selected branch sites from SD-WAN Center configuration file is copied into the Citrix
Cloud Workspace when you select Deploy.
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5. Select the Pending Activation tab. Observe the branch site information populated in the pending activation page. Notice that the Status is shown as Waiting
for Installer. This status indicates that the appliance at the branch site needs to be installed.
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Note

Optionally, atthis stage, you can also choose to Delete the Branch sites added to the pending activation list Once a Branch site is
deleted from the pending activation page, it will become available to be deployed in the Deploy New Site tab page. Once you choose
to delete the branch site from Pending activation, the activation link send to the installer will become invalid.
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| Detess

It should be noted that an administrator performs the steps in the SD-WAN Center web management interface. Afterthe
administrator deploys a new site and sends an activation link, the installer at the Branch site will activate the link and
provide the serial number of the SD-WAN 410-SE appliance.

6. Check your mailbox to obtain the activation link received and click on the link.

CIiTRIX

Your NetScaler SD-WAN Appliance Activation Information for: Branch_2

Hallo,

To activale your appliance please use he following URL:
hilps- 510200 24 61 /iootsdwanziv Epplian ceaclivaleacivalion code=5T de 26 26-0 5054461 -
a430-0191 182 fed2b

7. The page redirects to the Zero Touch Deployment Service page. Enter the Serial Number of the appliance and click
Activate.

Serial

CiTR!x Mumber:

Zero Touch Deployment Service

8. Go to the SD-WAN 410-SE web management interface. You can obtain the serial number of the appliance fromthe
rear faceplate of the appliance orlogin to the SD-WAN 410-SE web management interface and navigate
to Configuration > System Maintenance > Diagnostics > System Info tab. The serial number of the appliance is listed
under System Information.
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8. Enter the Serial Number of the appliance and click Activate.

JEF86CP2CT

9. Afteryou click Activate, the Zero Touch Deployment Service screen displays different deployment stages as seen
below.

Waiting for Installer
Connecting
Downloading Config
Applying Config
Activated

cirapx o0 0 00

Zero Touch Deployment Service

Site Mame: Branch_1

CiTRIX

Zero Touch Deployment Service % ﬁ' @ o

Cimmecting Dewalusding Cunfig

Observe that on the Pending Activation tab page in the SD-WAN Center web management interface, the status for
Branch 1 Site is displayed as Applying Config.
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Ensure that the Zero Touch Deployment Service has been activated. The configuration file which was copied from the SD-
WAN Centerto the Citrix Cloud Workspace is now applied and activated on the Branch site which has the SD-WAN 410-SE
appliance deployed.

me: Branch ]

CiTRIX

Zero Touch Deployment Service

10. In the SD-WAN Center web management interface, the Zero Touch Deployment menu now displays the activated
Branch site under the Activation History tab.
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11. Loginto SD-WAN 410-SE web management interface and view that the Virtual WAN service is enabled and the 410-SE
appliance has acquired the configuration defined in the SD-WAN Center for this Branch site.
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