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Introduction

This document describes setting up Citrix XenApp or XenDesktop with the Amazon Web Services (AWS)
Virtual Private Cloud (VPC).

Known issues

Amazon Web Services depreciated the ECU terminology and no longer lists this value for new instance
types. However, Studio lists some new instance types for Memory Optimized and General purpose that
display 2.5 in the ECU column. The 2.5 actually refers to the clock speed in GHZ for these instance types
and not ECU. Refer to the Amazon Web Services website https://aws.amazon.com/ for details on each

instance type and its technical specification. [#496972]

Requirements

To deploy a XenApp or XenDesktop 7.5 or 7.6 Site in an Amazon VPC, ensure that you complete the
prerequisites and link AWS Marketplace AMIs to your account as follows.

Prerequisites

Make sure you perform the following before you begin:

e Plan to take one day for the first-time implementation of the deployment.

e Have an AWS environment set up and running, with an active AWS account and preferably an AWS
Identity and Access Management user account that can be used for this specific deployment.

e  For this proof of concept (POC) deployment, the IAM user must have administrative rights to your
AWS environment. For information about the rights you need, see the XenApp and XenDesktop
topic Prepare to Install.

e Subscribe with your AWS account to the NetScaler VPX AMI located in AWS Marketplace.
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https://aws.amazon.com/
http://support.citrix.com/proddocs/topic/xenapp-xendesktop-75/cds-install-prepare.html

Link AWS Marketplace AMlIs to your account

The CloudFormation template uses AWS Marketplace AMls. Link the AMlIs to your account before
beginning the install as follows.

1. From the AWS console, select Find software on AWS MarketPlace under the additional information
section on the right side of the console.

Additional Information

Getling Started Guide
Documentation
All EC2 Resources

Forums
Pricing

Feedback

Feedback
Report an Issue

2. Search for NetScaler VPX Platinum Edition — 10 Mbps, and select version 10.1-123.9.

NetScaler VPX Platinum Edition - 10 Mbps

Sold by: Citrix | See product video &

L]
cITRIx Citrix NetScaler is an all-in-one web application delivery contraller that makes applications run five times better, reduces web
H application ownership costs. optimizes the user experience. and makes sure that applications are always available by using
advanced L4-7 load balancing and traffic management: proven application acceleration such as HTTP compression and caching; an

integrated application firewall for application security. and server offieading to significantly reduce costs and consolidate servers. As
an undisputed leader of service and application delivery. Citrix NetScaler solutions . Read more

Customer Rating Be the first to review this product N ou wil have an opportunity to
Continue review your order before
launching or being charged

Latest Version 10.1-120.13 (Other available versions)

3. Select your AWS account and register it.
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Automated deployment using an AWS CloudFormation
template

XenApp or XenDesktop Infrastructure Stack Creation using the
CloudFormation template

The following steps show how to use the CloudFormation template to automate building all necessary
resources in the Amazon EC2 cloud for a XenApp or XenDesktop Site.

1. Onthe CloudFormation Stack console tab, use the drop-down box in the upper-right-hand
corner to select the region in which you want to build the environment.

/ il CloudFormation Manage

« [l £ https://console.aws.amazon.com/cloudformation/home?region=ap-southeast-2#/stacks?filter=active

ﬁ Services

Create Stack Update Stack

Filter: Active > By Name

Citrix AWS ¥ Sydney ~  Help v

Welcome to the new CloudFormation console. Send us your feedback or go back to using the old. c -

Showing O stacks

Create a Stack

AWS Cloudformation allows you to quickly and easily deploy your infrastructure resources
and applications on AWS. You can use one of the templates we provide to get started
quickly with applications like WordPress or Drupal, one of the many sample templates or
create your own template

‘You do not currently have any stacks. Click the "Create New Stack” button below to create
anew AWS Cloudformation Stack.

Create New Stack

Create a Template from your Existing Resources

If you already have AWS resources running, we also provide a CloudFormer tool that lets
you create a template from your existing resources. This allows you to capture and
redeploy applications you already have running. To launch the CloudFormer tool click
below.

Launch CloudFormer

|_§_N=|

© 2008 - 2014, Amazon Web Services, Inc. or its affiliates. All rights reserved. privacy Policy ~ Terms of Use

Feedback
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Page 6

Click Create New Stack.
Provide the stack name, and point to the CloudFormation JSON template available at

https://s3.amazonaws.com/cf-XenDesktop/XD75NSonAWS CF vl 2.7json,

and click Continue.

/@ Create A New Stack

&« [« B £ https://console.aws.amazon.com/cloudformation/home?reg -southeast-,

- .
[ T Services v Citrix AWS v Sydney »  Help ~

Template

Options

Review

Parameters

2008 - 20

Create A New Stack

AWS CloudFormation gives you an easier way to create a collection of related AWS resources (a stack) by describing your requirements in a template. To create a
stack, fill in the name for your stack and select a template

Stack
Name  XA75POC
Template
Source Use sample template
v
Upload template file
Choose File | No file chosen
® Provide an $3 URL to template
nitps://s3.amazonaws.comicr-XenDeskiop/XD7 50NAWS_RDG_CF
Cancel Next Step
14, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy Policy ~ Terms of Use Feedback
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https://s3.amazonaws.com/cf-XenDesktop/XD75NSonAWS_CF_v1_2.json

4. Provide parameters for the script to run. The template provides the following information,

including brief explanations for each parameter, and displays the following default values.

ADInstanceType

ADPrivatelP
AZ

BastionInstanceType

DMZCDIR
DomainAdminPassword

DomainAdminUser

DomainDNSName

DomainLDIFFormat

DomainNetBIOSName

IAMUserAccessKey
KeyPairName
NATInstanceType

NSCloudFormationURL

NSMIP

NSNSIP

Page 7

ml.medium

10.0.1.5

m1l.small

10.0.0.0/24
User Supplied

Xenadmin

xencloud.net

DC=xencloud,DC=net

XENCLOUD

User Supplied
User Supplied
m1.small

https://s3.amazonaws.com

[cf-
XenApp/NS VPX PLT 10M
B Template v4.4.json

10.0.1.102

10.0.1.100

Amazon EC2 instance type for the Active
Directory Instance.

Fixed private IP for the Active Directory server
Name of Availability Zone that will contain
public and private subnets. Select a valid zone
for your region.

Amazon EC2 instance type for the Bastion
instance.

CIDR Block for the public subnet.

Password for the domain admin user that is
created by the user. Must be at least eight
characters and contain letters, numbers, and
symbols.

User name for the account that will be added
as a domain administrator. This is separate
from the default administrator account.

Fully qualified domain name (FQDN) to be
used for the DHCP scope; for example,
xencloud.com.

LDIF domain (up to 30 characters) for creating
users in the Active Directory Domain Tree.
NetBIOS name of the domain (up to 15
characters) for users of earlier versions of
Windows; for example, XENCLOUD.

IAM user access key used to create and
configure the various instances.
Public/private key pairs allow you to securely
connect to your instance after it launches.
Amazon EC2 instance type for the NAT
instances.

The public URL for the NetScaler VPX
CloudFormation v4.4 template.

The IP address used. This can be a MIP or a
SNIP for the NetScaler NIC connected to the
private NIC should be within the CIDR of the
private subnet.

Fixed private IP for the NetScaler NIC
connected to the private subnet should be

© 2014 Citrix Systems, Inc. All rights reserved.


https://s3.amazonaws.com/cf-XenApp/NS_VPX_PLT_10MB_Template_v4.4.json
https://s3.amazonaws.com/cf-XenApp/NS_VPX_PLT_10MB_Template_v4.4.json
https://s3.amazonaws.com/cf-XenApp/NS_VPX_PLT_10MB_Template_v4.4.json
https://s3.amazonaws.com/cf-XenApp/NS_VPX_PLT_10MB_Template_v4.4.json

NSSNIP

NSVIP

PrivateCIDR
RestoreModePassword
SecretAccessKey
ServerNetBIOSName

VDAInstanceType

VdaName

VPCCIDR
VPCName

XD7DDClInstanceType

XD7ISOLocation

XDAdminPassword

XDAdminUser
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10.0.0.175

10.0.0.176

10.0.1.0/24
User Supplied
User Supplied
DCO1

cl.xlarge
VDAMaster

10.0.0.0/16

XenDesktop 7.5 and 7.6
POC VPC

m3.large

https://s3.amazonaws.com

[cf-
XenDesktop/I1SO/XenApp a

nd XenDesktop 7 5.iso
User supplied

XDFarmAdmin

within the CIDR of the private subnet.

Fixed public IP for the NetScaler NIC
connected to the public subnet, should be
within the CIDR of the public subnet.

Fixed VIP for the NetScaler NIC connected to
the public subnet, should be within the CIDR
of the public subnet.

CIDR block for private subnet.

IAM user secret access key to be used.
NetBIOS name of the AD server (up to 15
characters).

Amazon EC2 instance type for the VDA
master instance.

NetBIOS name of the machine used as the
master image for VDAs.

VPC Subnet.

Name of the XenDesktop VPC.

Install server used to build the server farm
using the App Delivery Setup PowerShell
scripts. Can be powered down after the farm
is built.

Network address translation server, which
allows outbound access to the Internet for
the servers in the private subnet.

NetScaler VPX instance that is used to provide
ICA proxy functionality for the StoreFront
server.

© 2014 Citrix Systems, Inc. All rights reserved.


https://s3.amazonaws.com/cf-XenDesktop/ISO/XenApp_and_XenDesktop_7_5.iso
https://s3.amazonaws.com/cf-XenDesktop/ISO/XenApp_and_XenDesktop_7_5.iso
https://s3.amazonaws.com/cf-XenDesktop/ISO/XenApp_and_XenDesktop_7_5.iso
https://s3.amazonaws.com/cf-XenDesktop/ISO/XenApp_and_XenDesktop_7_5.iso

5. Different firmware versions of the NetScaler VPX are supported. Select the version you want by
choosing the appropriate JSON template from one of the following firmware versions:

https://s3.amazonaws.com/cf-XenApp/NS_VPX_Template_v3.json 10.0-71.6008.e
https://s3.amazonaws.com/cf-XenApp/NS_VPX_Template_v4.json 10.1-119.7
https://s3.amazonaws.com/cf-XenApp/NS_VPX_Template_v4.1.json 10.1-120.13

/ Wil Create A New Stack

s

[l © https://console.aws.amazon.com/cloudformation/home?region=ap-southeast-2#/stacks/new

Services ~  Edit v Citrix AWS ¥ Sydney ¥  Help v

Template .
Specify Parameters
Parameters
Options
Review Below are the parameters associated with your CloudFormation template. You may review and proceed with the default parameters or make customizations as

needed below

Parameters
ADInstanceType m1 medium Amazon EC2 instance type for the Active Directory Instance
ADPrivatelp | 10.0.15 Fixed private IP for the first Active Directory server
AZ ap-southeast-2a Name of Availabilty Zone that will contain public & private subnets - Select a valid Zone for your region
BastionInstance Type m1i_small Amazon EC2 instance type for the Bastion Instance
DMZCIDR 10.0.0.0/24 CIDR Block for the Public Subnet
D i Password for the domain admin user. Must be atleast 8 characters containing letters, numbers and symbols
d

DomainAdminUser | XenAdmin

User name for the account that will be added as Domain Administrator. This is separate from the default "Administrator” account

DomainDNSName xencloud.net Fully qualified domain name (FQDN) to be used for the DHCP scope e.0. xencloud.com
DomainLDIFFormat | DC=xencloud,DC=net LDIF domain (upta 30 characters) for creating users in the Active Domain Tree
DomainNetBIOSName | xencloud NetBIOS name of the domain (upto 15 characters) for users of earlierversions of Windows e.g. CTXCLOUD

6. After specifying the required parameters, select | acknowledge that this template may create
IAM resources check box, and click Continue.
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https://s3.amazonaws.com/cf-XenApp/NS_VPX_Template_v3.json
https://s3.amazonaws.com/cf-XenApp/NS_VPX_Template_v4.json
https://s3.amazonaws.com/cf-XenApp/NS_VPX_Template_v4.1.json

7. Add any additional tags on the next screen, and click Continue.

¥ Create A New Stack

=
7] Services v  Edit v Citrix AWS ¥ Sydney v  Help v
Template
Options
Parameters
Options
Review Add tags to your stack to simplify the administration of your infrastructure. A tag consists of a key/value pair and will flow to resources inside your stack. You can add

up 10 10 unique keys to each stack along with an optional value for each key. For more information, go to Tagging a Stack in the CloudFormation User Guide

Tags
Key value
1| | Project Mobile Workspace POC
» Advanced
cancel | Back | [EEY
or its affiates. Al righ d. Privacy Policy  Terms of Use Feedback

Verify that the values provided match your environment.

Note: It is important to ensure that the availability zone, your access credentials and keypair are correct. If
not, go back and correct the error; otherwise, the template creation will fail. Once correct, click Continue
to start the stack build process.

reate A New Stack

L 2 [l C https://console.aws.amazon.com/cloud

Parameters
ADInstanceType m1 medium
ADPrivatelp  10.0.1.5
AZ ap-southeast-2a
BastionlnstanceType m1.smal
DMZCIDR  10.0.0.0/24

D
d
DomainAdminUser  XenAdmin
DomainDNSName  xencloud net
DomainLDIFFormat  DC=xencloud.DC=net
DomainNetBIOSName  xencloud

KeyPairName  XenCloud
NATInstanceType mi.small
NSCH r hitps://s3 amazonaws com/ci-XenApp/NS_VPX_NSIP_Cust_Lic_Template_v4 4 template

NSMIP 1001102

NSNSIP 10.0.1.100

NSSNIP 1000175

NSVIP 10.0.0.176

PrivateCIDR  10.0.1.0/24

ServerNetBlOSName DCO1
VDAlnstanceType 1 xlarge

VdaName VDAO1
VPCCIDR  10.0.0.0/16
VPCName XenDeskiop 7.5 VPC

XD7DDCInstanceType  m1arge

XD7ISOLocation https //s3 amazonaws com/ci-XenDeskiop/SO/XenApp_and_XenDesktop_7_5 isa
XDAAMINPassword  ssssssssmmmsmass
XDAdminUser  XDFarmAdmin
Create IAM Resources  true

Options

8. Click Create on the stack creation information screen.
Page 10 © 2014 Citrix Systems, Inc. All rights reserved.
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«

Create A New Stack

(¢l © https://console.aws.amazon.com/cloudforry

tion/home

DomainNetBIOSName
IAMUserAccessKey
KeyPairName
NATInstanceType
NsCloudFormationURL
NSMIP

NSNSIP

NSSNIP

NSVIP

PrivateCIDR
RestoreModePasswor
d

SecretAccessKey
VDAInstanceType
VPCGIDR

VPCName
XD71$OLocation
Create IAM Resources

Options
Tags

Project

Advanced

Notification

Timeout
Rollback on failure

xencloud
AKIAJQSQVEE4IDAOTCMA
XenCloud

m1_small

hitps://s3 amazonaws.com/cf-XenAppiNS_VPX_PLT_10MB_Template_v4.4json

10.01.102
10.0.1.100
1000175
10.0.0.17¢
10.01.0/24

NKBJSXgZvXgeF HkaOVEIMgNkHWKVmes7 TSxtuaj

c1.xiarge
10.0.0.0M6
XenDesktop 7.5 POC VPC

hitps://s3 amazonaws.com/cf-XenDesktop/SO/XenApp_and_XenDesktop_7_5.is0

true

Mobile Workspace POC

none
Yes

Privacy Palicy

Terms of Use

Feedback
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The CloudFormation template builds the environment according to the parameters you specified; the
template will appear in the CloudFormation Console when completed.

It displays two CloudFormation stacks: one for the EC2 Infrastructure and one for the NetScaler VPX.

/i@ CloudFormation Manage: -~ Wl

&« [« = hitps://console.aws.amazon.com/cloudformation/hor ve b =
Create Stack Update Stack Delete Stack Welcome to the new CloudFarmation console. Send us your feedback ack to using the old. (e -]

Filter: Active ~ By Name Showing 2 stacks

Name Created Status Description
KATEPOC-NSVPXStack-6XMVLA4CDAUM 2014-03-08 01:16:36 UTC+0100  CREATE_COMPLETE “Version 4.4 NS Version: 10.1-123.9 Netsca...
XATEPOC

2014-03-08 01:15:21 UTC+0100 CREATE_COMPLETE *\/ersion 1.00**. This template creates a Virtu

Outputs Resources Events Template Parameters Tags Palicy

Select a stack above
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9. When you select the Outputs section of the Infrastructure Stack, the IP addresses of the main
components appear.

/ il CloudFormation Manage: » '\ Wl

& hitps://console.aws.amazon.com/cloudformation/home?region rn:aws:cloudformation:us-east-1:51970
Create Stack Update Stack Delete Stack Welcome to the new CloudFormation console. Send us your feedback or go back to using the ald & -3
Filter: Active ~ By Name Showing 2 stacks
Name Created Status Description
XATSPOC-NSVPXStack-6XMVLA4CDAUM 2014-03-08 01:16:36 UTC+0100 CREATE_COMPLETE *Version 4 4" NS Version: 10.1-123.9 Netsca
) XATSPOC 2014-03-08 01:15:21 UTC+0100 CREATE_COMPLETE *Version 1.00™. This template creaies a Virtu
Qverview Resources  Events  Template  Parameters  Tags  Policy _N =]
Key Value Description
DomainController 10.0.1.5 IP address of the domain controller.
DesktopDeliveryController 10.0.1.79 |P address of the XenDesktop 7 Deskiop Delivery Controller
BastionElasticlP 54.84.197 200 External IP address of the Bastion hostin AZ1. RDP to this IP...
NetScaler 10.0.1.100 IP address (NSIP) of the NetScaler. Browse fo this IP address...
NSGWVIP 54.84.152.62 Elastic IP address of the Client VIP of the NetScaler.
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If you select the default values, the template constructs a XenApp or XenDesktop Site infrastructure in
the AWS cloud similar to the following example:

Site infrastructure using the CloudFormation template

XenApp / XenDesktop in AWS Cloud

WiV g

- Corporate
Office
Warkers

& Mobile
Users

Page 14

\

Public SG
(80, 443, 3389)

AWS Regional DataCenter

Virtual Private Cloud (VPC)

| DMZ 10.0.0.x | | Private Subnet (10.0.1.x) |
" ~ ' l
. - AD DC
Bastion DCO1 (5)

Eth 0/1
Eth 0/0

NetScaler NSVPX-1
Eth 0/0 (.175)
Eth 0/1 (.100)

==L

Private SG
(80,443,1494,2598,3389,53,5986,8080,27000)

NAT iNet
Gateway

~ r
|
Delivery Controller
SQL Server

StoreFront
XD7DDC

~

i

~ B

VDAMaster

h
19

XenApp /
XenDesktop
orkers
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Set up XenApp or XenDesktop on the AWS Infrastructure

Once you have setup AWS using an AWS CloudFormation template, you can configure XenApp or
XenDesktop to deliver virtual desktops and applications from AWS.

1. From the EC2 instances management console, select Download Desktop File to connect to the

Bastion host using RDP.
2. Login with the domain administrator credentials you provided during the CloudFormation Stack

creation.

-

Connect To Your Instance

You can connect to your Windows instance using a remote desklop client of your choice. and by
downloading and running the ROP shortcut fle beiow

Download Remote Desktop File
Wnen prompted. connect to your Instance using the following detals:

ElasticIP 5484217230
User name  Administrator

Password | Get Password

f you need any assistance connecting 1o your instance, piease see our connection documentation

3. From the Bastion host, RDP to the Delivery Controller (the controller is xd7ddc.xencloud.net
when using the default domain name), and log in as the domain administrator using again the
DomainAdminUser and DomainAdminPassword provided as parameters during the stack

creation event.

Page 15 © 2014 Citrix Systems, Inc. All rights reserved.



4. The XenApp and XenDesktop 7.5 and 7.6 product media is already mounted. Run
AutoSelect.exe to start the installation.

b &3 DVD Drive (D) Xendpp and XenDe
b a Temporary Storage 1 @)

2 < EEG Y

Note: The credentials file for the root AWS account, retrieved from
https://console.aws.amazon.com/iam/home?#security credential is not in the same format for
credentials files downloaded for standard AWS users. Because of this, Studio cannot use the file to
populate the APl and secret key fields when creating a connection. Ensure that you are using IAM

credentials files when administering Studio.

5. Install XenApp or XenDesktop as required for your environment.
a. Select the Delivery Controller.
b. Select All Core Components.
c. Follow the wizard instructions to complete the Delivery Controller Installation.
6. Start Citrix Studio, and follow the wizard to create the site. Note that the CloudFormation
template has preinstalled SQL Server 2012 on the Delivery Controller.
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https://console.aws.amazon.com/iam/home?#security_credential

7. Select the local host as the database server location, and allow the wizard to create the

databas

= Console Root
B Citruc Studio
£ Citrix Storeront

File Action View Help

«»| 2@ B[m

e.

Welcome to Ci

To begin, select one of the three

Site setup

Deliver desktops and apy

Remote PC access.

Enable your users to reny

Scale your deployment

Connect this Delivery Col

Studio

+ Introduction

Database

Connection
Network
Storage

App-V Publishing
Summary

Database
logging.
Database server location:
[x
Database name:
[citrnawss Mobite Worspace [[est connection.. |

1 you do not have permission to edit this database, generate 3 script to give to your database
administrator.

Generate database script... | (Optnal)

8. Complete the licensing setup.
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1 Console Root
& Citrix Studio
B Citre Soreront

File Acton View Help

e 2

Welcome to Ci

To begin, select one of the three of

Site setup.

Deliver desktops and apy

Remote A€ access

Enable your users to reny

Scale your depioyment

Connect this Delivery Col

\
l

Licensing

License server address: [ iocalhost27000

Lwant to:

®) Use the free 30-day trial
You can add a ikense later.

rver. You can
or you can add
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9. Provide your AWS access credentials to allow the Delivery Controller to provision instances on
AWS.

= n(m B

2 Console Root Actions
B3 Citrix Studio - .
B2 CitrSorefront ||

‘Welcome View »
@ R
H Hep
Welcome to Ci
Tobegin selectone ot thetwreeoff  Studio Connection
SeetaC e
hardware). select ‘No machine management.”
= Comeciontype  [amemete =]
Deliver desktops and apy J Your cloud
Impot keys e
Remote PC access. ‘ AP key:
Secret key: [+

Enable your users to rem Connection name:

‘Scale your deployment

Connect this Delivery Col

File Acton View Help
es z[E B
ET Actons
8 Citrix Studio e I
B Citrix StoreFront.
Wetcome View »
G Refresh
Help.
Welcome to Ci
To begin, select one of the three o Studio Virtual Machine Location
R = T
saesetp Tt
.G

Deliver desktops and apy

Virtual private cloud:

‘Remote PC access

App-V Publishing
Enable your users to ren

Summary

Scale your deghoyment

Connect this Delivery Cof

) Use existing virtusl machmes

Coee | (oo ]
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11. Select the subnets to host your instances, and then enter a name. In this example, the private
subnet, 10.0.1.0/24 is selected to access the VDAs running in this private network, as shown in
Site Infrastructure using the CloudFormation template.

=3
File Action View Help
« 2@ B

(2} Console Root I
B Gl S |cwixswgio A
8 Citrix Storefront I
View »
G Refresh
B Hep
Welcome to Ci
Tobegin sekctone of e threcoff  Studio Natvork
Name for these resources:
e (st ]

The resources name helps identiy this avaitability zone and network combination i Studi.

Deliver desktops and apy Select one or more networks for the virtual machines to use:

| Name .
| ) 10000724 fvpe-46e5eft)
j | 1100.1.0/24 {vpe-946cSeft)

Remote PC access.

Enable your users to remy

Scale your deployment

Connect this Delivery Col

12. Skip the configuration for the App-V Publishing option to complete the Site setup. You can add
this feature later.

L SV :
File Action View Help

* [0 B[

= Consale Root “Actions
8 Ciix Studio B 2
8 Citrix Sorefront |

Weicome View »
@ Refresh
Help
Welcome to Ci
Tobegn, selectone of the three off  Studiio Summary
Site name: AWS Mobile Workspace
Site setup Database server: A
3 « kspacy
Deliver desktops and apj License server: localhost:27000
Connection type: Amazon EC2
Connection name: AWS US-East-1
Create virtual machines with: Studio tools (Machine Creation Services)
Remote PC access
Virtual private cloud: vpe-946c9eft
Avaisbility zone: us-east-1d
Enable your users to rem ) Networks: 100.1.0/24 (vpe-946c3cft)
| App-V: Not configured
‘Scale your deployment
Connect this Delivery Co
=] =

ETIEE
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When the configuration completes, the wizard displays the Site Setup page.

10.0.154

 Actions

Eile

Action Yiew  Help
@ z[= B
[ Console Root.

4 B Cirix Studio (s Mo CLLLI DS

4 [ Configuration
£ Administrators
(] Contrallers
= Hosting
4 Licensing
[ Storsfront G
[y 2pp-V Publishi

¥ CitrcStoreFront

2

(]

Machine Catalogs

Delivery Groups

O Search
™ Machine Catalogs || Full Deployment | Powershell |
£ Delivery Groups
[= Policies
[# Logging v
Site Setup

Follow these steps to set up and deploy your virtual desktop infrastructure.

Set up machines for desktops and applications or remote PC access

View
Refresh
H Hep

Test site configuration
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Configure the Master VDA machine

Once you have configured the Delivery Controller, you must configure a master image by configuring a
master VDA machine.

1. From the Bastion host, RDP to the VDA Master (you can find the IP address from the EC2
console), and log in as the domain administrator, using again the DomainAdminUser and

DomainAdminPassword provided as parameters during the stack creation event.

Connect  Actions v
ey oo e
Filter: All instances v  All instance types v A 110 9 of § Instances
Name ¥ - InstancelD - lostance Type - Availability Zone = Instance State «  Status Checks Security Groups VPC 1D Private 1P Adc
01 ° © 272 chocks passed p pe-046c3cit 1001
@ VDA Master 2 © 272 checks passed 10.0.1.194
NAT 9 © 272 checks passed 100
PP -] © 20 1001
° °2 0015
® o2 1000
®s 1001
\SH ® = 001
st-1 @ = 10.00.1
Ne
h Configur
to Scaling Groups Instance: | i-fé754ed7 (VDA Master)  Private IP: 10.0.1.184 L_R_1-]
Description Tags
In
ate DNS  ip Availability zone
Private IPs 10,01 194 Security groups
Secondary private IPs Schedulod events |
VPCID  vpe-8d6cdcht AMIID
Feedback

2. The XenApp and XenDesktop 7.5 and 7.6 product media is already mounted. Run
AutoSelect.exe to start the installation.
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3. Select Virtual Delivery Agent for Windows Server OS for a XenApp Worker installation. See
Server VDI for information on setting up a Server VDI Master VDA.

> _]ﬁ all vdamaster

Hostname

10.0.1.194
us-east-1d
cl.xlarge
st : AMD64
1 Memory : 7 GB
Lo ro 20 ECUs
High

XenDesktop 7.5

Get Started Prepare Machines and images Extend Deployment

Delivery Controller Virtual Delivery Agent for Windows Citrix Director

Start here. Select and install the Delivery Ses

Controller and other essential services like  Installthis agent to deliver applications and
License Server and StoreFront. desktops from server-based VMs or e
physical machines.

Citrix StoreFront

Citrix Studio

Universal Print Server

Services and Support

Access product documentation online.
+ Access knowledge base artcles, security bulletins, and troubleshooting guides.

Cancel

12:40PM
2B g0
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http://support.citrix.com/proddocs/topic/xenapp-xendesktop-75/cds-servervdi.html

10. Select Create a Master Image.

- FBE G Y

XenDesktop 7.5 Delivery Controller

Configuration

Delivery Controller
Festures

that specry Delnery Centraller locatons wil overmide settings

12. Review the specified settings for the Master VDA
13. Select Install to start the VDA Master installation.
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Note: You must reboot the machine to complete the addition of the Microsoft Remote Desktop Session
host. You can reboot from within the instance; you do not need to use the AWS console to do so. It can
take several minutes after reboot before the instance responds to RDP connections again.

Hostname
Instanc
Private IP Add:
Availability

1 Memory
Qg rover
formance

XenDesktop 7.5 Installing prerequisites and components

Installing... About 30 minutes remaining..

Prerequisites

¥ Microsoft Remote Desktop Session Host Installed
Microsoft Desktop Experience ) Xenpp... P
Windows Remote Assistance Feature

0 Favorite Microsoft Visual x86 C++ 2005 Runtime

B Desk - Microsoft Visual x64 C++ 2005 Runtime

& Dowd Install XenDesktop
£ Rece

Finish
@ Librarig The machine needs to be restarted before the installation can continue.
B Docl
o Musi

& Pictu

Bved

% Comp:

&y Local
o
o Temy
o Temy
o Temy

o Temy

Bitems 1

B el |8 SR G

14. After the machine reboots, log in to the Master VDA. The XenApp and XenDesktop product media is
no longer mounted (it searches for the media), and the installation does not continue.
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15. Click Cancel, and remount the media from its location. For example,
C:\Users\Public\Downloads.

VDAMASTER

i-f6754ed7
10.0.1.194
us-east-1d
cl.xlarge

AMD64

7 GB

20 E

High

CiUsers\Public\Downloads

i Open - B selectall

<

Move Copy | Delete Rename
tor o -

i Copy path < Easy access Edit Select none

Cut X =0 L 7 Newr item ~ )
New

= | C
Copy  Paste Praperties

e
Folder 7 Invert selection

3] paste shortaut
Clipboarg

[CREREY

Organize New Open Select

» Computer » Local Disk (C) » Users » Public » Public Downloads v & [ search Public Downiosds

a¥r Favorites Name Date modified Type Size

B Desktop
& Downloads

| Xenfpp_and XenDesktop_7 S.iso 2/6/2014849PM  Disc Image File 2,043,000 kB
€] Xenfpp. P 9

% Recent places

455 Libraries
b [F Documents
b o) Music
b i Pictures
» B8 videos

iy Local Disk (C
by Temporary Storage 4 (4
b =5 Temporary Storage 3 ()
b oy Temporary Storage 2 (¥2)
b oy Ternporary Storage 1 ()

1itern

1:00PM

= Bh gm0

Hos tname VDAMASTER

i-f6754ed?

10.0.1.19%4
-1d

1. xlarge

AMD64

7 GB

20 ECUs

High

Drive Tocls Dy
Manage

New item S [Eg Oopen - B Selectall

-4 @ X =0
i Copy path <>

Move Copy | Delete Rename | New
to to he folder

Fleasy aceess » cait selectnone

= 5
Copy  Paste Properties

3] Paste shortcut g Inwert selection

Clipboard Organize Open Select

[C] < 4 [& » Computer + DVD Drive (D) Xenfpp and XenDe + v & [ Search DVD Drive (0 Xenpp.. £

Al bame Date modified Type Size

It Favorites

B Desktop
1 Downloads

% Recentplaces

i Libraries
[5 Documents
o Music
=] Pictures

B videos

iy Local Disk (€3
&3 DVD Drive (D3 Xenfipp and XenDe
s Temporary Storage 4 ()
a Temporaty Starage 3 06)
s Temporary Storage 2 (¥
o Temporary Starage 1 (Z)
Biterns

(B>

Citrix Receiver and Plug-ins
Docurnentation
. Support
64
6
2] AutoRun.inf
= U AuteSclectexe

[ Productiersion ot

1/23/2014 2:54 P
1/23/2014 2:54 P
1/23/2014 256 P
1/23/2014 256 P
1/23/2014 256 PM
1071772013 5:53 M
172172014423 PM
1/23/2014 256 P

File folder
File folder

File folder

File folder

File folder

Setup Information
Application

TCT File

1:02PM
3/7/2014

< By

16. When the media is mounted, select the Virtual Delivery Agent for Windows installation, which
automatically continues from where it left off.

17. Restart the machine.
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encloud et

VDAMASTER
i-£6754ed7
.1.194
-1d
ol.xlarge
AMD64

XenDesktop 7.5 Finish Installation

The installation completed successfully.
o Environmant
Prerequisites
+ Microsoft Remote Desktop Session Host. Installed
¥ Microsoft Desktop Experience Installed b Xentpp.. 2
+ Windows Remote Assistance Feature. Installed
 Mierosoft Visual x86 C++ 2005 Runtime Installed
+ Mierosoft Visual x64 C++ 2005 Runtime Installed
I De:k ¥ Summary ' Microsoft Visual x64 C++ 2008 Runtime Installed
8 Dow + Microsoft Visual x86 C++ 2008 Runtime Installed

r Favorits  Firewall

. o Install
% Rece
Finish. Core Components
' Virtual Delivery Agent Installed

Librarie

- Post Install

[5 Docu + Component Initialization Initislized!
& Musi
&) Pictu
B vide

Camp

Do machind

= 7L IR s

18. After the VDA installation completes, install applications that will be published or available on the
users' desktops on the master VDA.
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console.aws.amazon.com/ec?

Services

EC2 Dashboard

Events
Tags Filter: Allinstances ¥  Allins
Reports
Name

Instances Deot
Spot Requests NAT
Reserved Instances VPXPrimary

@ VDA Master
AMIs XD7DDC
Bundle Tasks BASTION
Volumes
Snapshots
Security Groups
Elastic IPs Instance: | i-9e918397 (VDA Mas

Placement Groups

Load Balancers Description Status Checks

Key Pairs Instance 1D
Network Interfaces Instance state
Instance type

Private DNS

Launch Configurations

Auto Scaling Groups Private IPs

© 2008 - 2014, Amazon Web Services, Inc. or its affiliates. All rights reserved.

’home?regio

Actions &

Instance Management
Launch More Like This
Add/Edit Tags

Create Image

Change Termination Protection
View/Change User Data
Change Shutdown Behavior
Get Windows Password
Get System Log

Networking
Change Security Groups
Attach Network Interface

Change Source/Dest. Check

Manage Private IP Addresses
Actions

Terminate

Reboot

Stop

CloudWatch Monitoring
Enable Detailed Monitoring

Add/Edit Alarms

Privacy Policy Terms of Use

19. After installing additional software, from the EC2 Console, select Actions > Stop to shut down the
VDA Master Image.

Citrix AWS ~  Oregon~ Help v
o % 0
X 1 to 6 of & Instances
Availability Zone ~ | Instance State ~  Status Checks *  Securit
us-west-2a @ munning & 22 checks passed RATEHy
us-west-2a @ running & 2/2 checks passed XAT5Hy
us-west-2a @ running @ 2/2 checks passed XATEHY
us-west-2a @ running & 22 checks passed XATSHy
us-west-2a @ running @ 2/2 checks passed XAT5Hy
us-west-2a @ running @ 2/2 checks passed XATEHy
_N Q=]
Public DNS
Public IP
Elastic IP
Availability zone  us-west-2a
Security groups  XAT5HybridPOC-PrivateSecurityGroup-
YAEFP1YLQO27 , XAT5HybridPOC-
DomainMemberSG-QJI396DVA1A1
view rules
Feedback
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20. After shutdown, create an AMI from your Master VDA by selecting Actions > Create Image.

sinstancesFilter instances;instance
Services ~ Citrix AWS ¥ N. Virginia ¥ Help ~
Events 1
N ~ B Instance Management
Tags Filter: All instances v  All ing| ) X 1to € of & Instances
Launch More Like This
Reporis )
Name HEEL Availability Zone ~ Instance State =  Status Checks ~ | Securit
=] INSTA Change Instance Type
Instances VPXPrimary us-east-1d @ running & 2/2 checks passed XATSPC
Spot Requests NAT us-east-1d @ running @ 2/2 checks passed
Reserved Instances @ VDA Master Change Termination Protection o] D stopped
View/Change User Data
= A XD7DDC us-east-1d @ running & 2/2 checks passed
B Change Shutdown Behavior
AMIs Decot us-east-1d @ running & 2/2 checks passed
Bundie Tasks BASTION Get System Log us-east-1d @ running & 2/2 checks passed
=] ELASTIC BLOC Networking
Volumes Change Security Groups
Snapshots Attach Network Interface
Security Groups Change Source/Dest. Check
Elastic IPs Instance: [ -16754ed7 (VDA Mas Y- VIIY Wi, |_N—Q=|
Placement Groups )
o Actions
Load Balancers Description Status Checks
Terminate
Key Pairs Instance 1D Public DNS
Network Interfaces Instance state Public IP
. - Instance type Start Elastic IP
Launch Configurations Private DNS SRS ring Availability zone  us-east-1d
Auto Scaling Groups Private IPs Enable Detailed Monitoring Security groups  XAT5POC-DomainMemberSG-
184JNFFM3JEYY , XATSPOC-
A Gt Al PrivateSecurityGroup-
d/Edit Alarms 1SPNTFOTAFIRN . view rules
© 2008 - 2014, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy Policy Terms of Use Feedback
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21. Assign a name and description, and then click Create Image.

Create Image

Instance ID (i) i-f6754ed7T

Image name (i) [xa78Master

Image description (i) [XenApp 7.5 Master

No reboot (i)

Instance Volumes

Type (@ Device (i)  Snapshot (i) size (GiB) (i)  Volume Type (i) 1oPs (1) :;'_:";:"I‘Dn ®

Root Idevisdat snap-5dc7deor so | | standard | owa

Add New Volume

Total size of EBS Volumes: 50 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

Cancel [EEEELIIEDTS

Important: By default, Delete on Termination is selected. Do not change this setting. The product works
on the assumption that root disk volumes are deleted automatically by Amazon. Unchecking this box can
cause the deployment to leak volumes in EBS storage.

Depending on the size of the instance volume, image creation can take a long time. You must wait until
the image is fully created before you can see it in Studio.

When the AMI creation process completes, set up machines in Studio using Master VDA AMI.
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Set up machines in Studio using the Master VDA AMI

Now that the master AMI is configured, use Studio to provision applications and desktops by creating a
machine catalog.

=

Open Studio on the Delivery Controller and select Option 2.

'ﬂ.nll 100.1.54 - & X

»|

[ Console Raot " Actions

|48 Citrix Studio (45 Mol =LYV R
O Search JACibrixStudioitVisiobil siiorksp ace il
= Machine Catalogs || Full Deployment | Actions | PowerShell | View »

£, Delivery Groups [G] Refresh
[= Policies Hel
[# Logging H Hep

4 [ Configuration

Site Setup
£ Administratars

= Controllers Follow these steps to set up and deploy your virtual desktop infrastructure.

= Hosting
e Licensing

3 storeFront

[y App-if Publishi
£ Citrix StoreFrant

Configuration

° ﬂ Test site configuration

Machine Catalogs

2 Setup hines for and applications or remote PC access

Delivery Groups

= : pes

2. Select Server OS. If your configuration has Server VDI available on a Desktop OS, you can
alternatively choose the Desktop OS option.
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3. To enable XenApp or XenDesktop to control machine provisioning in AWS, select the settings shown
in this example:

a8 -8 x
File Action View Help

€3z
(1 Console Root
4 B Citrx Studio (AWS Mo
O Search
™ Machine Catalogs
£ Delivery Groups
[E Policies
?
[# Logging " Help
4 @ Configurstion Site Setup
Administrat " -
é i Follow these steps to set up and d Studio Machine Management
' Hosting
& Licensing . ]
3 StoreFront Carigustion S This VMachme Catalog will use:
(g App-V Publishi ntroduction.
£ Citrix StoreFront

CiTRIX

Full Deployment | Actions | Powershell [

View

[G] Refresh

| ®) Machines that are power managed (for example, virtual machines or blade PCs)

{{Orsing Systey \ () Machines that are not power managed (for example, physical machines)
] Machine Management jguration

Machine Template ’ Deploy machines using:
Security (® Citrix Machine Creation Services (MCS)

lachine CHPR Virtual Machines Resources:  AWS US-East-1d
Network Cards ) Citrix Provisioning Services (PVS)

2 Setupmachin Computer Accounts ") Another service or technology

Summary L c:;:;; f;agr z.mx technology to manage my machines. | have existing machines

Delivery Groups

Back Next

[P vzt

Note: AWS does not support Citrix Provisioning Services.
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4. Select the machine template the AMI created in the EC2 console as described in Configure the
Master VDA machine.

8
File

Action View Help

LY
] Console Root Actions
4 B Citrix Studio (4S Mo,
O Search IASikzheStudio NS M obileiforkepacalad
= Machine Catalogs || Full Deployment View 4
£ Delivery Sroups 6] Refresh
[= Policies B el
[ Logaing . F
4 B Configurstion Site Setup
Adi trate s i
G| oot safl  Studio Reiaenpie
= Hosting Select the machine template that the virtual machines will be based upon.
74 Licensing
StoreFront i lame + scription
@ Aoy paish [T + Intraduction v Desapt
ﬁ Pp-Y Publishi (L) DCO1 CF Base 323 DCO1 Citrix CloudFormation Base | &
¥§ Citrix StoreFront ¥ Operating System v3.23
(] + Machine Management ‘ O Citrix Netscaler ¥10.0 Citrix Netscaler Version 10.0 Tech platon
Machine Template Freview
N () Citrix NetScaler and CloudBridge Connector 10.1-  Citrix NetScaler and CloudBridge
B Security Connector 10.1-121.14
pae o0 Virtual Machines ) Gitrix NetScaler and CloudBridge Connector 101~ Citrix NetScaler and CloudBridge
Connector 10.1-123.9
Network Cards &
Set up machir] () Gitrix NetScaler and CloudBridge Connector 10.1-  Citrix NetScaler and CloudBridge
Compriter Acrounts Connector 1011221708
Summary O Citrix NetScaler and CloudBridge Connector 10,1~ Citrix NetScaler and CloudBridge
Connector 10. 97
Delivery Groups O XAVDAMaster XenApp 7.5 Image
O w2KeaMI-CF-v2.1 W2KBAMI-CF-V2.1
() DCO1 CF Base v20.7 DCO1 Citrix CloudFormation Base:
v2.07

= 8
5. Select the required security groups. In this example, you must select the DomainMemberSG
Security as well as the private security group PrivateSecurityGroup.

You can also indicate that dedicated hardware is required to host your instances. Use Shared
Hardware is the default.

Actions

[ Console Root
a 3 Citrix Studio (8WS Mo

O Search

CiTRIX

% Machine Catalogs || Full Deployment | Actions | Paershell View 4
£ Delivery Graups (6] Refresh
(= Policies
Help
[# Logging .
4 @ Configuration Site Setup
Administrat g i
Eamme|  retouteesepsostpraddl  Studio Seouily
= Hosting [TODO] Select one or more security groups for the virtual machines. The virtual private cloud
&4 Licensing in the selected a ity groups per virtual machine.
D StoreFront (et
2 A Publishi  Introduction Name 4 | Description L]
£ Citrx StoreFront  Operating System [)xa7spoc- Public Security Group 3
© i’ PublicSecurityGroup-TTSTZTTIKUOT3. =
el | [ xa75POC- Enable ROP access from the Intemet
+ Machine Template | BastionSecurityGroup- 18TYWE39D6BHD
Seirity () XATSPOC- DomainMemberSG-184INFFMOJEYY  Domain Members
Machine Catalogs [Jxa7sroC- Private Security Group
Uil Mdchines | PrivateSecurityGroup-1SPNTPOTAF3RN
- gle Network Cards. (] default default VPC security group.
BELAR Y Computer Accounts 3

Summary
How would you like your machines to be deployed in the cloud? Learn more:

Delivery Groups (®) Use shared hardware

This setting is suitable for most deployments.

() Use hardware that is dedicated to my account
This setting is ble for p or compliance
requirements.
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6. Select the number of machines and instance type to for the machine catalog.

a8 -] x
File fction View Help
[ Cansale Root Actions
4 B Citric Studio (AWS Mo
O Search IaSitshe;Studioy WS Mobilediforksp ace)|
=1 Machine Catalogs || Full Deployment View 4
£ Delivery Groups G Refresh
[= Policies
(# Logging o H Hep
4 B Configuration Site Setup
£ Administrators . Virtual Machines
£ Contralers Follow these steps to set up and dt Studio
= Hosting How many virtual machines do you want to create?
4 Licensing
3 StoreFrant G
iquration,
o App v Pubisi + Introduction
B Citrix Storef ront ° ¥ Operating System Select a machine specification. Learn more.
uration
¥Nachine Mansgement Name + ] veP... | Memory (RA... | Networkspe.. | | =
V7 Jdachine:Temphate, © M1 $mall Instance 1 1768
« Security J © M1 Medium Instance 2 7568 Moderate
Machine Catalogs . " © M1 Large Instance 4 7568 Moderate
() M1 Extra Large Instance 5 15G8 High
Network Cards ‘ —~ = <
Set up machir © M3 Extra Large Instance 13 1568 Moderate
Computer hecounts ©) M3 Double Extra Large Instance 26 3068 High
Summary © Micro Instance 2 613ME Very Low
© High-Memory Extra Large Instance 65 1716GB Moderate
Delivery Groups =
© High-Memory Double Extra Large 13 34268 Moderate
Instance 3
Shaw optimized for pooled desktops
] B
i ped
a8 -|a| x
File Action View Help
e
(1 Console Root [ Actions
4 8 Citrix Studio (WS Mo
O Search |
I Wachine Catalogs || Full Deployment Wiewr 3
£ Delivery Groups & Refresh
[= Palicies | Hel
[# Logging . o
4 & Configuration Site Setup
8 Administrators i Network Interface Cards
= Controlles Follow these steps to set up and de Studio
}E Hosting There are multiple Network Interface Cards availzble on the selected Master Image.
', Licensin
St ‘Select and enable network interface cards available on this Master Image:
D Storfron Configuration + Intraduction
[y App-V Publishi Name | Associated Network. | Enable/disable card
8 Citrix StoreFront ¥ Operating System 100.1.0/24 (vpc-946c9cf1)
4 idachine Migertent guration

+ Machine Template
+ Security

Machine Catale
e, o + Virtual Machines ‘ Remove
Network Cards.
Set up machir) Computer Accounts ‘ ‘Select the network that this network interface card will use.
Summary | blamey h
Delivery Groups
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8. Configure the computer accounts.

8
File Action
L I
[ Console Root.
4 B Citrix Studio (AWS Mo
O Search
% Machine Catalogs

ew  Help

CiTRIX

View

8 Delivery Groups (6 Refresh
[= Policies Hel
(# Logging - [ Help
4 8 Configuration Site Setup
Admministrators o ive Di
i Fillownthesa shepsiosbup e Studio Active Directory Computer Accounts
? Hosting Each machine in a Machine Catalog needs a corresponding Active Directory computer account.
‘o Licensing s 3
3 Sorebront il 2 Seectan Activ Directory account option:
[y App-V Publishi inirocuciion ®) Create new Active Directory accounts
8 Citrix Storefront ° gaCpetaimg Systen ) Use existing Active Directory accounts .
uration
NNscige Barageet Active Directory location for computer accounts: g
¥ Machine Template Domain:  [sendioudnet =]
v Security T
chi - fault OU -
Mol oo  Virtual Machines
- -  Network Cards » [ Domain Controllers
2 ctUpmachin Computer Accounts » @ ForeignSecurityPrincipals
Sy \ » [ Managed Service Accounts d
» Selected location: | CN=Computers, DC=xencloud,DC=net
Delivery Groups.
Account naming scheme:
[rarmswrie== ][0 -]
XATM3WRKO12

= ped
9. Enter a name, and click Finish. Note that the process of copying the master image can take a long
time to complete. It may take 30 to 40 minutes, or more if there are a lot of machines in the catalog.

2
File  Act m
CEYE]
7 Cansole Raot Actions
4 BB Citris Studio (BWS Mo,
O search hSitgxiS udiojAiSiM obil siiorkepacehuad
=1 Machine Catalogs || Full Deployment View >
£ Delivery Groups Machine Catalog Setup. @ Refresh
[ Palicies
7
7 Logaing » @ wep
4 B> Corfiguration Site Setup
£ Administrators & Summary
) Cantroler Follow these steps to set up and d: Studio
= Hosting K
&4 Licensing Machine type: Windows Server 0S
% ;‘nrf;'::th 1| contouston O Tt Machine management: Virtual
PP Provisioning method: Machine creation services (MCS)
£ Citrbe StareFront ¥ Operating System
(]  Machine Management guration
« Machine Template )
 Security Creating Catalog XenApp 7 M3 W2K12 Workers...
Machine Catalogs
= ¥ iitial Machne [ E——————= el
" ¥ Network Cards Copying the master image. E
Set up machir|
+ Computer Accounts
—
Summary ‘ [RenApp 7 M3 W2K12 Workers |
Delivery Groups | Machine Catalog description for administrators: (Optional)
[ Windows 2012 M3 arge Xenapp 7.5 Workers |
To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.
< O >
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Set up Delivery Groups

After setting up machines in the machine catalog, configure Delivery Groups to specify which users can

access desktops or applications that you want to provide. Delivery Groups are usually based on user

characteristics, such as job function or geographical region.

1.
2.

In Studio, select the Delivery group node and click Create Delivery Group.

Click Add Machines, select a machine catalog for this Delivery Group, and then enter the number
of machines the group consumes from the machine catalog.

On the Users page, click Add users to add the users or user groups that can access the desktops
or applications. You can select user groups by browsing or entering a list of Active Directory users
and groups each separated by a semicolon. For Desktop OS Delivery Groups, you can import user
data from a file after you create the group.

On the Delivery Type page, select what the desktops deliver to users:

e Applications only

e Desktops only

e Applications and desktops
On the StoreFront page, select StoreFront URLs to be pushed to Citrix Receiver so that Receiver
can connect to a StoreFront without user intervention. Note that this setting is for Receiver
running on VDAs.
On the Scopes page, define which administrators can access the Delivery Group.
On the Summary page, check all details and then enter a display name that users and
administrators see and a descriptive Delivery Group name that only administrators see.
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Set up NetScaler Gateway Remote Access

After provisioning applications and desktops through Studio, set up access to StoreFront by configuring
remote access to NetScaler Gateway. Remote users access and authenticate to the NetScaler Gateway.
Upon successful validation, NetScaler Gateway forwards the user request to StoreFront, which
generates a list of available application and desktop resources.

Set up StoreFront

1. Run the StoreFront administration console on the Delivery Controller and enable remote access.

10.0.1.54
Fil: Action View Help
da |
- :;"é”‘ File Action View Help
. "
oje !’l g e) 4
| e e »
= 5 Citrix Storefront . Actions
8 Server Group CiTRIX <
= 2 Authentication
4 8 B Receiver foreb Store Service Ves Yes http://xd7ddc.xencloud.net/Citrix/Store . Create Store for Unauthenticated Lsers
& NetScaler Gatewsy Export Multi-Store Provisioning File
@ Beacons
View »
|G Refresh
H Hep
£ citn
Store Service i S ——
Hide Store
Tt Manage Delivery Cantrollers
Enable Remote Access
Authenticated:  Ves Manage Citrix Receiver Updates
Advertised: Yes
URL: http://xd7ddc.xencloud.net/Citrix/Store Integrate with Citrix Online
Export Provisioning File
Configure Legacy Support.
Status.
Remave Store
A\ Service using HTTP not HTTPS, Help
< w >
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2. Inthe Add NetScaler Gateway Appliance wizard, enter the parameters of your public NetScaler
configuration, such as the FQDN and the NetScaler subnet IP address (SNIP). In this example, the

SNIP is 10.0.1.102.

=
File Action View Help m
Lhak ] Citrix StoreFront =|o] x
[ consol
488 Ciu| e Adion Ve | Enable Remote Access |
o« I
REndi.l B »
= {8 it Storeront Enable Remote Access [Actions
8 Server Group
% 3 suthentication Select NetScaler Gateway appl|
2 3 Stores Create Store
P
Bl et W] e aces R General Settings Create Sorefor Unautherticaed Uisers
" . Export Multi-Store Provisianing File
cacons
‘ The display name is visible to users in Citrix Receiver preferences. View N
|G Refresh
NetSealer Gateway appliances] General Settings Display name: POC NetScaler Gateway B e
Secure Ticket Authority —
B citr NetScaler Gateway URL: | htpsi//pocawsrencloudinet
Version: 100 (Build 69.4) or later - Hide Store
Subnet IP address: 100.1.102 Manage Delivery Controllers
Enable Remote Access
togon
Default appliance: Logon type Manage Citrix Receiver Updates
Smart card fallbadke None v Integrate with Citrix Online
Callback URL: @ [Citr i Export Provisioning File
il Configure Legacy Support
Rernove Store
A Service using| B rep
Configure remote access for this stare
< i 5|
e =
3. Add the Secure Ticket Authority (STA), which is the Delivery Controller.
| x
File Action View Help
Aaldl: 4] Citrix StoreFront
[ Consol
45 Cf| e etion View | Enable Remote Access |
ol e aE @ | I
»
% B Citix StoreFront Enable Remote Access Add NetScaler Gateway Appliance [Actions
Server Group
[=4 3 Authentication Select NetScaler Gateway appl]
g D stores Create Stare
a
Re for e E o
g N‘:{;‘:j;y”ﬁ:(g; Remaote access: StoreFront Secure Ticket Authority (STA) Create Store for Unauthenticated Users
" N Export Multi-Store Provisioning Fils
eacons
Issues session tickets in response to application connection requests. View b
3 Refresh
¥ General Settings 1 Secure Ticket Authority URLs:
NetScaler Gateway appliances] H Hep
T Citr Secure Ticket Authority — |
‘ Hide Store
(] Manage Delivery Controllers
Enable Remote Access
Default appliance: Manage Citix Receiver Updates
] [ onoe
Integrate with Citric Online
1l Configure Legacy Support
Remove Store
STA URL: | http//xd7ddcxencloud Ascripts/ctustadil
A\ Senvice using| Help
Configure remote access for this store
w ] DI
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4. Click OK, and then click Create to complete the NetScaler Gateway definition for StoreFront.

8 -8 x
Fle Action View Help
Al ] Citrix StoreFront =|o] x
= ;””g”(‘ File Action View Help
4 8 Cirl
ole= [0\
A Rl el — S »
= | 'R Citi Storefront - Actions
8 Server Group CITRIX .
[ 2 authentication L ——
2| @om I = S T
4@ B Receiver forweb Store Service Yes Yes http://xd7ddc.xencloud.net/Citrix/Store Create Store for Unauthenticated Users
A% NetScaler Sateway Export Multi-Store Provisioning File
§ Beacons
[ Refresh
Enable Remote A Hep
nable Remote Access _
& Ci |Store Semice 4
Store Service Select NetScaler Gateway appliances to provide user access from external networks.
Y 2pp P Hide Store
2 Manage Delivery Controllers
Overview Remote aceess: O Nene 9 Bevey
. Enable Remote Access
Authenticated:  Ves ® No ¥PN tunnel @
. Manage Citric Receiver Updates
Advertised: Ves © Full VEN tnnel @ . "
URL hittpi//xd7ddcxencloud) Integrate with Citric Online
NetScaler Gateway appliances: POC NetScaler Gateway A ExportProvisioning File
Configure Legacy Support
Status igure Legacy Supp
Remove Store
A\ Service using HTTP not HTTPS. H Hew
Default appliance: POC NetScaler Gateway -
Configure remote access for this store
< w >l

5. Click OK to complete the remote access enabling process.
6. Enable the NetScaler Gateway function.
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a. Connect a machine on the private subnet to the NSIP (10.0.1.100).

b. Loginto the NetScaler G

ul.
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7. Onthe NetScaler Gateway, you must use the subnet IP and enable MAC-based forwarding.

10.0.1.54

10.0.1.100 NS§10.1: Build 123.9.n¢, Date: Jan 10 2014, 21:02:55

‘Show Unlicensed Features

= System [nensmkr>5ys|em>s=mngs ‘o|o|ﬂ]
Licenses
Settings Modes and Features Settin
g
Diagnostics @ Configure modes Change global system settings
. Configure basic features Change NSVLAN settings
High Availability 5
Configure advanced features (LI H Change HTTP parameters
L Sz Change TCP parameters
Reports [ ssL Officading Change Diameter parameters
Profiles. [ HTTP Compression Change Encryption parameters
. Change time zone
sl oy B ey Chan:ehmmtva\n:s
Authentication L] Cantent Switching Change RSS Key Type
- [ Centent Filter
Auditing
[ Integrated Caching
SNMP
[ Rewrite
- AppFlow
& [ NetScaler Gateway
Clust
e [ Authentication, Authorization and Auditing
oSSt e g [ Application Firewall
Network
 CloudBridge Cennector 2] o< s
Web Interface
Backup and Restore
¥ AppExpert
¥ Traffic Management
¥ Optimization
¥l Security
¥ NetScaler Gateway
v

[BeRPEING

8. Create the following network connections:
a. SNIP with IP address 10.0.1.102 on the NetScaler server
b. VIP with IP address 10.0.0.176 on the NetScaler client
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The CloudFormation template or the manual setup procedure has already configured these addresses at

the AWS layer for the NetScaler VPX.

10.0.1.54
Hpe//10,0.1.100/menufneafnodnchar

NetScaler VPX AWS BYOL 10.0.1.100

N§10.1: Build 123.9.nc, Date: Jan 10 2014, 21:02:55

cithpx

nsroot

Dashboard Configuration | G TR ‘ Downloads ‘ o

=) System [ NetScaler > System > Network > IPs > IPV4s [w] \ (7] \ H I
* Licenses
Settings J 1PV4s ‘ IPVEs
Diagnostics

Remove || | Action =

High Availability

IP Address ‘ Traffic Domain ID ‘ State

* NTP Servers Type
Reports 100.1.100 0 @Enabled Netscaler IP
Profil

romes 1001102 0 @Enabled Subnet IP
User Administration
1000176 0 @Ensbled Virtusl 1P

Authentication

Search
Mode ARP IcMP Virtual Server

Active ENABLED ENABLED -NiA-

Active ENABLED ENABLED -N/A-

Active ENABLED ENABLED ENABLED

Auditing

25 Per Page |

1-30f3 ||

SNMP
AppFlow
Cluster
EdgeSight Monitaring
Network
IPs
Interfaces
Channels
Traffic Domains
1P Tunnels
VLANS

Bridge Groups

Forwarding Sessions
~ ACLs
PBRs

Configure NetScaler Gateway using the Enterprise Store wizard

1.

Launch the Enterprise Store wizard.

't hitp://10.01.100¢menu/neattnadnchar i ogted
NetScaler VPX AWS BYOL 10.0.1.100 NS10.1: Build 123.9.nc, Date: Jan 10 2014, 21:02:55 nsroot cITR!X
#1 System l NetScaler > NetScaler Gateway ol @
* Appbrpert
Traffic Management A Enterprise Store
' Configure NetScaler Gateway for Enterprise Store

Optimization

Monitor Connections

User Administration Active user sessions.

Security
B Getting Started
= NetScaler Gateway NetScaler Gateway wizard
Published applications wizard
Global Settings e
Virtusl Servers

KCD Accounts ICA connections

r Policy Manager

Change group sattings and user permissions
Customize Access Interface
Upload the Access Interface

- Policies

#" Resources Configuration Summary

8 1 NetScaler Gateway Virtual Server
@ No AMA Group
8 No AAA User

Show Unlicensed Features

Statistics

100/menu/neo#noAncher
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2. Ensure that the VIP used for the NetScaler Gateway virtual server is set to 10.0.0.176. The
CloudFormation template configures this VIP to point to an elastic IP address.

10.0.154

p:/10.0.1.100/menufagesistandalone=yes

CiTRIX

NetScaler Gateway Settings

Name* NetScalerGW

1P Address® w .0 .o .

@ Redirect requests from port 80 to secure port

7z Vﬁ.ﬂl 10.0.154 -0 X

43 httpi//100,1,100/menu/agee?standalone=yes

NetScaler Gateway Settings

Name 1P Address Port Redirect requests from gort 80 to secure port
NetScalerGW 10.0.0.176 443 No

Certificate e
Certificate poc.awsxencloud.net

Authentication Settings

Primary Authentication® | LDAS

%

@ Choose LDAP @ Configure New

oo v s O

E=t 389

Time out (seconds)*

Base DN* de=encloud de=net
Admin Base DN* xenadmin@xencloud.net
Server Logon Name Attribute® [ samaccountName

Password*

|

Confirm Password*

essessssss &> ‘

ey ettt
EFIEE s
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NetScaler Gateway Settings

Name IP Adldress
NetScalerGW 10.0.0.176
Certificate

Certificate

poc.awsxencloud.net

Authentication Settings

Primary Authentication - LDAP

10.0.1.5_LDAP_pol

Enterprise Store Settings

XenMobile

Deployment Type™
StoreFront FODN*

Use HTTPS

Receiver for Web Path®

Single Sign-on Domain®

STA URL*

XenApp / XenDesktop

StoreFront
xd7ddcxencloudnet

hitp://xd7ddcxendoud.nef X

[ oo R

443

Redirect requests from pert 80 to secure port

No

Edit

Edit

3.

FlIEE

ew b

Look up the elastic IP address for your VIP using the EC2 console. The CloudFormation output
section shows the EIP associated with the VIP (NSGWVIP).

Services ~

Create Stack Update Stack

Citrix AWS v N. Virginia v Help +

Delete Stack

Welcome to the new CloudFormation console. Send us your feedback or go back to using the old, c -]

Filter: Aclive * By Name:

Name

XATSPOC-NSVPXStack-6XMVLA4CDAUM

@ | Xa7sPoC
Qverview Outputs
Key

DomainController

Resources Events

DesktopDeliveryController

BastionElasticlP

NetScaler

NSGWVIP

© 2008 - 2014, Amazon Web Services, Inc. or its affiliates. All rights reserved

Template

Created Status

2014-03-08 01:16:36 UTC+0100

2014-03-08 01:15:21 UTC+0100

Parameters Tags Policy

Value

10015

10.0.1.79

54.84.197 200

10.0.1.100

54.84.152.62

CREATE_COMPLETE

CREATE_COMPLETE

Privacy Policy  Terms of Use

Showing 2 stacks

Description
“*Version 4.4™". NS Version: 10.1-123.9 Netsca...

*\fersion 1.00*. This template creates a Virtu...

_J— Q=]

Description

IP address of the domain controller

IP address of the XenDeskiop 7 Desktop Delivery Controller
External IP address of the Bastion host in AZ1. RDP to this IP
IP address (NSIP) of the NetScaler. Browse to this IP address

Elastic IP address of the Client VIP of the NetScaler

Feedback
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4. Complete the XenApp or XenDesktop configuration:
e Place a certificate on your NetScaler Gateway, and assign this in DNS. Alternatively, place an
entry in your hosts file to the elastic IP address.
e Create a Delivery Group from your XenApp or XenDesktop machines and publish your
applications and desktops.

Citrix Receiver
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%) Citrix Receiver

Peter Bats Admin v Q

Citrix Receiver

.
ADSK Building Suite y
Desktop Opt

Examples

The following example shows a desktop launched using an AWS g2.2xlarge instance (template), which
allows for HDX 3D Pro support:

) W
¢ $C

Citrix Receiver

Do Sue
Tansgon L
8004040003 P50052.91

o [Z0penCL [7/CUDA [7]PryeX [¥]DeectCompute 50

NVIDIAGAID K520

aflf

e
i WITIVARY 3y

a i ey
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The following example shows applications available in Receiver:

) Citrix Receiver

Citrix Receiver

e

Internet Explorer

*&-5

Citrix Director

Adobe InDesign
CC 64 Bit Test

Inventor
Profi nal 2014

Adobe Photoshop

The following example shows launched ap

7) Citrix Receiver

= 7

e

Google Earth

Adobe lllustrator

3

plications:

9

Google Chrome

Peter Bats Admin v

eDrawings 2014 x64
Edition

- [ ] =

Citrix Receiver

cme O AW

Architecture | Structute  Systems  Insert  Annotate.

L
by

Moddy

Anshyze.

‘ Autode
Ba

Sheet Title Sheet  v| £ Edit Type
phics 4.
ty/Gap. [T

Identity Data 0

0] Views (o)
Floor Plans
Level 1
Level2
site
30 Views

lesk® Revit
< Pro

Q

Image

LR

Layer Type

Fesher,

Q

Citrix Studio

A0BbCCOC

Colorful_Urban_PSD Iiustration.psd @ 50% (City Landscape. RGB/E) ™

TR A HANEN WAL D

o

]

Approach

[ X
Click to select, TAB for altemates, CTRL adds, SHIFT unselects.
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Create template AMIs from other templates

You can create template AMlIs by launching an instance from a virtual machine (VM) that you imported
from Citrix XenServer, Microsoft Hyper-V, VMware Workstation, or VMware vSphere. You create the
template AMI by:

e Exporting your existing Windows images or template from your on-premises virtualization
environment using the environment’s virtualization tools.

e Importing the image or template to Amazon EC2 using the Amazon EC2 command line or API
tools.

See the Importing EC2 Instances in the AWS EC2 User guide for detailed instructions on importing

existing VMs.

Once you import your template, and create an instance from it as described in Importing EC2 Instances,
you can turn it in to an AMI as with any other instance.
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Appendix

Manually deploy XenApp and XenDesktop in AWS

An alternative to using an AWS CloudFormation template, you can deploy XenApp and XenDesktop on

AWS using manual procedures, as shown in the following example.

Site infrastructure using the manual deployment

XenApp / XenDesktop in AWS Cloud

AWS Regional DataCenter

Virtual Private Cloud (VPC)

@ @ | DMZ 10.0.0. | | Private Subnet (10.0.1x) |
5YVgq 1 | |18
=

Corporate
Office / [
Woarkers ~ n

-~

AD DC

DCO1 (.5) hhh
" Q

. g
! XenApp /
-~ -

XenDesktop
orkers

\

Public SG
(80, 443, 3389)

Eth 0/1
!
Eth 0/0

NetScaler NSVPX-1

Private SG
(80,443,1494,2598,3389,53,5986,8080,27000)

Delivery Controller

Eth 0/0 (.175) SQL Server
Eth 0/1 (.100) StoreFront
XD7DDC
= ~g
3
=!J ':( & A i ;«1
= Remote z =1 AT
& Mobile
Users NAT iNet VDAMast
Gateway
L
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Security and firewall mappings

This section lists network specifics used in this manual set up example.

NAT Security Group

Type Traffic Source Type Traffic Source
All All privateSG All All 0.0.0.0/0
TCP 22 (SSH) 0.0.0.0/0

Public Network Security Group (publicSG) rules

Type Traffic Source Type Traffic Source
All All publicSG All All 0.0.0.0/0

All publicSG All privateSG
ICMP All 0.0.0.0/0 ICMP All 0.0.0.0/0
TCP 22 (SSH) 0.0.0.0/0

80 (HTTP) 0.0.0.0/0

443 (HTTPS) | 0.0.0.0/0

1494 (CA) | 0.0.0.0/0

2598 (Sess) | 0.0.0.0/0

3389 (RDP) | 0.0.0.0/0
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Private Network Security Group (privateSG) rules

Type Traffic Source Type | Traffic Source
All All NATSG All All 0.0.0.0/0
All privateSG All privateSG
ICMP All publicSG ICMP | All 0.0.0.0/0
TCP 53 (DNS) publicSG UDP | 52 (DNS) 0.0.0.0/0

80 (HTTP) publicSG

135 publicSG

389 publicSG

443 (HTTPS) | publicSG

1494 (CA) publicSG

2598 (Sess) publicSG

3389 (RDP) publicSG

49152 -
65535 publicSG
uDP 53 (DNS) publicSG

389 (LDAP) publicSG
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Relevant AMis for XenApp and XenDesktop Site in US-East-1

Domain Microsoft Windows Server 2012 Base ami-814642e8 | private 10.0.1.5
Controller Microsoft Windows Server 2008 R2 Base
configuration ami-37b1b4Se
Delivery Microsoft Windows Server 2012 with SQL ami-e743478e | private 10.0.1.15
Controller ami-alb9bcc8
Microsoft Windows Server 2008 R2 with
saL
NetScaler NetScaler VPX Platinum Edition - 10 Mbps ami-c995aaa0 | Public
Gateway
SNIP | 10.0.0.175
VIP 10.0.0.176
Private
NSIP 10.0.1.100
SNIP 10.0.1.102
Bastion Microsoft Windows Server 2012 Base ami-814642e8 | public DHCP
configuration ami-37b1b45e
Microsoft Windows Server 2008 R2 Base
configuration
NAT ami-vpc-nat-1.1.0-beta.x86-64-ebs ami-f619c29f | public DHCP
VDAMaster | Microsoft Windows Server 2012 Base ami-814642e8 | private DHCP

configuration Microsoft Windows Server
2008 R2 Base configuration

ami-37b1b45e

Note: The Amazon VPC wizard automatically creates the NAT server. Therefore, you do not need to create

the AMI.
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https://aws.amazon.com/marketplace/pp/B00A9ZLKFK

Set up the VPC network

Create the VPC network infrastructure

Creating a Site involves creating the Virtual Private Cloud (VPC) network infrastructure in your Amazon

Web Services account.

1. Logintoyour AWS account, and navigate to the VPC tab. Click Get Started Creating your VPC.

Citrix AWS ~  Sydney ¥ Help v

/Wi VPC Management Consel " WA
« [« () hitps;//console.aws.amazon.com/vpc/home?region
ﬁ Services v  Edit -~
vPe Your Virtual Private Cloud
All VPCs v
4
VPC Dashboard Amazon VPC enables you to create a virtual network topology -

Route Tables
Internet Gateways
DHCP Options Sets
Elastic IPs

Network ACLs
Security Groups

Customer Gateways

Virtual Private Gateways
VPN Connections

including subnets and route tables - for your EC2 resources.

Click the button below to create a Virtual Private Cloud.

Your VPCs -
Get started creating a VPC
Subnets

Privacy Policy

= AWS Service Health -

Current Status Details
Amazan VPC (Asia Pacific - Sydney) Service is operating normally
& Amazon EC2 (APAC - Sydney) Service is operating normally

> View complete service health details

Related Links -

VPC Documentation
All VPC Resources
Forums

Contact Us

Feedback
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2. Select VPC with Public and Private Subnets.

Create an Amazon Virtual Private Cloud Cancel (%]

Select a VPC configuration below:

) VPC with a Single Public Subnet Only

Your instances run in a private, isolated section of the AWS cloud with direct Imernet
access to the Internet. Network access control lists and security groups can be

used to provide strict control over inbound and outbound network traffic to Amazon 53, EC2,
your instances. SimpleDB, RDS

[#] vPC with Public and Private Subnets

In addition to containing a public subnet, this configuration adds a private
subnet whose instances are not addressable from the Internet. Instances in
the private subnet can establish outbound connections to the Internet via the
public subnet using Network Address Translation.

' ¥PC with Public and Private Subnets and Hardware VPN
Access
This configuration adds an IPsec Virtual Private Network (VPN) connection
between your Amazon VPC and your datacenter - effectively extending your
datacenter to the cloud while also providing direct access to the Internet for
public subnet instances in your Amazon VPC.

) VPC with a Private Subnet Only and Hardware VPN Access Creates: a /16 network with two /24 subnets.
Public subnet instances use Elastic IPs to access
the Internet. Private subnet instances access the
Interet via a Network Address Translation (NAT)

instance in the public subnet. (Hourly charges for
Virtual Private Network (VPN) tunnel. NAT instances apply)

Your instances run in a private, isolated section of the AWS cloud with a
private subnet whose instances are not addressable from the Internet. You
can connect this private subnet to your corporate datacenter via an [Psec

3. To create a hybrid setup between your on premise environment:
a. Select VPC with Public and Private Subnets and Hardware VPN.
b. Alternatively, deploy the CloudBridge on your NetScaler, which creates the VPN for you.
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This sample deployment uses the default network settings. Adjust them accordingly.

-

Create an Amazon Virtual Private Cloud Cancel [x

VPC with Public and Private Subnets
Please review the information below, then click Create VPC,
One VPC with an Internet Gateway
IP CIDR block: 10.0.0.0/16 Edit VPC IP CIDR Block

Two Subnets

Public Subnet: 10.0.0.0/24 Edit Public Subnet IP Range
Private Subnet: 10.0.1.0/24 Edit Private Subnet IP Range

Additional subnets can be added after the VPC has been created.

One NAT Instance with an Elastic IP Address

Instance Type: ml.small Edit NAT Instance Type
Key Pair Name: Edit Key Pair

Mote: Instance rates apply. View rates.

Hardware Tenancy

Tenancy: Default Edit Hardware Tenancy
<
Back
Create VPC
Create an Amazon Virtual Private Cloud Cancel [x

VPC with Public and Private Subnets

Your VPC has been successfully created.
You can now launch instances into your VPC.

Close
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« e https://console.aws.amazon.com/vpc/home?region=ap-southeast-2#s=Home

Create an Amazon Virtual Private Cloud Cancel [x]

Select a VPC configuration below:

) VPC with a Single Public Subnet Only
Your instances run in a private, isolated section of the AWS dloud with direct Internet
access to the Internet. Network access control lists and security groups can be
used to provide strict control over inbound and outbound network traffic to Amazon 53, EC2,
your instances. SimpleDB, RDS

VPC with Public and Private Subnets

In addition to containing a public subnet, this configuration adds a private
subnet whose instances are not addressable from the Internet. Instances in
the private subnet can establish outbound connections te the Internet via the
public subnet using Network Address Translation.

) vPC with Public and Private Subnets and Hardware VPN
Access
This configuration adds an IPsec Virtual Private Network (VPN) connection
between your Amazon VPC and your datacenter - effectively extending your
datacenter to the cloud while also providing direct access to the Internet for
public subnet instances in your Amazon VPC.

' VPC with a Private Subnet Only and Hardware VPN Access Creates: 5 /16 network with two /24 subnets.

Your instances run in a private, isolated section of the AWS cloud with a B e Eetic] Peltojaccess)

rivate subnet whose instances are not addressable from the Internet. You thejinte et {Envete]subnatlinetanceclacc the

P et fo bt b o ataoont o Internet via a Network Address Translation (NAT)

[y ‘;;&‘;ﬁf@;r‘”fmr?n‘g“' corporate datacenter via an IPsec instance in the public subnet. (Hourly charges for
- NAT instances apply)

When the VPC is automatically created, it includes the public and private subnets, the router, NAT
gateway, and the Internet gateway.
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Add security groups

The security groups in Amazon VPC provide communication between the Internet and public network,
and the public and private network. The security groups contain ACLs and are the basis of the firewalls
shown in the network diagram.

You must create the following security groups.

Add NAT Security Group

1. Onthe VPC tab, select Security Groups > Create Security Group.
2. Add ACL rules for inbound and outbound traffic. Select:

a. Create anew rule

b. Port number

c. Source IP address

ittps://console.aws.amazon.com/vpc/home?region=ap-southeast-2#s=SecurityGroups

Create Security Group

Name: NATSG

NAT Security Group
vec: |vpe3233250 ¥

Note: A source IP address of 0.0.0.0/0 indicates that you want to allow all inbound or outbound traffic.
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3.

# VPC Management Con:

Create ACL rules to match the inbound and outbound traffic table.

Sydney v Help ~

Page 56

VPC.
All VPCs v

VPC Dashboard

Your VPCs
Subnets

Route Tables
Internet Gateways
DHCP Options Sets
Elastic IPs

Network ACLs
Security Groups

Customer Gateways
Virtual Private Gateways
VPN Connections

Create Security Group Delete

Viewing: | VPC Security Groups ¥

Name VPC
& defaut vpe-32332650 (10.0.0.016)
¥ | @ NATSG vpe-32332f50 (10.0.0.016)

1 Security Group selected
@ Security Group: NATSG

Details Inbound Outbound || Tags

Createa | Cusf
new rule:

rule v

Port range:
(e.g., 80 or 49152-65535)

Source: 0.0.0.0/0
(e.g., 192.168.2.0/24, sg-47ad482e, or

1234567890/ default)
op Add Rule

Privacy Policy

Description
default VPC security group
MAT Security Group

Terms of Use

1to2of2 Items

% @

Feedback
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NAT Security Group rules

Type Traffic Source Type Traffic Source

All All privateSG All All 0.0.0.0/0

TCP 22 (SSH) 0.0.0.0/0

NAT instance
The VPC Wizard creates the NAT instance.

Go to the EC2/Instances page, and locate the instance. Right-click the instance, and change the security
group to NATSG.

il VPC Management Conscl - | A

://console.aws.amazon.com/vpc

Services v  Edit v Citrix AWS ¥ Sydney ¥  Help ¥
VPC Create Security Group Delete ¢ # e
AllVPCs v
Viewing: | VPC Security Groups ¥ | | ) 1to 2 of 2 Ikems

VPC Dashboard

Name VPC Description
} default vpe-32332f50 (10.0.0.0/16) = default VPC security group
Your VPCs ? (@ NATSG pc-32332f50 (10.0.0 0/16)  NAT Security Group

Subnets

Route Tables
Internet Gateways
DHCP Options Sets
Elastic IPs

Network ACLs
Security Groups

1 Security Group selected

Security Group: NATSG ] |— I =
Customer Gateways & ¥ p :
Virtual Private Gateways Details || Inbound Outbound || Tags
/ -
VPN Connections Create 3 Cus e .

new rule:

Port range:

(e.g., 80 or 49152-65535)
Source: 0.0.0.0/0

(2.0., 192.168.2.0/24, sg-47add82e, or

1234567890/default)
gk Add Rule

Apply Rule Changes

Privacy Policy ~Terms of Use Feedback
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Add public security group
1. On the VPC tab, select Security Groups > Create Security Group.

/console.aws.amazon.com/vpc/home?region =ap-southeast-2#s=SecurityGroups

Create Security Group

Name: |publicSG

Public Security Group
VPC: [vpe-32332650 ¥

2. Add ACL rules for inbound and outbound traffic. Select:
a. Create a new rule
b. Port number
c. Source IP address

Note: Entering a Source IP address of 0.0.0.0/0 allows all inbound or outbound traffic.
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3. Create ACL rules to match the Public Network Security Group (publicSG) rules table.

/ @ VPC Management Conscl - '\ Wl

-//console.aws.amazon.com/vp;

Services v  Edit v Citrix AWS v Sydney v Help v
VPC Create Security Group Delete (SN )
All VPCs v
4 —_—

viewing: | VPC Security Groups ¥ | | ) 1to 2 of 3 Items

VPC Dashboard -
Name VPC Description

¥ | @ publicSG vpc-32332150 (10.0.0.0/16)  Public Security Group

Your VPCs (9 default ypc-3233250 (10.0.0.0/16)  default VPC security group

Subnets

Route Tables
Internet Gateways
DHCP Options Sets
Elastic IPs

(& NATSG vpc-32332f20 (10.0.0.0/16)  NAT Security Group

1 Security Group selected

Network ACLs @ Security Group: publicSG _| = =

Security Groups
Details Inbound Outbound Tags

Create a  [Custam TCP ule v]
Cusiomer Gateways new rule: ‘Custom TCP rule

Virtual Private Gateways . |Custom UDP rule
VPN Connections POMEIENSE | Custom (CHIP s
Custom protocol rule
Source: All TCP
All UDP
AllICMP
All Traffic

SMTP
DNS
HTTP
POP3
IMAP
LDAP
HTTPS
SMTPS
IMAPS
POP3S

| s saL

8 - 2014, Amazon Web Services, Inc. or its

Terms of Use Feedback

Public Network Security Group (publicSG) rules

Type Traffic Source Type Traffic Source

All All publicSG All All 0.0.0.0/0

All publicSG All privateSG

ICMP All 0.0.0.0/0 ICMP All 0.0.0.0/0

TCP 22 (SSH) 0.0.0.0/0

80 (HTTP) | 0.0.0.0/0

443 (HTTPS) | 0.0.0.0/0

1494 (CA) | 0.0.0.0/0

2598 (Sess) | 0.0.0.0/0

3389 (RDP) | 0.0.0.0/0
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Add Private Security Group

1. On the VPC tab, select Security Groups > Create Security Group.

Create Security Group Cancel x|

Name:
Description: |Private Security Group
VPC: |vpc-32332650 ¥
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4. Add ACL rules for inbound and outbound traffic. Select:
a. Create anewrule
b. Port number
c. Source IP address

Note: Entering a Source IP address of 0.0.0.0/0 allows all inbound or outbound traffic. Create ACL rules to
match the table.

VPC Management Conso

Services ~  Edit v Citrix AWS v Sydney v Help v

VvPC Create Security Group Delete (S
AllVPCs v

Viewing: | VPC Security Groups v | | ) 1to 4 of 4 Items
VPC Dashboard -

Name VPC Description

¥ (@ privateSG vpc-3233250 (10.0.0.0/16)  Private Security Group
Your VPCs (@ publicSG Vpc-3233250 (10.0.0.0/16)  Public Security Group
subnets (& default /pc-32332f80 (10.0.0.0/16)  default VPC it
Route Tables efau vpC: (10. ) efaul security group
Internet Gateways (@ NATSG vpc-32332f50 (10.0.0.0/16)  NAT Security Group
DHCP Options Sets
Elastic IPs

1 Security Group selected
Network ACLS

@ Security Group: privateSG _| = =
Security Groups

Details Inbound QOutbound Tags

Create a Custom TCP rule "
Customer Gateways new rule: Custom TCP rule

Virtual Private Gateways Port range: | Custom LDP rule

Custom ICMP rule
VPN Connections Custom protacol rule
Source: Al TCP

All UDP

AllICMP

All Traffic

SSH

SMTP

DNS

HTTP

POP3

IMAP

LDAP

HTTPS

SMTPS

IMAPS
s EI%PSBSL Terms of Use Feedback

g 2008 - 2014, Amazon W

rvices, Inc. or it
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Private Network Security Group (privateSG) rules

Type Traffic Source Type | Traffic Source
All All NATSG All All 0.0.0.0/0
All privateSG All privateSG
ICMP All publicSG ICMP | All 0.0.0.0/0
TCP 53 (DNS) publicSG UDP] | 52 (DNS) 0.0.0.0/0

80 (HTTP) publicSG

135 publicSG

389 publicSG

443 (HTTPS) | publicSG

1494 (CA) publicSG

2598 (Sess) publicSG

3389 (RDP) publicSG

49152 -
65535 publicSG
uDP 53 (DNS) publicSG

389 (LDAP) publicSG

DHCP options

Create a DHCP options set

There is a domain controller running DNS in the private network. The controller enables Citrix servers to
authenticate and communicate with each other. To implement this communication:

e Create a new DHCP options set that contains your DNS server IP address.
e Add an open-source DNS server on the Internet in case a server needs to access the Internet.
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DHCP Options Set

1. Navigate to the VPC tab, and select DHCP Options Set > Create DHCP Options Set.

« c https://console.aws.amazon.com/vpc/home?region=ap-southeast-2#s=dhcp-options-sets

Create DHCP Options Set Cancel [x]

Optionally, specify any of the following.
Dynamic Host Configuration Protocol (DHCP) is 3 protocol used to retrieve IP address assignments and
other configuration information.

Enter the domain name that should be used for your hosts, for example,
mybusiness.com.

xencloud net

Enter up to 4 DNS server IP addresses, separated by commas, for example,
172.16.16.16, 10.10.10.10

10.0. 1.5, AmazonProvidec

nip-servers Enter up to 4 NTP server IP addresses, separated by commas.

domain-name

domain-name-servers

netbios-name-servers Enter up to 4 NetBIOS server IP addresses, separated by commas.

10.0.1.5

netbios-node-type Enter the NetBIOS node type, for example, 2.
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2. Select the VPC, right-click on your selection, and choose Change DHCP Options Set to the new
set.

VPC Man:
-

c https://console.aws.amazon.com/vpc/home?region=ap-southeast-2#s=vpcs

Change DHCP Options Set cancel (]

Choose a set of DHCP options to associate with your
VPC.

DHCP Options Set: | dopt-4a303a28 v

none
dopt-62303a00

dopt-4a303a28
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Set up the XenApp or XenDesktop infrastructure instances

Launch and configure a domain controller AMI

Create a domain controller for the Site as follows.

Page 65

Select AMis in the EC2 tab.

Depending on operating system you use, perform a search in the Amazon AMIs for Windows
Server 2012 Base or Windows Server 2008 R2 Base. Ensure that the machine is deployed to
your subnet, and make sure it is in the private subnet 10.0.1.0/24.

EC2 Management Conso

/W
€
Services ~ | Edit v

1. Choose AMI 2. Choose Instance Type

role to the instance, and more

Number of instances
Purchasing option
Network

Subnet

Public IP

IAM role

Shutdown behavior
Enable termination protection

Menitering
EBS-optimized instance

Tenancy

© 2008 - 2014, Amazon Web Services, Inc

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch muitiple instances from the same AMI. request Spot Instances to take advantage of the lower pricing. assign an access management

r its affiliates. All rights reserved.  Privacy Policy  Terms of Use Feedback

Citrix AWS >~ Sydney v  Help ~

3. Configure Instance 4. Add 5.Tag Instance 6. Configure Sacurity Group 7. Review

Request Spot Instances

vpc-32332650 (10.0.0.0/16) v| C create new VPC

subnet-25f31640(10.0.1.0/24) | ap-southeast-2a v Create new subnet
251 IP Addresses available

Automatically assign a public IP address to your instances
None v

Stop v
Protect against accidental termination

Enable CloudWaich detailed monitoring
Additional charges apply.

Launch as EBS-optimized instance
Additional charges apply

Shared tenancy (multi-tenant hardware) v
Additional charges will apply for dedicated tenancy

Cancel  Previous Review and Launch Next: Add Storage
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3. Assign the IP address for this server.

EC2 Management Cans

se Instanc

Type

Public IP
1AM role

Shutdown behavior
Enable termination protection

Monitoring

EBS-optimized instance

Tenancy

~ Network interfaces
Device Network Interface
etho Hew network interface ¥

Add Device

» Advanced Details

Step 3: Configure Instance Details

Subnet Primary IP Secondary IP addresses
subnet-25f31640 1 v 10.0.1.5 Add IP
Cancel Previous Next: Add Storage
Inc. o iliates. All rights Privacy Policy  Terms of Use Feedback

Citrix AWS v Sydney =  Help v

5.Tag Instance 6. Configure Security Group

3. Configure Instance

251 IP Addresses available

i Automatically assign a public IP address to your instances
i MNone \
i Stop v

i Protect against accidental termination

i Enable Cloudwaich detailed monitoring
Additional charges apply

i Launch as EBS-optimized instance
Additional charges apply

i Shared tenancy (multi-tenant hardware) v
Additional charges will apply for dedicated tenancy

4. Assign a friendly name to the AMI to make it easily identifiable in the Amazon console.

C2 Management Cor

1.Choose AWl

Step 5: Tag Instance

2. Choose Instance Type

Atag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver. Learn more about tagging your Amazon EC2 resources

Key (127 characters maximum) Value (255 characters maximum)
Name DCOo1 [x]
Create Tag (Up to 10 tags maximum

utheast- nchinstanc

Citrix AWS v Sydney > Help ~

6. Configure Security Group 7. Review

3. Configure Instance 4. e 5.Tag Instance

Cancel Previous Review and Launch Next: Configure Security Group

ed. Terms of Use Feedback

affiliates. Al right Privacy Policy
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5. Place the domain controller in the network by launching the AMI into the appropriate network
and security group. This example places the domain controller in the private network.

Wil EC2 Management Conso
-
Citrix AWS v Sydney ¥ Help v
2. Choose Instance Type 3. Configure Instance 5.Taglnstance 6. Configure Security Group 7. Review
Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page. you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web
server and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below.
Learn more about Amazon EC2 security groups.
Assign a security group: ) Create a new security group
® Select an existing security group
Security Group ID Name Description Actions
5g-43cd2826 default default VPC security group Copy to new
50-51cd2834 NATSG NAT Security Group Copy to new
¥ s50-e0cd2885 privatesG Private Security Group Copy to new
sg-2acd284f publicSG Public Security Group Copy to new
Inbound rules for sg-e0cd2885 _N=f =]
Type (i Protocol (i Port Range (i Source (i
AllICMP All WA sg-2acd284f (publicSG)
Custom TCP Rule TCP 53 sg-2acd284f (publicSG)
HTTP TCP 80 sg-2acd284f (publicSG)
Custom TCP Rule TCP 135 sg-2acd284f (publicSG)
Amazon its affiliates. All rights Privacy Policy  Terms of Use Feedback

6. Review the settings, and then select Launch.

€2 Management Conso

1] ! Citrix AWS v | Sydney v  Help ~

1.Choose AMI 2 Chooselnstance Type 3. Configure Instance 5.Taginstance 6. Configure Security Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair fo your instance and complete the launch process.

~ AMI Details Edit AMI
Microsoft Windows Server 2012 Base - ami-2b23bd11

Yy Vicrosoft Windows 2012 Standard edition with 64-bit architecture. [English]
T Root Device Type: ebs  Virtualization type: hvm

a0

~ Instance Type Edit instance type
Instance Type ECUs VCPUs Memory (GiB) Instance Storage (GiB) EBS-Optimized Available Network Performance
m3.medium 3 1 375 1x4 - Moderate

~ Security Groups Edit security groups
Security Group ID Name Description
sg-e0cd2885 privateSG Private Security Group

All selected security groups inbound rules

Security Group ID Type (i Protocol (i Port Range (i Source (i
sg-e0cd28835 AllICMP All N/A sg-2acd284f (publicSG)

sg-e0cd2885 Custom TCP Rule TCP 53 sg-2acd284f (publicSG)

Cancel Previous

Privacy Policy ~ Terms of Use Feedback

Amazon
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7. Choose an existing AWS keypair, or create a new one.

Page 68

(<} https://console.aws.amazon.com/ec2/v2/home?region=ap-southeast-2#LaunchinstanceWizard:

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely S8H into your instance.

| Choose an existing key pair |

Select a key pair
|XA_B.5_CloudWorks v

[¥)1 acknowledge that | have access to the selected private key file (XA_B.5_CloudWorks.pem),
and that without this file, | won't be able to log into my instance.

Cancel @ENLIGELEELLEH
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Launch remaining XenApp or XenDesktop AMls

Launch the remaining XenApp or XenDesktop AMIs using the parameters in the following table. Ensure
that you launch them into the correct network (private or public as applicable), and assign an IP address
and the elastic IP addresses.

Note: The Amazon VPC wizard automatically creates the NAT server, so you should not need this AMI.

Domain Microsoft Windows Server 2012
Controller Base ami-814642e8 private 10.0.1.5
Microsoft Windows Server 2008
R2 Base ami-37b1b45e private 10.0.1.5
Delivery Microsoft Windows Server 2012
Controller with SQL ami-e743478e private DHCP
Microsoft Windows Server 2008
R2 with SQL ami-alb9bcc8 private DHCP
VDA Master Microsoft Windows Server 2012
Base ami-814642e8 private DHCP
Microsoft Windows Server 2008
R2 Base ami-37b1b45e private DHCP
Bastion Microsoft Windows Server 2012
Base ami-814642e8 public DHCP
Microsoft Windows Server 2008
R2 Base ami-37b1b45e public DHCP
NetScaler VPX
NetScaler VPX Platinum Edition -
10 Mbps ami-c995aaal public/private | 10.0.1.100
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https://aws.amazon.com/marketplace/pp/B00A9ZLKFK
https://aws.amazon.com/marketplace/pp/B00A9ZLKFK

Launch the NetScaler AMI

1. Ensure that you subscribe to NetScaler VPX in the AWS Marketplace.
2. In Community AMlIs of the EC2 Console launch wizard, launch the AMI searching for the AMI
IDs.

For detailed instructions, see https://s3.amazonaws.com/awsmp-usageinstructions/CitrixUl.html.

AWS Marketplace: NetSc:

5=SUCCESS&appAction=SUBSCRIBE_RESULTS&appActionToken=j2Flj2Blad4Sm6Rplj2845f9TCKjz 1y

- [l & https://aws.amazon.com/marketplace/ordering?ie=UTF8&stat

« Software and AWS hourly usage fees apply when the instance is running. These fees will appear on your monthly bill.

Thank you! Your subscription will be completed in a few moments.

. Related Links
Usage Instructions
p AWS Management Console ™
P Your Software
P Continue shopping on AWS Marketplace

Please go to https://s3 amazonaws com/s p- i ions/CitrixUl_html & for full
usage instructions.

Next Steps
aws@citrix.com will receive an email shortly to confirm your subscription

Once youve received the email, you can click the "Launch with EC2 Console” buttons
below and follow the instructions to launch an instance of this software

You can also find and launch these AMIs by searching for the AMI IDs (shown below) in
the "Community AMIs” tab of the EC2 Consale ™ Launch Wizard, or launch with the
EC2 APIs T

You can view this information at a later time by visiting the Your Software page. For
help. see step-by-step instructions ™ for launching Marketplace AMIs from the AWS
Console

Selecta Version

10.1-123.9, released 01/30/2014 v
Region ID
US East (Virginia) ami-c995aaall

US West (Oregon) ami-JeebBbls
US West (Northem California) ami-c07b4685

EU West (reland) ami-7628df01
Asia Pacific (Singapors) ami-d640168a
Asia Pacific (Sydney) ami-T940ded3
Asia Pacific (Tokyo) ami-b9ec84b8

South America (Sao Paula) ami-Tf50f062
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https://s3.amazonaws.com/awsmp-usageinstructions/CitrixUI.html

3. Deploy the instance into the private subnet.

Citrix AWS v Sydney v  Help v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 5.TagInstance 6. Canfigure Security Graup 7. Review

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot Instances fo take advantage of the lower pricing, assign an access management
role to the instance, and more

Number of instances (j 1
Purchasing optien (i Request Spot Instances
Network (i vpe-32332f0 (10.0.0.0/16) ] |C Create new vPC
Subnet (j subnat-25f31640(10.0.1.0/24) | ap-southeast-2a v Create new subnet

249 IP Addresses available

Public IP (j
1AM role (i Nane v
Shutdown behavier (j Stop v
Enable termination pretection (j Protect against accidental termination
Monitering (i Enable CloudWatch detailed monitoring
Additional charges apply
EBS-optimized instance (j Launch as EBS-optimized instance
Additional charges apply
Tenancy (j Shared tenancy (multi-tenant hardware) v

Additional charges will apply for dedicated tenancy

Cancel Previous Review and Launch Next: Add Storage

d.  Privacy Policy  Terms of Use Feedback

ts affiliates. All rights

4. Ensure that this instance has two interfaces:
e Public subnet
e Private subnet:
i. ethO0is connected to the private subnet
ii. Primary IP address (NSIP) is 10.0.1.100

iii. Secondary IP address (SNIP) is 10.0.1.102
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1. Choose AMI 2 Choose Instance Type 3. Configure Instance 4 Add Storage 5 Tag Instance

Step 3: Configure Instance Details

Shutdown behavior (j Stop v

Enable termination protection (j Protect against accidental termination

Monitoring (i Enable Cloud\Watch detailed monitoring

Additional charges apply.

EBS-optimized instance (j Launch as EBS-optimized instance

Additional charges apply.

Tenancy (i Shared tenancy (multitenant hardware) M

Additional charges will apply for dedicated tenancy.

~ Network interfaces

Device Network Interface Subnet Primary IP Secondary IP addresses

etho Mew netwark interface ¥ | | subnet-2531640 1 v 10.0.1.100 10.0.1.102 Add IP

6. Configure Security Group

Citrix AWS ~

7 Review

We can no longer assign a public IP address to your instance

The auto-assign public IP address feature for this instance is disabled because you specified multiple network interfaces. Public IPs can only be assigned fo
instances with one network inferface. To re-enable the auto-assign public IP address feature, please specify only the ethO network interface

eth1 New network interface ¥ | | subnet-24f316411 ¥ 10.0.0.175 10.0.0.176 Add 1P

Add Device

» Advanced Details

rvices, Inc. or its affiliates. Al rights Privacy Pelicy  Terms of Use

Sydney v

Help +

Cancel Previous Next: Add Storage

Feedback

5. Deploy the instance into the private security group.

£/ i EC2 Managemen

unchlnstanceWizard.

Services +

Edit ~

1.Choose AMI 2 Chooselnstance Type  3.Configure Instance 4. Add Storage 5. Tag Instance

Step 6: Configure Security Group

below. Learn more about Amazon EC2 security groups.
Assign a security group: Create a new security group

® Select an existing security group

Security Group ID Name

sg-a2cc29c7 AWSMP-NetScaler-VPX-—-Customer-Licensed-2014-

sg-accc29c9 AWSMP-NetScaler-VPX—-Customer-Licensed-2014-

sg-adcc29c8 AWSMP-NetScaler-VPX—-Customer-Licensed-2014-

sg-43cd2826 default

50-51cd2834 NATSG
«  sg-e0cd2885 privateSG

sg-2acd284f publicSG
Inbound rules for sg-e0cd2885
Type (i Protocol (i Port Range (i
AllICMP Al N/A
Custom TCP Rule TCP 53
HTTP TCP 80
Custom TCP Rule TCP 135

€ Amazon Vi rvices, Inc. or its affiliates. All rights Privacy Policy =~ Terms of Use

6. Configure Security Group

-7940de43
Citrix AWS ~

7.Review

Description

Security Group for Management ENI
Security Group for Private ENI
Security Group for Public ENI
default VPC security group

NAT Security Group

Private Security Group

Public Security Group

Source (i

sg-2acd284f (publicSG)
sg-2acd284f (publicSG)
sg-2acd284f (publicSG)
5g-2acd284f (publicSG)

Cancel Previous

Sydney v

Help ~

A security group is a set of firewall rules that confrol the traffic for your instance. On this page. you can add rules to allow specific traffic to reach your instance. For example. if you want to set up a web
server and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one

Actions

Copy to new
Copy to new
Copy to new
Copy to new
Copy to new
Copy to new

Copy to new

mEA

Review an

Feedback
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6. Configure the NetScaler ENIs (AWS elastic network interfaces) to be part of their respective
security groups.
e Public-subnet-facing ENI needs to be part of the public security group
e Private-subnet-facing ENI needs to be part of the private security group

Public ENI — Public Security Group

VPC Management Conso % AWS Marketplace: NetSce cz sc EC2 Management Consol & aws eni - Cerca con Goog

€« (e https://console.aws.amazon.com/ecZ/ﬂ/home?region p-southeast-2#NIC:

Change Security Groups

Network Interface eni-3c11e759

Security groups [sg-51cd2834 - NATSG - NAT Security Group
50-430d2826 - default - default VPC security group
sg-0cd2885 - privateSG - Private Security Group
sg-2acd284f - publicSG - Public Security Group

Selected groups: 5g-2acd284f
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Private ENI — Private Security Group

EC2 Management Consol & aws eni - Cerca con Goo

VPC Management Conso % AWS Marketplace: NetSce

https://console.aws.amazon.com/ec2/v2 /home?region=ap-southeast-2#NIC:

Change Security Groups

Network Interface eni-3c11e759

Security groups [sg-51cd2834 - NATSG - NAT Security Group
s5g-43cd26826 - default - default VPC security group
sg-e0cd2885 - privateSG - Private Security Group
sg-2acd284f - publicSG - Public Security Group

Selected groups: sg-2acd284f

7. Assign an elastic IP address to the NetScaler public ENI — associated to the VIP (10.0.0.176).

aws eni - Cerca con Gox

Associate Elastic IP Address

Select the address you wish to associate with eni-3c11e759

Address 5420679118 v

Allow reassociation m] @

Associate to private IP address ~ [1000176 @

* denotes the primary private IP address

£l Associate Address
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EC2 Management Const aws eni - Cerca con Go

Change Security Groups

Network Interface eni-3d11e758

Security groups |sg-51cd2834 - NATSG - NAT Security Group
$g-43cd2826 - default - default VPC security group
5g-e0cd2885 - privateSG - Private Security Group

Selected groups: sg-e0cd2885
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