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Disclaimer

This document is furnished "AS IS". Citrix Systems, Inc. disclaims all warranties regarding the contents of
this document, including, but not limited to, implied warranties of merchantability and fitness for any
particular purpose. This document may contain technical or other inaccuracies or typographical errors.
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Citrix (NASDAQ:CTXS) is leading the transition to software-defining the workplace, uniting virtualization,
mobility management, networking and Saas solutions to enable new ways for businesses and people to
work better. Citrix solutions power business mobility through secure, mobile workspaces that provide
people with instant access to apps, desktops, data and communications on any device, over any network
and cloud. With annual revenue in 2015 of $3.28 billion, Citrix solutions are in use at more than 330,000
organizations and by over 100 million users globally. Learn more at www.citrix.com.

Copyright © 2016 Citrix Systems, Inc. All rights reserved. Citrix, Citrix Receiver, and StoreFront are
trademarks of Citrix Systems, Inc. and/or one of its subsidiaries, and may be registered in the U.S. and other
countries. Other product and company names mentioned herein may be trademarks of their respective
companies.
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Introduction

As many applications have been ported to the web, users end up relying on multiple browsers and browser
versions in order to achieve compatibility with web-based apps. If the application is an internally hosted
application, organizations are also often required to install and configure complex VPN solutions in order
to provide secure access to remote users. Typical VPN solutions require a client-side agent that must also
be maintained across numerous operating systems and operating system versions.

The challenges with web-based applications explains why web browsers are one of the most heavily
deployed applications on Citrix XenApp.

With the latest enhancements to XenApp, users can have a seamless web-based application experience
where a hosted web-based application simply appears within the user’s preferred local browser. For
example, if a user’s preffered browser is Mozilla Firefox but the application is only compatible with
Microsoft Internet Explorer, XenApp Secure Browser will display the Internet Explorer compatible
application as a tab within the Firefox browser.

In order to make this a seamless experience, the following must be accomplished:

e Integrated Experience: In traditional XenApp deployments, the launching of an application results
in a new application icon appearing within the user’s task bar. With Secure Browser, the
application only appears as a tab within the user’s running browser.

e Browser Bars: Hosting a browser inside of a browser results in duplicate browser bars, bookmark
bars, navigation buttons, etc. The Secure Browser tab must have the same appearance as a
traditional browser tab.

e Authentication: Most web-based applications include user authentication. In a traditional XenApp
deployment, users log in to StoreFront to launch an application only to be required to log on a
second time to the web-based application. Secure Browser streamlines the log on experience to
mimic that of a traditional PC where the user only authenticates once, to the web-based
application.

This document provides instructions for configuring XenApp Secure Browser. Please follow each section in
order to ensure a successful installation.
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Architecture

The conceptual architecture for XenApp Secure Browser follows the same architecture for any XenApp 7.x
and XenDesktop 7.x solution.
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e Aremote user, securely accessing StoreFront, receives a list of web-based applications, which is
generated by the Controller requesting a resource list from SQL Server.

e Aremote user selects the web-based application icon displayed within StoreFront.

e The Controller and SQL Server create an appropriate launch command for the user application
request.

e The HTML5 Receiver executes the delivered launch command and creates a secure connection,
through NetScaler Gateway, to the Secure Browser host.

e The Secure Browser web application launches, using the defined web browser. The web
application interface is sent to the user’s preferred, local web browser as a new browser tab.

e The userinteracts with the Secure Browser application like any other tab in their local browser.

Deployment
Creating a XenApp Secure Browser implementation is accomplished by

e (reating an unauthenticated user delivery group

e Publishing the appropriate browser-based applications
e Enabling HTMLS5 access with a Citrix Policy

e Integrating an unauthenticated StoreFront Store

e Validating the end-to-end solution

The following sections will guide the admin through the process.
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Machine Catalog

A Citrix XenApp-based machine catalog must already be created within Citrix Studio. The machine catalog
must contain at least one XenApp 7.8 server and can utilize Provisioning Services, Machine Creation
Services or manual provisioning.

The XenApp Secure Browser hosts must have the appropriate web browsers installed.

For help on creating and deploying a XenApp Machine Catalog, please refer to the XenApp Reviewers
Guide.

Delivery Group

A delivery group defines the available resources and user rights assignments for a particular group of
XenApp hosts.

S EER |\ ithin Citrix Studio, in the navigation
tree on the left, select Delivery Groups.

‘Actions
4 B4 it Studic (<A788eta)

B o s Lo tocimiee | smenize | pmoue wesmmss | | IN the Actions pane on the right, select
[ AppDisks Vew R .
§ e & Create Delivery Group.
I Pobcies B Heo
28 et
B Administrators
55 Controllers
&,
Ly App-¥ Publishing
8 AppDNa
@ Zones
4 B Citrix Stonefront
) Seores
B Server Group
R — S == | In the Create Delivery Group wizard,

LI L | | select Next on the Getting started with
BT —ﬁ%w—% Delivery Groups welcome screen.

Studio Getting started with Delivery Groups B e

Machine Catalogs. Create Delvery Graups for specifc teams, departments, o types of

Introduction users, 3nd base them on esther 3 deskiop or 3 server operating System.

Machines
Make sure you b s
Machine aliocation Groups that you need.
AppDisks.
Users
Applcatons
Desktop Assigrent Rules

Summary

Dot show this again
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File Action View Help
«=| 2[m 8@
21 Conscle Root.

4 83 Citrix Studho (XAT8Beta)

Choose the numberof macines fr s Devery e [T

Actions.

W Create Defivery Group
View »
Help

Select the appropriate XenApp Machine
Catalog within the Create Delivery
Group wizard.

Select the appropriate number of
machines to include within this catalog.

Select Next.

Zones
4 B3 Citrix StoreFront
© stores

B Server Group

Users.

access for unauthenticated users.
 Alow any authenticated users to use this Defivery Group.
Restrict use of this Delivery Group to the following users:

users and group:

@sme

This N tore for

Within the Users portion of the Create
Delivery Groups wizard, select the
following:

e Allow any authenticated users
to use this Delivery Group

e Giveaccessto
unauthenticated (anonymous)
users

Select Next

E

File Action View Help

e« 20 @@

7 Console Root.

4 B3 Citrix Studso (XATEBeta)
O search
™ Machine Catalogs
= AppDisks

Citrix Studio

Applications

. Then

properties.

Add applications

Place new applctions okl
@ Applicabors\
[crange. |

o] O (oo

Actions.

[ | B Create Delivery Group

View »
@ Refeh
Help

Within the Applications portion of the
Create Delivery Groups wizard, select
Next.

The appropriate browser-based
applications will be created later.
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File Action View Hep

1 Console Root
4 B8 Citin Studio (XATEBets)
D Search

L App-V Publihing
AopONA

@ Zones
4 B2 Cit StoreFront
Stores

B Server Group

«=| 2@ 8@

Citrix Studio

Add assignments

view
G Refresh
e

T8 Create Deivery Group.

Within the Desktops portion of the
Create Delivery Groups wizard, select
Next.

For Secure Browser implementations,
users will not require the ability to
launch the full desktop interface.

"

Fle Acion View Hep
+= z[m 8=
2 Console Root

Citrix Studio

Asocation type: Random
Machines added: SNPPAXASBOT
1 unsssigned
Users: Allow authenticated users
Allow unauthenticated users

Delivery Group name:
[t ]

Within the Summary portion of the
Create Delivery Groups wizard, give the
delivery group a name that will be
referenced by the administrator

Select Finish.

a
Fle Acion View Help

«= zim @@=

= Console Root.
4 B3 Citrx Studio (XA788eta)

Citrix Studio

Create Delivery Group

Studio Summary

Machine Catalog: Secure Browser
Machine type: Server 05

o This Delivery Group does not specify any appications or
desktops to defiver. Do you want to continue?

(- JED

Delivery Group name:

Secure Browser

T8 Create Delivery Group.
View
d Refresh

B ver

A warning message might appear
indicating that the delivery group does
not contain any applications or
desktops. Select Yes to continue.




XenApp Secure Browser Deployment Guide

[ EEe. |\ ithin Desktop Studio, verify the

—— delivery group appears.
4 B3 Citrix Studio [(XATEBeta) CITRIX

O Search

B hiachine Catalegs
5 applisis

I Add Machines
T8 Add Apphcations
18 s Delvery Group
B Mansge appDisk
@ Manage Tags

o} Rename Delvey Graup
T8 Delete Delvery Group
B Ve Machines

o Tem Dalivery Greup.

H Hep

Detais - Secure Browser

) T T T

Delivery Group state

Neme: Secure Browser

Descrigtion:
Setto VDA version: 18
Users:

Seopes:

Applications

In the previous step, an empty delivery group was created. The next step is to create a set of applications
users can access. Although this step could be accomplished in the delivery group portion of the
implementation, it is separated as a stand-alone step as admins might wish to add additional applications
in the future without being required to recreate the delivery group.

[ s TEE. |y ithin Citrix Studio, in the navigation

tree on the left, select Applications.

In the Actions pane on the right, select
Add applications.
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File  Action View Help
«» 2w @[

2 Console Root

4 §3 Citrix Studio (XATE8eta)

Studio

Delivery Group.
Apphcations
Summary

2 Lcensing

A StoreFrone

@ App-¥ Publishing
B AppONA

Zone:
4 B2 Carm Stovefront
D Seeees

[ Serves Group

=

Getting Started with Applications

|

locatiors.

] Don't show this again

|

® Machine Catalogs
1 AppDisks
& Defvery Groups

Within the Introduction portion of the
Add Applications wizard, select Next

3

File Action View Help

«=z[E 8@

1] Console Root

4 83 Citrix Studeo (XA7BBeta)
Search

o
 Machine Cataogs
-] Disks.

+ Insroducbon

r— ¢

Type
Sener 05

[Pt s |

= )

18 Add Applicstions

View

@ Refren

£ Create Foldes
Help

Within the Delivery Group portion of
the Add Applications wizard, select the
appropriate delivery group.

Select Next

&®
Fle Acion View Help

e "@,

L& App-V Publishing
& AppDNA
@ Zone:
4 B3 Citre Storefront
B Stores
1Bl Server Group.

Citrix Studio

Then select

« and modify an appicaton’s

Add applications

E\

I

1

0 Add Appications

View

= Console Root.
4 B3 Citrix Studio (XATEBeta) R R
O Search
¥ Machine Catalogs.
4 AppDisks
8 Odbvery Goups

@ Refresh
B ver

B CrenteFolder
Help

Within the Applications portion of the
Add Applications wizard, do the
following:

e Google Chrome: Select the
Add... drop-down item and
select From start menu

e  Microsoft Internet Explorer:
Select the Add... drop down
item and select Manually...
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24 - || Remere || Popertes- |
Plce pew applcations n folder:
@ Applications\

Crange..
oo T (o]

T S =IEX3 | For Google Chrome...
« = 2(m @m L . .
e e p— Within the Add Applications from Start
4 B3 Citrx Studio (XATS8Beta) v . . .
Bt e Mootatons Menu portion of the Add Applications
e [ — 8 - "Il | wizard, select Google Chrome.
B rocer Studio Choose bom atthe %
B oI m—— dresdr Select OK
Py T 3 = 1
Rieay C Eic.km H ‘
o @ (@t
B AppDNA 8 Command Prompt
e, o
@i it ‘
I o Crocw: I ;@qlncm
] ¥ mmersve Contol ane | |
] @, i5CS! intiator
[ & Magnify |
0 0f 40 apphations selected | r
I (o] ,
L Concel |
e Grxstdie == | For Microsoft Internet Explorer...
| 2@ HmE .
ey 1 ; — For the Patch to the executable file
o vt e A
B cain e ! rrorer— select Browse. Navigate to the
8 o [ ooty ] o "I | installation location for Internet
e Studio o g
i::gn:}:‘z?mim Addl an Application Manually . P EXp|OI’€I’
B Administrators ﬂﬂkmlmlhﬂkb«:ﬂ\mﬁmm Ve e ications
g T - & e Select OK
E‘. ey [ T err——— ] oesss
e | T | SR AR
naS, re— @ e
O st Sraram s et e [ S
B Server Group ‘Application name (fos userk @ Oeete
lexplore [ Mave Application
Application naee (for dminstraork B v
lexplore -
. g
T B | Concel
Foldar for userk: Tage:
Ve i st -
— it ls == | Within the Applications portion of the
L L _ Add Applications wizard, select Google
e == Chrome or Internet Explorer.
& ko e )
s e il s Select Properties.
# Logging Toadd dickAdd that source, e
- c”l’::z:‘m properties. and mody 3 Creste Foider
= = 2 | |o
2, Licensing 1
D storefront
(dh App-V Publshing
"
@ Zones
4 B3 Carw StoreFront
0 Stores.
i Sever Group
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E)

Fle Action View Help

e 2@ B

5 Console Root

« B Citrix Studio (XAT88eta)
O search

Y -

Citrix Studio

identification

Identy this sppication.
Application name (for user):
(office 365

Application name (for administrator):

[ov=s

Description and keywords:

scrption that will be seen by the user. You can sk

ok ][ ]

o ute thes field to enter keywords

Within the Identification portion of the
Application Settings wizard, provide the
following details:

e Application name (for users):
This will be the application
name users see within
StoreFront.

e Application name (for
administrator): This will be the
application name
administrators see in Studio.

Select Delivery.

“
Fle Adion View Hep
« = afm @m
~J Console Root
4 B3 Citrix Studio (XAT8Beta)
D search
¥ Machine Catalogs
4 AppDisks
& Delvery Groups
A Applications
(E Policies
# Logging
4 s Configuration
B Adminisators
B Contrallers
= Hosting
2 Licensing
@ storefront
(g App-V Publshing
PONA

Studio

Delivery

‘Specty how this application will be defivered to users.

Applicstion icare

@ Lo |
Applicstion category (optionsl):

Example: Applicat Stk

The Catagory in Res

) Add shortcut to user's desktop

How 40 you want 1o control the use of this appiication?

 Allow unfimited use

-+

] Limit 0 one instance per user

T8 Add Appiications

(G Refresh
B Hew

€ Creste Folder
B Hep

Users will want to see a unigue icon for
the application instead of the default
Chrome or Internet Explorer icon.

Within the Delivery portion of the
Application Settings wizard, select
Change next to the application icon.

a
File Action View Help
« | a(m 8@

2] Console Roct
4 B3 Citric Stutfio (4A78Beta)
o

& Adminstrators
B Controler:

Studio

Citrix Studia

Application Settings

Delivery

Select icon:
Choose from Citix default icons

@) Choses anicon fram o i o a represenatie machine

File name:

In the Select Icon screen, select Choose
anicon from a file on a representative
machine and select Browse.

Select Yes to the warning message
Unable to browser machines in delivery
group. Do you want to browser the
local machine?
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“
File Action Wiew el

1 Console Roct
4 B3 Citie S (4ATHReta)
D Search
¥ Machine Catalogs
5 Applicks
£ Delivesy Groups
4l Applicaions
5 Polces
# Logaing
4 5 Configuration
8 Adminsirstors
5= Contraler
X Hosting

Sores
Bl Server Group

«=| 2[E BE

Citrix Studia

Application Settings.

Studio rmrei]

Seloct ican:

P ©) Choose from Gitrindetaulticons

® Choose an ko from  file on 3 representative maching

Fleneme | Whi\Softwasetoficeica | Browse..

=

£ CresteFolder
B e

Navigate to the file containing the icon.

Within the Select Icon screen, select the
icon. Select OK.

B
File Action View Help

« | 2w Bm

Location

Studio
Enter the location nformation belo:

POth 10 the executable fie:

[CAProgram Fies (x86) Googie\Chrome\agpiication\chrome.exe

bt Srevwse the spplications on the local machine, or enter the path manusly.
D ..o
Groups [

Limit Visiblity

Identification

‘Working directory:

[Evompie Vomyappst

[k ][ camcal

18 Add Applcations
View
@ Refresh

B Hep

£ Creste Folder
Help

Select Location within the Application
Settings wizard. Add the following in
the Command line argument box

For Google Chrome:

--kiosk --no-default-browser-
check --no-first-run URL

For Microsoft Internet Explorer:
-k URL
Select OK.

Note: For URL, enter in the http.// URL
for the application:

s

Fie Acon View Help
«% z[E 8@
] Console Root

4 B8 Citix Studio (XATEBeta)
weh

Studio L pepnnid
To add applications, click Add
You can optionally place new applxatons n 8 non-delault folder. and modHdy en sppiication’s
¥ Introduction :
+ Deinery Group } ) Name o
Applications | O offce 365
5 ]
[

Place new appications in folder:
@ Applications\

oo | (e ]

@ Refresh

2 Create Folder
H rep

[ e -

|18 add appications

Within the Applications section of the
Add Applications wizard, select Next.
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2 Gxsudia == | Select Finish

File Action View Help.

«=| 27 @@

5 ConsoeRoct

B3 Citrix Studio (XAT88eta)
on

Sea
B Machine Catalogs
3 Appoinks

# Logging F
4 @ Configunation Delivery Group: Secure Browser
g Adminstators Appications: Office 365
53 Controlers
= Hosting

= awmswe =k The app“cation should now appear

File Action Wiew Help

«= 2[@ 8@ within Studio.

7 Consele Roct
4 BB v St (XA TOete)
O search

cirrix

¥ bachine Cataogs

5 Appbists
£ Delivery Graups
# Appiications
[ Policies
# Logging
4 @ Configustion
& Adminisiators Applications
i :‘:'«"'“‘"‘ ] CresteFolder
= Hosting
E Licensing Office 365
Starefront Propeti
ik App-V Publishing & w.““ .
H Apona 8 Duplcste Appiica..
@ zores 12 Disabie
4 88 Catrs Sorefrart: il Remame
Stores
B Sever Group o Manage Togs
& Detee

[ Move spplcaton

Hep
Details - Office 265
| oeunne [ Groon | sesons | somenve |
Application
Name for sdministratork  Office 365 Appiication Path: CAProgram Files (x88\Googhe\C.
Naime for usert Office 365 Comamand line srgurments: ~—kicsk - fro-defult-browser-ch..
iptiom: - Working i -
Folder (for sdminstistorst - Redirected fle types:
Folder {for uoerk - Tags

Visibility: ¥ Group inctances:  Unlimited L
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Citrix Policies

In order to allow HTML5 access to the available resources, the system must allow web socket connections.
The following steps shows how to use a Citrix policy to provide this functionality.

Save a5 Template...
Status: Eabied s b
H Hep
Description:  This s the system-created defult pokcy, 1 cannot be deleted. Note that ts
settings wil spsly to ol cannections

@ EdtPoicy...
[ Dusble Policy

Within Citrix Studio, in the navigation
tree on the left, select Policies.

In the Actions pane on the right, select
Create Policy.

"
File Action View Help

 Console Roct
4 B3 Citi Studho (XAT8Bets)

« | 2w 8@

Citrix Studio

Within the Settings screen of the Create
Policy wizard, select Web Sockets in the
All Settings drop down box.

In the settings portion of the dialog

8 Delivery Groups
R Studio At oy ::“
& - .
H= o —) 7] box, highlight WebSockets connections
el _ S o vy — .
& Co - s S - N s and click Select.
o R e
i) iy e e 1 e Tt
[ storefront » WebSockets port number Selat Help
Lgh Aop-V Publishing Computer sefting - ICAWebSockets
B A NNot Configured (Defauit: 8008)
@ Zones » WebSockets trusted origin server list Selagt
B3 Civis Storefront Computer setting - ICA\WebSockets.
[« Not Configured (Defact: *)
1 Server Group
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“@

Fle Adion View Help
« | z[H 8=
(2] Console Root

4 B3 Citeix Stucho (XATEBeta)

Studio

‘Websockets connections
Applies tor Virtusl Defwery Agent 7.0 Server O, 7.0 Desitop O, 7.1 Server OS, 7.1 Desitop 05, p
7.5 Server O, 75 Desktop 05, 76 Server 5, 76 Desktop 05, 7.7 Server 05, 7.7 Desktop 0, 78
Settoge || 5e7er 05,78 Deskaop 05

Usersandl
Sumnary| © Alowed
This setting will be sowed. St
Prohbited
This setting will e probibited. Selecs

~ Detifz and related settings:
Allow or prevent WebSackets cannections.

security and reduces overhead on the XenApp server, X H

port number, =

Within the Edit Settings screen, select
Allowed.

Select OK.
Select Next

E)
Fle Acion View Hep
« | z[H 8=
1 Console Root

4 B3 Citrix Studio (XATEBeta)

Citrix Studio

Studio Ao iy ©

i o

. ———

L 'y Group Aasgn
Apple: to all sttings

¥ Delivery Group type Auign
Apples to ol settngs

Organizational Unit (OU) sasign
Appies to ll settings

) Tag anign
Apples toall settings

[

@ CrestePoicy
View »
G Refresh

B Hep

1 |[@ edepocy..

[ Dasbe Policy
B Swveas Template..
Help

Within the Users and Machines screen
of the Create Policy wizard, select
Delivery Group and select Assign

a
File Adion View Help

« | #(m BmE

2 Console Roat
4 11 Gt Stuic (XA7EGets)

Citrix Studio

Delivery Group
Apples to: Virtual Defvery Agent: 5.6 Feature Pack 1, 7.0 Server O, 7.0 Desitop 05, 7.1 Server 05, 7.1 Deskaop 05, 75 Semver 05,75
Desttop 05, 76 Semver 05, 76 Desitop 05, .7 Server 05, 7.7 Desitop O, 18 Sarver 0, 78 Desktop O5

Apply policy ¥ GO the session.

Debivery Group elements:

Vs Controter T ooy o T

] = ) GWE

) Enable

In the Assign Policy screen, set the
following:

e Mode: Allow

e  Delivery Group: Delivery group
name for Secure Browser apps

Select OK
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Assigned to: 1 user and machine objects
»

Settings configurest 1

‘Computer setting - ICA\WebSockets Appies to all settngs
Allowed (Defoutt: Prohibited)

_ Sikoto == | In the Users and Machines screen of the
e L — Create Policy wizard, select Next.
4 B3 Citrix Studio (XA78Beta) e
e S
A;::’ww e L4
éx’:"’”“ Studio :T
(# Loggng ) Al objects in the site e
4 Configuration
B Administrators ¢ Sattings User and machine objects: 1 sebected L] View selected only @ EdaPolicy...
oy by o[
% licensing sy Apples o alsettings B Seve s Template..
e Spare e o s Wi
B AppONA
@ Zone: ¥ Organizational Unit (OU) Asugn
4 B3 Citvix StoreFront Appies o all settings
B s ST e
oo ) (o |
B St == | In the Summary screen of the Create
= POI|cyW|zar<.i.g|ve the policy a name
Dk g and select Finish.
AppDi View »
O Refresh
i ot e 8
Poicyname: [ WmLS ] 1 nable poicy @ EdtPoluy...
e | | 1|[8 mereee-
Help
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StoreFront

To get access to the available resources, users use their local web browser and connect to the StoreFront
site. The following steps outlines how to setup a new StoreFront site for unauthenticated user access.

I EEN, | o mplementations where StoreFront
LLLI-LI- — isinstalled on the delivery controller:
o B Citrix Studie (XA758ets) iilll . . . . . .
Em“‘“""“’ = == e = st e Within Citrix Studio, in the
AppDisks. Manage NetScaler Ga. . .
ptons — navigation tree on the left,
k= 5 s select Citrix StoreFront -
a B He
- Py PO Stores.
guvn e Inthe Actions pane on the
i right, select Create Store.
s For implementations where StoreFront
is installed on a dedicated host:

e Within Citrix StoreFront, in the
navigation tree on the left,
select Stores.

e IntheActions pane on the
right, select Create Store.

L, Sk == 1 In the Getting Started screen of the
L | | Create Store wizard, select Next.
e
B oo Rt
| resbeny StoreFront Gettng stared MarageBoscons
R Pokcies View »
# Logging - eV & Refresh
N s iy s Tt oo sl ot ot s e e
i'ii::;"-' Store Name
7. Ucensing L T SoelRL_ ...
) Storefront Remote Access
G -y Pbting Autbencaionbetos
8 AppONA

'
@ Zones Xenitpp Services URL
Feecemer for Web Site
4 B Citrx StoreFront P N R s e

B stores —
1 Server Group. Store

PNAgent

Provides self-service apphcations to users
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"
Fe_Acin vienHep
+» z[E 8@

StoreFront

Store name and access

aspanof
I the user's account.

y Store Name: |SecureBrowser

Unsuthenticated users can access the store without presenting credentals

Receiver for Web Site Settings
) Set this Recewer for Web site 35 IS default
When this s checked. the Receiver for Web site created with the store will be set as the
Gefoult S website. Ths setting wil override any previous defaults configured for the S
stes.

o (o)

Provides se¥-sevice spplcations to users

In the Store Name screen of the Create
Store wizard, do the following:

Provide a store name to be
used to uniquely identify this
store

Enable the Allow only

unauthenticated users to
access this store

Select Next

£l

Fle Adion View Hep
« | z[H 8@
JM&R-«V - "
4 B3 Citrix Studio (XAT8Beta)

StoreFront

Citrix Studio

Create Store
Mansge Netscaler Ga...
Manage Beacons

@ Refresh

L | @ rep

Provdes self-senvsce applications to users

In the Delivery Controllers screen of the
Create Store wizard, select Add.

# Loggng

StoreFront

XenApp Services |
Summary

Dspleyrame: | Controller ]
Type: ‘& XenDesktop (7.0 or higher)
~ XenApp (7.5 or higher)
XenApp (6.5 or lower)
= XenMobile (3.0 or lower]
VDLinaBox

Contralier

o (P -

(load balanced):

Transport type:

Advanced Seftings
c

ortroler
achanced settings wzing the ‘Settings’ disiog.

Creste Store
Manage NetScale Ga...
Mansge Bescons

@ Refren
B Hep

In the Add Delivery Controller screen,
do the following:

Provide a Display Name

Select XenDesktop 7.0 or
higher and XenApp 7.5 or
higher configuration type

Add the respective delivery
controllers fully qualified
domain names

Specify the appropriate
transport type: HTTP or HTTPS.
If using HTTPS, appropriate
server and root certificates
must be installed and
configured.

Select OK
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T ket == | In the Delivery Controllers screen of the
L L — Create Store wizard, select Next.
oy
D Search
 Machine Catalogs | crestestone
[ AppDisks Msnoge Netscaler Ga...
% mi"l”’ StoreFront Defirery Controllers Mariage Bescons
= oo - T ;
@ & Samiinans et | v

- | v

4 ey | [reme % Severs

) Storefront _Type

@ App-V Publishing

Appl
«n (iuﬂ%:ﬁ‘;:ﬂ
ls;twv
L JL_fe || Remove
oo ] T (o |

Provides self-service Jppacations to users.
T Sl =250 1 In the XenApp services URL screen of
sonkiam the Create Store wizard, select the

4 B3 Citrix Studio (XATEBeta)
D sesrch
& Machine Catalogs.
1 AppDiks
8 Delivery Groups
StoreFront

Configure XenApp Services URL

URL

[ Ensble Xenapp Senices URL

¥ Make this the defoult Store for PNAgent

PNAgent wil use ths store to deliver resources.

following
e Enable XenApp Services URL

e  Make this the default Store for
PNAgent

Select Next.

a
Fle Acion View Melp
«| 2[5 B

21 Console Root

B Machine Catalogs
5 appbicks

8 Delesy Groups
# Applications

StoreFront

Citrix Studio

° Store created successfully

Store Name: Securelirowser

Store URL

@)
Lo
®

=

Provides sell-senvice applcations to users

AT O I _E
£ Search

CresteStore
‘Manage NetScaler Ga..
Manage Beacons
View ,

@ Refrn

In the Summary screen of the Create
Store wizard, select Finish.
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Fie Acion View Help

e 2@ 8@

The new store should be visible in Citrix
Studio.

(Configure the Receives for Web sites svaiable for this store.

Mansge Receiver e ..
Configure XenApp Se..
Canfigure Store Seti..
Expont Provisoning File
Remove Store

H e

| | Select Receiver for Web Sites in the
middle of the screen. Remember this
URL as itis used by end users to access
the store.
|
Manage Dalivery Con.
S
———
Configure Store Setti__
PRS-
B v ‘
E— S === | Within Citrix Studio, select Manage
+<| 2z[E 8E f i ; ;
— Cm— Receiver for Web Sites on the right side
e — — e of the console.
=] ks " xport Multi- Store Pr_ . . .
§men M e e Select Deploy Citrix Receiver tab.
B pocies Far the best user experience. Receiver for Web sites detect Windows and Mac OS X devices “m’!mm_ . .
F e . st s e gy o ol s o e i Select Always use Receiver for HTMLS5 in
8 Administrators Experience L o » A X
P Cotamis pppescs R s = [ e the Deployment options section.
i Featured Agp Groups ] taumch appiistons i the same 1 = eceve or Web i
e SR
- e S
Client Interface Settings Corfigure Stors Set..
— P
B vep
£ A— fxstde == | Select Workspace Control.
« | 2(m Bm . .
s E Set Logoff action to Terminate
= e I o Unselect Enable workspace control
@ Delvary Grungs Workspace Control :::::::::’:
e e . " . Select OK
32 | e | T | ==,
%(oﬂl’nllm Castomize Appesrance: Logoft @ Relreh
=ty = e [ B e
) Searfront Website Shortcuts Wokspace Comol .
o e : et
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Validation

At this point, it is advisable to test the configuration to validate all components are working together,
properly.

On an end point device, launch a web
browser and navigate to the StoreFront
address for websites.

A categaries Qs st Validation: StoreFront should not
Al Apps request the user to log in.
0 Select the web app.
® e x| @ cantea % 0 omexs < ~ % *| | Validation: XenApp Secure Browser
€« a beta snppJocal Web/clients/HTMLS e #|v Qs "B 9 A 0> R-0 =

should create a new tab within the
user’s running browser.

Validation: The XenApp Secure Browser
tab should only contain a single set of
navigation buttons and bars. The
experience should mimic that of the
traditional PC experience.

] Office 365

B® Microsoft
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Advanced Options

Additional items can be done to augment a XenApp Secure Browser implementation. These items include

e Active Directory Group Policies
e Website Shortcuts
e Application Icons

Active Directory Group Policies

Microsoft Active Directory Group Policies can be used to configure Internet Explorer and Google Chrome.
Internet Explorer settings are already incorporated into Active Directory while Google Chrome requires
downloading and installing the appropriate policy templates.

The policies for Internext Explorer and Google Chrome should be applied to the Active Directory
Organizational Unit (OU) containing the computer accounts for the XenApp Secure Browser servers.

Note: Active Directory User Configuration policies will not function with unauthenticated users, which are
used as part of this deployment guide. Unauthenticated users are based on local user accounts and not
domain accounts. In order to implement User configuration policies, local policies must be used.

Internet Explorer Policy

The following settings are recommended for XenApp Secure Browser applications delivered through
Internet Explorer:

Computer Configuration\Policies\Administrative Templates\Windows Components\Internet Explorer

Prevent running first run wizard Enabled - go directory to homes page
Turn off Automatic Crash Recovery Enabled
Turn off Reopen Last Browsing Session Enabled

Computer Configuration\Policies\Administrative Templates\Windows Components\Internet Explorer\internet

Control Panel\Security Page\Internet Zone

Turn off first run prompt Enabled
First run opt in: Enabled

The following requires a local policy on the XenApp Secure Browser server.

User Configuration\Policies\Administrative Templates\Windows Components\Internet Explorer\Browser Menus

Turn off Shortcut Menu Enabled
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Google Chrome Policy

The following settings are recommended for Secure Browser applications delivered through Google
Chrome:

Note: The ADMX file for Google Chrome can be obtained from:
https://support.google.com/chrome/a/answer/187202?hl=en.

Computer Configuration\Palicies\Administrative Templates\Google\Google Chrome

Continue running background apps when Disabled
Google Chrome is closed

Disable saving browser history Enabled

Specify a list of enabled plugins Enabled

Computer Configuration\Policies\Administrative Templates\Google\Google Chrome\Password manager

Allow users to show passwords in Password Disabled

Manager

Enable the password manager Disabled
Website Shortcuts

The deployment guide assumes an organization wishes to have users access StoreFront to get to their
applications. However, certain user and business requirements dictate the need to have an application
icon hosted on a non-StorefFront website in order to provide a more seamless experience. The
following steps enables this functionality:

T Within Citrix Studio or Citrix StoreFront,
— select the appropriate store.
4 B4 CitrStuio (X 7EBets] . .
2 v s s || | Inthe Actions pane on the right, select
e ' s Manage Receiver for Web Sites
o S
4 I Configuration ow N
[ Administraters
& Controles Detals - Socurchrower [c Refresh
I Py P p————
B Stonefrent

@ 4pp-¥ Publishing Ak StoreFront wsing HTTP nat HTTPS.
B AppDNA
@ Zones
+ B Citr StoreFront Store URL: itp/fxaTBbets snpp ocal/Ciri/SecureBrowser
=P ™
B Sarver Geoup Ramate Access: Oisabled
Na

Unified Experience: Enabled

Espert Provisioning File

Remove Store

Help

80w sers with the sg-in ot require. JALS to access this store.
e
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4 B Citros Stosefront
E

[ Server Group

Citrix Studio

Manage Receiver for Web Sites - SecureBrowser

These stes allow users to sccess the sone SecureBrowser thiough a webpage.

Wb sites:

Wiek site URL

Classic Experience.

Store Authenticated

Corfigure the Recener for Web sites avsiable for this store.

—Ja] x

Actions.

Stares -
Creata Store

o M-Sz
Mg el o
—
et et Webite
Views »

@t

e

SecureBrowser -
Wamge by Can
Contgre e .
P ——_"
Conrgre et .
Contm Sor e
Expo Prvsiring e
Remove e

[

Within the Manage Receiver for Web
Sites screen, select Configure

[ App-Y Publishin
£ fgpoNa

3 stores

S Server Group

Citrix Studio

for Web site -

StoreFront Add Resource Shortcuts to Web pages

Receiver Experience
Customize Appearance
Featured App Groups
[ —
Dephoy Gitrin Receiver
Session Settings
Workspace Control

Client Interface Settings
Advanced Settings

=

corporste websites. Your users

Create Store
B eocnmuiosianpr
Manage NetScale Ga..
Maniage Bescons

Set Default Wikt

Ramove Store

H e

(Configure the Recesver for Web sites available fex this store.

Select Website Shortcuts
Select Add

Enter in the URL for the website that
will host the links to the published
resources.

Select the link Get Shortcuts

Citrix Receiver

The Get Shortcuts website provides a
list of each published resource and the
corresponding URL.

This URL should be used as the link on
the corporate website to access the
published resource. When a user selects
the link from the corporate website, the
app automatically launches.

If the link is used on any other website
that was not defined in the previous
step, users are asked if they wish to
launch the resource.
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Application Icons

Publishing a web-based app through Internet Explorer or Chrome results in the icon for the application
being either the Internet Explorer icon or the Chrome icon. XenApp allows for the use of custom
images, but those images must be in an .ICO file (as well as others standards). The following allows an
administrator to easily create custom icon files for XenApp Secure Browser.

R snipping Tool - o x Use the Snipping Tool, within Windows,
File Edit Tools Help to create a screen capture of animage

Rnew Boawy~|d g )~ J 1 F & to be used as an icon.
- Save the file as a .PNG file type.

J

Numerous graphical processing tools
allows for the creation of ICO files.
There are also free tools online that
converts PNG files to ICO files.

For example,

e  http://convertico.com/ will
convert the PNG file into an
[CO file.

e  http//www.favicon.cc/ will
convert the PNG file into an
ICO file and allow
modifications to the image.

Save the file
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e e st : Within Citrix Studio, launch the
L LL = properties of the published resource
R gL Appicaionsetings ; and select Delivery.
e R .
5 - 5 e Select Change for the icon.
iamm donmes Select Choose an icon from afile ora
- i e @ e representative machine and select
4o Licensing Choose from Citrix defsult icons.
ey s O Browse
s St | [ e Select the previously saved 1CO file.
s ‘ . In the Select Icon screen, verify the icon
—— is selected and hit OK.
[ox [ ome |




