Configuring Slack

Users can securely log on to Slack using their enterprise credentials. To configure Slack for single
sign on through SAML, follow the steps below:

1. Inabrowser, type https://<your-organization>.slack.com and press Enter.

Note: For example, if the URL is https://myserver.slack.com, you must replace <your-
organization> with myserver.

2. Logon to your Slack account.

Sign in to ciure

Enter your email address and password. s
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password ‘

¥ Remember me

Forgot password? - Forgot which email you used?

3. Onthe home page, in the upper left corner, click your workspace name.

i general



https://myserver.slack.com/

4. Click Administration > Workspace Settings.
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5. Click Authentication > Configure next to SAML authentication.
£+ Settings & Permissions hport/Export Deta 3

Adjust workspace-wide settings and preferences here for ctxns. You can also manage members and roles.

Settings Permissions Authentication Attachments Access Logs

Slack supports a number of single sign-on (SSO) services. Get started with setting up your workspace’s SSO
below, or learn more about using single sign-on with Slack.

B
Configure an authentication method

E Google Apps authentication

Let members sign in with a Google account.

SAML authentication Z
Get set up with Azure, Okta, and Onelogin, or your custom SAML 2.0 solution.

, . . . Confi
6. To turn the test mode on to test and then save the configuration, click Configure

next to Configure SAML Authentication.

s
Configure SAML Authentication
Get set up with Azure, Okta, and OnelLogin, or your custom SAML 2.0 solution.

The test button

appears indicating that the test mode is turned on.
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7.

In the Configure SAML Authentication section, specify the following information

SAML 2.0 Endpoint (HTTP) @
Enter your SAML 2.0 Endpoint.

This is where you go when you try https:/ /saml/login
to login.
Custom SAML Instructions
Identity Provider Issuer 9
The IdP Entity ID for the service
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i.  SAML 2.0 Endpoint (HTTP) - type the log in URL.
ii. Identity Provider Issuer - type IDP Entity ID.
iii. ~ Public Certificate - paste the identity provider certificate

To upload your IdP certificate, follow the steps below:

i.  Remotely access your NetScaler instance using PuTTY.
ii.  Navigate to /nsconfig/ssl folder (cd /nsconfig/ssl) and press Enter.

iii.  Type cat certificate-name.pem and press Enter.
Note: This is your SAML IdP signing certificate.
iv.  Copy the text from ----- BEGIN CERTIFICATE----- to




8. Inthe Advanced Options section, select the Sign checkbox.

Advanced Options close

l#l Sign AuthnRequest - We will use this public key to sign our requests. -

-----BEGIN CERTIFICATE-----
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The SP Signing Certificate appears. Copy and paste the value (end-to-end encryption key) in a
notepad file and save the file in .pem format. For example: slack-sp.pem.

9. AuthnContextClassRef displays the following value by default:
urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport

AuthnContextClassRef o urn:oasis:names:te:SAML:2.0:ac:classes:PasswordProtected Transg

The ReguestediuthnContext we will send in requests to your IdP. Don't see a

I,\@ value you need here? Let us know!

Service Provider Issuer

e https:/slack.com

The SP Entity ID you would like us to send. By default, thisis nhttps://slack.com.
Choose how the SAML response from your IDP is signed. You must choose at least one option.
¥ Responses Signed o

¢ Assertions Signed o

10. In the Service Provider Issuer box, type https://slack.com.
Note: If you change the Service Provider Issuer name, ensure that you note it.

11. To specify how the SAML response from your IdP is signed, select the check boxesnamed
Responses Signed and Assertions Signed.


https://slack.com/

12. In the Settings area, define if the users can edit their profile information such as email address
and display name. You can also define if SSO authentication must be optional orrequired.

Settings

[} Update profile each time a user logs in

provider every time a user logs in.

[ Allow users to change th@ email address

with SAML.

] Allow users to choose their own display name

other than the one from their SAML account.

Awvailable user profile fields will be synced from your identity @® All workspace members

Users will be able to change their email address to something

other than the one from their SAML account. They'll still log in

Users will be able to change their display name to something

Authentication for your workspace must be used by:

) All workspace members, except guest accounts

o It's optional

13. In the Customize area you can type a label for the Sign in button.

Customize

Sign In Button Label

Do you have a nickname for your S50 system? Add it to the Sign In
Button!

[y| Custom Label ‘

Button Preview

Sign in with SAML

This is what your Sign In Button will look like.

14. To test the configuration, click Test Configuration.

Test and Save

Test Configuration

This will only test your changes.

Save Configuration

Emails will be sent to workspace members who have not set
up 550 for their Slack accounts.

If the configuration is appropriate, a confirmation message appears.

& Your test has passed! Save below.

15. Click Save Configuration.

You have completed the required configuration on the service provider which is in this case -

Slack.
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