Configuring Deputy for SSO enables administrators to manage their users using Citrix Gateway.
Users can securely log on to Deputy using their enterprise credentials.
To configure Deputy for SSO through SAML, follow the steps below:

1. Inabrowser, type https://once.deputy.com and press Enter.

2. On the Login page, type your administrator credentials, and click Sign In.
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3. On the Profile page, click E] icon in the top right corner. Click on your domain name from the
drop-down list.

Edit Profile

Haris =)

hari@ctxnsga.com
9881499491
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4. Navigate to: https://[yourSubDomain].deputy.com/exec/config/system_config. The
Workplace page appears.
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https://once.deputy.com/

Workplace/Pay Centre  Default Configuration

Portfolio Settings
Portfolio Mame

Language and Locale Settings
Regional Settings, Date & Time Format.

Communication Settings
Email Configuration, IT support number

Application Settings
Rostering, Time Sheet, Availability, Payroll

Security Settings
Security & Privacy Settings, Password Rules, Session Information

Advanced Settings
SOAP Keys, APl Information

5. Click Edit against the Security Settings section. The Security Settings page appears.
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Enable Social Login

Enable this permission to allow users to log in with Social @

Network connectors (E.z. Facebook, Google, Twitter, Linkedin).
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Deputy Token to create user on the fly
fyou want SAML insertion to automatically create a user if they . . . —
do not exist in Deputy, enter the Deputy access token which L | L5 = e
will be used to create the user. Get the access token by creating 2
client here and get a token
Saml 50 URL
https:/# =/exec/devapp/samla:

SAML S50 URL

Enable Script Logging

abled, all scripts execution may get logged which may slow
W performance

6. On the Security Settings page, specify the following information:

i.  OpenSSL Certificate: To upload your IdP certificate, follow the steps below:

a. Remotely access your NetScaler instance using PuTTY.

b. Navigate to /nsconfig/ssl folder (using shell command cd

/nsconfig/ssl) and press Enter.
c. Type cat <certificate-name> and press Enter.
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-END CERTIFICATE

d. Copy the text between ----- BEGIN CERTIFICATE----- and ----- END
CERTIFICATE-----

ii. ~ Deputy Token to create user on the fly: In this section, click the here link.

Depurty Token 1o creabe uter on the My

a. You are navigated to
https://[yourSubDomain].deputy.com/exec/devapp/oauth_clients.

/ New OAuth Client

Viewing items 1-50f 5

Actions Name + Clientld Redirect Uri

b & CloudwWorks 0b693b36351e0b0dc405d9fd0e45407 424127502 https:/service-proxy.deputy.com

b. Click New OAuth Client.



Hame #*

Description

de an image which is 50x30 and from a HTTPS source. Mot being H

Redirect Uri #

Type the appropriate Name and the Redirect Uri, and click Save this
OAuth Client.
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Main
MName
Authorization Codes CTHNSQA
Access Tokens
Description
Refresh Tokens
Info
Logo Url
Client Id

7b78967bf2ae7c52249c58%ecB7f224efh123c65

Client Secret

f71864babeéffedfdb2fe35b8bedrac28r34edsa

Redirect Uri

citrix.com

Click Get An Access Token. An Access token appears.

Access Token is 4 2. This is a long life token that will last 10 vears.
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Type this token number in the Deputy Token to create user on the
fly field.

iii. =~ SAML SSO URL: Enter the IdP URL, SAML 2.0 endpoint, for example,
https://example.com/saml/login.
7. Click Save Settings.

The SSO configuration is completed.
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