Configure WhosOnLocation for Single
Sign-On

Configuring WhosOnLocation for single sign-on (SSO) enables administrators to manage users of
Citrix ADC. Users can securely log on to WhosOnLocation by using the enterprise credentials.

Prerequisite
Browser Requirements: Internet Explorer 11 and above
To configure WhosOnLocation for SSO by using SAML:

1. Inabrowser, type https://login.whosonlocation.com/login and press Enter.

2. Type your WhosOnLocation admin account credentials (EMAIL ADDRESS and PASSWORD)
and click Log In.
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3. Inthe dashboard page, click Tools and select Account.
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4. Inthe Account page, click Employee Access in the left pane.
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5. Inthe Employee Access page, click the Yes radio button in the Single sign-on with SAML

tile.

6. Enter the values for the following fields under SAML Configuration:

Required Description
Information

Issuer URL* IdP Issuer URL
SSO Endpoint* IdP logon URL

Certificate*

Copy and paste the IdP certificate. The IdP certificate must begin and
end with

Note: The [dP metadata is provided by Citrix and can be accessed
from the link below. The link is displayed while configuring SSO
settings for your app.

https://gateway.cloud.com/idp /saml/<citrixcloudcust id>/<app id>
/idp metadata.xml

Account Profile
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Add-on Management
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Audit
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SMS Status
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@ Leam More *

Select how you want your Employees to access your WhosOnLocation Account

Session Timeout 24 hours v More Info
& Multiple Concurrent Logins Permitted @Yes ONo More Info
Standard Login @Yes OQNo More Info
B Password Strength Standard v Wore Info
@® Force Password Change Do not force change v More Info
Single sign-on with SAML @Yes ONo More Info

SAML Configuration
Issuer URL *
SS0 Endpoint *
SLS Endpoint

Certificate *

Subject: DEV:IdP Assertion Signing Certificate.1
Issuance Date: Tue, 24 Apr 2018 23:21:15 GMT
Expiration Date: Sat, 09 Sep 2045 23:21:15 GMT
Serial Number:
Fingerprint:

» Show Advanced

‘Save SAML Configuration

7. Click Save SAML Configuration.



https://gateway.cloud.com/idp/saml/%3ccitrixcloudcust_id%3e/%3capp_id%3e/idp_metadata.xml
https://gateway.cloud.com/idp/saml/%3ccitrixcloudcust_id%3e/%3capp_id%3e/idp_metadata.xml

Note down the details under Our SAML Parameters for IdP configuration.

Our SAML Parameters
Your new login URL is https://login.whosonlocation.com/saml/login/ wwe for SSO. This will initiate a SAML authentication
request to your Identity Provider, otherwise you can select our application from your Identity Provider's dashboard.

Some ldentity Providers such as OneLogin have been preconfigured for WhosOnLocation, you just need to enter your Config ID of  #es

Audience (entityld) https://login.whosonlocation.com/saml/metadata/ W
Consumer URL https://login.whosonlocation.com/saml/acs/ e
Single Logout URL https://login.whosonlocation.com/saml/sls/ meew

SHA-1 Fingerprint p— — — — o

Download Metadata View Qur Certificate
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