Configuring OpsGenie

Configuring OpsGenie for single sign-on (SSO) enables administrators to manage users of Citrix
ADC. Users can securely log on to OpsGenie by using the enterprise credentials.

Prerequisite
Browser Requirements: Internet Explorer 11 and above

To configure OpsGenie for SSO by using SAML:

1. Inabrowser, type https://www.opsgenie.com/ and press Enter.

2. Type your OpsGenie admin account credentials (Email and Password) and click Login.
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3. Inthe left panel, click the Settings icon.
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4. Inthe Settings page, click the Single Sign-on tab.
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5. Under the Single Sign-on tab, select the Enabled check box. This ensures that SSO is
enabled.

Note: For troubleshooting and queries related to SSO, reach out to the OpsGenie support
team.
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6. Click SAML 2.0 from the list of IdPs shown on the screen.

Note: The IdPs are visible only if SSO is enabled.



7. Inthe SSO page, enter the values for the following fields:

Field name Description

SAML 2.0 Endpoint Landing page URL

X.509 Certificate Copy and paste the 1dP certificate. The IdP certificate must begin and
end with
----- Begin Certificate- - - - - and - - - - -End Certificate- - - - -

Note: The IdP certificate is provided by Citrix and can be accessed
from the link below:
https://ssb4.mgmt.netscalergatewaydev.net/idp/saml/templatetest
/idp metadata.xml

Identifier: https://app.opsgenie.com/auth/saml th
SAML 2.0 Service https://app.opsgenie.com/auth/saml? 2
URL:

SAML 2.0 https://templatetest.cloud.com

Endpoint:

SLO Endpoint

{optional):

X.509 Certificate: -——_BEGIN CERTIFICATE-——
MIIG6zCCBNOgAWIBAgI)AIbB0s82USoPMAOGCSqGSIb3DQEBCWUAMIGEMQswCQYD
VQQGEWVUZEQMA4GATUECBMHRmMxvemIkYTEYMBYGA1UEBXMPRmM9yd CBMYXVKZX]k
YWxIMRwwGgYDVQQKExNDaxXRyaXggU3lzdGVicywgSWS5MRUWEWYDVQQLEwxDaXRy
axggQ2xvdWQxMDAUBENVBAMT]ORFV]p|ZFAEQXNZZX|0aWIulFNpZ25pbmcgQ2Vy
dGImaWNhdGUuUMTAeFwOxODADMjQyMzIxMTVaFwWOONTASMDkyMzIxMTVaMIGgMQsw
CQYDVQQGEW|VUZEQMA4GATUECBMHRmxvemIkYTEYMBYGA1UEBXMPRmM9ydCBMYXVk
ZX)KYWxIMRwwGgYDVQQKEXNDaXRyaXggU3lzd GVtoywgSW5jMRUWEWYDVQQLEWXD

8. Finally, click Save Changes.
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