Configuring Image Relay

Configuring Image Relay for single sign-on (SSO) enables administrators to manage users of Citrix
ADC. Users can securely log on to Image Relay by using the enterprise credentials.

Prerequisite
Browser Requirements: Internet Explorer 11 and above
To configure Image Relay for SSO by using SAML:

1. Inabrowser, type https://www.imagerelay.com/ and press Enter.

2. Type your Image Relay admin account credentials (Email and Password) and click SIGN
IN.
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https://www.imagerelay.com/

3. On the profile page, click Account Settings present in the Admin drop-down menu.
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4. In the left panel, click Single Sign On Settings.
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Account Settings

Customize Portal

Portal Name

Billing
The description of this portal. This is

o generally the name of your company.
Terms and Conditions

Integrations

Portal Emails

Single Sign On Settings

Admin Email will receive IR support

reguests. Will also receive
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5.

In the SAML Settings section, enter the values for the following fields:

Field name Description

Sign In URL (SSO)

IdP logon URL

Name Id Format

Select email address as the name id format.

Note: This is the default format for Image Relay and is selected by
default.

Binding Options for
Requests from the
Service Provider

Select Redirect Binding.

Note: This is the default binding option for Image Relay and is
selected by default.

x.509 Certificate

Copy and paste the 1dP certificate. The IdP certificate must begin and
end with

----- Begin Certificate- - - - - and - - - - -End Certificate- - - - -
Note: The IdP certificate is provided by Citrix and can be accessed
from the link below:
https://ssb4.mgmt.netscalergatewaydev.net/id

/idp metadata.xml

saml/templatetest

Customize Portal
Billing

Terms and Conditions
Integrations

Single Sign On Settings

i Sign In URL (S50
SAML Settings 1gn In URL (550)
o
Settings to allow your users to sign
on through your 550 SAML Identity
provider. Sign Out URL (SLO) (optional)
Member of InCommon.org? If so,

dick here for easy setup.

Redirect URL - User is redirected here after logging out of IR (optional)

Name Id Format

® urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

O urn:oasis:names:tc:SAML:2.0:nameid-format:transient

Binding Options for Requests from the Service Provider (Image Relay)

® Redirect Binding ) POST Binding

Authn Context (Optional)
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X.509 Certificate (copy & paste PEM format)

Update Certificate



https://ssb4.mgmt.netscalergatewaydev.net/idp/saml/templatetest/idp_metadata.xml
https://ssb4.mgmt.netscalergatewaydev.net/idp/saml/templatetest/idp_metadata.xml

6. Inthe Image Relay SAML Service Provider Details section, review the values that are pre-
filled.

Image |31'![-:-|;:31.,‘,.r AN Metadata URL

Service Provider hitps// s imagerelay com/sso/metadata
Details
SAML Version
20

Assertion Consumer URL (Send your SAML Responses Here)

https:// s imagerelay com/ssofconsume

Service Provider Initiated Sign In URL

htps=/f M imagerelay.comy/ssofinit

Consumer Binding

urnzoasis:namestcSAML2 (xbindings-HTTP-POST

Single Logout Service URL

htps=// M _imagerelay.com/ssoflogout

Service Provider Certificate

___BEGIN CERTIFICATE—

MIIEmzCCA40g AW BAgIAKS ThaRmThoMAIGCSqGSIb3DOEBCWUA
MIGPMQswCQYD
VQOQGEWVUzEQMA4GATUECEMHVMVyb\WoudDETMBEGA 1UEBXMK
OnVybGIuZ3RVbIEY
MEYGA1UEChMPSWIhZ2UgUmVsYXkgTEXDMRcwF QY DVOODEwSph
WFnZXJIbGF5Lmbv
bTEmMMCOGCSqGSIb3DOEJARY ez YWRIaWS AW hZ2Vy ZWihe S5
b20wHhCNMT

MT AzMTCxMOMwWWheNNDIwMzRwMT CoMDMWWVCBizEL MAKGATUEBh
MCVVMXEDAOBgNV

BAGTE1 Zem1vbnQxEzARBgNVBACT Chl 1cmxpbmd0b24xGDAWBGNVE
AcTDOIFYWdl

IFNbGFSIEMOzEXMBUGA1 UEAMOaW1hZ2Vy 2 Wiche S5jb20xjAkBgk
ghkiGOw0E

COEWF 3NSc2Fkb\WuQGHYWdlemV=Y XkuY 291l BIANBghohkiGOwlBA
QEFAADC
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7. Inthe Just-In-Time User Provisioning section, select the Enable Just-In-Time User
Provisioning check box.

Note: The user is added automatically and is logged on to the account.

_J ust-In-Time User Enable Just-In-Time User Provisioning
Provisioning

If a user from your system tries to
sign-on to Image Relay and they
don't have an account yet, onme will be
created for them.

They will be as=signed to the role you
specily.

If the 5n and Givenname attributes
are present in the SAML response,
the First & Last Name's will be set.

U=e the domain filter if you only want
users with email addresses ending in

specific domains to be created with
T

8. Finally, click Save.
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