Configure Helpmonks for Single Sign-

On

Configuring Helpmonks for single sign-on (SSO) enables administrators to manage users of Citrix

ADC. Users can securely log on to Helpmonks by using the enterprise credentials.
Prerequisite

Browser Requirements: Internet Explorer 11 and above

To configure Helpmonks for SSO by using SAML:

1. Inabrowser, type https://helpmonks.com/ and press Enter.

2. Type your Helpmonks team URL and click Sign in.

Sign in to your Helpmonks account

Just enter your Helpmonks team URL and we'll get you

right into Helpmonks

https:// —— - .helpmonks.com

3. Inthe dashboard page, click the user name in the top-right corner and select
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4. In the left pane, click Plugins under Administration.
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Administration General Permissions Spam Settings Service Level Agreements Email Templates Customization Maintenance

[l customers & Comparies The settings below take effect for all mailboxes in your organization.

892 Helpmonks Users Name of your organization

Enable open tracking

© Labels When you enable open tracking it will allow you to see if your receipients have opened your sent messages.
Enabled | Disabled
£ Mailboxes
Please note: If you enable this setting, it will apply t all mailboxes, unless the setting is conf fifferently within the “Mailbox Settings itself
.
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= Collision detection
Collision detection automatically checks replies from your team if someone else already replied and prevents the message from being sent to
[@) Activity Logs the customer

collision detection to detect a collision. For example, if you set the below
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5. Scroll down and click SSO from the left pane.

6. Enter the values for the following fields under SAML v2 Single-Sign-On:

Required Description

Information

Login URL IdP logon URL

Public x509 Certificate | Copy and paste the IdP certificate. The IdP certificate must begin and
end with

Note: The I[dP metadata is provided by Citrix and can be accessed
from the link below. The link is displayed while configuring SSO
settings for your app.
https://gateway.cloud.com/idp/saml/<citrixcloudcust id>/<app id>
/idp metadata.xml



https://gateway.cloud.com/idp/saml/%3ccitrixcloudcust_id%3e/%3capp_id%3e/idp_metadata.xml
https://gateway.cloud.com/idp/saml/%3ccitrixcloudcust_id%3e/%3capp_id%3e/idp_metadata.xml
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SAML oAuth

SAML v2 Single-Sign-On

SAML v2 for single sign-on (S50) allows your users to authenticate through your company's identity provider when they
log in to Helpmonks. Please consult our Documentation to familiarize yourself with the SAML options in Helpmonks.

Identity provider Service provider Settings

Identity provider credentials
Please sign in to your Identity provider's administration to get the required values below

Login URL

The URL your idendity provider uses for SAML v2

Logout URL

The URL your idendity provider uses for signing users out

Public x509 Certificate

--=--BEGIN CERTIFICATE-----

|

This certificate contains the public key we'll use to verify that your identity provider has issued all received SAML
authentication requests. Copy and paste the entire certificate

Update idendity provider credentials

7. Finally, click Update identity provider credentials.
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