Configure EduBrite for Single Sign-On

Configuring EduBrite for single sign-on (SSO) enables administrators to manage users of Citrix ADC.
Users can securely log on to EduBrite by using the enterprise credentials.

Prerequisite
Browser Requirements: Internet Explorer 11 and above

To configure EduBrite for SSO by using SAML:

1. Inabrowser, type https://<customer domain>.edubrite.com/oltpublish/site/signin.do and

press Enter.

2. Type your EduBrite admin account credentials (Username and Password) and click Sign

In.
Sign In
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3. Inthe left panel, click Site Admin and select Site Details.
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4. In the Site Edit page, click the Security tab and select the Enable SAML v2 Single Sign On
check box.

Site Edit s

General Details  Features  Security  Integration  User Interface  Online Event Integrations ~ Payment Integration Details  Custemization

¥ Require Signin (Il users must signin ©

O Require Member (For login to th

O Enable Self Signup (Users can signup for this

[0 Enable Captcha on Self Signup Page (To pr

ot from auto submitting the signup requests)

[ Activation by admin required after self signup (User accounts will not become ac

1 after self signup)

U Block learner logins (Prevent anyone who is not an admin or inst

ctors from login)

[ Auto deactivate learners (Learners would get deactivated if user end d expired or if all course session 2

[ auto deactivate learners if already completed all assigned courses aven before end date

O Allow group creation by all users (Crhe

[ Allow course/test authoring by all users (Other

[ Enable test publishing workflow (a1l tests will require

O Allow proxy login by all admins (or

vise only

) Use email as username {enforces email to be unigu d users would only h

[ Allow inactive users to login and check their certificates, purchase from catalog

I ) Enable SAML v2 Single Sign On I

O share user profile by default (Users can change nts and settings page)
[ Enable search indexing by external search engines (e.g. Google)
[ Enable sharing CMS pages in social networks

[ Enable Re-editing forum

5. In the Site Edit page, click the Customization tab and enter the following value:
SAML_IDP_URL=<IdP logon URL>

Site Bt m——

General Details ~ Features  Security  Integration  Userinterface  Online EventIntegrations = Payment Integration Details =~ Customization

#Maon Dac 03 01:27:37 PST 2018
DEFAULT_AUTHORIZED_GROUP_IDS=d7c5b303-f230-1168-a58e-0ccd7a350533
DEFAULT_OWNER_GROUP_ID=d7c43ae0-f230-11e8-358a-0cc47a3505aa
PASSWORD CHARACTER CLASS=

SAML_IDP_URLS| sl i |

V1_T=true

\2_CALENDAR=true

ZOOM_HOST_LOGIN_TYPE=100

6. Click Save.



7. Inthe left panel, click CMS under Site Admin.
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8.

9.

In the Cms Browser page, click Create New and select Data Source from the drop-down

menu.

Cms Browser

Type:

Name:

Page Size:| 10 v

Site Page Include

Site Page

Name View Type Version Date Site Template

Email Template
BADGE_CONFIG.|s Data Source 1 01 Dec2

Report Template
SAML_IDP_CERT.cer Data Source 1 27 Nov 2
1745 Certificate Template

Group Template

SITE_USER_THRESHOLD_NOTIFICATION Email 1 27NOVZ  Course Session Template

Template 16:21

Report

GROUP_MEMEER_CUSTOM_PROPERTIES js Data Source 1 27 Nov2  Batch Schedule
EdFlainTex 1619 Lesson Content Template
USER_CUSTOM_PROPERTIES.js Data Source 2 27 Nov 2
Ed ' 16:12 & Initialize CMS
dit Plai 6:12
SiteProperties.json Site 4 03 Dec 2018

Properties 1121

In the New Data Source page, enter the values for the following fields:

Required

Information

Title

Description

SAML_IDP_CERT.cer

Copy and paste the IdP certificate. The IdP certificate must begin and
end with

Note: The IdP metadata URL is provided by Citrix and can be
accessed from the link below. The link is displayed while configuring
SSO settings for your app.
https://gateway.cloud.com/idp/saml/<citrixcloudcust id>/<a
pp id>/idp metadata.xml




New Data Source
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10. Click Save Draft.
11. Finally, click Publish.

New Data Source
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T Begin Certificate- - - - - ! - - - - ~ ~

-End Certificate- - - - - ===

2

3

4

5

[

findexdo Content is in draft state, click on Publish button once you are done with editing.




