Configuring Deskpro
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1. Login to Deskpro as an admin.
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2. Click on the dropdown at the right of Admin > AdminHome
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3. Select CRM -> Auth & SSO in the left pane.

Authentication and SSO

B DeskPRO
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4. Click “ADD”
9 phpBB Authentication

by DeskPRO - !
Allows users to log in using their phpBE profile.

site

M SAML Authgntication
L.) by DeskPRO jtj:

Enables user authentication by making your helpdesk a SAML Service Provider

, Twitter Authentication
by DeskPRO - e
Allows users to log in using their twitter account.
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5. Select “SAML Authentication” from the list.
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6. Click on SAML Authentication.
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SAML Details

Some identity providers may want you to provide them with these details: _

Consumer Service URL (ACS) Inttos:/manas .deskpro.comﬂogin.’al.rthey'ﬁk?lbackﬂ | Gopy URL ‘

Single Logout Service URL (SLS) |https:ﬁ" PR ET deskpro.com/samiisis/S n{ | Copy URL ‘

Metadata URL (Entity ID) |https:f.'-'-‘-' ER.E 5 deskpro.com/samiimetadataMxmi | Copy URL ‘

View Metadata
Enabled? 1 [# Yes

Enabile this user source?

SS0. Single Sign On URL hitps:/lug1. /8 B . com/samlflogin i

The S3S0 URL (provided by your SAML IdP)

SLO: Single Log O URL | https:/fug1 « s, comicgiflogout 3

The SLO URL (provided by your SAML IdP)




Metadata: Issuer XML
metadata URL

hitps:/fug1. === com/metadatalsamlidp/_SAML_Deskpro 4

The URL that contains the XML metadata information about your SAML IdP
(provided by your SAML IdP)

X509 Cerificate
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Your IdP should provide you with their x509 cerificate. Please copy and paste it
into the box above. Alternatively, if you have downloaded an idp.crt file from your
IdP (should be in PEM format), please select it below.

Select certificate (usually crt, cert, pem) file:

Mo file chosen

X509 Certificate Fingerprint

| 5

If you don't have the full certificate, you can instead provide its SHA-1 fingerprint.
Your IdP might provide this to you (or execute "openssl x509 -noout -fingerprint -in
'idp.crt™ fo generate it).

Sign Authentication Request

7 [] I want to sign SP authentication requests.

Custom Metadata XML

8 [ Ingert custom XML into the SP metadata. This is optional.

Name |ID Format

urm:oasis:names:tc:SAML: 1. 1:nameid-format:emailAddress ‘ - ‘ 9

You may need to change this if your provider does not support the default. Note
that DeskPRO does not typically require a persistent identifier because the system
will automatically match based on email address in the response, so any of these
options are suitable.

Login Button Text

Netscaler_SS0O 10

The text that appears on the button on the login page. Mot shown if using the
Automatic S50 Method setting. This is also optional - leave blank fo show no
button.

530 Methed Disabled n 11
When SSO is enabled, users will be automatically logged-in when they visit
DeskPRO.

Login Actions Add Action

12



Filter

You can filter based on info provided by the usersource. Leam about this feature

€ Cancel
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7. SAML Authentication window will open > Fill the template with appropriate values.

Field Name

Values

Enabled?

Should be checked

SSO: Single Sign On URL

https://ugl.<customer domain>.com/saml/login

SLO: Single Log Off URL

https://ugl.<customer domain>.com/cgi/logout

Metadata: Issuer XML
metadata URL

https://ugl.<customer domain>.com/metadata/samlidp/ SAML Deskpro

x509 Certificate

Upload IdP certificate

x509 Certificate Fingerprint

Upload IdP certificate fingerprint (Optional)

Sign Authentication Request

“I want to sign SP authentication requests” should be unchecked

Custom Metadata XML

“Insert custom XML into the SP metadata. This is optional” should be
unchecked

Name ID Format

urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

Login Button Text

Netscaler_SSO

SSO Method

Disabled

8. In place of <customer domain> write your company name (Please see Section Introduction, to
know what is your <customer domain> value.)

9. Click on Install App.
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