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Role-Based Access Control Defaults

This table lists all Role-Based Access Control (RBAC) access permissions and indicates, with the letter Y,

if the permission is set by default for any of the built-in roles.

Permissions that apply only to on-premises XenMobile Server are marked with an asterisk (*).

Access permissions

Built-in roles

Admin

Device
Provisioning

Support

User

Authorized access

Admin console access

Self Help Portal access

needed.

Shared devices enroller

Note: By default, the User role doesn't include this
permission. Be sure to add it to user-level roles as

Remote

Support access

Public APl access

COSU devices enroller

Console features

Dashboard

Reporting

Devices

Full Wipe device

Clear Restriction

Selective Wipe device

View locations

Locate device

Track device

Lock device

Unlock device

Lock container

Unlock container

Reset container password

Enable ASM DEP/Bypass activation lock

Get resident users

Logout resident user
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Access permissions

Built-in roles

Admin

Device
Provisioning | Support

User

Delete resident user

<<

Rings the device

Reboot the device

Deploy to device

Edit device

Notification to device

Add/Delete device

Devices import

Export device table

Revoke device

App lock

App wipe

<<

View software inventory

Request AirPlay mirroring

Stop AirPlay mirroring

Enable lost mode

Disable lost mode

0S Update device

Shut Down device

Restart device

Renew device enrollment certificate

Local Users and Groups

Add/Delete Local Users

Edit Local User

Import Local User

Export Local User

Local User Groups

Enrollment

Add/Delete enrollment

Notify user

Export enrollment invitation table

Add/Delete policy

Edit policy

Upload Policy

Clone Policy
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Access permissions

Built-in roles

Admin

Device
Provisioning

Support

User

Disable Policy

<<

Export Policy

Assign Policy

App

Add/Delete app store or enterprise app

Edit app store or enterprise app

Add/Delete MDX, Web and SaaS app

Edit MDX, Web and SaaS app

Add/Delete category

Assign public/enterprise app to delivery group
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Assign MDX/WebLink/Saas app to delivery
group

Export app table

Media

Add/Delete app store or enterprise books
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Assign public/enterprise books to delivery
group

Edit app store or enterprise books

Smart action

Add/delete smart action

Edit smart action

Assign smart action to delivery group

Export smart action

Delivery group

Add/delete delivery group

Edit delivery group

Deploy delivery group

Export delivery group

Enrollment profile

Add/delete enrollment profile

Edit enrollment profile

Assign enrollment profile to delivery group

Alexa for Business

Rooms

Add/delete room

Edit room

Room praofiles

Add/delete room profile
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Access permissions

Built-in roles

Admin

Device
Provisioning | Support

User

Edit room profile

<<

Skill groups

Add/delete skill group

Edit skill group

Setting

RBAC

RBAC Assignment

LDAP

License*

Enrollment

Release Management

Certificates

Edit APNS certificate

Notification Templates

Workflows

Credential Providers

PKI Entities

Test PKI Connection

Client Properties

Client Support

Client Branding

Carrier SMS Gateway

Notification Server

ActiveSync Gateway

Google Chrome

Apple Device Enrollment Program (DEP)

Apple Configurator Device Enroliment

i0S/VPP Settings

Mobile Service Provider

NetScaler Gateway

Network Access Control

Samsung KNOX

Server Properties

Syslog*

XenApp/XenDesktop

Sharefile

Experience Improvement Program*

Microsoft Azure*
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Access permissions

Built-in roles

Admin

Device
Provisioning

Support

User

Android Enterprise

<<

Identity Provider (IDP)

Derived Credentials

Microsoft Store for Business

Endpoint Management Tools

Windows Bulk Enrollment

Alexa for Business

Android SafetyNet

Web Relay

SNMP Configuration*

Support

NetScaler Gateway Connectivity Checks

Endpoint Management Connectivity Checks

Create Support Bundles*

Citrix Product Documentation

Citrix Knowledge Center

Logs

Cluster Information*

Garbage Collection*

Java Memory Properties™

Macros

PKI Configuration

APNS Signing Utility

Citrix Insight Services

Device NetScaler Connector Status

Anonymization and De-anonymization*

Log Settings™
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Restrict group access
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