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Steps

Description

Log in to the PingOne Administrator site.

For example, login to https://admin.pingone.com/

Be sure the account is connected to an Identity Repository. Check Setup for
Repository type.

PingOne':’ DASHEOARD APPLICATIONS USERS SETUP  ACCOUNT

Identity Repository Dock Authentication Policy PinglD Directory Certificates

Settings

Click on Applications.

. ¢ N e
PIng‘One’ DASHBOARD  APPLICATIONS USERS SETUP  ACCOUNT (2) Sign Off

My Applications Application Catalog PinglD SDK Applications OAuth Settings

My Applications
SAML

——

Applications you've added to your account are listed here. You can search by application name, description or entityld

« Active applications are enabled for single sign-on (380)
= Details displays the application details

IMake sure to assign each application to the appropriate groups on the User Groups page. This enables the display of the applications in the dock and
authorizes the assigned group members to use the applications.

Application Name Type Status Enabled

Use the button below to add your first application.

Add Application ~ Pause All SSO (@

Click on Add Application > Search Application Catalog.

Application Name Type Status Enabled

Use the button below to add your first application.

Add Application ~ Pause All SSO @
Search Application Catalog

New SAML Application

Request Ping Identity add a new application to the application catalog

Search for “sharefile” in the Application Catalog and select play button.




My Applications Application Catalog PinglD SDK Applications OAuth Settings

Application Catalog L

Browse for the application you want to add or search for it by name. Don't see the application you're locking for? Fill out our Application Request Form.

sharefile Search

Application Name “  Type
S ShareFile SAML | 3

Select Setup for the ShareFile SAML application.

Application Catalog #

Browse for the application you want to add or search for it by name. Don't see the application you're looking for? Fill out our A

sharefile Search

Application Name “  Type

@ ShareFile SAML

lcon @

Name @ ShareFile

Description @

Category @ Collaboration

Download the Signing Certificate.

1. §S0 Instructions

Signing Certificate = PingOne Account Origination Certificate v

For reference, please note the following configuration parameters:

SaaS ID

7_hE¢

Initiate Single Sign-On
(SSO)URL @

Issuer

Sign into ShareFile and navigate to the following path, then follow the instructions provided in the table below.

Open the Signing certificate (.crt) file in Notepad or any text editor.
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= pingone-signing.crt E3 | ‘

File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ? X

»

>

MIIDWjCCAkKgAwIBAQIGAWqdFziPMAOGCSQGSIb3DQEBCWUAMG4XCZATBGNVBAYTAIVIMQSWCQYD
VQQIEwJIDT zEPMAOGA1UEBXMGRGVudmVyMRYwFAYDVQQKEW1QaWSnIE1 kZW50aXRSMS kwIwYDVQQD
EyA5YjI3ZTVhMGQ3IMWEOMGUZYTMxY2FhYT I xNGEOZWNhMDAe Fw0XOTA1MDkxNDU1MDVaFw0yMiAl
5 MDgxNDU1MDVaMG4xCzAJBGNVBAYTALVIMQswCQYDVQQIEwJIDT zEPMAOGAL UEBXMGRGVudmMVyMRYH
6  FAYDVQQKEwW1QaWSnIE1kZWS0aXRSMSkwJwYDVQQDEYASY]I3ZTVhMGQ3IMNEOMGUZYTMXY2FhYTIx
7 NGENZWNhMDCCASIWDQYJKoZIhvcNAQEBBQADGQEPADCCAQOCAQEBATS225rB+1UiDIY7Ur4KXoJR
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18 ----END CERTIFICATE-----

ength: 1,221 lines: 1. Ln:5 Col:77 Sel:0|0 Unix (LF) UTF-8 INS
9. In PingOne / Pingldentity, note the table descriptions when configuring ShareFile
single sign-on settings and Continue to Next Step.
Admin -= Configure Single Sign-On
1 Enable SAML Check the 'Enable SAML' check box.
2 Your Issuer / Entity ID Enter your issuer information from the 'Issuer’ field above.
§ . Enter the following URL, noting to ammend ${subdomain} with the completed URL of your
e Sl Al tiati 2, i registered site at ShareFile. hitps.//${subdomain}.sharefile.com/samlfinfo
. Download your PingOne certificate from the link above. Open the file in Notepad, or another

4 X509 Certificate text editor, then copy and paste the contents into this field.

5 Login URL Enter the URL from the 'Initiate Single Sign-Cn (SSO) URL' field above.

6 Logout URL Consider using the CloudDesktop URL. It can be found at the top of your PingOne

dashboard.
7 Save Click 'Save' to save your settings.
} On Step 2 of the PingOne setup process ('Configure your Connection’), you will need to
6 Entity 1D and ACS URL replace ${mydomain} in both 'Enfity ID' and "ACS URL' with your sharefile domain.
NEXT: Connection Gonfiguration Cancel

10. | Type in your ShareFile subdomain for ACS URL and EntityiD.




2. Connection Configuration

Assign the attribute values for single sign-on ($50) to the application.

Upload Metadata Select File | Oruse URL

ACS URL | httpsi/fsubdomain.sharefile. com/samliz :

*

Entity ID | subdomain sharefile.com

Target Resource
Single Logout Endpoint [
Single Logout Response Endpoint

Primary Verification Certificate Choose File | No file chasen

Secondary Verification Certificate Choose File | No file chosen
[ 00se TTe |

Force Re-authentication

Encrypt Assertion

Signing ® Sign Assertion © Sign Response

Signing Algorithm

RSA_SHA256 v

PingOne dock URL

Default PingCne dock URL  hiip
6cd2422efed1 &idp

Use Custom URL

Cancel

NEXT: Attribute Mapping

Back Continue to Next Step

11.

In Attribute Mapping > Identity Bridge Attribute or Literal Value enter Email.

3. Attribute Mapping

Map your identity bridge attributes to the attributes required by the application.

Application Attribute Description

1 SAML_SUBJECT * ${map to your email}

* Indicates a required attribute.

NEXT: PingOne App Customization - ShareFile

Identity Bridge Attribute or Literal

Value
Email
As Literal
Advanced
Cancel Back Continue to Next Step

**The attribute must map to users email addresses.

12.

Click Continue to Next Step.




13.

Customize ShareFile App in for PingOne dock.

4, PingOne App Customization - ShareFile
lcon g
Select image
Name ShareFile *
Description Citrix ShareFile allows you to

create a custom-branded,

password-protected space where

you can exchange business files

with cliznts easily and securely. -

Whether you need to send large 4

Category Collabaration v
NEXT: Group Access Cancel Back Continue to Next Step

14.

Select user groups that should have access to single-sign-on into the ShareFile
application.

5. Group Access

Selact all user groups that should have access to this application. Users that are members of the added groups will be able to S50 to this application and will
see this application on their personal dock.

Group1, Group2, etc Search

Users@directory

Remove
Domain Administrators@directory Add
NEXT: Review Setup Continue to Next Step

15.

Review setup settings for ShareFile Application.




Test your connection to the application

lcon

MName @ Share

Description @ C

Category Collaboration

Connection ID  2a1723ec-0b1d-458¢-aa%¢-67157bbf7cba

‘You may need to configure these connection parametars as wel

saasid  953c1d25-115-4657-b5c6-6cd242267ed

Issuer  hitps://pingone.com/idp/cd-2070333814.citrix

Signing

Signing Algorithm
Encrypt Assertion false
ACS URL  https:/isubdomain sharefile.com/sami/acs

SP entityld  subd,

Initiate Single Sign-On (SSO) URL

Single Sign-On (SSO) Relay State @  https:/ipingone.com/1.0/953¢1d25-1f5-4657-b5c6-6cd2422efe91
Single Logout Endpoint
Single Logout Response Endpeint
Force Re-authentication false
Signing Certificate

SAML Metadata

Identity Bridge
Application Attribute Description Attribute or
Literal Value
1 SAML_SUBJECT * Simap to your email} E?_“‘ L_SUBJE

16. | Go to your ShareFile account: https://subdomain.sharefile.com
Login with Administrator account > Settings > Admin Settings > Security > Login &
Security Policy > scroll down on this page to Single sign on / SAML 2.0
Configuration.

17. | Configure Single sign on / SAML 2.0 Configuration with the below:

Basic Settings

o Enable SAML: Select Yes

o ShareFile Issuer / Entity ID: Copy to clipboard the SP entitylD from PingOne
and paste

o Your Issuer / Entity ID: Copy to clipboard the Issuer from PingOne /
Pingldentity and paste

o X.509 Certificate: Click Change, then copy and paste the certificate from the
Singing Certificate file from the step above




o Login URL: Add login URL in the form of

https://sso.connect.pingidentity.com/sso/idp/SSO.saml2?idpid=<idpid>

***Replace <idpid> with the IPID that can be obtained from Initiate Single Sign-On (SS0)

URL.

Example Login URL:
https://sso.connect.pingidentity.com/sso/idp/SSO.saml2?idpid=765ac29c-

7¢4b-4484-afc9-hedf218c6a2e)

o Logout URL: Leave blank

(When users log out of ShareFile, they will be redirected to ShareFile login

page https://subdomain.sharefile.com.)

Issuer
Signing
Signing Algorithm
Encrypt Assertion

ACS URL

Initiate Single Sign-On (SSO) URL

Single Sign-On (SSO) Relay State
Single Logout Endpoint
Single Logout Response Endpoint
Force Re-authentication
Signing Certificate
SAML Metadata

https://subdomain.sharefile.com/saml/acs

SP entityld subdomai

Basic Settings

Enable SAML: @
@ Yes No
Sharefile Issuer / Entity ID: ®

_.' subdomain.sharefile.com

P Issuer / Entity ID: @

>7-b5c6- \ https://pingone.com/idp/cd-2070333814.citri:

X.509 C <
" Saved ge
Login URL: ®

https://sso.connect.pingidentity.com/sso/sp/i

Logout URL: @

18.

Optional Settings

o Require SSO Login: Optional

After single-sign-on is successfully validated, checking Yes for this option will
require all non-admin Employees to log in using PingOne / Pingldentity.

Admins will have the choice to login using PingOne / Pingldentity (on the
left) or their email address as the username and a native ShareFile password

(on the right).

o SSO IP Range: Optional

(Limit requiring non-admin Employees to login from a specific IP range.




Employees outside of this specified range will not be required to use
Onelogin to login.)

o SP-initiated SSO Certificate: Select HTTP Redirect with no signature

o Enable Web Authentication: Yes (Choose No when you do not want to allow
single sign on logins via a web browser. This means Windows authentication
will need to be available. No is not recommended).

o SP-initiated Auth Context: Select User Name and Password.

o Active Profile Cookies: Leave blank

o Click Save

Optional Settings

Require SSO Login: (2

Yes @ No

SP-Initiated SSO certificate: (2)

HTTP Redirect with no signature ™

Enable Web Authentication: (%)
® ves Mo

y N
SP-Initiated Auth Context: (2)

User Name and Password ~ Minimum ™~

Active Profile Cookies: (2)

19.

Test successful authentication by going to your ShareFile URL:
https://subdomain.sharefile.com

**Testing single-sign-on logins in private/incognito browser mode is best.

Click Sign in under Company Employee Sign In




Citrix ShareFile

Company Employee Sign In signin

Email
Password
Sign In SignIn
Remember Me Forgot Password?

**Make sure the user logging in with single sign-on has an Active Directory or
Identity Provider email address that matches their email address in their
ShareFile account.

Sign in will redirect you Pingldentity for sign in:

Ping

Identity.

USERNAME

Remember Me

Forgot Password

Successful logins will authenticate users into their ShareFile account Dashboard.
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20. | Done!

PingID for MFA

Configure

PingOne with Ping ID for SAML and multi/two-factor authentication:

Steps

Description

1.

Log in to the PingOne Administrator site.

For example, login to https://admin.pingone.com/

Click on Setup in top navigation menu > then Authentication Policy.

DASHBOARD  APPLICATIONS USERS ACCOUNT

Identity Repository Dock Authentication Policy PinglD Directory Certificates

Settings

For new configurations, select Enable Authentication Policy




SETUP ACCOUNT

DASHBOARD  APPLICATIONS USERS

Directory Certificates

Dock Authentication Policy PinglD

Identity Repository

Authentication Policy Editor

Cancel

Authentication Providers

Enable authentication policy s

* Authenticate users with ¢ PingID

Choose which selected groups and apps this policy applies to:

Authentication Filter
All cases (@ Selected groups All IPs except

Apply policy to
Q

Type to filter user groups by name

*Selected groups
¥ Checkall1to2o0f2

# Domain Administrators@directory

« Users@directory

PingOne Admin Portal Configuration

Apply authentication policy to
PingOne Admin Portal

Authentication Policy Context

Apply to all sign-on attempts

Type to filter apps by name

*Apply on application launch
Check all 1to 2 of 2

¥ ShareFile
PingOne Dock

Cancel Save




Select PingID in top navigation > choose Edit.

Pingone‘ DASHBOARD  APPLICATIONS USERS SETUP ACCOUNT

Identity Repository Dock Authentication Policy PinglD Directory Certificates

Settings

Under Configuration, choose appropriate settings for Support Message,
Mandatory Enrollment Start Date, Self-Enrollment, and Devices policies.

CONFIGURATION
——

ADMIN MESSAGE

Please contact support.

MANDATORY ENROLLMENT DATE

& 2019-05-09 v

SELF-ENROLLMENT DURING AUTHENTICATION

Disable ® Enable

MULTIPLE AUTHENTICATION DEVICES

® Disable Enable

EMAIL NOTIFICATION FOR NEW DEVICES
@ Disable Enable

DEVICE MANAGEMENT

Allow users to unpair and change devices using the mobile a
« Allow users to unpair and change d es using the mo op




Choose appropriate settings for Authentication policies.

® Default Global Advanced

Disable ® Enable

+ i0S + Android

Disable ® Enable

Choose appropriate Alternate Authentication Methods.




® Disable Enable

@® Ping Identity Custom

9. Enable the Policy. Click Save when selecting all settings is complete.
Disable @® Enable
@ Disable Enable
10.

Test successful authentication by going to your ShareFile URL:
https://subdomain.sharefile.com

**Testing single-sign-on logins in private/incognito browser mode is best.

Click Sign in under Company Employee Sign In




Citrix ShareFile

Company Employee Sign In signin

' Remember Me Forgot Password?

**Make sure the user logging in with single sign-on has an Active Directory or
Identity Provider email address that matches their email address in their
ShareFile account.

Sign in will redirect you Pingldentity for sign in:

Ping

Identity.

USERNAME

PASSWORD

Remember Me

Forgot Password




11.

First time logins to PingID will get a download link and QR code to install the
authenticator app on an Android or iOS device

@ ringio x  +
& Cc 0 & https;//authenticator.pingone.com/pingid/ppm/auth
Ping[
Ping Identity
Great news! Your company is giving you the
simplicity of PingID, so you can sign on to all your
applications with the added security of a swipe on
your mobile device. Enter your email address, and
we'll send you a link to download PingID.
|
| already installed the PinglD app
2 Avalleblafor 'S Available for
. iPhone&iPad | [ .# Android
Cancel Authentication
M Pingin x 4
& c 0 @ htips:;//authenticator.pingone.com/pingid/ppm/enro

Finish Pairing Ping[1

To complete the pairing process, simply open the PinglD app
on your mobile device and scan the following QR code. You
can also manually pair your device using the pairing key
below.

Start Over

Pairing Key:
597495589118




12. | User will complete setup on their mobile device. Successful mobile app
authentication will begin authenticating...
httpsi//authenticator.pingone.co. X | 4
« > C 0 @ https://authenticator.pingone.com/pingid/ppm/auth?
Authenticating
13. | User needs to “slide up” on the mobile authenticator app for Citrix / ShareFile to

complete authentication.

Citrix @

B




14.

Successful logins will authenticate users into their ShareFile account Dashboard.
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