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Steps | Description

1. Log in to the Idaptive Portal URL.

For example, login to: https://customerid.my.centrify.com/manage.

User Name

idaptiv

2. In the Dashboard navigation menu, click on Apps > Web Apps.

I 7 Dashboards

a Core Services
Users
Roles
Policies
Reports
Requests
Apps
Web Apps
Mobile Apps
Endpoints

Iil Downloads

Q Settings




Click on Add Web Apps.

Web Apps

Search SAML Web Q Add Web Apps

Search the catalog for “sharefile.” Choose Add for Citrix ShareFile.

**Make sure the app is SAML + Provisioning. The User Password Web App is not
compatible for SAML authentication. Contact Idaptive support team if the Web
App is not available in the admin portal.

mm Add Web Apps X

| Add web applications to enable single-sign on

Search Custom Import

Search catalog by app name

Citrix ShareFile “
sharefile Q User Password
Categories
Citrix ShareFile
All fpps SAML + Provisioning
Featured
Analytics

Collaboration
Communication
CRM

Customer Service
DevOps
Education

ERP

Finance
Government

Haalth Mara

Close

Confirm Yes to add the application.




Add Web App ~

@ Citrix ShareFile

Description

ShareFile allows businesses to securely send large files to
anyone, anywhere. Send big files up to 18 gigabytes from
your PC, MAC, or mobile device.

Do you want to add this application?

ma -

Exit Add Web App, and begin to configure Citrix ShareFile app.

] Dashboards @ Citrix ShareFile SAML
Type: Web - SAML + Provisioning * Status: Ready to Deploy
& Ccore :
Actions w
Settings Settings
Trust Learn more
SAML Response

Permissions

Customize Name and Description for each language (1)

Policy
Name *
| | Citrix ShareFile SAML
Apps
mO op nked Applications
R e TR ek Description
Web Apps Provisioning
Workflow ShareFile allows businesses to securely send large files to anyone,
anywhere. Send big files up to 18 gigabytes from your PC, MAC, or
Changelog mobile device
Category k

Content Collaboration

Logo

) Browse

Advanced

Application ID (1)

v Show in user app list (1)

m o

Click on the Trust section. Under Identity Provider Configuration > select Manual
Configuration > Expand Signing Certificate > click Download.




Actions

Settings

Trust

SAML Response
Permissions

Policy

Account Mapping
Linked Applications
Provisioning
Workflow

Changelog

Citrix ShareFile SAML
Type: Web - SAML + Provisioning - Status: Ready to Deploy

Trust

Leam more

Identity Provider Configuration
Configure your Your IDP Issuer / Entity ID and Signing Certificate, if needed. Your SAML Service Provider will require you to send |dP Configurati
Metadata Manual Configuration

*) Manual Configuration
9 If your SAML Service Provider provides a SAML S50 configuration screen, copy the applicable |dP Configursy

If SAML Service Provider reguires you to send IdP Configuration values, copy them from below and send the
~ Your IDP Issuer / Entity ID (7)

https:/faanB892_ my.centrify.com/471dce39-3484-4c87-a3 5c-e3be312b632 Copy
~ Signing Certificate "\D

|daptive SHAZ56 Tenant Signing Certificate (default) -

Thumbprint: CAEBS8BCADBE2726208F5505FD36760E6414172E5
Subject CN=Centrify Customer ABB8471 Application Signing
Certificate

Algorithm: shaZ56RS5A

Expires: 12/31/2638 7:68:68 PM

Download

LoginURL (D)

https://abb@471.my.centrify.com/run?appkey=8e165117-8cdf-4d52-8 Copy

Logout URL (T}

https:/fabb8471_my.centrify.com/applogout/appkey/6e 1851 17-8edf-+ Copy

Single Sign On Error URL

https://abbB471_my.centrify.com/uperror?title=Error%28Signing®28in Copy

Cancel

The default certificate file is a .cer file. Open the file with Notepad or any text
editor and save for later steps.




[f 1daptive SHA256 Tenant Signing Certificate (default).cer - Notepad-++ - (] X
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ? X

cHEHBERLHE| s MR 9y @ax| BR|ZT EEELa®| @ =D K R| 2

[ Idaptive SHA256 Tenant Signing Certificate (defautt).cer E3 | <>
. ————— BEGIN CERTIFICATE---——-
MIIDKTCCAnNmgAwWIBAgGIQZDGCDiCuT7t0jDsvUkdhSDANBgkghkiGO9w0OBAQsFADAk
MSIwWIAYDVQQDDBlJZGFwdGl2ZSBDAXNOb2 1lCiBBQkIwNDCXMB4XDTE5MDQyMTE4
MTcOOFoXDTMSMDEWMTAWMDAWMFOWRDFCMEAGA1UEAWWSQ2VudHIpZnkgQ3vzdGot
ZXIgQUJICMDQ3MSBBcHBsaWNhdGlvbiBTaWduaWSnIENl1cnRpZmljYXRIMIIBIjAN
ngqhkiG9w0BAQEFAAOCAQ8AMI IBCgKCAQEAxaWtbVoadnw0owOWxSCmU4ABRMCU

LT4DEFYAAVT SARWAWT.NOhHhm+cARND.ThVT.TXomITeN?2 2 HNCwrT TS~ 7+ ¥F FRccKCSRYS
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22 |————-r_nu CERTIEICATE ————c

Normal text file length: 1,322 lines: 24 Ln:22 Col:1 Sel:0|0 Windows (CRLF)  UTF-8 INS

Click on the Trust section to the left navigation menu. Under Service Provider
Configuration > select Manual Configuration. Enter the following settings only:

ShareFile Issuer / Entity ID: https://subdomain.sharefile.com/saml/info
Assertion Consumer Service (ACS) URL: https://subdomain.sharefile.com/saml/acs
Authentication Context Class: PasswordProtectedTransport

Click Save when done.




-
. Citrix ShareFile SAML
Type: Web - SAML + Provisioning - Status: Ready to Deploy

Actions w

Settings Trust
Trust Leam more
SAML Response
SEIECL LS CUNTIYUIEEUUN IREW 00 SPECied uy SE@EVICE PIOVILE, Gng wign (onow mie niswmuc s s,
Permissions

o Metadata Manual Configuration
olicy

# | Manual Configuration
Account Mapping

—

Linked Applications ShareFile Issuer / Entity ID (i)
Provisioning https://subdomain.sharefile comy/saml/info
Waorkflow
Assertion Consumer Service (ACS) URL ()
Changelog -
https://subdormain.sharefile.com/saml/acs

Recipient * (i) v Same as ACSURL

Sign Response or Assertion?

# | Response Assartion
NamelD Format (i)
emailAddress -

Single Logout URL ()

Enter URL here

Encrypt SAML Response Assertion ’?
Relay State ?

Authentication Context Class (1)

PasswordProtectedTransport -

m C anue'

Fill out the form below with information given by your Service Provider. Be sure to save your work when done.

10.

Click on Permissions in the left navigation menu. Choose Add to select users that
have access to single sign on to SharefFile.

**You will need to make sure each selected user has an Email Address in Idaptive and their
account in ShareFile should have a matching Email Address. The Web app switches to Ready to
Deploy to Deployed when users are assigned.

Citrix ShareFile SAML
@ Type: Web - SAML + Provisioning + Ststus: Ready to Deploy

Actions

Settings Permissions

Trust Leam more

SAML Response

Permissions

Palicy

Account Mapping Name Grant View Run Automatically Deploy ~ Starts Expires Inherited From
Linked Applications
,

Changelog




Click Save when done.

11. | Click on Account Mapping in the left navigation menu. Ensure the Directory Service
Field name is left as mail.
=
Citrix ShareFile SAML
@ Type: Web - SAML + Provisioning - Status: Deployed
Actions w
S Account Mapping
Trust Leam more
® Directory Service Field Directory Service Field
Palicy ! s aneoms Use the following Directory Service field 1o supply the user name
Account Mapping Script
Account Mapping Directory Service field name =
Linked Applications ma
Provisioning
Waorkflow
Cha
Click Save when done.
12. | Go to your ShareFile account: https://subdomain.sharefile.com > Login with

Administrator account > Settings > Admin Settings > Security > Login & Security
Policy > scroll down on this page to Single sign on / SAML 2.0 Configuration.




Use values from Admin Portal > Web App > Citrix ShareFile > Trust settings to
configure Single sign on / SAML 2.0 Configuration:

Basic Settings

o Enable SAML: Select Yes

o SharefFile Issuer / Entity ID: Copy and paste from Service Provider
Configuration

o Your Issuer / Entity ID: Copy and paste from Identity Provider Configuration

o X.509 Certificate: Click Change, then copy and paste the certificate
downloaded in previous steps

o Login URL: Copy and paste from Identity Provider Configuration
o Logout URL: Leave blank is recommended

(When users log out of ShareFile, they will be redirected to ShareFile login
page https://subdomain.sharefile.com.)

Basic Settings
Service Provider Configuration

Enable SAML: () ‘ ‘ - ) . ‘
- Select the configuration method specified by Service Provider, and then follow the instructions.

@® Yes No

) ) Metadata Manual Configuration

SharefFile Issuer / Entity ID: (2)

®  Manual Configuration

https f‘:‘s.\bclomainlshareﬁle.com.-’samI.i'info ‘ Fill out the form below with information given by your Service Provider. Be sure to sav

o ShareFile Issuer / Entity ID (i)
Your IDP Issuer / Entity ID: (2) / Y L

hitps://3an0092.my.centrify.com/471dc239 3¢ https://subdomain.sharefile.com/saml/info

X.509 Certificate: (%) ntity Provider Configuration

o

=
[

Saved Chang
g

Configurd\pur Your IDP Issuer / Entity ID and Signing Certificate, if needed. Your SAML Service Provider will require you to send 1dP ConfigL

Login URL: ® Metadata Manual Configuration

# Manual ConfigurXjon

https://abb0471.my.centrify.com/run?appkey= If your SAML Service Provider provides a SAML SS0 configuration screen, copy the applicable 1dP Confis

If SAML Service Provider requires you to send 1dP Configuration values, copy them from below and send

Logout URL: @ ; -
Your IDP Issuer / Entity ID ()

https://faanBB92.my.centrify.com/471dce39-3484-4cB7-a35¢c-e3be312b62 Copy
> Signing Certificate (i)

LoginURL (D)

https://abb8471.my.centrify. com/run?appkey=6e185117-8cdf-4d52-8 Copy

13.

Optional Settings




Require SSO Login: Optional

(After single sign on is successfully validated, checking Yes for this option will
require all non-admin Employees to log in using Idaptive. Admins can login
using Idaptive or email address and their ShareFile password.)

SSO IP Range: Optional

(Limit requiring non-admin Employees to login from a specific IP range.
Employees outside of this specified range will not be required to use Idaptive
to login.)

SP-initiated SSO Certificate: Select HTTP Redirect with no signature

Enable Web Authentication: Yes (Choose No when you do not want to allow
logins via a web browser. This means Windows authentication will need to
be available).

SP-initiated Auth Context: Select Password Protected Transport.

Active Profile Cookies: Leave blank

Click Save




Optional Settings

Require 550 Login: (2)
0 Yes @ No

SP-Initiated S5O certificate: (2)

HTTP Redirect with no signature

Enable Web Authentication: (7)
® Yes O No

SP-Initiated Auth Context: (%)

Fassword Protected Transport i Minimum .

Active Profile Cookies: (2)

14.

Test successful authentication by going to ShareFile URL:
https://subdomain.sharefile.com and click Sign in under Company Employee Sign
In

Citrix ShareFile

Company Employee Sign In Sign In
ShareFile is a safe, secure method for sharing files. To access, use
Directory credentials. Emalil
PPassword

& Remember Me Forgot Password?




**Make sure the user logging in with single sign-on has an Active Directory or
Identity Provider email address that matches their email address in their
ShareFile account.

Sign in will redirect you Idaptive for sign in:

User Name

idaptiv

Successful logins will authenticate users into their ShareFile account Dashboard.

Q Dashboard o H ‘ | P t
Folder
Darar Ch Arta it
i ecent F Shortcuts
These are the items you recently accessed. This private list is only visible to you.
DO > ¢ 0 o]
nbox ‘ pa)| & &
B My FiLEdocx
People ' Share Files Request Files  Create New User  Personal Folders
E Usage Report 2017-june-06.xlsx
Setti
[+].] f
E Title Graphic jpg [=-=] *1
Shared Folders Favorites What's New
P2 3D File Previews
5 Desktop Mac 1.1
T 8a Helpfi
= | | Recover deleted files or folders
B = |-—]
= ) What is File Box?
(7Y

15.

Done!







