Phase 1
Configuration

Phase 2
Configuration

Policy Addresses

IPSec Security
Policy

P1-NETSCALER-
TUNNEL

P2-NETSCALER-
TUNNEL

Remote Gateway: Static IP Address
IP Address: 198.51.100.100
Local Interface: portl
Mode: Main (ID Protection)
Authentication Method: Preshared Key
Pre-Shared Key: examplepresharedkey
Enable IPSec Interface Mode: Disabled
IKE Version: 1
P1 Proposal

e 1- Encrytion: AES

o Authentication: HMAC_SHA1
DH Group: 2
XAUTH: Disabled
Dead Peer Detection: Enabled

Phase 1: PI-NETSCALER-FORTIGATE
P2 Proposal
e 1- Encrytion: AES
o Authentication: HMAC_SHA1
o Enable replay detection: Enabled
o Enable perfect forward secrecy (PFS): Enabled
DH Group: 2
Auto Key Keep Alive: Enabled
Auto-Negotiate: Enabled
Quick Selector Mode
e Source address: FORTINET-SIDE-SUBNET
e Source port: 0
o Destination address: NETSCALER-SIDE-SUBNET
o Destination port: 0
e Protocol: 0
FORTINET-SIDE-SUBNET
e Subnet/ IP Range: 10.20.20.0/255.255.255.0
e Interface: port2
NETSCALER-SIDE-SUBNET
e Subnet/ IP Range: 10.102.147.0/255.255.255.0
e Interface: portl
Policy Type: VPN
Policy Subtype: IPsec
Local Interface: port2
Local Protected Subnet: FORTINET-SIDE-SUBNET
Outgoing VPN Interface: portl
Remote Protected Subnet: NETSCALER-SIDE-SUBNET
VPN Tunnel
o Use Existing: Enabled
e VPN Tunnel: PI-NETSCALER-FORTIGATE
« Allow traffic to be initiated from the remote side:
Enabled






