
Entity Name Details 

Main settings of the CloudBridge Connector tunnel setup 

IP address of the CloudBridge Connector tunnel end 

point (NS_Appliance-1) in Datacenter-1 

 198.51.100.100 

IP address of the CloudBridge Connector tunnel end 

point (F5-BIG-IP-Appliance-1) in Datacenter-2 

 203.0.113.200 

Datacenter–1’s subnet whose traffic is to be 

protected over the CloudBridge Connector tunnel 

 10.102.147.0/24 

Datacenter–2’s subnet whose traffic is to be 

protected over the CloudBridge Connector tunnel 

  10.20.20.0/24 

  

Settings on NetScaler appliance NS_Appliance-1 in Datacenter-1 

  SNIP1(for reference purposes 

only) 

  198.51.100.100 

IPSec profile NS_F5-BIG-IP_IPSec_Profile  IKE version: v1 

 Encryption algorithm: AES 

 Hash algorithm: HMAC_SHA1 

 psk = examplepresharedkey  (Note: This is an 

example of a pre-share key, for illustration. 

Citrix does not recommend to use this string in 

your CloudBridge Connector configuration) 

CloudBridge 

Connector tunnel 

NS_F5-BIG-IP_Tunnel  Remote IP = 203.0.113.200 

 Local IP= 198.51.100.100 

 Tunnel protocol = IPSEC 

 IPSec profile= NS_F5-BIG-IP_IPSec_Profile 

Policy based route NS_F5-BIG-IP_Pbr  Source IP range = Subnet in the Datacenter-

1=10.102.147.0-10.102.147.255 

 Destination IP range =Subnet in Datacenter-

2=10.20.20.0-10.20.20.255 

 IP Tunnel = NS_F5-BIG-IP_Tunnel 

 


