Message Description

June 12 Date

23:37:17 Current time

<localQ.info>

10.217.31.98 IP Address of the VIP that received the
request

CEF:0 Log format

Citrix Company name

NetScaler Appliance

NS11.0 Version

APPFW Module

APPFW_ST ART URL Security Check violation

6 Severity

src=10.217.253.62

Request is received from Client IP
10.217.253.62

spt=47606

Source port number is 47606

method=GET

The request is a "GET " request

request=http://aaron.stratum8.net/FFC/login.ht
ml

The Requested URL is
"http://aaron.stratum8.net/FFC/login.ht
mlll

msg=Disallow lllegal URL

The Violation Log message generated by
application firewall is
"Disallow lllegal URL"

cn1=1340 Event ID is 1340

cn2=653 HTTPT transaction ID is 653

csl=pr_ffc The request is processed by the profile
named "pr_ffc"

cs2=PPE1 The request is processed by PPE1

cs3= EsdGd3VD00aaURLcZnj05Y6DOmMEON002

Application firewall session ID is
"EsdGd3VD00aaURLcZnj05Y6DOmMEON002"

cs4=ALERT ALERT is the string representation of the
severity level (6)

¢s5=2015 Current year is 2015

act=blocked The action taken by application firewall is
to "Block" the request

Log size Same as NetScaler log message. 100

Kilobytes




